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CREATE INTEGRATION OBJECT

1. GoaLs

In this assignment, we will create integration object. Integration object helps to make secure
connection from snowflake to aws s3.

Prerequisites,
AWS Free tier account.

Clink on below clink and create aws free tier account.

2. Create aws s3 BUCKET

Search for s3 in search panel and create bucket as below,

+ Create bucket 1 Buckets 1 Regions [+

D Bucket name ¥ Access © ¥ Region + Date created ¥

Oct 9, 2020 3:50:03

[[] § hartfordstar Bucket and objects not public US East (N. Virginia) PM GMT+0530

3. CREATE POLICY

aws

2 Services a

* Favorites All services

@ Resource Groups & Tag E... IAM]|

Manage access to AWS resources

« Create policy Policy actions ¥~

« Access management

Groups

Filter policies - Q
Users
Roles Policy name ~ Type v
Policies > AccessAnalyzerServiceRole... AWS managed
Identity providers > AdministratorAccess Job function



Add policy in the json tab.

Please find the attached policy below,

Visual editor JSON Import managed policy

-{
"Version": "2012-10-17"
"Statement": [

"Effect"”: "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion",
"s3:DeleteObject"”,
"s3:DeleteObjectVersion"
1,
"Resource": "arn:aws:s3:::<bucket>/<prefix>/*"
1,
{

"Effect": "Allow".

"Version": "2012-10-17",

"Statement":

!

"Effect": "Allow",

"Action": ||
"s3:PutObject")
"s3:GetObject")
"s3:DeleteObject"”,

"s3:DeleteObjectVersion"

]

"Resource": "arn:aws:s3:::<bucket>/<prefix> /*"

L

"Effect": "Allow",

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::<bucket>",
"StringLike":

N



"s3:prefix":

"<prefix>/*"

Name the policy and create it,

[ am naming policy as, snowflake_access

Review policy

Name* {snowﬂake,access

Use alphanumeric and '+=,.@-_' characters. Maximum 128 characters.

Description
Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.
Summary
Service v Access level Resource Request condition
Allow (1 of 241 services) Show remaining 240
S3 Limited: List, Read, Write Multiple s3:prefix | string like | All

4. Create ROLE
Search for IAM and click on Roles.



‘ Roles

Access management

Groups
Users What are IAM roles?

Roles IAM roles are a secure way to grant permissions to entities that you trust. Examples of entities include the 1
Policies « 1AM user in another account

Identity providers

« An AWS service that needs to act on resources in your account to provide its features

Account settings
« Users from a corporate directory who use identity federation with SAML

Access reports

« Application code running on an EC2 instance that needs to perform actions on AWS resources

1AM roles issue keys that are valid for short durations, making them a more secure way to grant access.

Access analyzer
Additional resources:

Archive rules
« 1AM Roles FAQ
Analyzers )
« 1AM Roles Documentation
Settings

« Tutorial: Setting Up Cross Account Access
Credential report + Common Scenarios for Roles
Organization activity

Service control policies (SCPs)

Create role Delete role

earch IAM.

57]

Search

IS account ID: Role name ~ Trusted entities

p834220952

AWSServiceRoleForSupport

Note down your AWS account id,

AWS account ID:
579834220952

Choose another AWS accoynt,

Create role

Select type of trusted entity

Another QWS account

e AWS service
.. Ml Belonging t&you or 3rd party

EC2, Lambda and others

Allows entities in other accounts to perform actions in this acdount. Learn more

Specify accounts that can use this role

AWS service: support (Service-Linked role)

Web identity
Cognito or any OpenID
provider

o -

SAML 2.0 federation

Your corporate directory

Account ID*

Options
Require MFA @

(1]

Require external ID (Best practice when a third party will assume this role)

Fill Account ID in the, Account ID test box.

Choose external id check box to add snowflake external id.



Specify accounts that can use this role

Account ID* | 579834220952 (i)

Options ¥/ Require external ID (Best practice when a third party will assume this role)

You can increase the security of your role by requiring an optional external identifier, which
prevents "confused deputy" attacks. This is recommended if you do not own or have
administrative access to the account that can assume this role. The external ID can include
any characters that you choose. To assume this role, users must be in the trusted account and
provide this exact external ID. Learn more

External ID

0000

Important: The console does not support using an external ID with the Switch Role feature. If
you select this option, entities in the trusted account must use the API, CLI, or a custom
federation proxy to make cross-account iam:AssumeRole calls. Learn more

Require MFA @

For time being we will fill external Id as 0000.
Click on next and choose the policy we created in the previous step,

~ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy ‘ [+
Filter policies v Q sno| Showing 3 results
Policy name + Used as
» W AmazonMobileAnalyticsNon-financialReportAccess None
» W AWSServiceRoleForAmazonEKSNodegroup None
v » snowflake_access None

Leave next page blank,
Create role 1 ° s
Add tags (optional)

IAM tags are key-value pairs you can add to your role. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this role. Learn more

Key Value (optional) Remove

F\dd new key

You can add 50 more tags.

Click on next, to create role. Name the role as, snowflake_role.

5



Review

Provide the required information below and review this role before you create it.

Role name* | snowflake_role

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

Role description

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities The account 579834220952

Policies snowflake_access ('

Permissions boundary Permissions boundary is not set

No tags were added.

* Required Cancel Previous Create role

5. CREATE INTEGRATION OBJECT

Login to snowflake. Execute below command to create integration object.

type = external_stage
enabled = true

storage_aws_role_arn = 'arn:aws:iam::579834220952:role /snowflake_role’

storage_allowed_locations = ('s3://hartfordstar/");

aw$, Services ¥

CHAN v Global v

4

Identity and Access Roles > snowflake_role

Management (IAM) ‘ Sum mary =
Dashboard Role ARN arn:aws:iam::579834220952:role/snowflake_role (%)
v Access management Role description Edit
Groups Instance Profile ARNs [l
Users Path /
Roles Creation time 2020-10-09 16:35 UTC+0530
Policies Last activity Not accessed in the tracking period
Identity providers Maximum session duration 1 hour Edit

Add snowflake external id to aws s3. In below image external id is not updated,



Permissi Trust relationshi Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relationship

Trusted entities Conditions
The following trusted entities can assume this role. The following conditions define how and when trusted entities can assume
the role.

Trusted entities

The account 579834220952 Condition  Key Value

StringEquals  sts:Externalld ?}00

Describe integration object, DESC INTEGRATION s3_int;

DESC INTEGRATION s3_int;

s Data Preview < Open Histor

deryID SQL 147ms 7 rows
result... & Copy Columns v ¢
Row  property property_type property_value roperty_default

1 ENABLED Boolean true false

2 STORAGE_PROVIDER String S3

3 STORAGE_ALLOWED_LOCATIONS List s3://hartfordgtar/ []

4  STORAGE_BLOCKED_LOCATIONS List 0

5 STORAGE_AWS_IAM_USER_ARN String arn:aw:

NS-ROLEARN ing .
7 STORAGE_AWS_EXTERNAL_ID String EGA46122_SFC...

Click on,

B WAl F W IR TW W PR R WA RRO WA Wl IR NI W R IR WAl § e Al 1

Edit trust relationship

Trusted entities

Update trust relationship as below,

DESC INTEGRATION s3_int;

s Data Preview <« Open Histor

leryID SQL 147ms 7 rows
result... & Copy Columns v
Row property property_type property_value property_default
1 ENABLED Boolean true false
2 STORAGE_PROVIDER String S3
3 STORAGE_ALLOWED_LOCATIONS List s3:/[hartfordstar/  []
4 STORAGE _BLOCKED LOCATIONS List il
| 5 STORAGE_AWS_\AM_U‘ER_ARN String arn:aws:iam::98... |
S __STORAGE AWS ROIFE A}N String L0 siam:57
7 STORAGE_AWS_EXTERNAL.} String EGA}G'IZZ_SFC.N |




Policy Document
"Version": "2012-10-17",
- "Statement": [

© {
"Effect": "Allow",
- "Principal”: {
"AWS": "arn:aws:iam::579834220952:root"
},
"Action": "sts:AssumeRole",
- "Condition": {
- "StringEquals": {
"sts:ExternalId": "0000"
}
}
}
]
}
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