
 
 

                                                                        NMAP 

Nmap is short for Network Mapper. It is an open-source Linux command-line tool that is used to scan 

IP addresses and ports in a network and to detect installed applications. 

Nmap allows network admins to find which devices are running on their network, discover open 

ports and services, and detect vulnerabilities. 

Gordon Lyon (pseudonym Fyodor) wrote Nmap as a tool to help map an entire network easily and to 

find its open ports and services.  

Nmap helps you to quickly map out a network without sophisticated commands or configurations. It 

also supports simple commands (for example, to check if a host is up) and complex scripting through 

the Nmap scripting engine. 

Features of Nmap, 

●​ Flexible Functionality: 

●​ Supports advanced techniques for mapping networks with IP filters, firewalls, 

routers, etc. 

●​ Includes TCP & UDP port scanning, OS detection, version detection, ping sweeps, and 

more. 

●​ Powerful Scanning Capability: 

●​ Successfully scans extensive networks with hundreds of thousands of machines. 

●​ Portability Across Operating Systems: 

●​ Compatible with various operating systems, including Linux, Windows, FreeBSD, 

OpenBSD, and more. 

●​ Ease of Use: 

●​ Both command line and graphical versions available. 

●​ User-friendly initiation with commands like "nmap -v -A targethost." 

●​ Free and Open-Source: 

●​ Aligned with the goal of making the internet more secure. 

●​ Available for free download with full source code for modification and redistribution. 

●​ Comprehensive Documentation: 

●​ Rich set of up-to-date man pages, whitepapers, tutorials, and a dedicated book. 

●​ Popularity and Inclusion: 

●​ Thousands of daily downloads. 

●​ Included in various operating systems and ranked among the top ten programs on 

Freshmeat.Net. 

●​ Community Support: 
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●​ Vibrant community of developers and users. 

●​ Support through Nmap mailing lists. 

Other features of Nmap include: 

●​ Ability to quickly recognize all the devices including servers, routers, switches, mobile 

devices, etc on single or multiple networks. 

●​ Helps identify services running on a system including web servers, DNS servers, and other 

common applications. Nmap can also detect application versions with reasonable accuracy 

to help detect existing vulnerabilities. 

●​ Nmap can find information about the operating system running on devices. It can provide 

detailed information like OS versions, making it easier to plan additional approaches during 

penetration testing. 

●​ During security auditing and vulnerability scanning, you can use Nmap to attack systems 

using existing scripts from the Nmap Scripting Engine. 

●​ Nmap has a graphical user interface called Zenmap. It helps you develop visual mappings of a 

network for better usability and reporting. 

           

NMAP SCANNING 

1. Find the version of nmap. 

# nmap –V 

 

 

 

2.  Single system scan using nmap. Scan 1000 common ports. 

a) scan single IP address: 

# nmap 192.168.0.160 
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2b. scan single hostname: 

# nmap abc.com 

 

 

3. Scan the ip address with Verbose information. 

# nmap -v 192.168.0.160 
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4.  Scan multiple IP addresses. 

  a. Scan IP addresses from different subnet: 

      #nmap 192.168.0.160 10.0.2.15

 

4b. Scan IP addresses from same subnet: 

#nmap 192.168.0.1,160 

 

 

 

4c. c) Scan IP addresses by range 

                #nmap 192.168.0.1-170 
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5. Scan whole subnet. 

    # nmap 192.168.0.* 

 

 

6. Scan a network excluding hosts. 

     # nmap 192.168.0.* --exclude 192.168.0.160 
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7. Scan a list of IP addresses from a file. 

l.txt file have following id addresses: 

192.168.0.160 

10.0.2.15 

# nmap -iL 1.txt 

 

 

8. Find Host ServiceVersion. 

# nmap -sV 192.168.0.160 

 

 

9. Aggressive scanning using nmap. 

Or Find the details related to Operating System finger printing and 
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traceroute. 

 

# sudo nmap -A 192.168.0.160 

 

 

10. Enable OS detection using nmap. 

# sudo nmap -O 192.168.0.160 
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11. Scan a host to detect firewall. 

# nmap -sA 192.168.0.160 

 

12. Perform Fast scan using nmap. 

Scan 100 common ports which are listed in nmap service files. 

# nmap -F 192.168.0.160 

 

13. Find live hosts in network. 

With -sP option, it skips port detection and other thing. 

# nmap -sP 192.168.0.* 
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14. Perform a Stealthy scan. 

This type of scan is undetected in network. 

 

# nmap -sS 192.168.0.160 

 

15. Scan specific port using nmap. 

(default nmap scans TCP ports.) 

# nmap -p 80 192.168.0.160 

 

16. Scan multiple ports using nmap. 

# nmap -p 80,443 192.168.0.160 
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17. Scan ports by range using nmap. 

# nmap -p 75-80 192.168.0.160 

 

18. Scan all 65536 ports. 

# nmap -p- 192.168.0.160 

 

19. Scan open ports only. 

# nmap --open 192.168.0.160 
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20. Scan a TCP ports. 

# nmap -sT 192.168.0.160 

 

21. Scan a UDP ports. 

# sudo nmap -sU 192.168.0.160 

11                                                                                                                                                                               L 
 



 
 

 

12                                                                                                                                                                               L 
 


