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Edit: Turns out this is more popular than | originally thought. More people have reached out
to me saying they experienced this too. Writing this to be shared more generally.

Modus operandi

1. Hacker (“they”) reached out to me from a friends account, which | realized was
compromised.
2. They tried to engage me at least 4 times with different excuses
a. “l need someone to verify that I'm me”
b. “Can | add you to my friend’s instagram account with 1M+ followers”
c. “l need to win an influencer contest :) can you please vote ..

In every case, they explicitly say “ 1 DO NOT need you to click on a link, can you please
SEND ME A SCREENSHOT that you received the link”.

By now | realized they had access to something, but | could not figure out what.
| kept trying to “debug” this (like any engineer would) and | kept sending them wrong URLSs,
claiming | didn’t get it etc, mostly trying to buy time to understand what | needed to lock

down.

Only warning | got was this automated email from Instagram, which went to my Social tab
and was ignored.



Instagram e

We noticed a new login,

Apple iPhone - Instagram - Los Angeles,
CA, United States

sacure your
account here

Learn more
secure

Xy Meta

Instagram

Why did my |G account get hacked?

- Mostly because | DID NOT ENABLE 2FA (Two Factor authentication - using your
primary login + additional challenge) on my account. | did not know that | needed to.

Also, Copy paste on mobile failed me badly.

What was the hack?

- Hacker searches popular handles and tries using “Send login link” via one of the

many available flows on the product
- This is easier without 2FA enabled on the account.
- This is the link they ask you to send them, which allows them to login by literally

typing in the link and getting access to your account.

Here’s a screenshot of my conversation
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Please screenshot and send me the
link you just received

| didn't receive a link

Check your phone text message
inbox

Nothing

Oh

Is your phone number added to
Instagram?

| don't know

Please check and you can put it if not
because that's the anly way you can
receive the link

Send me via Instagram please

| can't

You can only receive the link directly
in your phone text message inbox

That seems strange. Why would
Instagram need my phone number ?

m Message... Q) @ @

Here’s the message that | received from IG



& 32665

Yesterday « 5:19 PM

Texting with 32665 (SMS/MMS)

Tap to access your Instagram

account: https://fig.me
/K3mméewGvMGeFsQ

C

Tap to load preview

10:31 AM

Tap to access your Instagram
account: https://ig.me

/1IFlquvakKWSKVcDo

C

Tap to load preview

How could the hack have been prevented

- Change the mobile copy to - “Tap to access your Instagram account: <url/bleh> DO
NOT SHARE OR FWD”

How to claim your account back



After a few friends who | don’t hear from reached out in concern, | wanted to claim my
account back. The result of MY security lapses should not involve my friends losing their
money, reputation, or relationships. Here’s what | control on my end.

What | control:
- Recovery email
- Recovery phone number (mapped to my actuals)

What the hacker controls:
- Primary email
- Primary phone number
- 2FA via an authenticator app
All of which they were able to setup fairly quickly and lock me out completely.

If your instagram is hacked and you have no control over your account credentials, here’s
the process to recover it.

Steps to claim your account: If your account has a photo of you



Login help

Find your account

Enter your username or the email or phone
number linked to your account.

Username, email or phone

& Access your account

E Send an email

0 sendansms

@ Log in with Facebook

Need more help?

1. Enter your username & click on “Can’t
reset your password” at the bottom of the
screen.

2. Both the email and SMS listed here is what
the hacker controls, so there’s no point in using
them.

If your Facebook and Instagram are connected,
then you can Login with Facebook (I guess)

For others click, “Need more help?”




Enter Security Code

Enter the 6-digit code we sent to
isesesesh@gmail.com

It may take up to a minute for you to receive this code.

Choose a way to recover your
Instagram account

You'll need to confirm your identity so we can
recover your account. If you don't recognize any
of this information, your account may have been

compromised. We can help change it back after you
secure your account.

Phone Number

Email

Try another way

3. These are still mapped to my actual phone 4. Enter the 6 digit confirmation code you get in
and emails. | used email. your email.




Enter Security Code

Enter the 6-digit code from your authentication
app.
This could be Apple Passwords, Duo Mobile,

Google Authenticator or a different app you set
up manually.

Confirm

Goes)tolthelhackery

Send Text Message

Prelefly schop by Go
sler

Use Backup Code

Get Support k’ Click this

Visit Help Center

5. Instagram asks for 2FA challenge which the
hacker controls, so tap “Try another way”.

6. Click on get support in the menu that follows.




Request Support

Why can't you get into your Instagram account?

| forgot my password and can't reset it

The login code was sent to a mobile number or
email that | don’t have access to

My account was hacked

My account was disabled

Someone used my name, photos or information
to create a new account

£ Request Support

Do you have a photo of yourself in your account?

Yes, | have a photo of myself in my account. o

No, | do not have a photo of myself in my account.

7. | clicked on the option highlighted .

8. In this screen, since my instagram profile
picture is my mug shot | choose the former.

If you choose the latter, you'll be asked to upload
your ID to verify your identity.




Slowly

ur pt

9. Instagram shows you this video verification
feature, which asks you to turn your head left,
right, then look straight.

Basically, like a mug shot :( Once you compy
with turning your head a few times. You've
completed this process.

Verify your identity

If you submitted a support request for an account without photos of you, you should receive an
auto-response email from the Support Team at Meta. We'll ask you to help us verify your
identity by providing the email address or phone number you signed up with and the type of
device you used at the time of sign up (example: iPhone, Android, iPad, other).

If you request support for an account with photos of you, you'll be asked to take a video selfie
of you turning your head in different directions to help us check that you're a real person and
confirm your identity.

Once you submit the video selfie to help us verify your identity, you'll receive an email from
Instagram at the secure email address you provided. We use this video to ensure you are a real
person and that you are who you say you are.

Keep in mind that the video you submit will never be visible on Instagram and will be deleted
within 30 days.

If we weren't able to confirm your identity from the video you submitted, you can submit a new
video and we'll review it again.

Note: Instagram doesn't use facial recognition, and we don't use it in video selfies. We use
video selfies to ensure you are a real person and may confirm with human review that you are
authorized to access your account.




After an 8 hr delay | got this email from Instagram :(

@ l.f:l

We weren't able to confirm your identity from the
video you submitted. You can submit a new video
and we'll review it again. Learn more.

Thanks,
The Instagram Team

Steps to claim your account: If your account DOES NOT have a
photo of you

- Follow Steps 1 to 7 from the previous section. At the step, click on “No, | don’t have a
photo on my account”
- You'll be requested to upload any state ID. | uploaded my CA drivers license.

Report an impersonation account

You can also request support and claim that your account is being impersonated. You can
find the form linked here: https://help.instagram.com/446663175382270


https://help.instagram.com/446663175382270

Report an Impersonation Account on Instagram

Facebook
tome v

Hi,

Thanks far your response. To confirm that you're the owner of this account, you'll need to reply to this message and attach a photo of yourself holding yaur government-issued photo ID.
Make sure that the photo you send:

- Includes both your hand that's halding your ID and your entire face

- Clearly shows your face in both the phote and the ID

- Is welHit, and is not too small, dark er blurry

- Is attached to your reply as a JPEG file

Once we receive and review a clear image of you and your |D, we will permanently delete your attached identification documents from our servers. Thanks in advance for your understanding of this security policy, and we'r

To learn more about the types of ID we accept, please visit the Help Center:
i .com/27 1237319690904 2ref=cr

Thanks

| sent this embarrassing photo of me holding my ID, my face and my two hands in frame.
Felt very much like a mug-shot too. This is frankly an embarrassing excuse of a process,
and it is audacious that it also applies to folks who don’t have instagram but want to report
an impersonator.




After sending this over, | got the following email.

Clearly no one reviewed anything, but Facebook collected my face, details, my state ID, my
video selfie , (which felt more like Metaverse onboarding) than a security feature, and an
embarrassing mugshot with all side and front angles.

| still don’t have control of my account and it’s been so long that | don’t care enough to revive
it. Sorry friends!

We can't review your case right now = inbox x

Facebook

tome ~
Hi,
We have fewer people available to review your request due to the coronavirus (COVID-19) outbreak.

We're only able to review requests for the most urgent cases. This means we can't review your case right now. Please try again at a later date. Thank you for understanding.

The Instagram Team

Personal context and bias

Now, for the most part, I've had a love-hate relationship with Facebook since inception. |
gave up Facebook in 2016, and found peace amongst HQ wildlife photos on Instagram. As
far as | know, I've not consolidated my identities across both platforms (3 if you count
Whatsapp).

There are still open questions. E.g., How are IG and FB identities connected?

- First, because of some sort of backend reunification Facebook and Instagram have
been pushing me to merge my separate identities on the platform since 2017 or so
(IIRC). Some of it was mandatory, some of it optional.

- I remember seeing a promo to share my stories across both platforms as
recently as last month.

- | still have access to my Facebook account, but | don’t control my IG anymore. What
does that mean? I’'m wondering what loophole exists where | lose my Facebook
account now and endanger my network on Facebook as well.

A couple of my friends have now fallen prey to this scam now. I'm scared to ask if it was my
account that started it for them.

Thanks for reading!
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