Unit-lll: Serviet APl and Overview
1. Servlet Introduction

A Servlet is a server-side Java programming component managed by a Web Container (such
as Apache Tomcat). Servlets extend the capabilities of web servers by dynamically
generating responses (HTML, JSON, XML) for incoming HTTP requests.

Java EE (javax) vs. Jakarta EE (jakarta) Evolution

e Namespace Transition: Oracle transferred Java EE to the Eclipse Foundation. Modern
enterprise Java (Jakarta EE 9+) transitioned package namespaces from javax.servlet.*
to jakarta.servlet.*.

e Note for Exams: Most university curricula still use javax.servlet.*, but knowing
jakarta.servlet.* demonstrates current industry awareness.

Advantages of Servlets over CGl (Common Gateway Interface)

caGl (Common Gateway
Feature Java Servlets
Interface)

Spawns a new OS process per = Allocates a lightweight thread
Process Model
request. per request.

Slow due to high process Fast due to thread pooling and
Performance

creation overhead. memory sharing.
Resource High  memory consumption @ Extremely efficient memory
Usage under heavy load. utilization.
. Platform-dependent scripts |~ "Write Once, Run Anywhere"
Portability
(C/C++, Perl). Java standard.

2. Servlet Life Cycle (SLC)

The Servlet life cycle is entirely controlled by the Web Container. It consists of three primary
phase methods defined in the javax.servlet.Servlet interface:



[ CLASS HIERARCHY

Servlet Interface
(javax.serviet.Serviet)

Defines Servlet Life Cycle

+ init(ServletConfig config)

+ service(ServletRequest req,
ServietResponse res)

+ destroy()

+ getServletConfig()

+ getServletinfo()

i implements

GenericServlet
(javax.servlet. GenericServiet)
Abstract Class
Implements Servlet Interface
+ init()
+ destroy()
Vv getServletConfig()
¥ getServletinfo()

SERVLET LIFE CYCLE

Servlet Interface — GenericServlet — HttpServlet

SERVLET LIFE CYCLE FLOW (Common for All}
A - N Web Container (e.g., Tomcat)
"""" i | o Loading & Instantiation MEzssssasy odiEiliaclins Ty

and creates an instance

l using default constructor.
- Called ONLY ONCE
| e init(ServletConfig config) D ] after instantiation.
. J | Used for one-time initialization
(DB connection, reading
init parameters, etc.).
service(ServietRequestreq, | | Called FOR EVERY request.

Container allocates a thread

ServletResponse res) P o
for each request.

v

THREAD POOL (Managed by Web Container)

ir LIFE CYCLE METHOD DETAI

o Loading & Instantiation
+ Container loads the servlet class into memory.
+ Creates a single instance using the

default (no-arg) constructor.

nit(ServletConfig config)

+ Invoked once immediately after creation.
+ Used for initialization tasks.

+ Receives ServletConfig object to read
init parameters and servlet context.

service(ServletRequest, ServletResponse)

Invoked for every request.

Allocates a thread from the thread pool.
HttpServlet overrides this method to
handle HTTP methods and calls
doGet(), doPost(), etc.

HTTP Method HttpServiet Method
GET doGet()
POST doPost(}

PUT doPut()
DELETE doDelete()
HEAD doHead()
OPTIONS doOptions( )
TRACE doTrace()
Others doXxx() / service()
o destroy()
» Invoked once before the servlet is removed
from service.

Used to release resources.
+ Called on server shutdown or
web application undeploy.

\

 Serviet life cycle is managed
by the Web Container. (

Note: One Servlet Instance —* Multiple Threads — Multiple Client Requests

X service() (Abstract) Thread Pool
R v Incoming - ’
extends o = Thread-1 Thread-2 Thread-3 | Thread-N | o
B0 —®  Responses
Rioepaats (Busy) (Busy) (idle) (idle) !
-
HttpServiet ) L e to Client |
(javax.servlet.http. HrtpServiet) 4 4 ’ ’
Abstract Class v
Overrides service()
Dispatches requests to doGet() HTTP Method HttpServiat Method
doPost GET doGett
v doGet() ¥ dotead() F 0 | o :[1)
+ doPost()  doOptions{) e doPut() oPost
v doPut() v doTrace() SoDatetel] PUT doPut()
+ doDelete() Parses HTTP request method e DELETE doDelete()
l‘ i and delagates to okead() HEAD doHead()
T appropriate method. deOptions() S doOptions()
'ourservie’ dofrace()
(User Defined Class) RABE dﬂ“_mn
Extend HttpServlet and e Others service(}
override required methods Ty =
public class HelloServlet l i Called ONLY ONCE |
extends HttpServiet ( r 1 before servlet instance :
protected void doGet( P destroy() | is unloaded !
et e L ° {¥ \Ueedjormieaslisioom, ©
theows ToEsception { | (close DB connection, |
zos. gethritar () close file, cleanup, etc.). |
.println(“Hello");
+
1
TYPICAL SERVLET CODE (Example) ( TYPICAL LIFE CYCLE TIMELINE METHODS SUMMARY TABLE
impbic fava.io Class Important Methads
tmpast. Savax.serviet.:
Sapoet Savak.seeviet.hetp. : = icel) e ServietInterface  init(), sarvice(), destroy()
w F Ll
ublic clasa Nallofarviet extends Hetporviat { | g destroy)
T kil void Lnia [}, cheves sesvieisoeption [ Applcation —>| Loaded TR Ly | WD L tiple Times 0L , init(), destroy(],
| cem.om pesatiaCinic) 1 Deployed | | (ntamemory| | S04 | | O00TO) | o piple Requests) ||| |l || GenericServiet | vietConfigl), getServietinfol)
protactsd vold dodet (HttplervietRoquest requast,
: neey l’unr\u ::pcml: | service( ), doGet(), doPast(),
r T == ) HttpServiet doPut(), doDelete(), doHead(),
. gebsites (1; Roquest1  Request? | Request3 Roquast N doOptians(), deTrace()
aterhasy;
:)ulum void dastroy() User Serviet e s R
Syaten. out println(“destroy () ") {usually)

Load Class
+ Container creates only one L
serviet instance (by default). v .
| v init() executes only once. Instantiate Object
 service() executes for every
| request. hld
| v Multiple requests are handled ‘ init(}
using a Thread Peol. (Oncs)

+ HupServiet service( ) automatically ‘
dispatches to doGet(), doPost(), service()
doPut(), doDelete( ), etc. {Many Times)

+ destroy() executes only once *
befor let unload

' RjgSTY R, doGet()/doPost()

+ Davelopers usually override (Per Roquest)
doGet() and doPost(),
not service(). ‘

destroy()
(Once)

N

Life Cycle Methods

1.

an instance using its default constructor.

init(ServletConfig config):

o Invoked once immediately after instantiation.

o

reading startup parameters).

service(ServletRequest req, ServletResponse res):

Loading & Instantiation: The container loads the .class file into memory and creates

Used for one-time initialization tasks (e.g., establishing database connections,

o Invoked for every incoming request.
o Spawns or allocates a thread from the container pool.
o HttpServlet overrides service() to parse HTTP methods and delegate

execution to doGet(), doPost(), doPut(), doDelete(),

4. destroy():

o

etc.

Invoked once when the web container shuts down or unloads the servlet.



o Used to release persistent resources (e.g., closing database connections,
flushing file streams).

3. Thread Safety & SingleThreadModel

Are Servlets Thread-Safe?

Default Behavior: No. The Web Container instantiates only ONE instance of a Servlet
class per web application. Every incoming HTTP request triggers a new thread
executing concurrently on that single shared instance.

Thread-Safety Golden Rule: Never declare mutable instance variables inside a
Servlet class! Store request-specific data strictly inside local variables within doGet()
or doPost(), which are safely stored on the thread stack.

Legacy Note (SingleThreadModel): In early Servlet versions, implementing
SingleThreadModel forced the container to ensure no two threads executed service()
simultaneously. This interface was deprecated because it degraded server
performance drastically under high user traffic.

4. Types of Servlets

Java provides two main abstract classes for implementing servlets:

1. GenericServlet (javax.servlet.GenericServlet)

Protocol-independent abstract class implementing Servlet and ServletConfig.

Requires overriding the abstract service(ServletRequest req, ServletResponse res)
method.

Rarely used for web development because it does not natively parse HTTP methods.

2. HttpServlet (javax.servlet.http.HttpServlet)

Protocol-dependent abstract class extending GenericServlet specifically tailored for
HTTP.

Provides built-in HTTP convenience methods (doGet, doPost, doPut, doDelete).

5. Servlet Configuration: Annotations (Servlet 3.0+) vs. web.xml

Modern Annotation-Based Configuration

Since Servlet 3.0+, developers can use annotations directly on Java classes, eliminating XML

boilerplate in web.xml.

import java.io.lOException;

import javax.servlet.ServletException;

import javax.servlet.annotation.WeblnitParam;

import javax.servlet.annotation.WebServlet;



import javax.servlet.http.HttpServlet;
import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletResponse;

@WebServlet(
urlPatterns = {"/configTest", "/legacyConfig"},
loadOnStartup =1,
initParams = {

@WeblnitParam(name = "adminEmail", value = "admin@example.com")

)

public class ConfigServlet extends HttpServlet {
@Override
protected void doGet(HttpServletRequest req, HttpServletResponse resp)
throws ServletException, IOException {
String adminEmail = getServletConfig().getInitParameter("adminEmail");

resp.getWriter().printIn("Admin Email: " + adminEmail);

}

Legacy Deployment Descriptor (web.xml) Configuration
XML
<?xml version="1.0" encoding="UTF-8"?>

<web-app xmlns="http://xmins.jcp.org/xml/ns/javaee" version="4.0">

<l-- Servlet Declaration -->

<servlet>
<servlet-name>ConfigServlet</servlet-name>
<servlet-class>com.example.ConfigServlet</servlet-class>

<init-param>



<param-name>adminEmail</param-name>

<param-value>admin@example.com</param-value>

</init-param>
<load-on-startup>1</load-on-startup>

</servlet>

<l-- Mapping to URL -->

<servlet-mapping>
<servlet-name>ConfigServlet</servlet-name>
<url-pattern>/configTest</url-pattern>

</servlet-mapping>

<l-- Global Application Parameter -->
<context-param>

<param-name>appName</param-name>

<param-value>Enterprise Web Portal</param-value>

</context-param>

</web-app>

6. Working with ServletContext and ServletConfig

Feature ServletConfig

Scope One instance per Servlet.

Accessible only within the

Accessibility . )
specific configured servlet.
Declared inside
Configuration @WeblnitParam or

<init-param>.

ServletContext

One instance per Web
Application.

Shared across all servlets/filters in
the entire web application.

Declared inside <context-param>.



Feature

Use Case

ServletConfig

Servlet-specific
local file path).

configs

ServietContext

(e.g.,

Global

app-wide

configs (e.g.,

database pool parameters).

7. Servlet Attributes & Scope Management

Attributes are key-value Java Objects stored inside container scopes to share state during

execution.

Scope Hierarchy

Scope Level

Request
Scope

Session
Scope

Application
Scope

Interface

HttpServletReques
t

HttpSession

ServletContext

Shared Manipulation Methods

Lifetime

Single
request/respons
e lifecycle.

Spans  multiple
requests from a
specific user

browser session.

Spans application
startup to
container
shutdown.

Typical Use Case

data
RequestDispatcher.forward()

Passing during

Shopping cart items,
logged-in user profile.
Global  counter, shared

application config.

e setAttribute(String name, Object value) — Store object.

e getAttribute(String name) — Retrieve object (requires explicit typecasting).

e removeAttribute(String name) — Remove object.

8. RequestDispatcher vs sendRedirect()



RequestDispatcher.forward() (Internal Forward)

sendRedirect() (Client-side Redirect)

(1) Request /pageA

Serviet A Browser Servlet A
(1) Request /pageA IpageA (2; Intern:l IpageA
b (2) HTTP 302 Redirect
(Location: /pageB)
Servlet B
1 (3) Request /pageB /pageB

(3) HTML Response

(4) HTML Response

Single HTTP Request

Two HTTP Requests

Feature

RequestDispatcher.forward()

HttpServletResponse.sendRedirect()

ﬁ Execution | Internal server-side forward. Client-side 2-step HTTP redirect (302 status).

® Overhead -Fast (single request/response cycle). Slower (requires two network round-trips).

P Browser URL ‘ URL does not change. ;dd_ress-b;r updat_ss to target_URL i R
E Scope | Pre;rve:original H;phrvletRequest attributes. Creates a ne;v req;est: reques; attributes are lost.
i @ ;stinaiion i Internal resources inside the same application context. a Cﬂdirect to exterr; ;rnars(e.g.,;i;cgl. g

KEY POINTS - RequestDispatcherforward()

' Internal server-side forwarding.

KEY POINTS - sendRedirect) INTERNAL WORKING DIAGRAM

forward() (Server Side)

EXAMPLE: sendRedirect()

sendRedirect() (Client Side)
Fo—

Servlet A
) O 7d = requast Pag); | |

rd. forvard (request, response);
HTTP 302 Redirect V { )

¥ S
1/ Serviet B (/paged)
protected void doGet (RttpServietRequast request,
HttpServlatReaponse reaponss)
throws ServletEnception, I0Exception [

‘ String msg = (String) request.gethttribute("msg”);

response.getiriter () .println("<h3>” + mag + "</h3>");
) I

ATERVIEN TIPS 1A PONTS

@ forward() works at ide, ) works at client-side.

1/ Serviet A (/pageR)
protocted void doGet (HttpSarvietRoquest request,
BtpServletResponse responae)
throws ServietException, T0Exception {
request . setAttribute("nsq”, "Hello from Serviet A);

v Client-side redirection. /1 Serviet A (/pageh)
' Uses HTTP Status Code 302.

v Two request-response cycles.

void requast,
HetpEervletResponse response)

theows IOExesptisn |

 Single request-response cycle,

v Faster than sendRedirect().

v Browser URL remains unchanged.

' Original HttpServietRequest and
attributes are preserved.

v Works only within the same
web application.

v Commonly used between
Servlets and JSP in MVC.

[ Browser

J

' Browser URL changes.
v New request object is created.
v Request attributes are lost.

Serviet A

RequestDispatchor

Sorviet / JSP B

response (request..gx ) + "/pageB);

IF

v Can redirect to external websites // Servlet B (/pageB)
(e.g., Google, any domain).
' Commonly used after Login,

Logout, Payment, PRG pattern.

Browsar (New Roquest)

P od void request,
HttpServietResponse response}

Serviet B throws IOException {

|

P’ "
| response. getHriter() .println{"<hi>Nelcome to

Servlet B</h3>");
Responsa to Browser

BEST USE CASES

Use RequestDispatcher.forward() when... Use sendRedirect() when..

vy

o Implementing MVC pattern (Controller — Viaw] | » Rediracting to extaroal websites @ forward() uses the same request object, sendRedirect() creates a new request. forward() sendRedirect()
o Navigating to JSP for display o After Login / Logout @ forward() is a single request, sendRedirect() involves two requests. One Request Two Requests

7 ® forward() keeps the address bar URL unchanged, sendRedirect() changes it.
» Handling validation errors *® After successful form submission (PRG Pattem) . & Same URL New URL

® forward() preserves request attributes, sendRedirect() loses them.

# Forwarding to internal resources # Payment Gateway / Bank redirect # forward() can farward only within the same web application. Keep Attributes Lose Attributes
* Preserving request data/attributes ® Moving to another applicatues/module ® sendRedirect() can redirect to external domain or anather application. Internal Only Anywhere (External)
# Staying within the same application # When you want the URL to change ® forward() is faster (no extra round-trip), sendRedirect() is slower. Faster Slower

\

@ Key Note:  Use forward() when you want to transfer contrel within the same application and preserve data. Use sendRedirect() when you want the client to make a new request (e.g., after form submission, o redirecting to another domain).

Feature RequestDispatcher.forward()

Execution Internal server-side forward.
Fast (single request/response

Overhead (sing g resp
cycle).

Browser

URL does not change.
URL

HttpServletResponse.sendRedirect()

Client-side 2-step HTTP redirect (302
status).

Slower (requires two network

round-trips).

Address bar updates to target URL.




Feature RequestDispatcher.forward() HttpServletResponse.sendRedirect()

s Preserves original Creates a new request; request
cope
P HttpServletRequest attributes. = attributes are lost.

L Internal resources inside the = Can redirect to external domains
Destination

same application context. (e.g., google.com).

9. Filter APl and Response Manipulation

A Filter is a reusable Java object that intercepts requests before reaching a Servlet and
manipulates responses before they reach the browser client.

Core Interfaces in javax.servlet
1. Filter: Must implement init(), doFilter(), and destroy().
2. FilterChain: Calls the next filter via chain.doFilter(request, response).

3. FilterConfig: Used to read initialization parameters.

Filter APl and Response Manipulation

A Filter is a reusable Java object that intercepts requests before reaching a Servlet
and manipulates responses before they reach the browser client.

1. REQUEST AND RESPONSE FLOW

| Container Starts

"WEB CONTAINER (. g. Tomeat) } (S -

‘ | init(FilterConfi fi
FILTER CHAIN (Request Flow) mlé:;":; c;’:;%::) '9)

Client (1) HTTP Filter 1 Filter 2 Filter N Target doFilter(request, response, FilterChain chain) ]
Browser - ' (Logging) [P | (Security) [Pttt —| (Compression) ———T%| Servlet/ (Called For Every Request)
equest | 3 ISP 4
e ? A = =SR]
if @ O H ( chain.doFilter(request, response)
\ _{) (Pass control to next Filter or Target Servlet) |
= ¥

Target Servlet / JSP
(Business Logic Execution)

RESPONSE FLOW (Reverse Order)

F:Iter 1 Filter 2 Filter N
L J (2) HTTP ! (Logglng) (Security) (Compresslon]
Response !

Mod fy Response Medn‘y Respeonse Mod-fy Response
{Headers, Data, etc.) (Headers, Data, etc.) (Headers, Data, etc.) o

Response Generated

Response passes back through Filters
(Reverse Order)

|
1
1
i
i
I
i
i
i
[ i
l-b chain.doFilter() l—-—..».-ﬂ-' chain.doFilter() chain.doFilter() ! |
i
|
I
1
I
i
i

! destroy()
S T e = e R s e e sl e s ST L \ (Called Only Once Before Removal)

3. CORE INTERFACES IN javax.servlet 4. TYPICAL FILTER CODE (Example)

Filter Interface FilterChain Interface FilterConfig Interface E:i};z:lzi::s"b:ggingiiltpr implemants Pilter (

public veid init(FilterConfig config) throws ServlietException {

String getlnitParameter(String name) Syatem.out.println(-Filter Initialized”);

® void doFilter(ServletRequest req, ServletResponse res) l}yublic void doPilter(ServletRequest request, ServletResponse response,
ServletResponse res, String getFilterName( PilterChain chain) throws IORxcoption, ServletException
FilterChain chain) System.out.println(“Before Serviet");

ServietContext getServletContext() chain, doFilter(requast, response)

System.out.println(“After Serviet®);

® void init(FilterCenfig config)
(Called once) @ void doFilter(ServletRequest req,

Enumeration<5String> getinitParameterNames()

(Called for every request)

& void destroy() }
(Called once he'ur_e remn\ial) public void destroy() {

. it | 5 o ( h) System.eut,println("Filter Dastroyed”);
Filters the request and ] ! Passes control to the next Filter i ! Provides initialization parameters 1 3
f manipulates the response. | | in the chain or the target Servlet. | ! and ServletContext. ] ¥
. = . R L& e 5 — -4
5. KEY POINTS 6. BEST USE CASES 7. MEMORY TRICK
V' Filter executes BEFORE the Servlet receives the request. ® Authentication and Authorization Forward Flow (Down) Backward Flow (Up)
ilter executes the Servlet sends the response. init() executes anly once. i Brovser esponse to Browser
Fil AGAIN AFTER the Servlet sends th v ® Request/Responsa Logging e Resp B
i . 4 p ® Response Comprassion (6.g., GZIP)
+ Multiple Filters are organized into a Filter Chain. v doFilter() executes far every client request. @ Data Encryption / Decryption e e Filters (N — 1)
v chain.doFilter() invokes the next Filter or the target Serviet. o/ destroy() executes once before fiter remaval, ® Input Validation P 4
V' Filters can: Authenticate, Authorize, Log, Compress, Encrypt, A Filter can intercept both Request and Responas. @ CORS Handling e Servlet / JSP o = B Modify Response
Modify headers, Validate requests, Measure time, ete. ® Performance Monitoring QR0 RIoCess,
® Caching and Header Manipulation Faagtinze erme st Up to Respond! Back to Client




Code Example: Response Header & Security Filter
package com.example;

import java.io.lOException;

import javax.servlet.Filter;

import javax.servlet.FilterChain;

import javax.servlet.FilterConfig;

import javax.servlet.ServletException;

import javax.servlet.ServletRequest;

import javax.servlet.ServletResponse;

import javax.servlet.annotation.WebfFilter;

import javax.servlet.http.HttpServletResponse;

@WebFilter("/*") // Intercepts all incoming requests
public class SecurityFilter implements Filter {
@Override
public void init(FilterConfig filterConfig) throws ServletException {}
@Override
public void doFilter(ServletRequest request, ServletResponse response, FilterChain chain)

throws |OException, ServletException {

HttpServletResponse httpResponse = (HttpServletResponse) response;

// Manipulate response headers before servlet processing
httpResponse.setHeader("X-Frame-Options", "DENY");

n.n

httpResponse.setHeader("X-Content-Type-Options", "nosniff");

// Pass request down the chain

chain.doFilter(request, response);



@Override
public void destroy() {}
}
10. Session Tracking Mechanisms & Security

HTTP is stateless. Session tracking techniques associate consecutive client requests with an
identity state.

1. Cookies & Security Flags
Java

Cookie userCookie = new Cookie("userRole", "admin");

userCookie.setMaxAge(60 * 60); // 1 hour expiration

// SECURITY BEST PRACTICES FOR COOKIES
userCookie.setHttpOnly(true); // Prevents client-side JS XSS access

userCookie.setSecure(true); // Forces HTTPS transmission only

response.addCookie(userCookie);

2. HttpSession API

Java

// Obtain or create session

HttpSession session = request.getSession(true);

session.setAttribute("userProfile", userObj);

// Invalidate session upon logout
session.invalidate();

3. Hidden Form Fields

HTML

<form action="CheckoutServlet" method="POST">



<input type="hidden" name="cartID" value="CRT-9902">

<input type="submit" value="Pay Now">

</form>

4. URL Rewriting (Fallback when Cookies are Disabled)

Java

// Appends JSESSIONID token dynamically to URL

String checkoutUrl = response.encodeURL("checkout.jsp");

out.printin("<a href="" + checkoutUrl + "'>Checkout</a>");

Session Tracking Mechanisms & Security

HTTP is stateless. Session tracking techniques associate consecutive client requests with an identity state.

1. SESSION TRACKING MECHANISMS

1. Cookies & Security Flags

Browser Web Server
(Client) HTTP Request
HTTP Response
Set-Cookie -—
HITF Bagooare Fogones

|1 Subsequent Requests
Cookie: userRole=admin

Java Code

Cookie usezCookie = new Cookie("userRole”, "adnin”);
userCookie, sethaxAge (50 + 60); // 1 hour expiration
// SECURITY BEST PRACTICES FOR COOKIES

(tsue) ; // Preveats
userCookie.setSecure(true); // Forces HTTPS only
zesponse. addCookie (userCackie) ;

JS XSS access

Security Best Practices

¥ HttpOnly : Prevents client-side JavaScript (X55) access
+ Secura  : Forces cookie transmission over HTTPS enly

v SameSite : Protects against CSRF attacks (SameSite=Lax/Strict)

11. CONTEXT LEVEL EVENTS AND SESSION LEVEL EVENTS

2. HttpSession API

Browser Web Server
(Client) HTTP Reguest
HttpSession
(Stared on Server)
@ HTTP Response
(JSESSIONID Cookie)
‘Subsequent Requests
Cookie: JSSESSIONID=ABC123.. .
| Java Code
/4 Obtain or creats session
ion seasion = t.getseasion (true) ;

session. setAttribute("userProfile”, userohj);

/4 Invalidate session upon logout

session.invalidate() ;

Key Points

* Session object is stored on the server.

* Client is identified by JSESSIONID cookie.
= Data is not visible or modifiable by client.

3. Hidden Form Fields

HTML Form
<form action="CheckoutServlet"
method="POST">
<input type="hidden"
name="cartID"
value="CRT-3902">
<input type="submit®
value="Pay Now">

</form>
Blowver N Server
Submit Form
(cartiD=CRT-9902)
T

Key Points

* Data travels with each form submission.
+ Visible in Page Source (Not Secure).

= Should not store sensitive information.

4. URL Rewriting

(Fallback when Cockies are Disabled)

Browser
(Client) Web Server
HTTP Request
_ e
URL contains I
‘jsessionid=ABC123.. .
HTTP Response

Java Code

// Appends JSESSIONID token dynamicelly to URL
String checkoutUrl =
response . encodeURL ("checkout. jsp”) ;
out.println("<a hrefe'" 4+ checkoutUrl +
"">Checkout</a>") ;

Key Points
* Used only when cookies are disabled.
s JSESSIONID is appended to every URL.
* Less user-friendly and not preferred

Listeners monitor state changes and lifecycles across application contests.

A. CONTEXT LEVEL EVENTS (ServletContext]Listener)

Application Shutdown

comanlnkialrzod()
(Triggered)

Application Startup

17

B. SESSION LEVEL EVENTS (HttpSessioniListener)

Session Created

g@.__

sessionCreated()

Session Destrayed

&o

Method

(Triggered)
@ Coakies
cum;gnemdyad(! sessionDestroyed()
riggered) (Triggered)
Java Code Example o Java Code Example @ HttpSession
fMobt Lotaner 4 ebLiataner Key Points
public class WyContaxttistanar inplesents totrer {| = Triggered ance at public class MySessionlistener ioplessnts i
public vold contextInitlalized(ServietContextivent sce) { application startup. public void sessionCreated (HtepGossion@vent se) {  Triggered when a . Hidden
tem.out println (" [CONTERT] Application Startsd”) ; Syaten.out println (" [SES80K) Semeion Created: * session is created, e .
I u Us = Triggered ance at » s Form Fields
3 s6.getsession(} .gut1dl)) ; S oW Sh
application shutdown. ) [aaweg When s
pablic void contextoestroyed (SarvietContextEvent sce) { B public vold sessionDestroyed (RttpSeasiontvant e} { session is invalidated
System.oot.println(* [CoNTExT] Application Shutdown®); u Syoten.out.printla(*[486530M] Semclon Destroyed: " or axpies. &P URL Rewriting

) resources, loading ;

+ sa.getSession() .getla()) ;

) cnfig, cleanup, ete. »

Use Cookies (with security flags) for preferences, HttpSession for secure server-side data,
@ Key Takeaway: Hidden Fields for temporary nan-sensitive data, and URL Rewriting as a fallback. Use Listeners
to track application and session lifecycle events efficiently.

* Useful for tracking
active sessions.

| Where Data Stored

Client (Browser)

‘COMPARISON OF SESSION TRACKING METHODS

Security Persistence | Best Use
Medium Configurable User Preferences
(Use flags) (Expires) Small Data
Server (Memory} High Until Timeout / Sensitive Data
Invalidate User Sessions.
Client (Form) Low Per Request o atltive
Temporary Data
3 Fallback when
Client (URL} L i
sty ParSemion | Cookiss Diablend

Se:ur’rty Reminder: Use HTTPS + Set HttpOnly + SetSecure * Set SameSite
Never store sensitive information in client-accessible mechanisms.

11. Context Level Events and Session Level Events

Listeners monitor state changes and lifecycles across application contexts.

Primary Listener Types




e (@Weblistener  ServletContextListener:  Triggers on  application  startup
(contextlnitialized) and shutdown (contextDestroyed).

e (@Weblistener HttpSessionlistener: Triggers on session creation (sessionCreated)
and expiration (sessionDestroyed).

Code Example: Global Monitoring Listener
package com.example;

import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;
import javax.servlet.annotation.WeblListener;
import javax.servlet.http.HttpSessionEvent;

import javax.servlet.http.HttpSessionListener;

@WeblListener

public class AppEventListener implements ServletContextListener, HttpSessionListener {

private static int activeUserCount = 0;

@Override
public void contextInitialized(ServletContextEvent sce) {

System.out.printIn("System Startup: Web Application initialized.");

@Override
public void contextDestroyed(ServletContextEvent sce) {

System.out.printIn("System Shutdown: Web Application stopped.");

@Override
public void sessionCreated(HttpSessionEvent se) {

activeUserCount++;



System.out.printin("User Logged In. Current Active Users: " + activeUserCount);

@Override
public void sessionDestroyed(HttpSessionEvent se) {
if (activeUserCount > 0) activeUserCount--;

System.out.printIn("User Logged Out. Current Active Users: " + activeUserCount);



