OfficeSpace Software
Okta - SCIM configuration guide

Supported Features

Basic:
Okta/OfficeSpace SCIM integration currently supports the provision of Employees based on:

Creation of Users: New users created in Okta will also be created in OfficeSpace.
Update User Attributes: Updates made to a user’s profile through Okta, will be pushed
to OfficeSpace. Please refer to the Configuration Steps section for details related to
mapping Okta and OfficeSpace attributes.

Deactivate Users: Deactivating a user in Okta will deactivate that user in OfficeSpace.
ReActivate Users: User accounts can be reactivated in Okta and this will be properly
reflected in OfficeSpace.

Advanced:
e Import user from OfficeSpace: Import into Okta Employee records from OfficeSpace.
e Attribute Level Mastering: Retrieve customized attributes of Employee records into
Okta.

Requirements

This Okta OfficeSpace app requires a valid OfficeSpace license. A user with Admin role in
OfficeSpace is required in order to complete the integration. Alternatively, you can contact your
OfficeSpace support representative to help you complete the integration.

Configuration Steps (Step-by-Step)

In OfficeSpace Software

1. Log in with an Admin account, then go to Settings->Connectors. On the Directory
Synchronization section select Okta.



Directory Synchronization
Active Directory

Namely Configuration: Host and Token | Fields

2. Generate API Key

Okta provisioning

Please generate an API key to configure your integration. Generate APl key

3. Configure your mapping fields. The mapping will already show our suggested default
configuration but you are welcome to modify it as needed.

Okta provisioning

Okta authorization key
edd1868aebd93d4b546a4a179670d9%as8

Okta mapping

Username

<«

Employeeld

Name.givenname

«

FirstName

Name.familyname

<«

LastName

In Okta
1. Enable the API Integration by adding the APl Token generated earlier.



« Back to Applications

< OfficeSpace Software

Active }_, )‘», View Logs

General Sign Or Provisioning Import Assignments

UFFICESPACES

SETTINGS
APl Integration n OfficeSpace Software: Configuration Guide

Cancel

Enable API integration

Enter your OfficeSpace Software credentials to enable user import and provisioning features.

API Token

Test API Credentials

Save

Advanced Features

Enabling Attribute Level Mastering (ALM)

In OfficeSpace:

1. Contact customer service to update the SCIM mapping supporting ALM.
Eg. Site, Floor, Seat

In Okta:
1. Enable Profile Master features in your app.
a. Contact Okta support
2. Create custom attributes on your Okta profile



On Profile Editor select Okta profile

B Profile Editor @ Help

Q search.

FILTERS Profile Actions

user

Al okta 7 Profile

User
Okta

Apps
Directories

Identity Providers

20 Privacy Ve OP1 Previev Status site Feedback
B profile Editor «— Backto profiles
User Edit Okto.
Display name User okta
Description Okta user profile template with default permission settings
Variable name @ user
Profile master priority @ 1 scim2headerauth - OfficeSpace SCIM
Update profile masters configuration
Attributes
+ Add Attribute
FILTERS Display Name Variable Name Data Type Attribute Type
Al Site Site string Custom k4 X
Base )
Floor Floor string Custom 7 X
o
Seat Seat string Custom 7

[ x



3. Update Okta Profile in order to set the attributes that are owned by Okta, and the ones

that are going to be owned by OfficeSpace.

Sample of an attribute managed by Okta:

rUSLdl AUUIES>

Preferred language

Data type

Display name @

Variable name @

Description

Enum

Attribute required

User permission

Master priority @

Seat

PUSLdLAUUL €55 suiny Dase

preferredlLanguage string Base

string
Manager

usermanager

[ ] Define enumerated list of values

[7] Yes

Read Only v

Inherit from Okta v

Save Attribute Cancel

Seat string Custom

e @ |© o o © o o © o o ¢

N

N



Sample of an attribute managed by OfficeSpace:

Country code countryCode string Base (i )
Site
Data type string
Display name @ Site
Variable name @ user.Site
Description Site
Enum [] Define enumerated list of values
Attribute Length Between v | min and | max
Attribute required [ Yes
User permission Read Only v
Master priority @ Inherit from profile master v

1 scim2headerauth - OfficeSpace SCIM

Update profile masters configuration

Save Attribute Cancel

4. Map custom attributes in your Okta app. (App, Provisioning, To Okta)
Go to: Applications, select OfficeSpace App, Provisioning tab, To Okta, Profile Editor,
and click on Mappings. Update the new attributes on “OfficeSpace SCIM to Okta”.



OfficeSpace SCIM to Okta Okta to OfficeSpace SCIM

Choose an attribute or enter an expression... ; [ v ‘ preferredLanguage language code
Choose an attribute or enter an expression... ; [ v ‘ locale locale
Choose an attribute or enter an expression... ; [ v ‘ timezone timezone
Choose an attribute or enter an expression... ; [ v ‘ userType string
Choose an attribute or enter an expression... ; -/ v ‘ employeeNumber string
appuser .costCenter ; — v ‘ costCenter string
appuser .organization ; —_— v ‘ organization string
appuser .division ; — v ‘ division string
appuser .department ; —_— v ‘ department string
appuser .managerValue ; — v ‘ manager1d string
appuser .managerDisplayName ; —_— v ‘ manager string
appuser .officespaceSite ; — v ‘ Site string
appuser .officespaceF loor ; —_— v ‘ Floor string
appuser .officespaceSeat v — v ‘ Seat string

Disabling Attribute Level Mastering (ALM)

In OfficeSpace, please contact customer service to update the SCIM mapping.

In Okta, disable Profile Master features. (OfficeSpaceApp, Provisioning, to Okta)

Profile & Lifecycle Mastering

E] Allow SCIM 2.0 Test App (Header Auth) to master Okta users



Migrating to an Updated Version of OfficeSpace

OfficeSpace has recently been updated to provide a better overall experience to Okta
customers. Here is a summary of the changes:
e Support Attribute Level Mastering (ALM)
o New Fields: Seat, Floor, and Site

To take advantage of these updates, you have to add a new instance of OfficeSpace app in your
Okta org. If you already have an existing instance of OfficeSpace, follow the steps below to
migrate from that old instance to a newly updated instance of OfficeSpace:

1. Login to your Okta org as an Admin
2. Open the Admin Ul
3. Click on Add Application

£22 Applications @ Help

I: 5 Assign Applications More ~

4. Add a new instance of OfficeSpace

5. Add Application

oﬁicespace‘ mABCDEFGHIJKLMNOPORSTUVWXYZ

SPACE® OfficeSpace Software

| CesieNewavp |

.

5. Enable SCIM provisioning if your old OfficeSpace application instance was using it.
Note: Any customization on the OfficeSpace old application should be manually added
and applied in this new installation. Eg. Mapping custom attributes.

6. Follow the steps to use Advanced features provided on this guide to enable ALM.

7. After SCIM Provisioning has been enabled, go to the Assignments tab of the new
OfficeSpace app instance. Click Assign, and start assigning the same groups/users
that are assigned to your old OfficeSpace instance. Note! Make sure you assign all the
users to your new instance to avoid any accidental de-provisioning/loss of access for
your users.

Add
Add



10.
1.
12.
13.

NOTE!

< OfficeSpace Software

UFHICESPACE

Active ¥ LA AL View Logs

General Sign On Provisioning Import

o 1B

Assign to People

Convert Assignments

Assign to Groups

Go back to your Admin Dashboard.
Open your old OfficeSpace app instance. Note! This is the previews OfficeSpace app

you added before ad
Go to the Provisioni

ding a new one in step 4.
ng tab.

On the SETTINGS section, click on API
Click on Edit and uncheck Enable API Integration. Click Save.
You can now deactivate or delete your old OfficeSpace application instance and
continue using the new OfficeSpace app you added.

« Back to Applications

7 .
i1ICESPACE ﬁ OfficeSpace Software
Active v _,& }_, }\, View Logs
General Sign On Provisioning Import Assignments
SETTINGS
T/ OfficeSpace Software: Configuration Guide
Provisioning Certification: Okta Verified
To Okta

Integration

Assignments

Q, Search...

Assignment

This provisioning integration is partner-built by OfficeSpace Software

Contact partner support: info@officespacesoftware.com

Integration

~) Enable API integration

Cancel

Groups ¥



e If you were using SAML as the sign-on mode for your old OfficeSpace app instance, you
will need to set up SAML on your new OfficeSpace app instance in Okta (recommended)
or maintain the old OfficeSpace app instance to ensure that the SAML functionality
continues to work.

e |f you were using your old OfficeSpace app as a profile master for certain Okta
attributes, you would need to set your OfficeSpace app as the profile master for the
same attributes.

Known Issues/troubleshooting

e If you have a pre-existing OfficeSpace application that is fully populated, please contact
support@officespacesoftware.com who will prepare your system for this new integration.



mailto:support@officespacesoftware.com
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