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Q1. [Threat Report Reading] - Who is behind the Operation ShadowHammer.
Follow and read the report published by Kaspersky, and understand the

Operation ShadowHammer. According to the report, which APT group is behind the

attacks?

Q2. Check if you are victims
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The researcher has constructed a website to check the victims. Find the website
and check whether your are targeted?

Q3. [OSINT] When does the ASUS certificate revoke ?

After many days after the attacks happened, ASUS has finally revoked their
certificate. A nice researcher made a twitter account to track the certificate. Please find
the twitter account and check when the ASUS certificate revoke?

Q4. [Reversing] Find the C2 via reversing the malware.
Reversing malware is the most pairfat happy time when doing CTI. Please
reverse the malware and find the C2. You can try to use Ghidra!l

Reference slides:

1. Use Ghidra to reverse ShadowHammer
https://drive.google.com/file/d/1-qrnc14bfnAWSPKkG4rVNscCIx2WEGNHD/view?u
sp=sharing

2. ShadowHammer sample
https://drive.google.com/drive/folders/1Mebwy 1xGPM-imm_pStJ4FYVdOsG-n18
4?usp=sharing
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