
Algorithm for file updates in Python 

Project description 
I am a security analyst at a healthcare company. I was tasked with creating an algorithm using 
Python code that parses a series of IP addresses that can access restricted information and 
removes the addresses that are no longer allowed for a file, “allow_list.txt”, which contains 
personal patient records. 
 

Open the file that contains the allow list 
 
I first accessed the file that contains the allow list using the following code: 
 

 
 
To open the file in question, “allow_list.txt,” I used the import_file variable, the with keyword, 
and the open() function with the “r” parameter.  

Read the file contents 
I expanded on the previous code using the .read() function to store the ip_addresses variable:  
 



 
 
The .read() function allowed me to read the contents of the file. The output displayed the IP 
addresses on the allow list. I found that the four IP addresses on the remove list were on the 
allow list. 

Convert the string into a list 
I then  converted the allow list into a string using the .split() function: 
 

 



 
Converting the string into a list was for preparing to remove the four IP addresses that do not 
belong there. 

Iterate through the remove list 
I built an iterative statement to prepare to remove elements of the remove list from the 
ip_addresses list: 
 

 
 



To do this, I built a for loop to iterate through ip_addresses and used element as the loop 
variable and in as the loop condition. 

Remove IP addresses that are on the remove list 
To remove the IP addresses from the ip_addresses list that are on the remove list, I built on the 
previous code using a conditional statement: 
 

 
 
To build a conditional statement, I used the if condition and the in operator to see if an element 
is in remove_list. If elements in remove_list were also in ip_addresses, I used the .remove() 
function to remove them.  
 
To see the updated ip_addresses list, I used the print() function and found that the four IP 
addresses in the remove_list were removed from the allow list. 
 
 
 
 
 



Update the file with the revised list of IP addresses  
Finally, I updated the original file that was used to create the ip_addresses list. To do this, I used the 
.join() function to convert ip_addresses back in a string format to rewrite the file.The .join() method 
takes the list that I converted from a string and concatenates every element into a string. 

In the beginning, I used the with keyword, import_file variable, the “r” parameter, and the .read() 
function to read the contents of the allow_list.txt file. This time, I applied the “w” parameter and the 
.write() function to change the file to the update ip_addresses list. 

 

 



Summary 
[Add content here.] 
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