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This Tutorial consists of three parts (click on the the desired part to jump to it):

1. Exam Configuration
2. Student View

3. Exam Evaluation

Part 1 - Exam Configuration

To find Respondus LockDown Browser click Assessments in the Navbar then go to Exams
and Quizzes. If this is your first time accessing the LockDown browser you may see the
following screen:
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Course Home Content Course Resources v Assessments v Tools v

Manage Quizzes Question Library Statistics LockDown Browser

Application Respondus v4.0 by Respondus Inc is trying to access your information. Would you like to proceed?
@ Do not ask me again for this application

Continue e

1. Check the box next to Do not ask me again for this application.
2. Click Continue.

Then the following screen will appear:

* New to Respondus Monitor proctoring? See this introductory video and Rollout Resources Guide. © more tips
& LockDown Browser Dashboard Getting Started Video Tutorials Guides & Support Other Systems
Quizzes & ﬂ LockDown Browser  Proctoring

v add_question Not Required Not Required

v annotation Not Required Not Required

<o CIS100 Carnutar litaracy Ouiz (Erach conu) Not Reauired Not Reauired
— i —

Dashboard shows the list of the exams you can apply the lockdown browser to
If it is your first time using Respondus go to Getting Started.

You will find more helpful videos under Video Tutorials.

Under Guides and Support you can find more text instructions.

Other Systems provides information on how to integrate it with Pearson and
McGraw.

uhwbdpeE

When in Getting Started you will see this screen:
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Watch videos + set up exams

Watch this introductory video, and other
relevant video tutorials from the tab above.
Then continue to the LockDown Browser
Dashboard to edit the settings for your
exam. Confirm that the setting for LockDown
Browser and/or Respondus Monitor displays
as “Required”.

@ Using Respondus Monitor (webcam)

Give instructions to students

Select the appropriate option below for
everything your students need to know
about using LockDown Browser.

[3) LockDown Browser only

@ LockDown Browser & Respondus
Monitor (webcam)

@ LockDown Browser & instructor live
proctoring via Zoom, Teams, etc

Instructors can review Respondus Monitor proctoring results from
the LockDown Browser dashboard in the online course. From the
context menu to the left of the quiz title, select Class Results.

(® Getting started with Respondus Monitor

[} More information about proctoring results

Create a practice quiz

To ensure your first exam with LockDown
Browser runs smoothly, have students take
an ungraded practice quiz that requires the
use of LockDown Browser. Ideally, have
students use the same computers/devices
they'll use with the graded quizzes, including
the network/Wi-Fi environment.

@ More tips for practice quizzes

Go to Dashboard >>

1. Here you can watch videos about respondus.

2. Select the option you are planning on using(you can share the documentation in the

syllabus or send out an email to students ):

e LockDown Browser only does not use webcam and microphone to monitor
students, but it locks students in the web browser while they are taking the
test (however, they can still use their cell phones or other resources to look
up the answers).

e LockDown Browser and Respondus Monitor uses a webcam and
microphone to record students while they are taking a test. After they
finished the test, Respondus will display the likelihood of cheating by
analyzing the video footage. You will also have access to the video.

e LockDown Browser and Instructor Live proctoring via Zoom, Teams, etc.
uses Live proctors from our Academic Logistics team.

3. You can also create a practice quiz and test it before deploying the actual quiz.
4. When done with this page click Go to Dashboard at the bottom.

Here you will see all the exams and quizzes listed in your course and can begin the actual
configuration:
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Manage Quizzes Question Library Statistics LockDown Browser

Respondus LockDown Browser Dashboard

Quizzes &
Final
v quiz 1 - Requires Respondus LockDown Browser + Webcam

v testquiz

-} New to Respondus Monitor proctoring? See this introductory video and Rapid Rollout Guide. Additional resources are available from the About link above.

About LockDown Browser €@

[ﬂ LockDown Browser

Not Required
Not Required

Required

Not Required

-

Q Respondus Momtom

Not Required
Not Required

Optional

Not Required

On the right you will see the current status for each of the tests.

To configure the LockDown browser for a specific test click on the drop down menu to the

left of the exam/quiz and select Settings:

v Quizl

ﬂ LockDown Browser Settings

o O Don't require Respondus LockDown Browser for this exam

@® Require Respondus LockDown Browser for this exam

e B Password Settings

Password to access exam (optional) :}

B Advanced Settings

Require LockDown Browser to view post-exam feedback and results [explain]
(J Lock students into the browser until exam is completed [e_xM]e

(J Allow access to specific external web domains [explain]

(J Enable Calculator on the toolbar [explain]

(J Enable Printing from the toolbar [explain]

1. Select Require Respondus LockDown Browser for this exam.
2. Optionally, you can set up a password to access the exam. In most cases password it
set to give students an option to bypass the respondus monitor (more details under

the next screenshot).
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3. Expand the Advanced Settings.

4. ltis not necessary, but if you want students to be able to view feedback and results
only in the LockDown browser check the box next to Require LockDown Browser
to view feedback and results.

5. Lock students into the browser until exam is completed is not recommended to
check (if they lose internet connection they might not be able to quit the test, for

example).
o Therest of the settings here are self-explanatory, click Explain to get more
information.

If you would like to add Proctoring option scroll down till you see Require Respondus
Monitor (automated proctoring) for this exam, you will see the following Pop-up:

About Respondus Monitor

Respondus Monitor is an automated proctoring system for LockDown Browser

Respondus Monitor uses a webcam to record students during exams, providing a powerful
deterrence to cheating

It uses computer vision technology to flag events that might require closer review by the
instructor

If you are interested in using Respondus Monitor, please contact your learning system administrator. (Not
sure who to contact? Email Respondus at monitor@respondus.com and we'll connect you with your
institution's Respondus License Administrator, or answer any questions you might have.)

Additional information and free instructor resources are available at www.respondus.com/monitor.

(J Don't show this message again Continue to Respondus Monitor >>

You can read more about Respondus Monitor here and then click Continue to Respondus
Monitor
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o] Proctoring

O Don't require proctoring for this exam

@® Require Respondus Monitor (automated proctoring) for this exam [explain]

O : 9:-

Webcam Only Webcam + Screen

O Allow instructor live proctoring for this exam (via Zoom, Teams, etc) [explain]

Startup Sequence

The Startup Sequence is the set of optional events that occur before a Monitor webcam session begins. You can choose
the items to be included in the Startup Sequence, and can edit the text unless it has been locked by the administrator.
Webcam Check Preview

Additional Instructions Preview Edit Text

Guidelines + Tips  Preview

Student Photo Preview
Show ID  Preview Edit Text

Face Detection Preview
B Face Detection Options

Prevent student from starting the exam if face cannot be seen clearly in video. [explain]
Notify student during the exam if face cannot be seen clearly in video [explain]

B Advanced Settings

O Allow use of an iPad for this exam [explain]

[explain]
o (J Allow this exam to additionally be delivered in a proctored lab (no webcam recording) [explain]
[ Enable "Show Your Work" step at end of exam  Edit Text [explain]

(D Enter a demo student username for use by the instructor [explain]

1. Don’t require Respondus Monitor for this exam - students will not be monitored
with the webcam and microphone. They still will be locked in the LockDown
browser until they finish the test or quit (which will forcefully finish the test).
Require Respondus monitor - in addition students will be monitored and required
to have a computer (Mac, PC, iPad) with functioning webcam and microphone.

a. Select if you would like to monitor students just via WebCam or WebCam
and their screen
Allow instructor live proctoring - this setting is usually used by the academic
logistics for live proctoring. Make a request by sending email here

umaal@maine.edu
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2. If you select Require Respondus monitor you can add more requirements, like
show ID, take student photo, check the environment, etc..

3. Facial detection options are recommended to stay checked, but you can disable
them here.

4. Under Advanced Settings you can:
Allow use of an iPad.
Allow switching to MS Excel
Allow this exam to additionally be delivered in a proctored lab - this option is used
if you would like to allow specific students to bypass the Respondus monitor and
just use the LockDown Browser (for example if they have technical difficulties with
their webcam). In this case you will have to set up a password (shown in the
previous section) and share it with those students. The rest of the students will still
be required to use Respondus Monitor.
Enable show your work - The "Show Your Work" feature allows students to upload
hi-resolution images of worksheets they've prepared during their exam. If this
setting is enabled by the instructor, the student will be given the opportunity to
upload photos of their work immediately after they submit their exam.
Enter Demo Student Username - to set up a student account you can use for
testing.

5. When done setting up the test click Save and Close. After that your test is ready to
be deployed and made available to students.

Part 2 - Student View

When your students go to the test configured with the lockdown browser they will see a
screen similar to the following:
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- quiz 1 - Requires Respondus LockDown Browser +
Webcam

Quiz Period

Time Allowed

2:00:00

Attempts

Allowed - 1, Completed - 0

Instructions

Before you submit the quiz, you will have the opportunity to return to questions that you may have missed or have not
You can submit your quiz responses at any time. However, if you submit your responses after the time limit expires, yoy
recorded as a late submission.

Click "Start Quiz" to begin Attempt 1.

The timer will not begin until after the set up process is finished.

Quiz Requirements

You must use the Respondus LockDown Browser to take this quiz.

Download and install the latest version of LockDown Browser

Launch LockDown Browser

If they don’t have Respondus LockDown Browser installed, they will have to click
Download and install the latest version of LockDown Browser (They only have to do it
once).

When it is downloaded and installed they can click Launch LockDown Browser.

If during configuration you selected Either respondus monitor or a proctored lab can be
used to take this exam they will see the following screen:
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at a proctored
~ Enter proctor pass

Students who have the password will be able to enter it for the second option and bypass
the Respondus monitor. The rest of the students will use the Respondus monitor.

If during configuration you selected Require Respondus monitor they will be taken
directly to the setup screen:

& LockDown Browser

STEP 1: TERMS OF USE

Terms of Use

STEP 2: WEBCAM CHECK 4
2 g
RESPONDUS MONITOR [
STEP 3: ADDITIONAL INSTRUCTIONS STUDENT TERMS OF USE .:
These Terms of Use (“Terms"), which incorporate the Bgzmﬂz&ﬂy_&mgm ("Help
STEP 4: GUIDELINES + TIPS Center Terms”) included at the end of these Terms, are an agreement between you and Respondus,
L,, Inc. ("Respondus”), and between you and your learning institution, or your school ("your Institution®),
regarding your use of Respondus Monitor®, By using Respondus Monitor, you agree to these Terms in
STEP 5: STUDENT PHOTO full and that you are age 14 or older, or age 16 or older in the EEA.
Resp Monitor is a cloud-b. service ("Respondus Monitor Services”) and software ("Respondus
STEP 6: SHOW ID Monitor Software”) (also collectively referred to in these Terms as “Respondus Monitor”), that work

together to provide an online interactive database of video, audio, and other data captured during
student assessment sessions for use in monitoring students.

STEP 7: ENVIRONMENT CHECK
The Respondus Help Center is a group of services ("Help Services") provided by Respondus, Inc. that
enable users of LockDown Browser and Respondus Monitor to troubleshoot technical issues. The Help

STEP 8: FACIAL DETECTION CHECK Services include, for example, a webcam check, system check, the ability to report an issue to
Respondus, and links to a knowledge base and technical support.

STEP 9: BEGIN EXAM REQUIREMENTS OF YOUR INSTITUTION (e.g., your school) |

hs narr.of an afforr to.1156 available rechnalngs i imnrous vour lsarning. is >

Sy

The steps they will see here depend on what you required during the configuration
process (student photo, student ID, environment check etc.).

If during configuration you selected Don’t require Respondus Monitor for this exam the
test will begin in the LockDown browser without any prerequisites.
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Part 3 - Evaluating results

The test taken in the LockDown Browser will be treated by Brightspace the same way as a
regular test (you will see the grade, leave feedback, view individual responses etc. in the

same places).

To check the evaluation results by Respondus navigate to Assessments then Exams and
Quizzes then LockDown Browser then Continue to LockDown Browser, click on the drop
down menu next to the exam, and select Class Results:

New to Respondus Monitor proctoring? See this introductory video and Rapid Rollout Gi

Quizzes &

v Final
Vv  pool_test

quiz 1 - Requires Respondus LockDown Browser + Webcam

Settings

Class Results

Exam Stats

In Class Results you will see the following screen:
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LockDown Browser Dashboard

Quizzes @ LockDown Browser

v Geography Midterm Exam on Flags - Requires Respondus LockDown Browser + Webecam

@ 9 completed 1 processing | 1 not attempted
@ 2 high priarity 2 medium priority 5 low priority (& Howis priority determined?
Last & First & Status ¥ Review Priority % Date ¥ Score ¥ Duration %
Adler Jane v HIGH m . 29 Mar 2018 @ 12:43AM 7.1 33:45
Meainrad Angelina v HIGH ™ . 19 Mar 2018 @ 9:43AM 94.0 10:55
Poseidon Devin v MED. = 19 Mar 2018 @ 8:34AM 93.0 10:12
Smithsonian Sebastian v MED. = 12 Mar 2018 @ 8:17AM 71.0 12:30
Loebwin Helen v LOW* 9 Mar 2018 @ 10:41AM 710 * 33:45
(Attempt 3)

Gismund Ravi v Low = & Mar 2018 @ 7:33AM 94.0 10:55
Adelmar Linda v Low I 10 Mar 2018 @ 9:03AM 85.4 9:55
Genova Aliaksandr v Low 1 13 Mar 2018 @ 9:15AM 71.0 12:30
Damodar Felix 4 LOW 1 9 Mar 2018 @ 9:55AM 78.0 12:15
Roan Marcelina
Dominica Zahira —

* Student completed multiple attempts, so the prierity and scare shown may not be for the attempt shown

Close
¥  146FinalB-MC - Reguires Respondus LockDown Browser + Webcam Required
¥  Assignment 10 (LDEB with Quiz settings)- Requires Respondus LockDown Browser Required

About LockDown Browser €

@ Respondus Monitor

= =
Notes #
r
r
Required

Mot Required

Here you can see the review priority for each student and some other useful information.
Review Priority is a comprehensive measure that conveys whether a student's exam
session warrants a closer look by the instructor. Results appear in Low, Medium, and High

categories with a green-to-red bar graph conveying the risk level.

Use [+] to expand the details for a student:
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¥ Geography Midterm Exam on Flags - Requires Respondus LockDown Browser + Webcam
@ 9 completed | 1 processing | 1 not attempted

@ 2 high priority 2 medium priority | 5 low priority @ How is priority determined?

Last % First $ Status ¢
Adler Jane v HIGH  m— 29 Mar 2018 @ 12:43AM 711 3345 [ ]
¥ Review Priority : HIGH

Number of Flags : 5
Total Flagged Time : 12:22

Facial Detection : 65%

Show: « Flags « Milestones
00:00 Pre-Exam

00: 08 Exam Start

00: 52 Question 1 Answered
01:04 P Multiple persons in Frame [explain]
01: 56 Question 2 Answered

02: 10 P Different person in Frame [explain]

3:25/42:36 %)

£ &

Review Priority $ Date ¢ Score Duration$  Notes

more details

View Notes [

2

S 1« » » &
|
2

. Al | T - I Al
o " v ( >
NG v )

Time 00:02:08

tudent Photo Student ID Environment Video Time 00:00:00 Time 00:00:08 Time 00:01:04
(Pre-Exam) (Exam Start)
&
1
Time 00:08:32

Time 00:03:12 Time 00:04:16 Time 00:05:20 Time 00:06:24 Time 00:07:28
Show More Thumbnails

L -

U

Time 00:09:36

Summary of Key Data

List of Flags and Milestones

Video playback and controls

Timeline with flags (red) and milestones (blue)
Thumbnail images from video

uhowbdpeE

More information can be found here: https://web.respondus.com/monitor-review/
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Q: Does Respondus record students?

A: Yes, only if you select the Responsus Monitor option with Webcam or Webcam +
Screen. It will monitor for suspicious behaviour, record it so the instructor can analyze it
later and make a decision. LockDown Browser alone does not record students, it just
locks them in the web browser where they take the exam.

Q: Does Respondus use Facial Recognition

A: No, Respondus does not use Facial Recognition and can't distinguish between one
person or another. However it can recognize if a person is in or out of the frame or there is
more than one person in the frame.
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