How to Setup and Configure a Windows Server 2016/2012 as a Remote Desktop
Session Host Server (Terminal Server).

Notes:
1. The mentioned steps below, can be applied either on a Domain Controller or in a standalone server 2016/2012.

2. If the Terminal services are installed on a server that will act as a Domain Controller also, then first install the Active Directory
Domain Service (AD DS) role service and promote the Server to a Domain Controller, before installing the Remote Desktop Session
Host (RDSH) role service (Terminal Service).

3. Keep in mind that the below configuration does provide access to RemoteApp programs or the RDWeb site, because the Remote
Desktop Connection Broker role service will not be installed.

Step 1. Install Remote Desktop Services on Server 2016/2012.
Step 2. Activate the Remote Desktop License Server.
Step 3. Install Licenses on the Remote Desktop License Server.

Step 4. Configure RD Session Host role to use the local Remote Desktop Licensing server & Set the Remote
Desktop licensing mode.

Step 5. Add RD Clients (Users) to the Remote Desktop Users Group.

Step 6. Allow the log on through remote desktop Services.

Step 1. Install Remote Desktop Licensing and Remote Desktop Session Host role services.
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1. Open 'Server Manager' and click on Add Roles and Features.
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2. At the first screen of 'Add Roles and Features wizard' leave the Role-based or feature-based installation option and click
Next.



o Add Roles and Features Wizard — O bt
Select installation type

DESTINATION SERVER
Senver 018 wintips local
Before You Begin

Select the installation type. You can install roles and features on a running physical computer or virtual
| insataton o [
i * Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.
' Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-basad
of session-based deskiop deployment.
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3. At the next screen, leave the default option "Select server from the server pool" and click Next.
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Select destination server oeSTAATON SEhves
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1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager, Offline servers and
newly-added servers from which data collection is still incomplete are not shown,
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4. Select the Remote Desktop Services and click Next.
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DESTINATION SERVER

Select server roles ServaZXI S ioc

Select one or more roles to install on the selected server,

Before You Begin

Ingtallation Typ Roles Description
|| Active Directory Federation Services i Remaote Desktop Services enables
[[] Active Directory Lightweight Directory Services users to access virtual desktops,
[] Active Directory Rights Management Services session-based desktops, and
[ Device Health Attestation RemaoteApp programs. Use the
[C] DHECP Server Remote Desktop Services installation

R0k Services [] DMS Server to configure a Virtual machine-
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[[] Host Guardian Service
L] HyperV

[] MiuttiPoint Senvices

[] Metwork Policy and Access Services
[[] Print and Document Services

[[] Remote Access

Remote Desktop Sennces

[ volume Activation Services

[] web Server (II5)

[] windows Deployment Senvices

[[] Windows Server Essentials Experience
[ Windows Server Update Services
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5. Leave the default settings and click Next at Features and Remote Desktop Services screens.

6. At Role Services screen, select the Remote Desktop Licensing role service and then click Add Features.
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Remate Desktop Virtualizati 4 Remote Desktop Services Tools
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7. Then select the Remote Desktop Session Host role service and click Add Features again.
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8. When done, click Next to continue.
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Before You Begin Selact the role services to install for Remote Desktop Services

Installation Type Role services Description

Server Selection 1 Remote Deskiop Connection Broker Remote Desktop Session Host (RD

Server Roles [ Rermate Desktop Gateway Session Host) enables a server to
Remote Desktop Licensing hest RemoteApp programs o

Features [ilRemote Desktop Session Host session-based desktops. Users can

Remote Desktop Services [] Remote Desktop Virtualization Host connect to RD Session Host servers
[] Bemote Desktop Web Access in & session collechon to run

R S T, _ programs, save files, and use
Confirrmation Www.wintips.org resources on those servers. Users

can access an RD Session Host
server by using the Remote Desktop
Connection client or by using
RemoteApp programs.
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9. Finally click Install to install the Remote Desktop Services: Remote Desktop Licensing and Remote Desktop Session Host.



r-.'.'-;. Add Roles and Features Wizard —_ m| W

. . o . DESTINATION SERVER

Confirm installation selections Server2€16 it ol

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [C] Restart the destination server automatically if required

Server Selection Opticnal features (such as administration tools) might be displayed on this page because they have
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Features

Remote Desktop Services
Remote Desktop Licensing
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Role Administration Tools
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Remote Deskiop Services

Role Services
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10. When the installation is completed close the 'Add Roles and Features Wizard' and restart your server.



iz Add Roles and Features Wizard — O w

DESTRATION SERVER

Installation progress —

View installation progress

|, Feature installation

A restart i panding on '.lu.l'-u' -\.:.'-J‘.':-::'-'rl. {:....- You must restart §

Remote Desktop Services
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You can close this wizard watheut interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

Close ; Cance

Step 2. Activate the Remote Desktop License Server.

1. Simultaneously press the Windows E + R keys to open run command box.
2. Type licmgr.exe and press Enter to open the RD Licensing Manager *

* Note: Alternately, you can launch the RD Licensing Manager, from Control Panel —> Administrative Tools —> Remote Desktop
Services —> Remote Desktop Licensing Manager.



4 Run X

5 Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | licmgrexe vy yintips.org v

51 This task will be created with administrative privileges.

QK Cancel Browse...

3. At the right pane, right click on the server name and select Activate Server.

:\.'.: RD Licensing Manager
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Review Configuration...
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Delete Reports....
Manage Licenses

Properties

4. Click Next at the Welcome screen and then click Next again at Connection method options.



Aetivate Server Wizard *

Connection Method q
Selact the most appropaate connection method.

The connection method selecied for boense server activation wil also be used to contact

To change the cormection method after activation, go to the Connection Method tab of
the kcense server's Properties dialog bo

Connection method:

HAutomatic connection frecommended) )

Description: This is: the recammended method. The cense server will
automatically exchange the requined information with the
Microsoft Clearinghouse over the Intemet

Requrements: Tk Chotghacd bl LAIbR e bt 1 the Intemet by

using & Secure Sockets Layer (S51) connection
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5. At 'Company Information' window, fill the required fields and click Next twice to activate your License Server.




Activate Server Wizard *
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6. When the activation is completed, leave checked the 'Start Install Licenses Wizard' checkbox and click Next.
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7. Continue to next step.

Completing the Activate Server
Wizard

You have completed the Activate Server Wizand

Status
The kcenss server has besn successiully activated

To irstall boenses, chel Ned

To pestipone boense ingalation, clear the Stat Instal
Licenses Yyizard now check box, and then click Finish.

[ Start install Licenses Wizard now

Step 3. Install Licenses on the Remote Desktop License Server.

1. At 'Welcome to the install licenses wizard', click Next



Activate Server Wizard X

Welcome to the Install Licenses

Wizard
C" This wizard will nstall icenses onto your Remote Desktop
] cense server.
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exanple, retal bosnse codes or volume icense agreement
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License senver seftings
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2. On the License Program page, select the appropriate program through which you purchased your RDS CALs, and then click
Next.
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Ewery chent that is connecting to & Remate Deskdop Session Host server or 3 vitual
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License program License Pack (Retal Purchase) »
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Selact Licanss e
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Other agreemeant
|Select Fus Lienss
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3. According the License Program you selected on the previous page, type either the license code or the agreement number
provided when you purchased your RDS CALs and then click Next.

4. On the Product Version and License Type page, select the appropriate product version, license type, and the quantity of the
RDS CALs based on your RDS CAL purchase agreement, and then click Next.

5. When the RDS CALs installed on the server, click Finish. *



TIP: If you cannot activate the RDS Server automatically, then try to activate it using the Web Browser or via Telephone. To do
that:

a. Right-click on the Server's name and select Properties.
b. Change the Connection Method to Web Browser or to Telephone. When done, click OK.
c. Finally, right click on the server name, select Activate Server and follow the onscreen instructions to completed the activation.
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Step 4. Configure RD Session Host role to use the local Remote Desktop Licensing server & Set the Remote
Desktop licensing mode.

1. Open Group Policy Editor. To do that:
1. Simultaneously press the Windows E + R keys to open run command box.

2. Type gpedit.msc and press Enter.

. Type the name of a program, felder, decument, or Internet
== resource, and Windows will open it for you.

Open: gpedit.msc w

G This task will be created with administrative privileges.

QK Cancel Browse...
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2. In Group Policy Editor navigate to:



e Computer Configuration\Administrative Templates\Windows Components\Remote Desktop Services\Remote
Desktop Session Host\ Licensing

3. At the right pane, double click at Use the specified Remote License Servers.

[ Local Group Policy Editor - O %
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4. Click Enabled, and then at 'License server to use' field, type the RDS license server name and click OK.



B Use the specified Remnote Desktop license servers
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Help:

License servers to use:

[umrzm

Separate license server names with commas.

Example: Server] ServerZ.example.com, 192.168.1.1

WV

/

This policy setting allows you to specify the order in which an RD
Session Host server attempts to locate Remote Deskiop license
servers.
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license server discovery process, an RD Session Host server in a
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1. Rernote Desktop license servers that are published in Active
Directory Domain Services.

2. Remicte Desktop hicense servers that are installed on doman
controllers in the same domain as the RD Session Host server,

If you disable or do not configure this policy setting, the RD
Session Host server does not specify a license server at the Group

Policy level.
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5. Then open the Set the Remote Desktop licensing mode setting.
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6. Click Enabled and then specify the licensing mode (Per User or Per Device) for the RDS host server and then click OK again.
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7. Close Group Policy Editor.

8. Verify the RD Licensing configuration, by going to: Windows Control Panel —> Administrative Tools —> Remote Desktop Services
-> RD Licensing Diagnoser.
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Step 5. Add RD Clients (Users) to the Remote Desktop Users Group.

1. Open Server Manager.
2. From Tools menu, select Active Directory Users and Computers. *

* Note: If the RD Session Host Service is not installed on the Domain Controller, use the 'Local Users and Groups' snap-in or the
'Remote’ tab in the 'System Properties' on the RDS host server, to add the remote desktop users.
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3. Double click at your domain on the left and then select Builtin.

4. Open Remote Desktop Users on the right pane.
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5. At Members tab, click Add.

Secunty Group..

Type Description
Security Group.. Members of this group ...
Secunity Group..  Members can administe...
Securnity Group.. Admanistrators have ce..
Secunity Group.. Backup Operators can 0.
Secunty Group.. Members of this group ...
Security Group..  Members are authorized...
Secunty Group.. Members are allowed to...
Security Group..  Members of this group ...
Secunty Group.. Guests have the same ac...
Secunty Group.. Members of this group ...
Security Group..  Built-in group used by |...
Secunity Group.. Members of this group ...
WY . VSRR BE MG (Members in this group c...
Secunty Group.. Members of this group ...
Secunty Group..  Members of thes group ...
Secunty Group.. A backward compatibilit...
Securnity Group.. Members can sdministe.
Security Group..  Servers in this group run...
Secunty Group...  Servers in this group can...

Servers in this group ena...
Members in this group a
Members of this group ...
Supports file replication ..
Members can administe...
Members of this group ...
Members of this group ...
Terrninal Server License ...
Users are prevented fro...
Members of this group ...




Remote Desktop Users Properties ? =

General | Members | Member OfF  Managed By

Members
Harme Active Directory Domain Services Folder
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6. Type the name(s) of the users that you want to give Remote access to the RDS Server and click OK.



Select Users, Contacts, Computers, Service Accounts, or Groups

Select this object type:
[Uln. Service Accourts, Groups, Mhmﬂrm.vm:] | Object Types...
From this location:
PRARA A HFFERD ST EHFE
Enter the obiect names to select (sxamples):
1 | Checic Names

7. After selecting the remote desktop users, click OK again to close the window.
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General Members  Member Of  Managed By

Mambars
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8. Continue to step-6 below.

Step 6. Allow the log on through remote desktop Services.
1. Open the Local Group Policy Editor. To do that:

1. Simultaneously press the Windows E + R keys to open run command box.

2. Type gpedit.msc and press Enter.
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Type the name of a program, felder, decument, or Internet
—d resource, and Windows will open it for you,

Open: gpedit.msc -

G This task will be created with administrative privileges.

QK Cancel Browse...
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2. In Group Policy Editor navigate to: Computer Configuration > Windows Settings > Security Settings > Local Policies >
User Rights Assignment.

3. At the right Pane: double click at Allow log on through Remote Desktop Services.
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Policy B

| Access Credential Manager as a trusted caller
:ﬂ.ltcusthis computer from the nebawork

(5 Act as part of the operating system

H Add workstations to domain

L Adjust memory quotas for a process

LH Allow log on locally

3 Back up

files and directories
[ Bypass traverse checking
:ﬂ Change the system time

i) Change the time Zone

[ Create a pagefile
VR ke YRR 8 O T
i) Create global objects

(H Create permanent shared ebjects

is| Create symbelic links

3 Debug programs

:ﬂ Deny access to this computer from the network
[ Deny log on as a batch job

8 Deny leg on as a service

3 Deny log on locally

| Deny log on through Remate Desktop Services

i Ensble computer snd user sccounts to be trusted for delegs...

H Force shutdown from a remate system
L Generate security audits

. Impersonate a chent after suthentication
] Increase a process working set

fﬂ Increase scheduling priority

[ Load and unload device drivers

Security Setting
Everyone Authenticated ...

Authenticated Users
LOCAL SERVICE METWO...
Admanistrators Account ...
Adrmanestrators
Admanistrators, Server O,
Everyone Authenticated ...
LOCAL SERVICE Admini..,
LOCAL SERVICE Admini..
Administrators

LOCAL SERVICENETWO...

Yerini
Adrministrators
SUPPORT_388945a0

SUPPORT_388945a0

Adrmunistrators
Adrmanistrators, Server O,
LOCAL SERVICE NETWO...
LOCAL SERVICE NETWO...
Users

Admanistrators
Admanistrators,Print Op..,

4. Click Add User or Group.
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OK Cancel Foply

5. Click Object Types, check all the available objects (Users, Groups, & Built-in security principals) and then click OK.



Select Users, Computers, Service Accounts, or Groups X
Salect this object type:
|Lhm,5ummm,ﬁmw.ur&lhmmrm |  Object Types..
From this location: i‘:\
WA TWHRTEHEr ST EFE
Enter the cbject names 1o select (xamples):
Check Names
Advanced... 0K | Concel
6. Type remote desktop users and then click OK.
Select Users, Computers, Service Accounts, or Groups X
Salect this object type:
|Lh1,5rmmu.ﬁ'mw,w&ihmm |  Object Types..
From this location:
[wintps ocal T || Locations...
TR Y aN . TN TN e o i
Enter the object names to select (zamples):
runntedddupm Check Mames

|

7. Finally click OK again and close Group Policy Editor.



Allow leg on through Remote Desktop Services Properties [y X

Local Securty Setting  Explain
? Alow log on through Remote Desktop Services

Remaote Deskiop Users

www.wintips.org

[ Add User or Group... I Famawe

OK g Coneel Aoply

8. Now you 're ready to connect to the Remote Desktop Session Host Server 2016/2012 from any Remote desktop client.



Step by Step Server 2016 Remote Desktop Services QuickStart Deployment [Application]

My DC is running the License services and this is also my broker server.

)

RD Licensing Manager
Action  Yiew Help

v - [

= ,-:- All servers License Version and Type License Program  Total Licenses Sovadlsble ssued Expary Date
- Lg m ) Windows 2000 Server - Built-in TS Per De.  Built-in Unlmited Unlirmirted a Mever
2 Windows 2000 Server - Bu | 7 Windows Server 2012 - Installed RDS Per ... Retail Purchase 50 50 0 Fever 3
53 Wendows Server 2002 - Ine | 9% Windows Server 2012 - Installed DS Per...  Retail Purchase 150 150 1] Fever 5
=) Windows Server 2012 - Ine CiWindows Server 2002 - Installed BDS Per .. Retail Purchase 50 50 i} Mever 4
5 Windows Server 2012 - Ine
L Reports

Doing this setup is in two parts One add Roles and Second the RDS setup.

— a ) - . P
@ Configure this local serve

Adding the Roles to my DC and adding all the servers in the all server filter in the server manager of the DC.

Select the installation type. You can install roles and features on a running physic
machine, or on an offline virtual hard disk (VHD)

* Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.




Selecting the Server that holds the Remote Desktop Session host ( mvprds01 )

Select a server or a virtual hard disk on which to install roles and features.

&) Select a server from the server pool
I ) Select a virtual hard disk

Server Pool

Filter: |

n

- D AAdAdrac Dimaratin LS b "
vame F Agdress perating >\ sten

MVPRDSWEBD1.mvp.local 10.255.255.28 Microsoft Windows Server Technical Preview 2
MVPRDS01.mvplocal 10.255.255.29 Microsoft Windows Server Technical Preview 2
MVPDCOL.mvp.local 10.255.255.100  Microsoft Windows Server 2012 R2 Datacenter

etwork Policy and Access Services
Server Roles _
[] Print and Document Services

[] Remote Access

VIR IRR=mote Desktop Services (1 of 6 installed

[] Remote Desktop Connection Broker

Features

[] Remote Desktop Gateway

[[] Remote Desktop Licensing

v ’

[C] Remote Desktop Virtualization Host

[[] Remote Desktop Web Access

Selecting and installing the role. I did this in the menu but you can also do this in the configuration. and the role will be installed.



(e o 3 [y i i) =
(€)=~  Server Manager * Remote Desktop Services * Overview

| Servers A Remate Desktop Services deploymient does not exist in the server pool
i To create a deployment, run the Add Roles and Features Wizard and select the Remote Desktop Services installation option.
n

Now that the roles are installed there is an extra option in server manager <> Remote Desktop Services.

& Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

o configure Windows Server 2016 Remote Desktop Services you have to pick in the add roles and features the lower option Remote Desktop Services Installation.

[ Add Roles and Features Wizard

DESTIMATIOM SERVER

5 elect dep {_T","I ment ll‘;r' D Mo $ervers ane selected
Bfrra Vs Biamin A Remote Deskiop Services deployment already exists in the server pogl. Select an RD Connection

EBroker on which to create the Remote Desktop Services deployment.

stallation Type o e

Deployment Type | MVPDCOL.mvp.local [+]
?E: :_ TEnt seenane Remate Desktop Services can be configured across multiple servers or on one server.

:-: -:;: ,_:h; o N ETCh . #) Standard deployment

RD Web Access A standard deployment allows you to deploy Remote Deskiop Services across multiple servers,

RD Virtualization Host ) Quick Start

Confirmation A Quick Start allows you to deploy Remote Desktop Services on one server, and creates a collection

and publishes Remotedpp programs.

As you can see a quick Start option is here but we are not using this. and check the standard deployment. now you need to configure all the stuff.



But for a quick demo you can pick the quick start option.

i Add Roles and Features Wizard

Calart Aenlavrmant cranar DESTINATION SERVER
Sl LIS f_; oy ment scenario Swandard deployment selected
Defare e Baain Remote Desktop Services can be configured to allow users to connect to virtual desktops, RemoteApp

programs, and seéssion-based desktops.

nstallaticn Type
Planlmumant Tuma ¥irtual machine-based desktop deployment

~ . | hine- lowyry [ Tt t llech
Deployment Scenario Virtual machine-based desktop deployment allows users to connect to virtual desktop collections

that include published RemoteApp programs and virtual desktops.

. Grmlear ®: Session-based desktop deployment!

Session-based desktop deployment allows users to connect to session collections that include
published RemotedApp programs and session-based desktops.

T .

When using the VDI option you will need a machine that is running Hyper-v !. In my setup I'll use the Session based desktop deployment.

BT W P DESTINATION SERVER
REVIiew role services Standand deployment selected

e e e The following Remote Desktop Services role services will be installed and configured for this

S o deployment.
Pl | rra s T H Remote Desktop Connection Broker
. . Remaote Desktop Connection Broker connects or reconnects a client de to Rer
Role Services .
@ Remote Desktop Web Access

=: :T"“E: on Er:'r:_:-’ :'-"'""_'."' _-.:""-:"""" Web Access enables users to connect to rescurces prowded --'.- SE55

B \Wiabh Arrace codlechio a tual ge tr t meénu or a D Browse

RD Session Host E Remote Desktop Session Host

e Remote Desktop Session Host enables a server to host RemoteApp programs or sess




A quick overview of the roles that I'll need for this deployment.

The RD Connection Broker server already exists. To proceed, click Next.

Server Pool Selected

ompute
Filter:| |
i MU 1O
VP.LOCAL
Name P Address Operating MVPDCON

MVPRDSWEBO1.mvplocal 10.255.2

Selecting the RD Connection Broker Server

.. Add Roles and Features Wizard

i 1 VAT R e R TR DESTIMATION SERVER
> ::{:(— -I-_.r R D vwWeb -"E"-L CEss server Smandland deployment seleced
Before You Begin Select a server from the server pool on which to install the RD Web Access role service.

nstallation Type [[] Install the RD Web Access role service on the RD Connection Broker server

Deployment Type

Deployment Scenaric server Pool Selected

Fole Saervices . . Computer
Filter:

HL Lonnecion Broxer

4 MVP.LOCAL (1)

RD Web Access MName P Address Operating MVPRDSWERD

RO Session Host MVPRDSWERBD1.mvplocal 1025525528
Confirmation MVPRDS01.mvp.local 10.255255.29

MVPDCO1.mvp.local 10.255.255.100 »

Selecting the RD Web Access Server




. Add Roles and Features Wizard

RD Session Host

Corfirmation

5:.}erﬁ’r'3,-' RD Session Host servers

DESTINATION SERVER
Standard deployment selected

Select the servers from the server pool on which to install the RD Session Host role service. If more than
one server is selected, the RD Session Host role service will be deployed on all of them.

Server Pool

Filter:

Name

MVPDCOLmvp local

P Address

10.253.255.28
10.255.255.29
10.235.233.100

Selecting the RD Session host Servers ( in this case only 1)

Selected

™ e rhar

4 MVP.LOCAL (1)
MVPRDS01




.. Add Roles and Features Wizard

- e DEST
ll"»r"f ew pro L_} ress Seandard depl

The selected Remote Desktop Services role senvices are being installed.
Server Progress Status
RD Connection Broker role service

MVPDCO1L.mvplocal In Progress
Installing...

RD Web Access role service

MVPRDSWEBD1.mvplocal Pending

RD Session Host role service

MVPRDSO01.mvplocal Pending

he roles are getting configured and if needed deployed to the servers. I already did this but there is a check mark to deploy the Roles



= Add Roles and Features Wizard

X § DESTINATION SERVER
! Droaress Suandard deployment selected
The selected Remote Desktop Services role services are being installed.

Server Progress Status
RD Connection Broker role service

MVPDCON.mvp.local I Succeeded

RD Web Access role service

MVPRDSWEBD1.mvp.local I Succeeded

RD 5ession Host role service

MVPRDSWEED 1. mvp.bocal I Succeeded

Completion

Now that all the roles are installed in server manager you can go to the Remote Desktop Services

@ Remote Desktop Services b

In the overview you can see what is deployed and what options you can do. but in every task pulldown item there are the same options.

GET STARTED WITH REMOTE DESKTOR SERVICES

Servers C Al

Collections

CURCK START

LEARM MORE




@ DEPLOYMENT OVERVIEW DEPLOYMENT SERVERS
rnection Broker server: MVPDOD | s TASKS -

0 I - Hl -
@ I A | MVPOCOLMVPACCAL RO Connection Braker

i [ y i 5
RD Web Access RO Gateway RD Licensing MVPDCOLMVPLOCAL RO Licersing
MVPRIS01. mvpdocal RD Sessicn Host

MVPROSWEBDL.mvplocsl RD Gateway

K ]
@ MVPROSWEED . mvplocal RD Web Access
[ ™

RD Connection Broker

[ -

RO Virtualization Host R Session Host

I installed all my options and I'm ready to create a Collection.

Create a Collection.

Create Session Collection

Edit Deployment Properties

In the task menu I choose the Create Session Collection,



= Create Collection

Name the collection

S A session collecti ne is display when they t
Collection Name ession collection name is displayed to users when they log on to

server

= sscion Host
ke

Application 1

Just Name it

Select the RD Session Host servers from the server pool to add to this collection.

Selected

Cammntar
| LOmpUter

Filter: |

4 MYPLOCAL (1)
MName P Address Cperat MVPRDSO01

MWRD‘SUI.m.IucaI




Create Collection

What users may access this collection. I'll pick all domain users.

Create Collection

Specify user profile disks

User profile disks store user profile settings and data in a central location for the collection.

Session Host (W Enable user profile disks

User Profile Disks chprafile

- r —
anfirmmation b A -
= Ll

User profile disks offer several advantages:

Configuration and deployment is simpler than roaming profiles or folder redirection.
User profiles can be maintained even on pooled virtual desktops that get rolled back after logoff.

Logon and logoff times are reduced.



Previously, profiles could be corrupted if used simultaneously on multiple computers. User profile disks are specific to the collection, so they can’t be used
on multiple computers simultaneously.

Administrators can have granular control of exactly which locations get saved to the virtual hard disk (VHDX).

User profile disks can be stored on Server Message Block (SMB) shares, cluster shared volumes, SANs, or local storage.

In pooled virtual desktop collections, user profile disks work with virtual machines running both Windows 8 and Windows 7 with Service Pack 1 (SP1).

Some things to remember about user profile disks:

User profile disks are available only in pooled virtual desktop collections and session collections—not in personal virtual desktop collections.

Share permissions are automatically set up by the management tools.

Use Server Manager or Windows PowerShell to manage user profile disks.

User profile disks are for a single collection only. A user connecting to two different collections will have two separate profiles. If you want to synchronize
settings, refer to Microsoft User Experience Virtualization.

Create Collection

Collection Name Collection Name

ession Host Application 1

Users and User Groups
33 MVP\Domain Users

Remote Desktop Session Host Servers
MVPRDS01.mvp.local

User Profile Disks

Yes

When Creating the collection we can make a start for publishing applications.


http://www.microsoft.com/en-us/windows/enterprise/products-and-technologies/mdop/ue-v.aspx?ocid=aff-n-we-loc--ITPRO40922&WT.mc_id=aff-n-we-loc--ITPRO40922

¥ Server Manager * Remote Desktop Services * Collections * Application 1

PROPERTIES
Overview D Properties of the
Senvers Son Feos Caszion
Collections Resources Remote Desktop

Application 1 £f Lrouf MVP\Damain Usars

REMOTEAPP PROGRAMS

Now that the Application Collection is ready we can add applications to this collection. When selection the task <> publish remoteapp programs or in the hyperlink. there
will be a discovery off all the apps on the RD Session host Servers in this case the mvprdsO1.mvp.local



= Publish RemoteApp Programs -

Select RemoteApp programs

RemoteApp Programs Select the RemoteApp programs to publish to the Application 1 collection. To add a RemoteApp

program to the list, click Add.

The RemoteApp programs are populated from MVYPRDS01.mvp.local.

[] RemoteApp Program Location A

(] &y Defragment and Optimize Drives  %SYSTEMDRIVES%\Windows\system32\dfrgui.exe

(] &.isCs! Initiator %eSYSTEMDRIVEZS\Windows\system3 2\iscsicpl.e...

(] #&3Microsoft Azure Services %SYSTEMDRIVE%\Windows\explorer.exe B

] 30 DEC Data Sources (32-bit) 9SYSTEMDRIVES\Wind ows\syswowbd\odbcad...

] E_G DBC Data Sources (64-bit) SYSTEMDRIVEZS\Windows\system32\odbead3...

(] < Paint %SYSTEMDRIVE%\Windows\system32\mspaint....

[ ] BRemote Desktop Cennection %6SYSTEMDRIVE X \Windows\system32\mstsc.exe

] -.S" Resource Monitor FeSYSTEMDRIVES:\Windows\system32\perfmon...

[] BsServer Manager %SYSTEMDRIVESS\Windows\system32\ServerM...

[] B.35teps Recorder %SYSTEMDRIVEXS\Windows\system32\psr.exe

[ B3 Suctam Canfinuratinn & CYETERDR VESN A imd mssre rvorbarn 2 9 mremnfi =
£ n *

Add...

Verify that the program is installed on all the RD Session Host servers in the collection.

But sure you can apps that are not discovered just press add



W] = ;“-'L‘I'F d Users 671972015 231 PM e fol
| ) ;O: & ownloads Windows E/18/2015 12:46 PM File fie I.:—
. el R t pl —

= ecent places iy uster LI 61972015 %51 AN Winda
mE wd P 5 @ClusterMVP.cmd .
[ Mirg ~| ¢ m »
| . \_ﬁ'ﬂt L J—
[ Basd File pame: | @ClusterMVP.cmd w| |AnFiles (. vl
L] =zt & Cancel
S 0Op |
.4

Verify that the program is installed on all the RD Session Host servers in the collection.

[v] ¥ {@ClusterMVP CA@ClusterMVP.cmd

and press Publish and there is the APP

The selected Remotefpp programs were published successfully for the Application 1 collection

1 Remotelpp program was published for the Application 1 collection

Remotelpp Program Status
# 1@ClusterMVP Published

When Logon to the Portal you can see the RemoteApp



ttpse/fmvprdswebd].mvplocal ‘RDWeb/Pages/en-US/default.aspx
t View Favontes Jools Help

= . @m v Pagew Safety~ Tools~ W~

!- Work Resources

2 Re moteldpp and Desktop Connection

RemoteApp and Desktops

Current folder: /

@Clustermvp

Changing the Icon of the RemoteApp can be done by PowerShell or copy and replace. On the RDS Broker server. goto the path :

C:\Windows\RemotePackages\CPubFarms\Application_1\CPubRemoteApps

, ClusterbAVP
| ClusterhVP.ico
| ClusterfMVP-old.ico

all the RemoteApps are there and can be changed here.

OR change the ICON with the shell23.dll with powershell




Change lcon -

Look for icons in this file:
| ystemRoot3\system 32\SHELL 32.dll | [ Browse... |

Select an icon from the list below:

QL;" P29 3

F-_]} o 2N

T
i!—?]

e

Fe)

)

0 change the Icon

he Icon Index for this interface works top to bottom, starting with 0. So count the rows until you see your desired icon, multiply this by 4, subtract 1, and count up to
your desired icon. The Icon Index for the Windows Update icon turns out to be 46.

ype one of the following commands in the Powershell box:

Get-RDRemoteApp -Alias "clustermvp

Set-RDRemoteApp -IconPath "c:\windows\system32\shell32.dll" -IconIndex 46



Step by Step Windows 2012 R2 Remote Desktop Services —-[mySqL]

A step by step guide to build a Windows 2012 R2 Remote Desktop Services deployment.
Part 1 — Deploying a single server solution.

Although it is called a single server installation, we will need 2 servers as shown below.

Windows 2012 R2 Windows 2012 R2
Domain Controller RD WWeb Access
RD Licensing RD Gateway
SOL Express RD Connection Broker

RD Session Host

Software used in this guide:

Windows Server 2012 R2 ISO (evaluation can be downloaded here:http://technet.microsoft.com/en-us/evalcenter/dn205286.aspx)

SQL Server 2012 SP1 Express x64 With tools (free version can be downloaded here:http://www.microsoft.com/en-us/download/details.aspx?id=35579. After

clicking the download button select SQLEXPRWT_x64_ENU.exe)


http://technet.microsoft.com/en-us/evalcenter/dn205286.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=35579

SQL Server 2012 SP1 Native Client (free version can be downloaded here:http://www.microsoft.com/en-us/download/details.aspx?id=35580. After clicking

the download button select ENU\x64\sqIncli.msi)

And a certificate. | got mine for free from https://startssl.com. This certificate needs to contain the FQDN you will use as the RD Web Access URL (mine is

gateway.it-worxx.nl in this guide). It needs to be in .pfx format and you need to have the private key in it.

This guide will not focus on building a domain using a single domain controller and adding the second server as a member server to this domain.

Also some basic knowledge is assumed in this guide. | will not detail how to create a Security Group and adding a computer account to it. | will also not detail
how to install SQL Express, or adding logins to a SQL Server Instance security context. If you need extra help with this, Bing it or drop me a mail with details,

and | will provide steps to continue.

| will be using Hyper-V 3.0 on my Windows 8.1 laptop and | have prepared 2 servers:

ITWDCO1 (1 vCPU, 512MB memory, dynamic, 60GB Harddisk)

Installed Windows IPv4 192.168.66.20/24

Added .NET Framework 3.5 as a feature

Added Active Directory Domain Services as a role

Configured this server as a Domain Controller in a new forest: itw.test

ITWRDSO01 (1 vCPU, 512MB memory, dynamic, 60GB Harddisk)


http://www.microsoft.com/en-us/download/details.aspx?id=35580
https://startssl.com/

Installed Windows

Added .NET Framework 3.5 as a feature

IPv4 192.168.66.21/24, DNS server 192.168.66.20

Configured it as a member server in the itw.test domain

Installing the Remote Desktop Services Roles

Log on to the Domain Controller, and in Server Manager right-click the All Servers node and add the second server using the Add Servers command (or select

the All Servers node, click Manage and click Add Servers).

&= Server Manager

b JL'I".” SE'r'I.,I"E,"rS Manage Tools

- SERVERS
22 Dashboard ll All servers | 2 tota TASKES =

§ Local Server = .
Filter D =) - A"l = o

Fil AD D5 Sc'll.e:h:'rl-:- Pvd Sddrezz  BManagaabi ity Last Upaate

& DNS

WE File and Storage Services b

MWIECD 192.168.66.20 Online - Performance counters not started  8-12-2013 17

IMWRDS01 192.168.66.21 Online - Performance counters not started  8-12-2013 17

Now that all servers needed in this deployment scenario are present, click Manage, and click Add Roles & Features.

Before you begin



DESTINATION SERVER

Before you begin i,

m This wizard helps you install roles, rale services, or features. You determine which rales, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
Installation Type harting a webgite.

Click Next.

Select Installation Type

DESTINATION SERVER

Select installation type No servert e selecec

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

m machine, ar on an affline virtual hard diesk (VHD)

) Role-based or feature-based installation

loyment
Deployment Type Configure a single server by adding roles, role services, and features.

Fop Infrastructure (VDI) to create & wrtusl rachine-based

Select Remote Desktop Services installation. Click Next.

Select Deployment Type



Select deployment type e
Bafore You Begin Remote Desktop Sendees can be configured across multiple servers or on one server.
Installation Type

|@ Standard deplayment I
m A standard deployment allows you to deploy Remote Desktop Services across multiple servers.
Degloyrment Scenaric

Riole Services LR S

A Quick Start allows you te deploy Remote Deskiop Services on one server, and creates a collection
RO Connection Broker and publiches RemotsApp programs.
i

Although Quick Start might be a valid option for a single server deployment, leave the default selected. This will explain the steps necessary to install Remote

Desktop Services in greater detail.

Click Next.

Select Deployment Scenario

DESTINATION SERVER

Select deployment scenario Standars sapmen sacies

Before You Begin Remote D:ﬂtupiqfﬁnﬂunb:wnﬁgur\cd to allow users to connect to virtual desktops. Rematelpp
programs, and session-based deskiops.
Installation Type
() Virtual maching-based desktop deployment
Virtual machine-bazed desktop deployrnent allows uters to connect to virtual decktop collections
that include published RemoteApp programs and virtual desktops.

Deployment Type

Role Services

[® Session-based desktap deployment |

Session-based desktop deployment allows users to connect to session collections that include
published RemoteApp programs and session-based desktops.

RD Connection Broker
RD Web Access




Select Session-based desktop deployment. The other option will be a different post in this series.

Click Next.

Review Role Services

DESTINATION SERVER

Review role services

Before ou Bagin The following Remote Desktop Services role services will be installed and configured for thas
deployment.
Ingtallaticn Type
Deployment Type E Remate Desktop {Mn Braker . .
) Remote Desktop Connection Broker connects or reconnects a client device to RemoteApp
Deployment Scenaric programs, session-based deskiops, and virtual desktops.
| Role services | -
RO Connection Broker Remote Desktop Web Access enables users to connect to resources provided by session
RO Web Access collections and virtual desktop collectians by using the Start menu or a web browser.
RO Session Host b Remate Desktop Session Host
Confirmatian ::rnum Desktop Session Host enables a server to host Remotefpp programs or session-based
esktops.

Review the services that will be installed.

Click Next.

Specify RD Connection Broker server



Specify RD Connection Broker server

Before You Begin Select the servers from the server pool on which to install the RD Connection Broker role service,

Inszallation Type
oo [ o

Deployment Scenario

S SEG 4 ITW.TEST (1)

D Connection Broker IP Address Operating ITWRDS01
RO Web Accass

Computer

RO Session Host
Confirmation

Click the member server and click the Add button.

Click Next.

Specify RD Web Access server



Specify RD Web Access server

Befare You Begin Select a server from the server pocl on which to install the RD Web Access role service.
Installaticn Type |2 1nstall the RD Web Access role service on the RD Connection Broker server |
Deployrnent Type

Deployment Scenario Selected

Role Services Computer
Filter:

RD Connection Broker 4 |TW.TEST (1)

o phowes opewnd |

RD Session Host ITWDCO ibwe,test 192.168,66.20

Confirmation [RDS0 1. e bes

Check Install the RD Web Access role on the RD Connection Broker server.

Click Next.

Specify RD Session Host server



Specify RD Session Host servers

Bafare Yau Bagin
Installaticn Type
Deployment Type
Deployment Scenaric
Role Services

RD Conmection Broker
R Web Access

Confirmation

Select the servers from the server pool on which to install the BUD Session Host role service. f more than
one server is selected, the RD Session Host role service will be deployed on all of them.

Selected

an|

|

MName IP Address

| ITWYROS0 T bw te=s

Operating

Cormputer

4 |[TW.TEST (1)
ITWRDS0T

Click the member server and click the Add button.

Click Next.

Confirm selections




DESTINATION SERVER

Confirm selections dard tapicy

Bafare You Bagin To complete the installation, you must restart the RD Session Host servers. After installation is complete
on the remote computers, the local computer will be restarted.
Installaticn Type

Deployment Type RD Connection Broker (1 server selected)
Deployment Scenaric ITWRDS0V.itw.test

Role Services RD Web Access (1 server selected)

RD Connection Broker ITWRDISO Y. itw. test

R web Access RD Session Host (1 server selected)
RD Session Host AL The following servers may restart after the role service is installed,

BT

|5 Rastart the destination server sutamatically if required|

Check Restart the destination server automatically if required.

Click Deploy.

View progress



View progress

The selected Remote Desktop Services role services are being installed,
Server Progress
RO Connection Broker role service
ITWRDS0 V. itw test I Succesded

RD Web Access role service

ITWRDS0 .itw. test I Succeeded

RD Session Host role service

ITWRDS0 Litw.test I Succesded

Wait until all role services are deployed and the member server has restarted.

Click Close.

In Server Manager click Remote Desktop Services and scroll down to the overview.



DEPLOYMENT OVERVIEW ) )
RD Connection Broker server: ITWRDS01 itw.test | TASKS - ]

Overview

Managed as : ITW\Administrator

© ® ®

RD Web Access RD Gateway RD Licensing

Servers

Collections

O}

RD Connection Broker

(&) -

RD Virtualization Host RD Session Host

As you can see the deployment is missing a RD Gateway server and a RD Licensing server.

Installing the missing Remote Desktop Services Roles

& ® ®

RD Web Access RD Gateway RD Licensing

Click the Add RD Licensing server button.

Select a server



Select a server

m This wizard allows you to add RD Licensing servers to your deployment. Select the servers on which
to install the RD Licensing role senvice.

Confirmation
Selected

Computer

4 ITW.TEST (1)
MWDCD

Click the domain controller and click the Add button.

Click Next.

Confirm selections

Confirm selections

The RD Licensing role service will be installed on the servers and added to the deployment.

I o cenin 1 seer e

ITWDO0 ke test

Server Selection

Click Add.



View progress

View progress

The rale service is being installed on the following servers.

Server Progress Status

_resis [

MWD, itw. best I Succeeded

Wait until the role service is deployed. No restart is needed.

Click Close.
@
O ® $

RD Web Access RD Gateway RD Licensing

Click the Add RD Gateway server button.

Select a server



Select a server

_ This wizard allows you to add RD Gateway servers to your deployment. Select the sanvers an which
to install the RD Gateway role service.

S5L Certificate Name

Selected

|

Ciperat

Click the member server and click the Add button.
Click Next.

Name the self-signed SSL certificate

Name the self-signed SSL certificate

Computer

4 |TW.TEST (1)
ITWRDS01

Server Salaction S5L certificates are wred to encrypt communications betwean Remote Desktop Servicer clients and

RD Gatewsy servers. The self-signed S50 certificate name must match the fully qualiied domain
m name (FQDN) of the RD Gateway server,

gateway.it-wonoun|

Confirmation |§51 certificate name (use the external FUDN of the RD Gateway tenver):

st match the AL Gateway server name used by the REmote DEskiop Sernces chent.




The wizard creates a self-signed certificate. We will deal with certificates in this deployment in a little bit. Enter the external Fully Qualified Domain Name
which you will also use for the Web Access URL. In my case, for lack of a better name, | used “gateway.it-worxx.nl”. | didn’t want to use “remote.it-worxx.nl” or

“desktop.it-worxx.nl” or anything else.

Click Next.

Confirm selections

3 Add RD Gateway Servers [=[alx]

Confirm selections

The RD Gatewsy role service will be installed on the servers and added to the deployment.

ficat

S5L lLamg RD Gateway (1 server selected)

TWRDSOT twtest

RD Gateway External FODN
gateway.it-wonocnl

Click Add.

View progress



View progress

The role service is being installed on the following servers.

Server Progress Status

[Cresrs RO
ITW'RDSD‘I.itw.I:s-t | 5ut¢:¢¢d¢d

ﬂl The deployment has been configured to use gateway.it-wonocnl

A The following role services require a certificate to be configured:
Configure certificate

Review the RD Gateway properties for the deployment

- < Previous | | Maxt > . Clase I . Cancel

Wait until the role service is deployed. No restart is needed.

III

Notice that “gateway.it-worxx.nl” was configured for the deployment.

Also notice that even more certificate configuring is need, but we’ll get to that later. Pay no attention to it for now.

Click Close.



Let’s have a quick look at the certificate configuration.

Reviewing the Remote Desktop Services certificate requirements

DEPLOYMENT OVERVIEW
RD Connection Broker server: ITWRDS0. it test

Managed as : ITWh\Administrator

| Edit Deployment Properties

Lonnect to Another Deployment

(k) @) | ——

In Server Manager, Remote Desktop Services, Overview, click Tasks and click Edit Deployment Properties.

Configure the deployment

Configure the deployment

Sheow Al
RD Gateway RD Gateway
RD Licensing +
RD Web Access + Specify RD Gateway settings for the deployment
Ceartificates + () Automatically detect BD Gateway server settings
™ Use these RD Gateway server settings:
SErVEr name:
gatewayit-wonoun
Lagon methed:
| Password Authentication [~

[+] Use RD CGateway credentials for remote computers
[ Bypass RD Cateway server for local addresses
) Do not use an RD Gatewasy server




Review the RD Gateway settings and notice what settings are available.
Click RD Licensing.

Configure the deployment

Configure the deployment

Show Al
RD Gateway RD Licensing

RD Licensing
. Select the Remote Desktop licensing mode:

) Per Device

RD Web Access

Certificates

Specify a license sarver, and then click Add:

Select the order for the Remaote Desktop license servers:
The RD Session Host server or the RD Virtualization Host server sends requests for licenses
to the specified license servers in the order in which you list them.

ITWDCOT itw.test Move Up

Move Down

Notice that a RD License server is available, but no license type is selected yet.

| selected Per User, but since this is just a guide setup, it really doesn’t matter.

Click RD Web Access.



Configure the deployment

Configure the deployment

Show Al
BD Gateway RD Web Access

RD Licensing
RD Web Access Server URL

ITWRDS01ITW.TEST httpe A TTWRDS0.ITW. TEST/RdWeb

RD Web Access

Certificates

By default the RD Web Access IIS application is installed in /RdWeb. If you want to know how to change this, check another post:

https://msfreaks.wordpress.com/2013/12/07/redirect-to-the-remote-web-access-pages-rdweb/

Click Certificates.

Configure the deployment


https://msfreaks.wordpress.com/2013/12/07/redirect-to-the-remote-web-access-pages-rdweb/

i

Configure the deploy

v eara T
(LT = '|\.
&

Sheow

RD Gateway + Manage certificates
RD Licensing +

A Remote Desktop Services deployment requires certificates for sapcer authentication
RD Web Access +

single sign-on, and establishing secure connections.

Certificates = I_n
C

urrent deployment certificate level is Not Configured
TEST 1% & CETUTICOTE eVl

e Deployment Properties I;Ii-

Fole Service Lenvel Status
RD Connection Eroker - Enable Single Sign On Mot Configured
RD Connection Broker - Publishing Mot Configured
RD Web Access Met Configured
RO Gateway Met Configured

5

Notice that the certificate level currently has a status of Not Configured.

As you can see, certificates are used for different goals within the deployment.

The RD Gateway certificate is used for Client to gateway communication and needs to be trusted by the clients. Either install the self-signed certificate on all

clients, or use a certificate for which the complete certificate chain is already trusted by all clients. As it said in the wizard, the external FQDN should be on the

certificate.

The RD Web Access certificate is used by IIS to provide a server identity to the browser clients (and to the Feed clients, but that’s a subject for a future post).

The RD Connection Broker actually has two goals for which it needs certificates. To enable single sign on (server to server authentication), and for publishing

(signing RDP files). If you look in the deployment you’ll see that the Connection Broker is now configured to use “itwrds01.itw.test”, so we have to change it to

use an external FQDN as well.




If we use the same FQDN for all goals described above, we need only 1 certificate, and only 1 external IP address.

We'll come back to this wizard later to assign the certificate. First order of business is to change the internal FQDN for the Connection Broker to an external
FQDN.

Click OK (no reason why we shouldn’t commit the change we made on the licensing tab, remember?)
Preparing for completing the Remote Desktop Services configuration

Open DNS Manager on the domain controller and browse to Forward Lookup Zones.

2 DNS Manager I;,i-

File Action View Help

o nmc= BHm § BE

2 DMS Mame Type Status DNSSEC Status
4 § ITWDCDI 1 _msdesitvtest Active Dirsctory-Integrated Pr...  Running Met Signed

b Ll Global Logs 1 itwetest Active Directory-Integrated Pr...  Running Mot Signed

I || Forward Lookup Zone

p [ Reverse Lookup Zone!

B | Trust Points View ®

I | Cenditienal Farwarde

Right click Forward Lookup Zones and click New Zone... Go through this wizard accepting the defaults until you have to enter a Zone Name.



Tone Rame:
‘Wihat s the name of the rew Tone?

The rone name specfes the portion of The DS namespace for which this server i

tion's domain name (for example, microsoft.com)
Exampls, nevwzone, micnosnft.com). The mne name it
not the narme of this DNS server.

Zone name:
l:atﬂu'r.i't-m.r‘

Enter the external FQDN which will also be used by the Connection Broker.

Finish the rest of the wizard accepting the defaults.

Browse to the newly created zone.

File Action View Help

o« nEXDe= Bm 3 @&

2 DNS Mame Type Data Timestam
4 i ITWDCo1 [ "] isarme as parent folder) Start of Authority (S04) [1], itwedel].itw.test., host..  static
b (L Global Logs [ ] isame as parent folder) Mame Server (MS) itwdchT.itwitest, static

4[] Foreard Lookup Zones
p 2] _rnsdes.itw.test

b (5] ibectest
) it-wonos~t
b B R Lookup Zaone Update Server Data File
t ] Trust Points Reload
b ] Conditinal Forwardy |le—luit[ﬂmm.. |‘
e -

Right click the newly created zone and click New Host (A or AAAA)...

New Host



MNew Host -
Mame (uses parent domain name if blank):
! |

Fully qualified damain name (FQDM):

| gateway.it-worx.nl, |

IP address:
| 192.168.66.21 |

Leave the Name field blank, but enter the member server’s (holding the RD Connection Broker role) IPv4 address.

Click Add Host.

Create a new Global Security Group called “RDS Connection Brokers” and add the computer account for the member server to it as a group member.

We need this group to be able to convert the RD Connection Broker to a highly available RD Connection Broker. You'll see why we need to do this in a few

steps.

Reboot the member server to let it know it’s a member of the RDS Connection Brokers security group.

Install SQL Express on the Domain Controller (or use an existing SQL Server if you already have one). Here’s a list of needed features:



Feature Selection

Select the Express features to install.

Setup Support Rules

Feature Selection

Imstallation Rules

Imstance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Installation Progress

Complete

Fastures:

Instance Features

[ Database Engine Services
] SCL Server Replication
Shared Features
[ Client Tools Conmectivity
1 Client Tocls Backwards Compatibility
[] Client Tecls SDK
Managernent Toels - Basic
v Management Tools - Complete
[[] S0 Client Conmectivity SDK
[ LocalDB
Redistributable Features

Fasture dasenption:

The configuraticn and cperation of each
instance feature of a S0 Server instance i
izalated from ether SOL Server instances.
SOL Server instances can operate side-by-
side on the same computer.

Prerequistes for selected features:

Already installed:
|- Microsoft NET Framewark 4.0
| Windows PowerShell 2.0
’I-‘hﬁ:rﬂu&HET'FrammmtE.S I
To beinstalled from media:
| Microsoft Visual Studio 2010 Shell

Now you see why | pre-configured the servers with the .NET Framework 3.5 feature before starting anything.

Instance Configuration

Specify the name and instance ID for the instance of 50L Server. Instance ID becomes part of the installation path.

Setup Suppart Rules

I (%) Default instance

Feature Selection
Installation Rules

) Mamed instance: | MSSCLSERVER

Use the Default Instance (so click Default, and do not leave the wizard’s selection on Named instance: SQLEXPRESS).

When the installation is done open SQL Configuration manager and browse to Client Protocols under SQL Native Client 11.0 Configuration.




File Action View Help

Y IEERIENR 7

‘ﬁ SOL Server Configuration Manager (Local}
5 SOL Server Services

.-E-- SQL Server Network Cenfiguration (32bit] ITTCP.HP
[+ _g SOL Mative Client 11.0 Configuration (321] = Mamed Pipes

b . SOL Server Network Configuration
4 _& SOL Mative Client 11.0 Configuration

L% Client Protocols

S AMliases

Mame Order Enabled
W Shared Memory 1 Enabled
2 Enabled |
3 Enabled

Check if TCP/IP is enabled under Client Protocols. SQL Express install enables this by default, but check it just to be sure, especially if you use an existing SQL

Server.

Browse to Protocols for MSSQLSERVER under SQL Server Network Configuration.

File Action View Help

@ 7| (= B

ﬁ SOL Server Configuration Manager (Local)
£ SOL Server Services

4. SQL Server Network Configuration (32bit|| %= Named Pipes

[ g SOL Mative Client 11.0 Configuration (32
4 __ﬁ_ SQL Server Network Configuration
B= Protocols for MSSQLSERVER
4 2 S0L Mative Client 11.0 Configuration
L Rt Dentenls

Protocol Mame Status
%~ Shared Memory  Enabled
Disabled
[ Tcorm Enabled

Enable TCP/IP. If this is a new SQL installation, this will be disabled by default.



Restart the SQL Server service if you changed this setting.

On the SQL Server, make sure port 1433 is not being blocked by Windows Firewall.

ﬂ' Windows Firewall with Advance
£ Inbound Rules
Cutbound Rules
_E‘h Connection Security Rules

Inbound Rules

| added the SQL Server executable to the exception list to allow all inbound traffic.

Open SQL Server Management Studio and browse to Logins under Security.

Object Exploner - B

Connect~ % 3] m T [£] ..h
I_ﬁ.l'l'I-'J'DCW['SQLSQﬂ-tfHDm T2
¥ Databazes

= L3 Securrl',-
] Lo
A (@ 5 Lngln
= 03 Cn
¥ [ Server

Laaat O

Right click Logins and click New Login...

Login — New



Click Search...

Select User, Service Account, or Group

Enter the object name to select (z@mples):

RDS Connection Brokers|

Click Object Types... and select Group.

Type the RDS Connection Brokers security group name and click Check Names.

Click OK.



Login — New

5 Seript = [ Help

Server node is used to grant serverwide securlly privileges to 2 user.

Server roles:

Click Server Roles and select dbcreator.

Click OK.

We have just effectively granted the RDS Connection Broker server the right to create databases.

We need this because the RDS Connection Broker service will try to migrate from WID (Windows Internal Database to a (high available) SQL Server instance

when we convert the Broker to a high available broker.

Install the SQL Native Client on the member server (Client Components only).

Everything we need is now in place to convert the RD Connection Broker, so let’s do just that.



Convert the RD Connection Broker
In Server Manager click Remote Desktop Services and scroll down to the overview.

@ DEPLOYMENT OVERVIEW

Overview RD Connection Broker server: ITWRDSO. ibw.test | TASK]
Sanvers Managed as : ITW\Administrator
Collections

RD Web Access RD Gateway RD Licensing

@

Configure High Availability |

K P e —
Add RL Connechon Eroker Serve

ED C

Right click RD Connection Broker and click Configure High Availability.

Before you begin



Before you begin

m This wizard allows you to configure the RD Connection Broker servers in & high availability cluster.

Configure High Availsbliity | The fellowing is required to complete this wizard:

= A Microsaft SOL Server with write parmissions to all RD Connection Broker servers
* Microsoft SOL Server Native Client installed an all RD Connection Broker servers
* Static IP addresses assigned to all RD Connection Broker servers

* The DNS resource records were created for all RD Connection Broker servers with a single DNS
name

So we’re actually building a single node cluster here ;)

Look at the pre-requisites.

If you have more than one RD Connection Broker they need to be configured using DNS Round Robin. More on that in a later post.

Click Next.

Configure RD Connection Broker for High Availability



B Configure RD Connection Broker for High Availability (= [a[=TT
Confirmation

Before You Begin Database connection string:
Configure High Availability DRIVER=5QL Server Mative Client 11.0:5ERVER =ITWDC01; Trusted_Connection=Yes:APP=Remaotc

CAProgram Files\Microsoft QL Senver\MSS0LT1.MSSQLSERVERMSSOLVDATA

DN5 resource record name

g.pl:r.w.‘.:y.ﬂ;-wpncx.n[

Database connection string:

DRIVER=SQL Server Native Client 11.0;SERVER=ITWDCO1;Trusted_Connection=Yes;APP=Remote Desktop Services Connection Broker;DATABASE=ITWRDCB

Folder to store database files:

C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\DATA

| used the instance default folder.

DNS round robin name:

The DNS Zone name we configured in DNS earlier.

Click Next.

Confirmation



Confirmation

Before You Bagin Database connection string:
Configure High Availability DRIVER=5QL Server Mative Client 11.0:5ERVER =ITWDC01; Trusted_Connection=Yes:APP=Remaotc

Database location:
CAProgram Files\Microsaft SQL Server\MSS0LT1 MSSOLSERVERAMSSCLVDATA

DN5 resource record name

gateway.t-wononl

If you get an error before this page:

— Check if TCP/IP is enabled in client protocols and for your instance

— Check if you can reach port 1433 on the SQL Server from the member server

Click Configure.

Progress

Progress

The RD Connection Broker server 5 being added to the cluster.

Activity Prograss Status
Configure High Availsbility  me———— Succesded




If you get an error on this page:

— Check SQL permissions for the security group

— Check if the database path you entered is correct

Click Close.
& (a)
RD Web Access RD Gateway RD Licensing

(O}

RD Connection Broker
{High .-‘lvaillability Mode)

The RD Connection Broker is now in High Availability Mode and we are finally ready to complete the configuration.

Completing the Remote Desktop Services configuration



DEPLOYMENT OVERVIEW

RD} Connection Broker server: ITWRLDS0. . best

TASKS =

Managed as : ITWhAdministrator Edit Deployment Properties

| I'ra i e
Connect to T TIar

@ O  S—

In Server Manager, Remote Desktop Services, Overview, click Tasks and click Edit Deployment Properties, then click Certificates.

Configure the deployment

Role Service Lewvel Status 5
RD Connection Broker - Enable Single Sign Cn Mot Configured ==
RD Connection Broker - Publishing Mot Configured --
RD'Web Access Mot Configured --
RD Gateway Mot Configured --
< i ¥

Click RD Connection Broker — Enable Single Sign On and click Select Existing certificate.

® Choose a different certificate
Certificate path:

Chlsers\Administrator\Desktopgateway.it-wanownl pfx

Password:

Allow the certificate vo be added to the Trusted Root Certification Authorities certificate store on the destination computers

Browse to the .pfx file, enter its password, and check Allow the certificate..



Click OK.

j COnly a single certificate can be added to a specific role service at a time. To add

certificates to additional role services, click Apply or OK.

So click Apply. This takes a little while, be patient.

Configure the deployment

Role Service Level

R Connection Broker - Enable Single Sign Cn Trusted

RD Connection Broker - Publishing Mot Configured

RD'Web Access Mot Configured

RD Gateway Mot Configured
< I

Status
8]

Click RD Connection Broker — Publishing and click Select Existing certificate.

Browse to the .pfx file, enter its password, and check Allow the certificate..

Click OK.

Click Apply. This again takes a little while, be a little more patient.

Configure the deployment




Role Service Lewvel Status

RD Connection Broker - Enable Single Sign Cn Trusted Ok
RD Connection Broker - Publishing Trusted QK
| RD 'Web Access Mot Configured ==
RD Gateway Mot Configured --
< in >

Click RD Web Access and click Select Existing certificate.

The server has both the RD Gateway and RD Web Access role services installed. You
should not configure different certificates for these role services. I

Note: Did you notice the warning when you select RD Web Access? Browse to the .pfx file, enter its password, and check Allow the certificate..

Click OK.

Click Apply again. This takes another little while longer, be a slightly more patient.

Configure the deployment

Role Service Lewvel Status
RD Connection Broker - Enable Single Sign Cn Trusted Ok
RD Connection Broker - Publishing Trusted QK
RD 'Web Access Trusted QK
| RD Gateway Mot Configured ==
< i b




Last one. Click RD Gateway and click Select Existing certificate.

Browse to the .pfx file, enter its password, and check Allow the certificate..

Click OK.

Click OK to finish the certificate configuration.

Configured all servers, configured certificates..

One thing left to do: Tell our RDS environment exactly what to publish.

In fact you can use this setup to either provide full desktop sessions on the Session Host, or you can choose to publish only applications on the Session Host.

Let’s publish full desktop sessions.

D COLLECTIONS

TASES =

Cragriigw

Servers

fal v (H T n
) wate Sepnion Collegtion
Caollections I I =
Edit Deployment Properties

|

Publish a full Remote Desktop environment

In Server Manager, Remote Desktop Services, Session Collections, click Tasks and click Create Session Collection.

Before you begin



Before you begin

m This wizard allows you to create a session collection. & session collection consists of ane or more
Remote Desktop Session Host (RD Session Host) servers.

Collection Mame
You need the following to complete the wizand:
* An existing user or user group must exist in Active Directory Domain Services (AD DS) consisting
of users that should have access to this collection.
* At least one RD Session Host server that is not assigned to a collection should be added to the
deployment.

Review the requirements. This won’t be an issue in this setup, but you could restrict access to this collection by selecting a select group of people.

Click Next.

Name the collection

Name the collection

Before You Begin A session collection name is displayed to users when they log on to a Remaote Desktop Web Access

[ colectonnome IS

Mame:

RO Session Host -
Full Desktop

User Groups
User Brofile Dicks Description {optional):

Enter a descriptive name. This name will be displayed under its icon in the Web Access interface.



Click Next.

Specify RD Session Host servers

Specify RD Session Host servers

Before You Begin Select the AD Session Host servers from the server pool to add to this collection.

Collection MName

[0 seion o | seces

Lsar Groups Computer

User Profile Disks 4 ITW.TEST (1)

IF Addrass Operat ITWRDS01

ITWRDSD, ite. test

Click the member server and click the Add button.

Click Next.

Specify user groups



Specify user groups

Before You Begin Add the user groups that should have access to connect to the collecton.

Collection Name User Groups:
RD Session Host |IT'.‘||"|.Dnn1|in Users

Uzer Profile Disks

You can limit access here. Add one or more groups to restrict access to these groups only. In this setup Domain Users will do fine.
Click Next.

Specify user profile disks

Specify user profile disks

Before You Begin User profile disks store user profile settings and data in a central bocation for the collection.
Collection Name [] Enable user profile disks
RD Session Host Lecation of user profile disks:
Uzer Croups

[ userrotic oo [

Confirmation 2

User profile disks are not in focus in this guide. Since | have no file shares configured in this setup, uncheck Enable user profile disks for now.



Does and Don’ts will be covered in a future post.

Click Next.

Confirm selections

Confirm selections

Before You Begin Collection Mame
Collection Mama Full Desktop

RD Session Host Users and User Groups

Uszar Groups ITWiDomain Users
User Profile Disks
_ _ Remote Desktop Session Host Servers
[ conmaion IR
User Profile Disks
Ma

Review the information and click Create.

View Progress



View Progress

The secgion collaction ic being created. Depending on the size of the session collection, this may
take 3 while to complete.

Activity Progress
Create Callection ————

Add servers e SUcceeded
& ITWRDSOLITW TEST

Wait until the collection is created and the server is added to the collection.

Click Close.

Time to test the setup!

Testing the Remote Desktop Services

On a machine that has access to your test setup (you may have to add the external FQDN to your hosts file if you didn’t publish it to the internet) open

https://gateway.it-worxx.nl/rdweb.


https://gateway.it-worxx.nl/rdweb

« |5 EIT e Y FTTT Y

. Work Resources
#! Rematedpp and Deskiop Connection

Flm-w:lil

Security (ghew explanation)
®  This is » public or thared computer
() This is & privabe computer

Hey! At least the RD Web Access application works :)

Enter a valid username and password (ITW\username or username@itw.test).

Create a user for this, or simply use the domain admin account.

Click Sign in.



« | I EIY

.
i Wark Resources A ——

©2 Remotedpp and Desitop Connection
Fematefpp and Desktops Connect to a remote PC Help Sign out
Current folder: /
Full Desictog

After logging in you're presented with the full desktop session collection we created.

A wehsile is trying to stan a remote connection. Maloe sune thal you st ithe
pubdeshes before you cormed .

This remote connection could hamm your local or remote computer, Makce sure that you tnest the
ipublisher bafiors wou connedl.

r

Remaote Desktop Connection
GATEWAY IT-WORX( ML
getewary i-wonocnl

Allow thes remote compuier in access the following resources o my computer:

[#] Drives [+| Cipboard
[+/] Other suppeorted Prif devices [+ Privaers
[+] Audio mcondng

(Changes to these options apply to this connection only.

Use the: folowing credentials bo conmect :
Pasgwond for adearistralonSRw last

(= Hide Detais




After clicking the Full Desktop icon you get the warning that devices are going to be redirected.
And when you click Connect, you actually connect :)

Enjoy.

Step by Step Windows 2012 R2 Remote Desktop Services — Part 2

A step by step guide to build a Windows 2012 R2 Remote Desktop Services deployment.

Part 2 — Deploying an advanced setup.

In part one | detailed how to do a single server installation. In case you missed it, or want to check it out, look at this post:

https://msfreaks.wordpress.com/2013/12/09/windows-2012-r2-remote-desktop-services-part-1/

In this step by step guide we’ll be building a more complex setup:

TWEE o TWRESH TWEDSE (TWRDS TWRDS0:

A .35 .55 LS | oo

Prod 182 15855 2004 Prod 192 15855 21724 Prod 192 WE055 227248 Pred 152 WS055 2328 P 192 35055 24724

Windows 2012 R2 Windows 2012 R2 Windows 2012 R2 Windows 2012 R2 Windows 2012 B2

Domain Controller FD 'Web Access FD Gateway FD Connection Broker RD Session Host
RD Licensing

SOl Express



https://msfreaks.wordpress.com/2013/12/09/windows-2012-r2-remote-desktop-services-part-1/

As you can see we'll deploy 3 certificates in this setup. The names | will use for this will be “webaccess.it-worxx.nl”, “gateway.it-worxx.nl” and

“broker.it-worxx.nl” for obvious reasons. You may consider using a wildcard certificate.

Software used in this guide: Windows Server 2012 R2 I1SO (evaluation can be downloaded here:

http://technet.microsoft.com/en-us/evalcenter/dn205286.aspx)

SQL Server 2012 SP1 Express x64 With tools (free version can be downloaded here:http://www.microsoft.com/en-us/download/details.aspx?id=35579. After
clicking the download button select SQLEXPRWT_x64_ENU.exe)

SQL Server 2012 SP1 Native Client (free version can be downloaded here:http://www.microsoft.com/en-us/download/details.aspx?id=35580. After clicking

the download button select ENU\x64\sqlncli.msi)

And three certificates. | got mine for free from https://startssl.com. The certificate need to contain the FQDNs you will use for publishing the RD Web Access
(webaccess.it-worxx.nl) and RD Gateway (gateway.it-worxx.nl) roles. You’ll also need one for the RD Broker role, even though we won’t publish this server to

the internet. The files need to be in .pfx format and you need to have the private key in them.

As in the previous guide, this guide will not focus on building a domain using a single domain controller and adding the other servers as member servers to

this domain.

And again some basic knowledge is assumed in this guide.

| will be using Hyper-V 3.0 on my Windows 8.1 laptop and | have prepared 5 servers. The servers will be similar to the 2 | used in the previous guide. All

servers have the .NET Framework 3.5 added as a feature.

All servers have 1vCPU, 512MB memory, and a dynamic 60GB Harddisk) | configured ITWDCO01 as a Domain Controller in a new forest: itw.test.


http://technet.microsoft.com/en-us/evalcenter/dn205286.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=35579
http://www.microsoft.com/en-us/download/details.aspx?id=35580
https://startssl.com/

| added the rest of the servers as member servers to the itw.test domain and configured them to use ITWDCO1 as their primary DNS server.

Installing the Remote Desktop Services Roles

Log on to the Domain Controller, and in Server Manager right-click the All Servers node and add all other servers using the Add Servers command (or select

the All Servers node, click Manage and click Add Servers).

X! anage Tools Wi Hel P

¥ Dashboard

1 Local Server

B& All Servers MWD 192.168.66.20 Online - Performance counters not starbed

i-i-i AD D5 IMWRDE0T 192.168600.21 Cnline - Performance counters not started  21-12-2013 1036

-
Server Mame IPvd Address  Manageability Last Update

gé DS IMWRDE02 192.16866.22 Onbing - Performance counters not started  21-12-2013 16:56:!

BE File and Storage Services b ITWRDS03 1921686623 Online - Performance counters not started  21-12-2013 16:56:!

IMWRDS04 192.168.66.24 Online - Performance counters not stasted  21-12-2013 16:56:!

Now that all servers needed in this deployment scenario are present, click Manage, and click Add Roles & Features.

Before you begin

= Add Roles and Features Wizard (=[]

I . BESTINATION SERVER
Before You Degin M v are sebectec

This wazard helps you install roles, role senvices, or features. You determine which roles, role senvices, or
features to mstall based on the computing needs of your organization, such as shanng decuments, or
hasting a website.




Click Next.

Select Installation Type

DESTINATION SERVER

Select installation type Ne server are selecvc

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
m machine, or on an offline virtwal hard disk (VHD)L

Deployment Type ) Role-based or feature-based installation
cyment Configure a single server by adding roles, role services, and features,

op Infractructure (VDI) to create s virtual machine-baced

Select Remote Desktop Services installation. Click Next.

Select Deployment Type

DESTINATION SERVER

Select deployment type o berversare steced
Before You Begin Remate Decktop Services can be configured scross multiple servers or on ane server.
Installation Type

| () Standard deployment I
m A standard deployment allows you to deploy Remate Deskiop Services across multiple sepers,
Daployrment Seanaric

Role Sarvices O Quick Start
A Quick Start allows you to deploy Remote Deskiop Services on one server, and creates o collection
RE Connection Broker and publiches RemoteApp programs.




Select Standard deployment.

Click Next.

Select Deployment Scenario

. DESTINATION SEAVER
Select deployment scenario Standard eplcyment ecisd
Before ou Bagin Remote Desktop Senvices can be configured to allow users to connect to virtual desktops. Remotedpp
h programs, and session-based deskiops.
Installation Type
() Virtual machine-based desitap deployment

Deployment Type

Virtual machine-based desktop deployrent allows users to connect to virtual decktep collections
that include published RemoteApp programs and virtual desktops.

Role Services

[® session-based desktop deplayment |

Session-based desktop deployment allows users to connect to session oollections that include
published RemoteApp programs and session-based desktops.

RD Connection Broker
RD web Access

Select Session-based desktop deployment. The other option will be a different post in this series.

Click Next.

Review Role Services



DESTINATION SERVER

Ty

Review role services

Befere You Bagin ;l:ﬂfnlm:ﬁr:g Remote Desktop Senvices role services will be installed and configured for thas
Installaticn Type il
Deployment Type

‘ Remeote Desktop Connection Broker
) Remote Desktop Connection Broker connects or reconnects a client device to RemotefApp
Deployment Scenaric: programs, session-based desktops, and virtual desktops.

9 Remote Desktop Web Access

RD Connection Broker Remote Desktop Web Access enables users to connect to resources provided by session

80 Web Access collections and virtual desktop collections by using the Start menu or a web browser.

R Zzssion Host - Remate Desktop Session Host

Confirmation ::::h Desktop Session Host enables a server to host Remotelpp programs or session-based
ops.

Review the services that will be installed.

Click Next.

Specify RD Connection Broker server



Specify RD Connection Broker server

DESTINATION SERVER

Ty

Bafore You Begin Select the servers from the server pool on which to install the A Connection Broker role service.

Installaticn Type
Deployment Type

Selected

Deployment Scenaric
Role Servicas

"o coreion o [ o

RD Web Access ITWDCOT itw.test 192.168.66.20
RD Session Host ITWRDSO1 itw test 182 168.66.21
[} il i i d Foalla el

Confirmation

Computer

4 |ITW.TEST (1)
ITWRDS03

Click the preferred server and click the Add button.

Click Next.

Specify RD Web Access server




Specify RD Web Access server

Bafers You Begin Select a server from the server pocl on which to install the RD Web Access role service.
Installation Type [[] Install the RD Wek Access role service on the RD Connection Broker server

Deployrnent Type
Deployment Scenario

Selected

Role Services

RD Connection Broker

RO web Access | P Addres

RD Session Host
Confirmation =
T
192.1628.66.23
192.168.66.24

Operating

Computer

4 |TW.TEST(1)
ITWRDEM

Click the preferred server and click the Add button.

Click Next.

Specify RD Session Host server




DESTINATION SERVER

Specify RD Session Host servers o

Bafore You Begin Select the servers from the server pool on which to install the RD Session Host role senvice. H more than
Installaticn Type

Deployment Type
: Selected
Deployment Scenaric

one server is selected, the RD Session Host role service will be deployed on all of them.

. Cormputer
Role Sarvices Fiter: l I

RD Connection Broker 4 TW.TEST (1)
BE Web Access MName IP Address Operating ITWRDS04

EEEETEN noe

. ITWRDISO .itw.test 192.168.66.21
Confirmatian ITWRDSOZ.itwtest 192.168.66.22

{omcr

Click the preferred server and click the Add button.

Click Next.

Confirm selections



DESTINATION SERVER

Confirm selections dard dagicy

Before ou Begin Te complete the installation, you must restart the RO Session Host servers, After nstallation is complete
on the remote computers, the local computer will be restarted.
Installation Type

Deployment Type RD Connection Broker (1 server selected)

Deployment Scenario ITWRDS03.itw.test

Role Services RD Web Access (1 server selected)

RD Connection Broker ITWRDSO.itw:test

RD Web Access RD Session Host (1 server selected)

RD Session Host A The foBlowing servers may restart after the role service is installed.

|_contrmaon [,

| & Restart the destination server sutomatically if required|

Check Restart the destination server automatically if required.

Click Deploy.

View progress



View progress

The selected Remote Desktop Services role services are being installed,
Sarver Progress
R} Connection Broker role service

ITWRDIS03.itw.test . Succeeded

RD Web Access role service

ITWRDIS0 1. itw. et I Succesded

RD Session Host role service
ITWRDE0Litw test . ucceeded

Wait until all role services are deployed and the RD Session Host server has restarted.

Click Close.

In Server Manager click Remote Desktop Services and scroll down to the overview.



@ DEPLOYMEMNT OVERVIEW

Cwverniew RD Connection Broker server: ITWRDS03 rtw.best
Servers Managed as : ITW\Administrator
Collections

RD Web Access RD Gateway RD Licensing
| - |
|
RD Connection Broker
|

(&) -

RD Virtualization Host RD Session Host

As you can see the deployment is missing a RD Gateway server and a RD Licensing server.

© ® ®

RD Web Access RD Gateway RD Licensing

Click the Add RD Licensing server button.

Select a server



Select a server

_ This wizard allows you to add RD Licensing senvers to your deployment. Select the servers on which
to install the RD Licensing role senvice.
Confirmation
Selected

Computer

4 ITW.TEST (1)
TWDCD

1 92.168.65.2
it RSt 192.168.66.24
ITWRDS0. itw.test 192.168.66.21
ITWRDS0Z. itw.test 192.168.66.22

Click the domain controller and click the Add button.

Click Next.

Confirm selections

Confirm selections

Server Selection The RD Licensing role service will be installed on the servers and added to the deployment.

I o cening 1 e st

IMWDO0 . itw.test

Click Add.



View progress

View progress

The rale service is being installed on the following servers.

Server Progress Status

resis [

MWD .itw. best I Succeeded

Wait until the role service is deployed. No restart is needed.

Click Close.
@
O ® $

RD Web Access RD Gateway RD Licensing

Click the Add RD Gateway server button.

Select a server



Select a server

m This wizard allows you to add RD Gateway servers to your deployment. Select the servers an which
to install the RD Gateway role service.

S5L Certificate Name

Selected

IP Address
192,168.66.20

I'-.i.-'.1r.|.::=. e,
168.66.2
192.168.66.24

Click the correct server and click the Add button.
Click Next.

Name the self-signed SSL certificate

Name the self-signed SSL certificate

Computer

4 ITW.TEST (1)
ITWRDS02

Server Salaction SSL certificates are used to encrypt communications between Remote Desktop Sendces clients and
RD Gateway servers. The self-signed S5L certificate name must match the fully qualified domain
m name (FQDN) of the RD Gateway server.

gateway.it-wonounl

Confirmation |§51 certificate name (ute the external FUDN of the RD Gateway taner):

must match the AL Gateway server name used by the Remote Deskiop SEnices chent.




The wizard creates a self-signed certificate. We will deal with certificates in this deployment in a little bit. Enter the external Fully Qualified Domain Name for

the Gateway URL. In my case, for lack of a better name, | used “gateway.it-worxx.nl.

Click Next.

Confirm selections

Confirm selections

Sarvar Salaction The RD Gatewsy role senice will be installed on the servers and added to the deployment.
S5L Certificate Mame RD Gateway (1 server selected)

[ conmmaion R
RD Gateway External FODN
gateway.it-wono.nl

Click Add.

View progress



View progress

The role sarvice is being installed on the following servers.

Server Progress

O e
ITWRDS02.itw. test . Succesded

n‘ The deployment has been configured to use gateway.it-woncunl

A The following role services require a certificate to be configured:
Configure certificate

Review the RD} Gateway properties for the deployment

Wait until the role service is deployed. No restart is needed.

III

Notice that “gateway.it-worxx.nl” was configured for the deployment as a FQDN.
Also notice that certificate configuration is needed.

Notice the link in the bottom to “Review the RD Gateway properties for the deployment”.

Click Configure certificate.



Configure the deployment

Configure the deployment

Shiow Al
RD Gateway Manage certificates

RD Licensing
A Remote Desktop Senices deployment requires certificates for server authentication,

RD Web Access single sign-on, and establishing secure connections.

Certificates

Current deployment certificate level is Mot Configured
What is a certificate level?
Rele Senice Lavel
| RD Connection Broker - Enable Single Sign On Not Configured
RD Connection Broker - Publishing Not Configured
RD Web Access Not Configured
| RO Gateway Not Configured
<]

Subject name: Not Applicable
View Details

This certificate is required for server authentication to the Remote Desktop Services
deployment.

Click RD Connection Broker — Enable Single Sign On.

Notice the purpose of this certificate.

Click Select Existing Certificate.

Select Existing Certificate



You can choose to apply the certificate that is currently stored on the RD Connection Broker server, or you can select a different
certificate that it stored in a PKCS certificate file.

Lpp Iy the certficate that i stared on the RD Connection Broker server

Password:

®) Choose a different certificate
Certificate path:
CAllsers\Administrator\Documentsibrokerit-worsnl_test123456,pfx

Password:

[] Allgw the certificate to be added to the Trusted Root Certification Authorities certificate store on the destination computers

Click Browse to browse to the .pfx which you prepared for the RD Connection Broker server, enter the password for that .pfx and check “Allow the certificate

to be added to the Trusted Root Certification Authorities certificate store on the destination computers”.

Click OK.

i Cnly asingle certificate can be added to a specific role service at a time, To add
certificates to additional role services, click Apply or COK,

Click Apply to apply the certificate changes. Do not click OK because we need to configure the other certificate options as well and we can configure only one

at a time.

Configure the deployment



Configure the deployment

Show Al
RD Gateway Manage certificates

RO Licensing
A Remote Desktop Services deplayment requires certificates for server authentication,

RD Web Access single sign-on, and establishing secure connections.

Certificates
Current deploymeant certificate level is Mot Configured
What is a certificate level?

Fole Service Lewel
RO Connection Broker - Enable Single Sign On~ Trusted
[ RD Connection Eroker - Publiching ot Configured
RD Web Access Not Configured
| RO Gateway Nt Configurad
¢] |

Subject name: Mot Applicable
View Details

This certificate is required to sign RDP files to avaid any addibional waming messages for
the user.

Select RD Connection Broker — Publishing.

Notice the purpose of this certificate.

Click Select Existing Certificate and add the same certificate you added for RD Connection Broker — Enable Single Sign On.

4 Only a single certificate can be added to a specific role service at a time. To add
certificates to additional role services, click Apply or OK.




Click Apply to apply the certificate changes. Do not click OK because we need to configure the other certificate options as well and we can configure only one

at a time.

Configure the deployment

Configure the deployment

Show Al
RD Gateway Manage certificates
RD Licensing
A Remote Desktop Senvices deployment requires certificates for server authentication,
RD Web Access single sign-on, and establishing secure connections.
Certificates
Current deployment certificate level is Mot Configured
What is a certificate level?

Role Service Level

RD Connection Broker - Enable Single Sign On Trusted
RD Connection Broker - Publishing Trusted

| RD Web Access Mot Configured
RO Gateway ot Configured

L<]

Subject name: Not Applicable

Wiew Details

IThis certificate is required to enable RemoteApp and Dresktop Connection subscniption and
ntication for RD W 3

Select RD Web Access.

Notice the purpose of this certificate.

Click Select Existing Certificate and add the certificate you prepared for the RD Web Access server.



Only a single certificate can be added to a specific role service at a time. To add
certificates to additional role services, click Apply or O,

Click Apply to apply the certificate changes. Do not click OK because we need to configure the other certificate options as well and we can configure only one

at a time.

Configure the deployment

Configure the deployment

Show Al
RD Gateway + Manage certificates

RO Licensing +
A Remote Desktop Services deplayment requires certificates for server authentication,

RD Web Access single sign-on, and establishing secure connections.

Certificates
Current deploymeant certificate level is Mot Configured
What is a certificate level?

Fole Service Lewel
RD Connection Broker - Enable Single Sign On
RD Connection Ercker - Publishing
RD Web Access

RD Gateway
«]

Subject name: Not Applicable
View Details

This certificate is required for server authentication for connections through RD
Gateway.

[Wou can update this certificate by creating a new certiicate or by selecting an existing
certificate. If you modify this certificate, you must restart the Remote Decktop Gateway
service on all RD Gateway servers.

Select RD Gateway.



Notice the purpose of this certificate.

Also notice that we need to restart the RD Gateway server after we configured it to use the certificate.

Click Select Existing Certificate and add the certificate you prepared for the RD Gateway server.

j Cnly a single certificate can be added to a specific role service at a time. To add
certificates to additional role services, click Apply or OK.

Click Apply to apply the certificate changes. Do not click OK because we need to configure the rest of the deployment options, since we already have this

wizard open.

Configure the deployment



Configure the deployment

Shiow Al
RD Gateway RD Gateway
RO Licensing +
RD Web Access + Specify RD Gateway sattings for the deployment
Certificates + ) Automatically detect RD Gateway server settings
®) Use these RD Gatewsy server settings:
Server name:
gatewayit-wonotnl
Logon method:
| Passward Authentication [=]

[w] Use RD Gateway credentials for remote computers
[+ Bypass RD Gateway server for local addresses
) Do not use an RD Gateway server

Review the RD Gateway settings and notice what settings are available.

Click RD Licensing.

Configure the deployment



Configure the deployment

Shiowe Al
RD Gateway RD Licensing

RD Licensing
Select the Remote Desktop licensing mode:

O Per Device

RD Web Access

Certificates

Specify a license sarver, and then click Add:

Select the order for the Remote Desktop license servers:
The RD Session Host server or the RD Virtualization Host server sends requests for licenses
to the specified license servers in the order in which you list them.

ITWDCO. itw.test Move Up

Move Down

Notice that a RD License server is available, but no license type is selected yet.

| selected Per User, but since this is just a demonstration setup, it really doesn’t matter.

Click RD Web Access.

Configure the deployment



Configure the deployment

Show Al
RD Gateway RD Web Access

RD Licensing
RD Web Access Server URL

ITWRDSD1ITW.TEST hittps: TTWRDS0TITW.TEST/RdWeb

RD Web Access

Certificates

By default the RD Web Access IS application is installed in /RdWeb. If you want to know how to change this, check another post:

https://msfreaks.wordpress.com/2013/12/07/redirect-to-the-remote-web-access-pages-rdweb/

Click OK, and click Close to finish the RD Gateway wizard.

Reboot the RD Gateway server.

Open DNS Manager on the domain controller and browse to Forward Lookup Zones.

File Action View Help
A EER R

2 DNS Mame Type Status DNSSEC Status
4 § mwoco ] _mades.itw.best Active Directory-Integrated Pr..  Running Met Signed

b [ Global Logs 0 itwtest Active Directory-Integrated Pr...  Running Mot Signed

b || Forward Lookup Zong —

B ] Reverse Lookup Zonel .ml.

B Trust Points View »
B J Conditional Farwarde n

Right click Forward Lookup Zones and click New Zone... Go through this wizard accepting the defaults until you have to enter a Zone Name.


https://msfreaks.wordpress.com/2013/12/07/redirect-to-the-remote-web-access-pages-rdweb/

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is

authoritatve. It might be your organization’s domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server,

Zone name:
broker.it-worocnl

Enter the external FQDN which will also be used by the Connection Broker (which is also on the RD Connection broker’s certificate.

Finish the rest of the wizard accepting the defaults.

Browse to the newly created zone.

File Action View Help

o nm XD co= Bm 3§ @a

2 DN Mame Type Data Tirmestarn
4 § mwpcoi [ ] isarne as parent folder) Start of Authority (S04)  [1], itwdcD1itw.test, host...  static
b (L] Global Legs (7] (same a5 parent folder) Mame Server (N5) itwelcO1.itw test. static

4 | Forward Lookup Zones
b (5] msdcsitwitest

b G itwtest
2| brokerit-wor ;
» B R Lookup Update Server Data File
b [ Trust Paints Relcad
p ] Conditional F uﬂmmﬂMNm...|‘
I —— -

Right click the newly created zone and click New Host (A or AAAA)...



New Host

Mame (uses parent domain name if blark):
|

Fully qualified domain name {FQDM):

| braker it-worcenl,

Flﬁm:
ILm. 168.66.23

Leave the Name field blank, but enter the member server’s (holding the RD Connection Broker role) internal IPv4 address.

Click Add Host.

Repeat these DNS steps for gateway.it-worxx.nl and for webaccess.it-worxx.nl.

File Action View Help
e 2mcz Bm A

2 DN Marme Type
4 g mwocot
B Global Logs
4 | Forward Lookup Zones
b (5] msdcsitwitest
) :

There are no items te show in this vies.

2] brekerit-worenl
5] gateway.it-wonsnl
(o] webaceass.it-worenl
Loockup Zones

We've effectively enabled the deployment to be useable by internal users as well by configuring these DNS zones.



Create a new Global Security Group called “RDS Connection Brokers” and add the computer account for the member server holding this role to it as a group

member.

We need this group to be able to convert the RD Connection Broker to a highly available RD Connection Broker. You’ll see why we need to do this in a few

steps.

Reboot the member server holding the RD Connection Broker role to let it know it’s a member of the RDS Connection Brokers security group.

Install SQL Express on the Domain Controller (or use an existing SQL Server if you already have one). For a list of needed features, and a little more detail visit
Part 1 of this series,https://msfreaks.wordpress.com/2013/12/09/windows-2012-r2-remote-desktop-services-part-1. That post lists the does and don’ts for
using SQL Express with an RD deployment. This includes adding the SQL login for the RD Connection Broker servers. Do not continue with this guide unless

you have a working and configured SQL environment.

Install the SQL Native Client on the member server holding the RD Connection Broker role (Client Components only). Install the client which corresponds to

your SQL Server version!

Everything we need is in place to convert the RD Connection Broker, so let’s do just that. This procedure is similar to the single server setup.

In Server Manager click Remote Desktop Services and scroll down to the overview.


https://msfreaks.wordpress.com/2013/12/09/windows-2012-r2-remote-desktop-services-part-1

Chorernsles
Lanennew

®

DEPLOYMENT OVERVIEW
RD Connection Broker server; ITWRIDSON. thw. test

[Tascd

Servers

Collections

Managed as : TW\Administrator

©

I by

A

RD Web Access RD Gateway RD Licensing
I I |
I
|| Configure High Availability |

Add R0 Connecton Broker Server

Remowve RD Connection Broker Server
1

RD C

Right click RD Connection Broker and click Configure High Availability.

Before you begin

Before you begin

Configure High Availability

This wizard allows you to configure the RD Cannection Broker servers m & high svailsbility chuster.

The following is required to complete this wizard:

= & Microsoft SOL Server with write parmissions to all RD Connectian Broker servers
* Microsoft SOL Server Native Client installed an all RD Connection Broker servers
* Static IP addresses assigned to all RD Connection Broker servers

* The DNS resource records were created for all RD Connection Broker servers with a single DNS
name

Look at the pre-requisites.



Click Next.

Configure RD Connection Broker for High Availability

Fa Configure RD Connection Broker for High Availability HE

Configure RD Connection Broker for High Availability

Before You Begin To provide high availability for your Remate Desktop Senvices deployment, you can configure
—— = multiple RD Connection Broker servers to work in a chustered environment.

Configure High Availability

sl aear = s] Database connection string
Connrmatior s

‘Trusted_Connection=Yes:APP=Remote Desktop Services Connection Broker DATABASE= ITWRDCB
Folder to store database files:

CAProgram Files\Microsoft SOL Server\MSSCLT 1. MSSOLSERVERUMSSQLADATA

LS round roban name:

broker.it-wonoonl

Database connection string:

DRIVER=SQL Server Native Client 11.0;SERVER=ITWDCO01;Trusted_Connection=Yes;APP=Remote Desktop Services Connection Broker;DATABASE=ITWRDCB

m Or any other database name you want, the database will be created by this wizard.

m Replace the DRIVER= part with the version you installed if it's anything other than SQL Server 2012 (SP1)

Folder to store database files:

C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER\MSSQL\DATA



| used the instance default folder.

m Note that this points to a folder on the SQL Server.

DNS round robin name:

The DNS Zone name we configured in DNS earlier.

= And now you see why we had to create this zone in internal DNS as well. This needs to be locally resolvable.

Click Next.

Confirmation

Confirmation

Before You Begin Database connection string:

Configure High Availabilizy DRIVER=S0L Server Natrve Client 11.0:5ERVER =ITWDC01: Trusted_Connection=Yes: APP=Remat

Confirmaticn

Database location:
CAPragram Filas\Micrasaft SOL SenverMES0LTTMSSCOLSERVER\MSSOLADATA

DMS resource record name
broker.it-wonounl

If you get an error before this page:



m Check if TCP/IP is enabled in client protocols and for your instance

m  Check if you can reach port 1433 on the SQL Server from the member server

Click Configure.

Progress

Progress

The RD Connection Broker server i baing added to the cluster.

Activity Progress Status
Configure High Availsbility  me——— Succeeded

If you get an error on this page:

m Check SQL permissions for the security group

m Check if the database path you entered is correct

Click Close.



) ’

RD Web Access RD Gateway RD Licensing

(O}

RD Connection Broker
(High Availability Mode)

The RD Connection Broker is now in High Availability Mode and we are finally ready to complete the configuration.

Since the RD Connection Broker is known within the deployment for broker.it-worxx.nl and thus not a FQDN that’s associated with the internal domain

(itw.test) we need to tell the gateway that external users are allowed to connect to it.

On the RD Gateway server, open Server Manager



SERVERS - =
Crverview All servers | 1 total L TASKS |

. = = =
Filter F= E> FE- ~

i
[}
g Server Name  [Bvd Address Mansgeabdiny Last Update Winders A
o

®

Shut Dawn Local Server
Camputer Managerment

Remaote Deskiop Cone

Windows PowerShell

Configure NIC Teaming
i ¥

—|:| Configure Windaws Sutomatic Feedback

LIl E ML Fi

WECTRDA

AD Gatewsy Manager

Click Remote Desktop Services (yes, it says it’s missing servers, just ignore this), click Servers and then right click the RD Gateway server.

Click RD Gateway Manager.

RD Gateway Manager

File Action View Help
&= 2| B

RD G Mana Resource Authorization Policies

i3 RD Gateway Manages

4§ ITWRDSOZiw best (Remote)
s e

| Connection Authenzetion Palicies| ‘;‘mmmmh R Cinberwray sarver. s

| Reseurce Autharization Pelicies Manage Local Computer Groups
B Monitoring Haere Lhser Grougs

= RDG_AID_.  ITW Domp — Ve

i Refresh
Help




Navigate to Policies — Resource Authorization Policies. There’s the default policy. Right click the default policy and disable it.

In the Actions pane to the right, click Manage Local Computer Groups.

Manage locally stored computer groups

RD Gateway-managed computer groups contain specific network resources (computers) that clients can connect b
remotely through RD Gateway. To allow clients to connect to the network resources in a RD Gateway-managec

compuler group, you must associate the group with a Remote Deskiop resource asuthonization palicy (RD RAF)

Name Description ||[ Create group...

| - et

Click Create group...

Metwork resouncas

ﬁ RD Gatewsy-Managed computer group

RD Gateway-managed computer groups contain specific network resources
(computers) that clients can connect to remotely through RD Gateway.

Name the new group.



| General | Metwork resounces

Specify the network resources (computers or Remote Desktop Session Host server
farms) that the comgputer group will contain.

iy Mote:  you are using a Remote Desktop Session Host server fam, the name of
tha famn and the name of each mamber must be spaciied in the computer group.

Enter 3 name for the computer or Remote Desktop Session Host server farm, and
then click Add.

I

Example: 172.18.255.255 or Serves1

Hetwork resources:

broker 2-wonocnl
ITWRDSD4 dw test

On the Network Resources tab, add the RD Session Host(s) and the DNS external name of the broker.

Click OK.

RD Gateway Manager

File  Achon  View Help

«= z(m Bm

% RO ﬁm-lj' M-anager Resource Authorization Policies
a B Policies & Remate Desktop rsource suthorzation pobcy (RD RAP) slows nesource Authonzation Fo
] Connection fauthorizstion Palici ‘:Lhmnmmhmmﬁmm 4 Create Mew Palicy
] Resource Authar—=-—-x=--l - T Mamage Locsl Computer Groups
Veew [

) Monitoring | Croste New Palicy ' Wizard aoufis
Manage Local Computer Groups [estom |, pin Comp

—Fsdrach




Right click the Resource Authorization Policies node, click Create New Policy, Click Custom.

Generdl | User Groups | Metwork Resource | Alowed Ports |

i_é Remate Desktop resowrce authorization pobcy (RO RAF)

A RD RAP allows you to specify the network resources (computers) that users
can connect to through RD Gateway.

Policy name: |FlD5Hmrm

Description: |

Enabila this policy

a mfhﬁw Desktop connection autherizetion policy (RD CAF)
50 created.

Name the policy, click User Groups

General | User Groups | Netwarc Resource | Alowed Podts |

Speciy the user groups whose members can cormect lo remole compulers on the
network through RD Gateway.

Uiser Groups:
|IT‘|'|“\Dnrml.hu=

Add Domain Users, or any group you wish to grant access, click Network Resource



Mew RD RAP -

[ General | User Groups | Network Resource | Mlowad Pods |

Users can connect to network resources by using RD Gateway. Network resources
can include computers in an Active Directory Domain Senvices securty group or a
Remate Desktop server fam

Specify the network resource availabls to remote users by doing one of the following:

) Selact an Active Directory Domain Services network: resource group

(®) Select an mdsting FD Gateway-managed group or create a new one

RDS Resources Browess,,.

RD Gatewsy-managed group members

beokoer it-wonoonl
ITWRDISDS #w fast

Click Select an existing RD Gateway-managed group or create a new one, and then browse to select the group you created a few steps back. Notice that upon

selecting the group the RD Gateway-managed group members box shows the members of the group.

Review the Allowed Ports tab.

Click OK.

That’s it, configured all servers, configured certificates, configured RAP..

One thing left to do: Tell our RDS environment exactly what to publish.

Let’s publish full desktop sessions again, like in the single server setup. Next post we we’ll dig into publishing remote applications, | promise :)



Creaniew

COLLECTIONS
D Last refreshed om B=12-2013 20:29:03 | All collections | O total

Servers . = Creabe Virtusl Desktop Collection
Filer Pl @ @ [[creste Sesion Catection |

- | Edit Deployment Properties

Mame Type Size Resource Type Stabus i
B
Before you begin

In Server Manager, Remote Desktop Services, Session Collections, click Tasks and click Create Session Collection

Before you begin

Collection Mame

This wizard allows you to create a session collection, A session collection consists of one or mare
Remote Desktop Session Host (RD Session Host) servers.
You need the following to complete the wizard:
* An existing user or user group must exist in Active Directory Domain Services [AD DS) consisting
of users that should have access to this callection
* At least one RD Session Host server that is not assigned to a collection should be added to the

deployment.

Click Next.

Review the requirements. This won’t be an issue in this setup, but you could restrict access to this collection by selecting a select group of people.
Name the collection



Name the collection

Before You Begin A session collection name is displayed to users when they log on to a Remote Desktop Web Access

m o

RO Session Host Marmie:
|Fu|| Desktop

User Growps
User Profile Disks Deseription (aptional):

Enter a descriptive name. This name will be displayed under its icon in the Web Access interface.
Click Next.

Specify RD Session Host servers

Specify RD Session Host servers

Bafore You Begin Select the AD Session Host servers fram the server pool to add to this collection.
Collection Nams

Usar Groups Computer

User Profile Disks 4 |ITW.TEST (1)

IP Address Operat ITWRDS04




Click the member server holding the RD Session Host role and click the Add button.

Click Next.

Specify user groups

Specify user groups

Before You Begin Add the user groups that should have sccess to connect to the collectian.

Collection Name User Groups:
RO Session Host IITW"I.Dnmain Users

Uzer Profile Dicks

You can limit access here. Add one or more groups to restrict access to these groups only. In this setup Domain Users will do fine.

Click Next.

Specify user profile disks



Specify user profile disks

Befiore You Begin User profile disks store user profile settings and data in a central bocation for the collection.

Collection Name [w] Enable user profile disks

RD Session Host Location of user profile disks:
User Groups Witwedc0.itw test\userprofiledisks\rds

ST oo

Confirmation 2

First, create a folder on the domain controller “UserProfileDisks” and a subfolder “RDS”. Share “UserProfileDisks”. Now in the Create Collection wizard enter

\\itwdcO1.itw.test\userprofiledisks\rds and set the Maximum size to 2GB. Further does and don’ts for User Profile Disks will be covered in a future post.

Click Next.

Confirm selections

Confirm selections

Before You Bagin Collection Name
Collection Mame Full Deskiop

RO Session Host

Users and User Groups
Uger Groups ITW\Domam Users

Uzer Profile Digks
Remote Desktop Session Host Servers
[ conimaton [

User Profile Disks

Yes




Review the information and click Create.

View Progress

View Progress

The session collecton i being created. Depending on the size of the session collection, this may
take a while to complete.

Actnvity Progress Status
Create Collection I Ucceeded

Add servers L W
& ITWRDS0A itw tast

Wait until the collection is created and the server is added to the collection.

Click Close.

Time to test the setup!

On a machine that has access to your test setup (you may have to add the external FQDN for the RD Gateway and for the RD Web Access to your hosts file if

you didn’t publish it to the internet) open https://webaccess.it-worxx.nl/rdweb


https://webaccess.it-worxx.nl/rdweb

« | T T T

. Work Resources
3‘_‘/' BemeteApp and Desktop Conmpction

®  This o a public oe shared somputes
) This is a private computer

Hey! The RD Web Access application works. If you want to get rid of the /RDWeb part in the url, check out this post:

https://msfreaks.wordpress.com/2013/12/07/redirect-to-the-remote-web-access-pages-rdweb

Enter a valid username and password (ITW\username or username@itw.test).

Create a user for this, or simply use the domain admin account.

Click Sign in.


https://msfreaks.wordpress.com/2013/12/07/redirect-to-the-remote-web-access-pages-rdweb

. Work Resources
3‘_‘/' BemeteApp and Desktop Conmpction

RemoteApp and Desktops Connect to a remote PC

Current felder: /

&

Fisll Desictng

After logging in you are presented with the full desktop session collection we created.

Also notice the popup in your taskbar as soon as you’re connected:

% Connected to RemateApp and Desktop Connections % %
Your cormputer iz connected to: Work Resources

Again, sorry, but I'll handle that in a future post.

Click the “Full Desktop” icon to open it and another popup appears:



[l'_. A websile is trying to slant a remole connection, Make sure that you trust the

This remate: connection could ham your local or remote computer. Makoe sure that you tnust the
publisher befare you connect.

= & hm Im‘u
! 5 : Remate Deskiop Connection

BROKER.IT-WORXX.NL
gateway i +wonocnl

[ Cipboard

Changes to these options apply to this connection only.

Ltze the following credartials io connect:
Pazsword for ibw'\administrator

= Hide Detads

This is just a warning that the resource you’re requesting wants to redirect your local devices.

But it also tells us that it is signed by “broker.it-worxx.nl”, and we’re using a gateway to connect to the remote resource..

And when you click Connect, you actually connect.



EROKERIT-WORXCCNL - Remote Desktop Connection

I8 Dazhboard

5 Al Servers

TASKSE -

R File and Storage Services b

& Bemote Desktop Senvices b

WIC Teaming Disabled

152.168.66.24, IP+E enabled Praduct ID

Because | connected as an admin | can see on which server | am logged on by clicking Local Server. And this screenshot also shows that it’s the broker that

provided me the connection..

In the next part of this series | will show how to extend this setup with another RD Session Host, but this time we’ll publish some apps. Oh, and that post will

probably be a lot shorter.

Step by Step Windows 2012 R2 Remote Desktop Services — Part 3

A step by step guide to build a Windows 2012 R2 Remote Desktop Services deployment.
Part 3 — Adding Session Hosts and Load Balancing session collections.

In this step by step guide we’ll be adding an extra RD Session Host server:
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Damain Controller RD Wb Access RD Gateway RD Connection Broker Ry S&szion Host RD Session Host
RO Licensing
SO0L Express

ITWRDSO05 will be the extra server. | used the same specs as in step 2 in this guide for the member servers, and used IPv4 192.168.66.25/24 and made it a member

server of the domain.

If you're building along and want to continue doing so for the next parts in this complete series, make snapshots of the servers before adding this extra server.

Software used in this guide:

Windows Server 2012 R2 ISO (evaluation can be downloaded here:http://technet.microsoft.com/en-us/evalcenter/dn205286.aspx)

This guide will not focus on adding a member server to the domain.

And again some basic knowledge is assumed in this guide.

Installing the Remote Desktop Services Roles

Log on to the Domain Controller, and in Server Manager right-click the All Servers node and add the new server using the Add Servers command (or select the All

Servers node, click Manage and click Add Servers).


http://technet.microsoft.com/en-us/evalcenter/dn205286.aspx

Server Manager

» All Servers

= SERVERS
_

Manage Tosols

EE Dashboard l All servers | 6 total TASKS

SO S Filte o E > (A - -
B& All Servers

i-i] AD DS Server Mame | [Pl Address  Man sqeability Last Update Whindows A

& DNS

i- MWDo THL168.6620 Online - Performance courbers not started  28-12-2003 10:3%16 Mot activate

B§ File and Storage Services b ITWRDSM THL1688621 Online - Performance courbers not started  26-12-2003 10:3%15 Mot activate

o 15 MWRDSDZ 1621686622 Online - Performance counters not started  26-12-2013 10:35:16  Nat activate

. nap TWRDSO3 1921686623 Online - Performance countens not started  26-12-2013 13515 Mot activate

@ Remaote Desktop Senices B ITWRDS04 1921686624 Onine - Pedformance courbers not started  26-12-2013 10:3%16 Kot activats

‘erformance counters not started activate

Oniline -

ITYWRDSE05 192 168.66.25 26-12-2013 10:3%16

< n »

Now that all servers needed in this deployment scenario are present, click Remote Desktop Services.

Server Manager

Toolks View

-@I1F

44 f:_:l ery | e Manage Help

= 0}
i Sensers
H Callections RD Connection Broker
] (High Availability b4
il Full Deskiop g fo oy ece)
L]
= -
g b
io | Add RD Session Host Servers
1 T Sessean st seTvers
T RD Virtualization Host RD Ses e e

Create Session Collection

Full D




In Overview, right-click RD Session Host and click Add RD Session Host Servers.

Note that the Remove RD Session Host servers option is used to remove one or more Session Host servers from the deployment. This will not uninstall the RD

Session Host role service from the selected server(s), unless you choose to do so in the wizard.

Select a server

m Add RD Session Host Servers HE

Select a server

This wizard allows you to add RD Session Host servers to your deployment. Select the servers on
which to install the RD Session Host role service.

Server Selection

Confirmation

Computer
Filter: | |
4 |TW.TEST (1)
Marme - IP Addrass Operat ITWRDS05
ITWDCOT, itw.test 192.168.66.20
ITWRDS0 . itw. test 192.168.66.21
ITWRDS02. itw. test 192.168.66.22
TWEDS0% it % :
ITWRDS0S. iber st 25

Click the newly added server and click the Add button.

Notice here that the only server missing to choose from is ITWRDS04, which is of course because this already is a RD Session Host in the current deployment.

Click Next.

Confirm selections



Confirm selections

Sarvaer Salaction The RD Session Host role senace will be installed on the servers and added ta the dep]w

I rosesson Host (1 server slected)

A The server may be restarted after the role services are installed.
ITWRES05 st best

E Restart remnterm:hrsunmdedl

Check Restart the destination server automatically if required.

Click Add.

View progress



View progress

The role service is being installed on the following servers.

Server Progress Status

EECE ..o

ITWRDSOS5. b best . S cceeded

Wait until the RD Session Host role service is deployed and the new RD Session Host server has restarted.

Click Close.

If you want Web Access users to be able to log on to this server, you need to add this server to the Resource Group for which we configured a policy on the RD

Gateway server in the previous guide.

On the RD Gateway server, open the RD Gateway Manager tool and expand the server node, expand the Polices node and click the Resource Authorization Policies

node.

RD Gateway Manager

File Ation View Help

«w 2 8)m

& RD Geteway Manages
4 g IMARDSOD (Local)

4 7 Policies lﬁumﬂdlmm-ﬁlmmmﬂfmmmw&u
2 Connection Authorication Poicitl] Bommcacremre £ Aot s can comect e ety omogh

_"I-.fjl “ing' | Mame Ubpar Groups: Alcrwad Resources
RODG_AD_  ITWhDomain Lisers T\ Domain Computers

RO Reso... MW Dioman Lisers RDS Resouroes




Click Manage Local Computer Groups.

RD Gateway-managed computer groups contain spmﬁcnmmtmwm[wm}ﬁmdmmmh

remately through RD Gateway. To allow clients to connect to the network rescurces ina RD
computer group, you must associate the group with a Remote Deskiop resource authorization pelicy (RD

Make sure the Resource group is selected and click Properties.

| General | Network resounces

Specify the network resources (computers of Remote Deskiop Session Host serves
farms) that the computer group will contain.

[y Mote: ¥ you are using 2 Remote Deskiop Session Host server farm. the name of
the fam and the name of aach member must be specified in the computer group.

Enter a namae for the computer or Remote Deskiop Session Host server farm, and
then click Add.

I
Example; 172.18.255.255 or Serverl

Metwork resources:

broboar k-sonocnl
iwrdsid Bw lest
itwrds 05 tw tast

Type the name of the new server and click Add.



The Note you see here refers to the Remote Desktop Session Host server farm principle in case you also publish Windows 2008(R2) Remote Desktop deployments.
In Windows 2012(R2) the farm concept is handled by the RD Broker and the RD Session Collections.

Click OK to apply the settings to the resource group and click Close to close the group manager.

Now let’'s see what we can do if we have multiple Session Hosts in our deployment.

Of course you could add a new collection using the new session host server, but that’s no different than what | explained in step 2 of this guide collection.

Let's do some new stuff with the new session host instead.

Load balancing an existing collection

In Server Manager click Remote Desktop Services, and then click the existing collection “Full Desktop”. Scroll down to Host Servers if this section is not immediately
visible.

F Manage Tools View Help

| ] Crverview

i Senvers

] Caollections

il Full Desktop

[ 4]

=

L HOST SERVERS

Last refreched on 26-12-2013 105834 | Al servers | 1 tobka
Add RD Settian Hast Servers r

s 2 - H) 1 Hemave BD Session Host servers
Refresh

Server Name  Type Virtual Desldops  Allow New CommsCmons

=g
E"

Click Tasks and click Add RD Session Host Servers.



Note that the Remove RD Session Host servers option is used to remove one or more servers from a load balanced session collection.

Specify RD Session Host servers

Confirmation
Selected

Computer

4 ITW.TEST (1)
IP Addrace Operal ITWRDS05

Since there’s only the new server in the deployment which has the role but isn’t assigned yet, that’s the only server we see here.

Select the server and click the add button.

Click Next.

Confirm selections



Confirm selections

RD Session Host The following servers will be added to the collection:

B o5 o 1 s e

IMWRCS05 v test

The Wizard confirms that you selected the server.
Click Add.

View progress

View Progress

Servers are being added to the collection

Activity Prograss Status

_ Add servers IEeesssssesesss———  ucceeded

& TWRDS0S5 itw.test

Wait until the server is added to the collection.

Click Close.

That’s it. The Full Desktop collection is now load balanced over 2 Session Hosts.



To confirm this, and see how we can influence the load balancing properties go back to Server Manager and click Remote Desktop Services, then click the Full

Desktop collection.

Full Desktop collection

PROPERTIES CONMECTIONS
H Crrerview Properties of the collection m Lazt refreshed on 26-12-2013
i Senvers Collection Type Session | @
= | | Hmer
[ ] Caollections Resowrces Remate Desktop
rﬂ Full Diesktap User Graup M Domain Users ngr‘Fth User Sescicd
—

Click tasks, then select Edit Properties.

Session Collection

Session Collection

Shiow Al
General + Configure load balancing settings
User Groups +
Session + If you are using more than one RD Session Host server, you can specify how many sessions
+ to create on each RD Session Host server by using the Session Limit column. Te prioritize

how sessions are created on servers, use the Relative Weight column,

RD Session Host Server Memory | Relative Weight Sasgion Limit
ITWRDS . itw. tast 050GE 100 994559

IMYRDS05 b st 075 GE 100 990099

Client Settings +
User Profile Disks  +




In this load balancing setup both servers are equally weighted for sessions. You could re-balance this if hardware resources are not the same across all servers in the

collection.

While you're in this screen, review the other properties of this session collection.

In this example we load balanced a Full Desktop session collection, but the steps to take for doing so is exactly the same for load balancing a RemoteApp program

collection.

Managing a load balanced collection

Load balancing a collection makes it possible to do maintenance on your servers without annoying your users. You can put a server in maintenance without disrupting

functionality.

In the Host Servers section for the collection right-click the server you want to do maintenance on.

= Server Manager

“ Collections * Full Desktop

[HH Crvervigw

(| Senvers

] Callections

[H] Full Desktop

L4 ]

e=s

we HOST SERVERS

iﬂ‘ Last refreshed on 26-12-2013 11:23:51 | Al servers | 2 tota TASKS

ﬂ o =) W H -
Server Namie  Type Virhaal Deskiops  Allow New Connections
ITWRIDS0E RO Sesiion Hodt MO True

|D:h nat allow néw connechons |




Then select Do not allow new connections.

Of course, you will have to wait until existing sessions are completed, or instruct users to log off and log back on, in which case they will be redirected by the RD

Broker to the other server. Yes, this is a new session, there is currently no way to migrate sessions to other hosts without annoying the user.

If you want to continue building along with this series, remove everything that’s installed in this guide. You can revert to snapshots, or remove everything manually.
- Remove the server from the session collection.

- Remove the server from the RD deployment, removing the role services as well.

- Remove the server from the RD Gateway Resource group

- Remove the server from the domain

And | will see you in the next part in which | will finally show a step by step guide on deploying and publishing a RemoteApps program collection.

Step by Step Windows 2012 R2 Remote Desktop Services — Part 4

A step by step guide to build a Windows 2012 R2 Remote Desktop Services deployment.
Part 4 — Publishing RemoteApp programs

.I'll be using the setup | demonstrated in Part 2 — Deploying an advanced setup because this setup was still on my Windows 8.1 Hyper-V setup. As a reminder, here’s

the setup again:


https://msfreaks.wordpress.com/2013/12/23/windows-2012-r2-remote-desktop-services-part-2/

mves TWRDSN MWRDSE TWRDEG TWRDS

A .35 LS5 LS oo

P 182 15855 Y24 Prod 182 15855 21/24 e 152 W5056 22/24 I 152 W5 A58 25/24 Ik 192 35L.5824 /24
Windows 2012 R2 Windows 2012 R2 Windows 2012 R2 Windows 2012 A2 Windows 2012 R2
Domain Controller RFD Web Access FD Gateway FD Connection Broker RD Session Host

RD Licensing
S0l Express

Everything is up & running, so this guide won’t be focusing on building the Remote Desktop Services deployment itself.

Perparing for publishing a RemoteApps collection

By the end of Step 2 in this series | had a Full Desktop session collection fully functioning. To prepare the lab for RemoteApps | can simply click the Full Desktop

session collection and click the “Publish RemoteApp programs” link as shown in this screenshot:



(€)=  «Collections * Full Desktop @ | I Moage Took  view  hep

= == PROPERTIES COMMECTIONS

B Chearvigw D Properties of the collsction TASES W Last refreshed on 7-1-2014 20
i Senvers Collection Type Zession e

[ Collections Remaote Desktop -

i-i-i MiDamain Users Server FODN  User Sessic
=

we -
ie

.

m REMOTEAPP PROGRAMS
Published Remotelipp programs | 0 tots TASKS
Remate Deskiop is publiched for fhe wters of ihe collection

Publish Remoledpp programs

Doing so will convert the Full Desktop session collection to a RemoteApp programs collection, as mentioned in the remark below the link.
Publishing a RemoteApps collection
Click the Publish RemoteApp programs link.

Select RemoteApp programs



Select the Remotedpp programs to publish to the Full Desktop collection. To add a Remotefpp
program to the list, chick Add,

Confirmation
The Remotedpp programs are populated from ITWRDS0M i, test.

[J Remoctedpp Program Lecation
[ FCalculator SEYETEMORIVES Windowsisystem 3P cale exe
O B Defragment and Optimize Drives  3%5YSTEMDRIVEX\Windows\system32\dfrguiexe
[ &LisCSl Initistar HEYSTEMDRIVESS Windows\systern3Misesicple...

[] S00DEC Data Sources (32-bit) %SYSTEMORIVES \Windews\syswawbd\cdbead. .
[[] SP0DBC Data Sources (64-hit) SSYSTEMDRIVES \Windows\system32\odbeads. ..
[ i Paint HSYSTEMDRIVER Windowsisystem3Zimspaint...
[] B:Remote Desktop Connection RSYSTEMDRIVER Windows\systermn32imstsc exe
[[] (®Resource Monitor HSYSTEMDRIVES Windows\system 32 perfman...
(1 PhSecurity Configuration Wizard  5¢SYSTEMDRIVES\Windows\system32\sow.exe

[] BuServer Manager REYSTEMDRIVER Windowsisystem32ServerM, .

A 1 SEENETERATR IS W dlmaser ras b 3 mer s
g L]} ¥

|"|I'E|iﬁ.r that the program is installed on all the RD Session Host servers in the collaction,

Immediately you are presented with a list of available applications. If you have multiple servers in the collection pay attention to the text | highlighted in the

screenshot.

If you want to publish programs that are not in this list use the Add button to browse to the program you want to publish. Note that you need to browse to a UNC path,

not a local disk on the RD Session Host.

| selected Calculator, Paint and Wordpad.

As you can see, Notepad is missing by default.

Click Add.



Open

®©

* 1|k « C5 » Windows » Systemd2 »

v ¢ | | SearchSystem32

Organize *  New folder

T Faverites R——

Date modified

B Desktop @ notepad

22-8-2013 13:00

Application

2 nslookup
®7 ntoskrnl
9 ntprint
odbcad32
"7 odbeconf
& onlinesetup
=7 openfiles
2 OpenWith
= ok

=7 PATHPING
7 peaui

8 Downloads
“C| Recent places

8 This PC

€l Network
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22-8-231315
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Application
Apphcation
Application
Application
Application
Windows Coemmi
Application
Application
Application
Application

Application
[>

File name: | notepad v |Executable Files (*.exe™.com;®.s v

Browse to \\itwrds04\c$\windows\system32 and select notepad.exe there.

If | browse to C:\Windows\System32 and select notepad.exe:




You must specify a file from the RD Session Host senver

ITWRDS0. hw.test by using the UNC path; for example

W TWRDSI, v test o5 path filename.exe.

If the problem persists, ensure that the following Windows Firewall
exceptions are enabled:

1. File and Printer Sharing (SMEB-Out),
2, File and Printer Sharing (SME-In).

[ o |

So browse to Notepad.exe using the UNC path and click Open.

Click Next.

Confirmation

Confirmation

RemoteApp Frograms Canfirm that the list of Remotelpp programs to be published it corract, and then click Publish.

4 Remotelpp programs:

Remotefpp Program Lacation
A Caleulater SEYSTEMDRIVER Windows\systern3 Dcale exe
ciBaint %EYSTEMORIVES\Windows\system32\mspaint....
E'HurdPad S65YSTEMDRIVES:\Program Files'\Windows NT...
onatepad CAWindows\System32\notepad.exe

On the Confirmation page you can see the UNC path is no longer visible, but is now shown as the actual path.



Click Publish.

The applications you selected will be published.

Completion

Completion

The selected Remateldpp programs were published successfully for the Full Desktap collection.
4 RemoteApp progarms were published for the Full Desktop collection.
Remotedpp Program Status
T o "
iliPaint Published
T Werdpad Published
dlnotepad Published

Click Close.

Server Manager
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You'll return to Server Manager and you can see the applications that were just published in the RemoteApp programs sections, including basic properties like Alias
and Visible in RD Web Access.

Let’s finish the collection.

Finishing the RemoteApp programs collection

Server Manager



— PROPERTIES CONMNECTIONS
[H Cherview Praperties of the collection TASES Last refreshed on 7-1-2014 2353808 | All
[] Servers Collection Type Zewsion

i - - P

In the properties section for the Full Desktop collection click Tasks and then click Edit Properties.

Session Collection

Session Collection

General
User Groups
Session The session collection name is displayed to users when they log on to RD Web Access.

Security

Namee:

Load Balancing I I oteApps
Client Settings

iy Descripti tional]:
User Profile Disks ocTption (oplonay

Il_' Show the session collechion n RD Web Access I

Rename the collection to something more meaningful than “Full Desktop”. Also notice that “Show the session collection in RD Web Access” is now greyed out since

it's no longer a session collection.

Click Next.



User Profile Disks

e Full Desktop Properties I;Ii-

lection

Session Co

Sheon

Load Balancing

-,
General + User profile disks enable users to store settings and folders in a central location. You -
can enable folder redirection and user profile disks in a collection.The sepsers in the
User Groups + collection must have full control permissions on the user profile disk share, and the
Session + current user must be a member of the local Administrators group on that server.
Security + [¥f] Enable user profile disks
+
+

Client Settings '~'-.itwﬂ¢lil1.ih--.temu=emr¢ﬁledis
User Profile Disks = Maxirmum size fin G2

Review the settings in User Groups, Session, Security and Load Balancing, and adjust the settings in each section to your likings.

In User Profile Disks | changed the profile disks location to a different folder. Although that’s not really necessary in this setup it's good practice to give each type of
collection its own location for profile disks. Especially so if you're planning for multiple types of collections in a single deployment. The reason | do this is because
profile disks can’t be shared across types of collections. That’s right. You can’t. This means that if you have a deployment that supports Virtual Desktop Infrastructure
(VDI), Remote Desktop session collection(s) and RemoteApp programs, you’ll have three different profile disks for each user. In deployments with a large number of

users you'll quickly see the need for a nice little tool like Sidder ;)

Click OK.

Now log in to the RD Web Access:


https://msfreaks.wordpress.com/2013/12/15/sidder-quickly-see-which-user-profile-disk-maps-to-which-domain-user/
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Current folder: /
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It works, but we’re not done yet.

Editing a RemoteApp program

When we added Notepad.exe in the Wizard it created a RemoteApp called “notepad”. Let’s use this RemoteApp to demonstrate what we can manage for

RemoteApps.

Server Manager
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In the RemoteApp programs section, right-click notepad and click Edit Properties.

General

notepad (RemoteApps Collection)

Showw A
General
Parameters

Remotedpp program name:
Windows Updates Log

User Assignment

File Type Associati...

Alias:
notepad

Remotedpp program lecation:

CiWindows\System3dinotepad.exe

Current ican: ﬂ

Show the RemoteApp program in RD Web Access
® Yes ) No
Type the name of the folder in which you want this Rermotedpp program to appear an

the RD Web Access server. If you do not want the Remotefpp program to appear in
sy falder, laave this fiald blank

Remotefpp pragram folder:
[ Logfies -]

On the General page we can edit several attributes for our notepad RemoteApp.

We can change the RemoteApp program name. This is the name that is displayed in RD Web Access. Change this to “Windows Updates Log”.

We cannot change the RemoteApp’s alias here. You can only change the alias by deleting the RemoteApp and re-creating it using Powershell. More on that later.



We cannot change the RemoteApp’s program location here.

We cannot change the current icon here.

We can select to hide or show the RemoteApp in RD Web Access.

And we can select a Folder for the RemoteApp. If you click the dropdown menu you'll notice it is empty. Don’t worry, just type in the folder name. Enter “Lodfiles” here.

This is the way to add new folders. If you have created folders before, you can select them using the dropdown menu.

Click Parameters.

Parameters

e Properties I;Ii-

notepad (RemoteApps Collection)

General + Command-line Parameters
User Assignment + ) Do not allow any command-line parameters

File Type Associati... + )
¥P ) Bllows any com mand-ling param-l:‘tl.‘rs

L By allowing this Remotedpp program to run with any command-line
parameter, your server may be vulnerable to malicious software.

& Ahways use the following command-line parameters

chwandows\windowsupdatelog

If your RemoteApp program needs any parameters to run, this is the place to enter them. Enter “c:\windows\windowsupdatelog” for this one.

Click User Assignment.



User Assignment

notepad (RemoteApps Collection)

Sheonw A
General User Assignment

Parameters
Remotebpp programs can be limited 5o that only selected users and groups can see

User Assignment the icon when they log on to RD Web Access.

File Type Associati...
Specify the users and groups who should see this RemoteApp program:

®) Al users and groups that have access to the collection

) Only specified users snd groups

Users and groups:

@) For 3 user account to have access to a Remotedpp program, the user account
rust have access to both the Remotelpp program and the collection to which it is
published, Updating the user access at the collection level will not change the user
access at the Remotedpp program level.

You can fine-grain user assignment on RemoteApp program level. For example, you can publish the complete collection to Domain Users, but limit this application to

Domain Admins or Log Admins. In this case the Logdfiles RemoteApp folder will be hidden for Domain Users as well, since this is the only application in this folder.

Review the remark in the bottom of the screenshot.

Click File Type Associations.



File Type Associations

notepad (RemoteApps Collection)

Shiow Al
General + [ File Type Description Current Association
Parameters O .‘ Lompositefont Windows CompasitaFont MNene

User Assignment O :_:3.} Jnf inffile None
File Type Associati... insifile Mane
xtfile MNone
Microsoft.PowerShellScript.] MNons
Microsoft.PowerShellData. 1 Mone
Microsoft.PowerShellModule.1 MNone

| -5Cp txtfile Hone

O @-sct seriptletfile Mane
O =3 .o tetfile Mone

ttfile MNone

O @H‘I scriptletfile MNone
O % awix

ﬂ File type assocations apply cnly to users who are connecting by using Remotefpp
and Desktop Connection. Users who are connecting by using RD Web Access or
RDP files, will not be able to use the file type associations,

You can set desired File Type Associations for your RemoteApp program here. Take notice of the remark when you scroll down. What this means is that associations
will only take effect if the RemoteApp is started through “Connected RemoteApp and Desktop Connections”, and not if you start it using custom RDP files, or through
RD Web Access.

Since we just changed this one to publish the Windows Update Log, we don’t need any File Type Associations, I'll get back to this later.

Click OK.



Review the list of RemoteApp programs and notice the change in RemoteApp Program Name:

REMOTEAPP PROGRAMS
Last refreshed on 8-1-2014 07:58:56 | Published RemoteApp pr... | TASKS  w |

Filter ) =) »w (R} »* ()

Remotedpp Program Mame  Alias Vizible in RD Web Access

Calculatar calc Yes
Paint mapaint  Yes
Windows Updates Log natepad  Yes
WerdPad wordpad  Yes

Refresh or log in to the RD Web Access and review these changes:

Current folder: /

g &

Baint Weed®ad

Here’s the folder we entered.

Current falder: fLogfiles
U Windows
Updates Log

Clicking the folder shows the RemoteApp we just published.



Note: if you want to customize views like these, check out another step by step series | am publishing.

Click Windows Updates Log.

Windows Updates Log

File Edit Format View Help

F_813-12—21 13:54:41:487 6@ 598 Misc sssssss==== Logging initialized (build: 7.9.9 ~
2813-12-21 13:54:41 467 68 598 Misc = Process: C:\Windows'\system32\svchost,exe
2813-12-21 13:54:41:487 Ga 598 Misc = Module: c:\windows\system32\wuaueng.dll
2813-12-11 13:54:41: 368 6 593 Service *s*sEasiedsis
2813-12-1 13:54:41:487 B8 598 Service ** START ** Service: Service startup
2813-12-21 13:54:41:487 6@ 598 Service sEsmsxsas
2813-12-21 13:54:41:782 68 598 Agent * WU client version 7.9.9608.18384

And it works.

Using Powershell to manage RemoteApp programs

Get-RDRemoteApp (http://technet.microsoft.com/en-us/library/jj215454.aspx) is used to list properties for RemoteApps.

Example:

Get-RDRemoteApp -alias "wordpad" | fl

Set-RDRemoteApp (http:/technet.microsoft.com/en-us/library/jj215494.aspx) is used to set properties for RemoteApps.

Example:


https://msfreaks.wordpress.com/2013/12/29/step-by-step-customizing-rd-web-access-2012-r2/
http://technet.microsoft.com/en-us/library/jj215454.aspx
http://technet.microsoft.com/en-us/library/jj215494.aspx

Set-RDRemoteApp -Alias "wordpad" -DisplayName "WordPad - Renamed"

New-RDRemoteApp (http://technet.microsoft.com/en-us/library/jj215450.aspx) is used to create a new RemoteApp in a certain collection.

Example:

New-RDRemoteApp -CollectionName "RemoteApps" -Alias "regedit" -DisplayName "RegEdit" -FolderName "Admin Tools" -FilePath

"C:\Windows\regedit.exe"

Remove-RDRemoteApp (http:/technet.microsoft.com/en-us/library/jj215493.aspx) is used to remove a RemoteApp.

Example:

Set-RDRemoteApp -CollectionName "RemoteApps" -Alias "wordpad"

Get-RDAvailableApp (http://technet.microsoft.com/en-us/library/jj215457 .aspx) is used to list available applications to publish in a collection.

Example:

Get-RDAvailableRApp -CollectionName "RemoteApps"

Get-RDFileTypeAssociation (http://technet.microsoft.com/en-us/library/jj215461.aspx) lists the filetype association(s) for a certain application.

Example:

Get-RDFileTypeAssociation -AppAlias "wordpad"

Set-RDFileTypeAssociation (http://technet.microsoft.com/en-us/library/jj215459.aspx) is used to set the filetype association(s) for a certain application.

Example:


http://technet.microsoft.com/en-us/library/jj215450.aspx
http://technet.microsoft.com/en-us/library/jj215493.aspx
http://technet.microsoft.com/en-us/library/jj215457.aspx
http://technet.microsoft.com/en-us/library/jj215461.aspx
http://technet.microsoft.com/en-us/library/jj215459.aspx

Set-RDFileTypeAssociation -CollectionName "RemoteApps" -AppAlias "wordpad" -FileExtension ".txt" -IsPublished $True

-IconPath "$ProgramFiles$\Windows NT\Accessories\wordpad.exe" -IconIndex 0

And that concludes this step by step on publishing RemoteApp programs.

In the next part of this series | will show how to use and configure the “Connected RemoteApp and Desktop Connections” in combination with this setup.

https://msfreaks.wordpress.com/2013/12/09/windows-2012-r2-remote-desktop-services-part-1/
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