Privacy Policy for Magic Speech Al Chrome Extension
Introduction

This Privacy Policy explains how this extension collects, uses, and discloses your
information. By using this extension, you agree to the terms of this Privacy Policy.

Information Collected
This extension collects the following information:

e Audio recordings: The extension records your voice input when you activate
speech-to-text functionality. These recordings are temporarily stored locally on
your device and are not sent to any servers.

e Transcribed text: The extension transcribes your audio recordings into text. This
text is used solely within the extension to insert text into web pages or
applications. It is not stored or transmitted elsewhere.

Information Use
The extension uses the collected information to provide the following features:

e Speech-to-text functionality: The extension transcribes your voice input into text,
which you can then insert into web pages or applications.

Information Sharing
The extension does not share your information with any third parties.
User Choices

You can control the extension's access to your microphone by adjusting your browser's
permissions settings.

Data Retention



Audio recordings are deleted immediately after they are transcribed. Transcribed text is
not stored permanently.

Security

The extension takes reasonable measures to protect your information from
unauthorized access, use, or disclosure. However, no security measures are perfect,
and the extension cannot guarantee the absolute security of your information.

Changes to this Privacy Policy

This Privacy Policy may be updated from time to time. Any changes will be posted on
this page.

Contact Information

If you have any questions about this Privacy Policy, please contact us at
smartwebtechsol@gmail.com

Additional Notes

e The extension does not collect any personal information about you, such as your
name, email address, or IP address.
The extension does not track your browsing activity or use cookies.
You can disable the extension at any time by uninstalling it from your Chrome
browser.

Explanation for Various Permissions required for the extension:

"activeTab": This permission allows the extension to access the currently active tab in the
user's browser. The extension needs this permission to inject the button into the webpage and
interact with the content of the active tab, such as inserting text into input fields or
contenteditable elements.

"scripting™: This permission is necessary for the extension to execute the provided script within
the context of the web page. The scripting API is used to inject scripts to add mic button into
web pages. The script interacts with the page by adding a button, listening to events, and
manipulating the DOM, which requires the scripting permission.

"microphone" (implicitly required): The code uses the Web Speech API
(webkitSpeechRecognition) for speech-to-text functionality, which requires access to the user's



microphone. While the microphone permission is not explicitly declared in the manifest, the
browser will prompt the user for microphone access when the extension attempts to start
speech recognition.

"<all_urls>": This is a broad permission that allows the extension to access and interact with all
websites. Given the nature of the extension, where it could be useful across any website with
text input capabilities (such as email clients, forums, social media, etc.), this permission would
be necessary. It allows the content scripts to be injected into any web page that the user visits,
enabling the speech-to-text functionality universally.



