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ACCESS TO EMPLOYEE SOCIAL MEDIA ACCOUNTS 

 
The Charlottesville City School Board does not require current or prospective employees 
to disclose the username or password to the employee’s personal social media accounts or to 
add an employee, supervisor or administrator to the list of contacts associated with the 
employee’s personal social media account. 
 
If the School Board or a School Board employee inadvertently receives an employee’s 
username and password to, or other login information associated with, the employee’s 
personal 
social media account through the use of an electronic device provided to the employee by the 
School Board or a program that monitors the School Board’s network, the Board will not be 
liable for having the information nor will not use the information to gain access to the 
employee’s social media account. 
 
This policy does not prohibit the School Board and its agents from viewing information 
about a current or prospective employee that is publicly available. 
 
This policy does not prohibit the School Board from requesting an employee to disclose the 
employee’s username and password for the purpose of accessing a personal social media 
account if the employee’s social media account activity is reasonably believed to be relevant to 
a formal investigation or related proceeding by the board of allegations of an employee’s 
violation of federal, state or local laws or regulations or of the Board’s written policies. If the 
employee agrees and allows access, the information will only be used for the investigation. If 
the employee does not agree or allow access, the administrator may consult with legal counsel 
to determine what action should be followed for access to their needed account. If the Board 
exercises its rights under this paragraph, the employee’s username and password will only be 
used for the purpose of the formal investigation or a related proceeding.  
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Legal Reference:​ Code of Virginia, 1950, as amended, § 40.1-28.7:5. 
 
Cross Reference:​ GAB/IIBEA​ Acceptable Computer System Use 
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