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OEJEPAJIBHASA CJIYKBA 110 TEXHUYECKOMY U OKCIHOPTHOMY KOHTPOJIIO

ITPUKA3
ot 18 deBpans 2013 . N 21

Ob YTBEPKAEHUUN COCTABA U COAEPKAHUSA
OPTAHM3AIIMOHHBIX U TEXHUYECKHUX MEP 110 OBECIIEYEHUIO
BE3OITACHOCTH NEPCOHAJIBHBIX TAHHBIX ITPU UX OBPABOTKE

B UTHOOPMALIMOHHbBIX CUCTEMAX IIEPCOHAJIBHBIX TAHHBIX

B cootBercTBUM ¢ yacThio 4 crarbu 19 @enepanbHoro 3akoHa ot 27 utonsa 2006 .
N 152-®3 "O nepconanbHbix JnaHHbIX" (CoOpaHue 3akoHomarenbcTBa Poccuiickoit
®enepanuu, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, cT.
3407; N 31, ct. 4173, cT. 4196; N 49, c1. 6409; 2011, N 23, ct. 3263; N 31, cT. 4701) m
[Tonoxenuem o denepanbHON Cay)K0€ MO TEXHUYECKOMY M IKCIMOPTHOMY KOHTPOJIIO,
yTBepkKIAEHHBIM YKa3oM [Ipesunenrta Poccuiickon ®@enepanuu ot 16 aBrycra 2004 . N
1085 (Cobpanue 3akoHomarenbcTBa Poccmiickoit ®@eneparuu, 2004, N 34, ct. 3541;
2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818),
IPUKA3bIBAIO:

1. VrtBepaute mnpuiaraempie CocTaB W COAEpKAHUE OPraHU3aUUOHHBIX H
TEXHUYECKUX Mep M0 O0ecreueHUI0 Oe30MacHOCTH IMEPCOHAJIbHBIX NAHHBIX MPU HUX
00paboTke B UH(POPMAITMOHHBIX CUCTEMaX MEPCOHAIbHBIX JIaHHBIX.

2. Ilpusnars yrparuBmum cuiny npukaz ®CTIK Poccum ot 5 dpespans 2010 . N
58 "OO ytBepxnenuu IlonokeHuss 0 MeTogax W crnocodax 3amMThl MHPOpMALUU B
MH(OPMAIIMOHHBIX CHUCTeMaX MEPCOHAIBHBIX JAHHBIX" (3aperucTpupoBaH MHUHIOCTOM
Poccun 19 depasst 2010 r., peructpanuonsbiii N 16456).

[upekrop

denepaabHOM CITYKOBI 10 TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJTIO

B.CEJIMH

YTBEpKIACHBI
npukazoMm ®CTIK Poccun
ot 18 deBpans 2013 . N 21

COCTAB 1 COAEPXAHHUE
OPTAHM3AIMOHHBIX U TEXHUYECKUX MEP 110 OBECITEYEHUIO



BE3OITACHOCTH NEPCOHAJIBHBIX TAHHBIX ITPU UX OBPABOTKE
B UTHOOPMALIMOHHbBIX CUCTEMAX IIEPCOHAJIBHBIX TAHHBIX

[. OO01me monoKeHus

1. Hacrosmuii TOKyMEHT pa3pa0OTaH B COOTBETCTBHHM C 4acThio 4 cTtarhu 19
®enepanbHoro 3akoHa oT 27 wutonsg 2006 r. N 152-®3 "O nepcoHalbHBIX AaHHBIX'
(Cobpanue 3akonogarenbcTBa Poccuiickoit denepanuu, 2006, N 31, ct. 3451; 2009, N
48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, ct. 4196; N 49, cT.
6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u ycraHaBIMBaeT COCTaB U COJCPKAHHUE
OpraHU3alMOHHBIX U TEXHUYECKUX MEp MO 00eCreueHnI0 0€30MacCHOCTH MEPCOHATBHBIX
JaHHBIX TPU HX 00pabOTKe B MH(POPMAIMOHHBIX CUCTEMAX IMEPCOHAIBHBIX JAHHBIX
(manee - Mepbl MO O00ECIEUEHUIO OE30MAaCHOCTH MEPCOHATBHBIX JAHHBIX) JJISl KaXXI0Tr0
U3 YPOBHEW 3aIIMIEHHOCTH MEPCOHAIBHBIX JTaHHBIX, YCTAHOBICHHBIX B TpeOoBaHUAX K
3allliTe MEePCOHAJIBHBIX MAaHHBIX TMPU UX 00paboTke B MHGOPMALMOHHBIX CHUCTEMax
IIEPCOHAJIBHBIX JTaHHBIX, YTBEPKICHHBIX IOocTaHOBIeHHEM [IpaBurenscTBa Poccuiickoit
@®enepanun ot 1 HOs10ps 2012 . N 1119 (Cobpanue 3akoHonarenbcTBa Poccuiickoi
®enepanuu, 2012, N 45, cT. 6257).

Mepsl o obecriedeHnto 0e30MacHOCTU NEPCOHATBHBIX JAHHBIX MPUHUMAIOTCS JIJIS
3aIIMTHl IEPCOHATBHBIX JAHHBIX OT HEMPABOMEPHOTO WM CIYyYalHOTO JOCTYIa K HUM,
YHUYTOXKEHUS,  W3MEHEHHs, OJOKMPOBaHHS,  KOMUPOBAaHUSA,  IPENOCTABICHUS,
pacupoCTpaHEHHsI TEPCOHANBHBIX JaHHBIX, a TaKK€ OT MHBIX HENPABOMEPHBIX
JIEUCTBUN B OTHOILIIEHUHU NIEPCOHANIBHBIX JTAHHBIX.

B HacTrodlieM JOKyMEHTE HE pPaccMaTpUBAIOTCS BOMPOCHI  OOECIEUeHUs
0€30MacHOCTH TMEPCOHAJBHBIX JAaHHBIX, OTHECEHHBIX B YCTAaHOBJIEHHOM IMOPSAKE K
CBEJECHUSM, COCTABJISIOIIMM TOCYJapCTBEHHYIO TailHy, a TakK€ MEpbl, CBA3aHHBIEC C
IpUMEHEHUEM MH(PPOBATBHBIX (KpUNTOTPaQUUECKUX) CPEICTB 3AIIUTHI HHOOPMALIHH.

2. be3onacHOCTh MEPCOHAIBHBIX JTAHHBIX MpPU UX 00paboTKe B MH(GOPMALIMOHHON
CUCTEME MEPCOHAIBbHBIX JaHHBIX (Janee - MHPOPMALMOHHAs CUCTEMA) 00ECIeurnBaET
oreparop WIM JIUIO, OCYIIECTBIsoNIee 0O0paOOTKy IEPCOHAIBHBIX JaHHBIX IIO
MOPYYEHHIO OTlepaTopa B COOTBETCTBUH € 3aKOHOAaTeNbCTBOM Poccuiickoit denepanuu.

Jlnst BbINONIHEHHST pabOT MO OOECIEUeHHI0 Oe30MaCHOCTH NMEPCOHANBHBIX JIaHHBIX
npu ux 00paboTke B MHPOPMALIMOHHON CHUCTEME B COOTBETCTBUHU C 3aKOHOAATEIHCTBOM
Pocculickoit @enepanin MOTYT IPUBIIEKAaThCS HA JOTOBOPHOW OCHOBE HOPUIMYECKOE
JMI0 WJIM UHJIMBUIYaTbHBINA MPEANPUHUMATENH, UMEIOIINE JIUIIEH3UIO Ha e TEIbHOCTD
0 TEXHUYECKOM 3aIuTe KOHPUISHIMaILHOU HHPOpMaUK.

3. Mepsl no obecrieueHn0 0€30MACHOCTH MEPCOHANBHBIX TaHHBIX PEANU3YIOTCS B
paMKax CHCTEMBI 3aIUTHl MEPCOHAJIBHBIX IaHHBIX, CO3/1aBAEMOW B COOTBETCTBUU C
TpeOboBaHusiMu K 3alIUTe TEPCOHANBHBIX JAaHHBIX TIpU UX 00paboTke B
UH(OPMALIMOHHBIX cucTemMax NEPCOHATBHBIX JTAHHBIX, YTBEPKIEHHBIMU
noctaHoBienneM IlpaBurensctBa Poccuiickoit denepanuu ot 1 HosiOpss 2012 . N 1119,
U JIOJDKHBI OBITh HAmpaBlieHbl Ha HEUTpaNM3alMI0 aKTyaJbHBIX yrpo3 0e30MacHOCTH
NEPCOHATBHBIX JTAHHBIX.

4. Mepbl 10 00eCIeYeHNnI0 Oe30MaCHOCTH TIEPCOHATBHBIX JAHHBIX PEau3yIOTCs B



TOM YHCJI€ MTOCPEICTBOM MPUMEHEHUS B MHPOPMALMOHHOW CHCTEME CPEICTB 3alllUThI
uH(pOpPMALMK, MPOIIEAIIMX B YCTAaHOBJIEHHOM TIOPAJIKE NPOLEAYpPY OLEHKHU
COOTBETCTBHS, B CJIyyasX, KOIJla NPUMEHEHHE TaKuUX CpPEACTB HEOOXOAUMO Jif
HENTpaIn3aluy aKTyalbHbIX YIPO3 0€3011aCHOCTH NIEPCOHATIbHBIX JIAHHBIX.

Koncynprantllimoc: npumedyanue.
Hywmepaiusi NyHKTOB 1aHa B COOTBETCTBUH C O(UIIHAIBHBIM TEKCTOM TOKYMEHTA.

6. Ouenka »5G(GEKTUBHOCTH pealM30BaHHBIX B paMKaX CHCTEMbl 3alllUuTh
NEePCOHATBHBIX JAHHBIX MEpP MO OO0ECHEUCHHI0 OE30MaCHOCTH MEPCOHABHBIX JaHHBIX
MIPOBOJIUTCSI ONEPATOPOM CAMOCTOATENIBHO UJIU C IPUBJICYCHUEM Ha IOTOBOPHOI OCHOBE
IOPUJIMYECKUX JIUI U WHAUBUAYAIBHBIX MPEANPUHUMATENEH, UMEIOIINX JINIICH3UIO Ha
OCYILIECTBJICHUE JEATEIBHOCTH IO TEXHUYECKOW 3amuTe KOH(MUIEHIHUATBLHON
uHpopMmanuu. YkazaHHasi OlleHKa MPOBOAUTCS HE Pexe OJTHOTO pa3a B 3 roja.

7. Mepsl 1o oOecrneueHni0 O€30MacHOCTH MEPCOHAJIBHBIX JAHHBIX TPU UX
00paboTke B TOCYJapCTBEHHBIX HHGOPMAIIMOHHBIX CHUCTEMaxX MPUHUMAIOTCS B
COOTBETCTBHM C TpeOOBaHUSMU O 3alluTe HHPOpPMAIUMHU, COAECpKallehcs B
rOCyIapCTBEHHBIX MH(POPMAIMOHHBIX cucTeMax, ycraHnaBinuBaeMbiMu OCTOK Poccuun
B Mpe/enax CBOUX MOJHOMOYMN B COOTBETCTBHM C 4acThbiO 5 ctarhbu 16 denepaibHOTO
3akoHa oT 27 wutoms 2006 . N 149-®3 "O6 wundbopmanuu, HHOOPMAITMOHHBIX
TeXHOoJOorusix u o 3amure uHpopmanuun" (Cobpanue 3akoHomarenbcTBa Poccuiickoit
®epneparuu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, cT.
4600; 2012, N 31, ct. 4328).

II. CocraB u cogepkanue Mep Mo obecreueHno 0e30MacHOCTU
MEePCOHATBHBIX TAHHBIX

8. B cocraB mep mo oOecredeHut0 O€30MaCHOCTH TEPCOHATBHBIX JIaHHBIX,
peaqu3yeMblXx B paMKaX CHCTEMbl 3alllUThl MEPCOHAIBHBIX JaHHBIX C YYETOM
aKTyaJIbHBIX ~ yrpo3  0€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX UM  MPUMCEHSIEMBIX
WH(OPMAIIMOHHBIX TEXHOJIOTUMN, BXOJISIT:

uaeHTUGUKAIMS U ayTeHTUPUKAIMA CyOBhEKTOB 0CTyNa M OOBEKTOB JIOCTYTIA;

YIpPaBJIEHUE JOCTYIIOM CYObEKTOB JOCTYIA K 00ObEKTaM J0CTYIIa;

OTpaHUYCHHE MMPOTPAMMHOMN CPEIbI;

3alliTa MAIIWHHBIX HOCHUTENeHd WH(OpMaIMu, Ha KOTOPBIX XpaHATCS W (W)
o0pabarbIBalOTCSl  MEpPCOHAJIBHBIE  JIAHHBIE  (Jlajieeé -  MAIllMHHBIE  HOCUTEIH
NEPCOHATBHBIX JAHHBIX);

perucTpaius coObITHI 0€30MaCHOCTH;

aHTUBUPYCHAS 3aIlNTa;

oOHapyxeHue (MpeoTBpaIeHUE) BTOPKEHUI;

KOHTPOJIb (aHAJU3) 3aIIUIIEHHOCTH IEPCOHATBHBIX JTAHHBIX;

o0ecriedeHue 1eI0CTHOCTH HH()OPMAIIMOHHON CUCTEMBI U TIEPCOHAIIBHBIX TAHHBIX;

o0ecredeHne TO0CTyTHOCTH MePCOHATBHBIX JaHHBIX;

3allliTa Cpe/ibl BUPTyaIu3allnu;



3aIlMTa TEXHUYECKUX CPEJCTB;

3amuTa MH(OPMALMOHHON CHCTEMBI, €€ CpPEICTB, CHUCTEM CBS3W U Iepeaadu
JAHHBIX;

BBISIBJICHUE MHIIMJICHTOB (OHOTO COOBITHS WM IPYIIBI COOBITUH), KOTOPHIE MOTYT
IPUBECTU K cOOSIM WIIM HAPYIICHUIO (YHKIIMOHUPOBAHUS HH(YOPMAITMOHHON CUCTEMBI U
(w1M) K BO3HMKHOBEHHIO Yrpo3 O€30MacHOCTH TNEPCOHANBHBIX JaHHBIX (Janee -
WHITUJICHTHI), 1 pearupoBaHKE HA HUX;

ylopaBlieHHe KoHpuUrypauue HHPOPMAIMOHHOM CHCTEMbl M CHUCTEMBI 3alllUThl
NEPCOHAIIBHBIX JAHHBIX.

CoctaB u comepkaHHE Mep MO OOECIEYEHUI0 OE30MacHOCTH IEePCOHATBHBIX
JaHHBIX, HEOOXOAUMBIX JMJIsi OOecleYeHMs] KakJIO0T0 M3 YpOBHEH 3allUIIEHHOCTH
NEPCOHANIBHBIX JJAHHBIX, TPUBEACHBI B IPUIOKEHUH K HACTOALIEMY JIOKYMEHTY.

8.1. Mepsl o ueHTU(PUKAIUY U ayTEHTU(PUKALMHA CYOBEKTOB AOCTYIA U OOBEKTOB
J0CTyna JOJDKHBI oOecIieunBaTh MPUCBOCHHE CYOBEKTaM U O0bEKTaM JoCTyma
YHUKAJBbHOTO TpHU3HaKa (MACHTHU(UKATOpPA), CPaBHEHHE MPEIBSIBISIEMOTO CYyObEKTOM
(0ObeKTOM) A0cCTyna UIEHTU(]UKATOPA C TIEPEYHEM MTPUCBOCHHBIX UACHTUPUKATOPOB, a
TaKKe MPOBEPKY MPUHAICKHOCTU CyOBeKTy (0OBEKTY) AOCTYMa MPEAbSIBICHHOTO UM
uaeHTrudukaropa (MOATBEPXKICHUE MTOATUHHOCTH).

8.2. Mepbl 10 ynpaBiIeHHUIO JOCTYIIOM CyOBEKTOB JOCTyNa K OObEeKTaM J0CTyma
JOJKHBI 00€CTeurBaTh yMpaBlieHWE TMpaBaMU U MPUBWIETUSMU CYObEKTOB JIOCTYTIA,
pasrpaHUYeHHe JOCTyla CYObEKTOB J0cTyna K OObEKTaM JOCTylla Ha OCHOBE
COBOKYITHOCTH YCTaHOBJICHHBIX B MH()OPMAIMOHHON CHCTEME MPaBUJl pa3rpaHuUYCHUS
J0CTyTa, a TaKXke 00ecreynBaTh KOHTPOJIb 338 COOIOICHUEM 3TUX MTPaBHIL.

8.3. Mepsl MO OrpaHUYEHHIO MPOrPAMMHON cpeAbl JOKHBI O00EeCIeYrBaTh
YCTAaHOBKY U (WJM) 3amyCK TOJBKO Pa3pelIeHHOr0 K  HCIOJIb30BAaHUIO B
UH(POPMAIIMOHHON CUCTEME POrpaMMHOTO 00€CIIeUeHUs WITH UCKITI0YaTh BO3MOXHOCTD
YCTAaHOBKM U (WJIM) 3allyCKa 3allpellleHHOro0 K HCIOJb30BaHUIO B MH(GOPMAIMOHHOM
CUCTEME IPOrPAMMHOTO 00€CTICUEHUS.

8.4. Mepsbl 1o 3allMTE€ MAIIMHHBIX HOCHUTENIEW MEPCOHANIbHBIX JAHHBIX (CPEICTB
00paboTKN (XpaHEHHs) NEPCOHATBHBIX JAaHHBIX, ChEMHBIX MAIIUHHBIX HOCHUTENEH
NEPCOHAIBHBIX JaHHBIX) JOJKHBI MCKIIIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO
JOCTyIa K MalIMHHBIM HOCUTEJISM W XPAHSIIUMCS Ha HUX MEPCOHAIBHBIM JaHHBIM, a
TaK)K€ HECAaHKIMOHMPOBAHHOE MCMOJIb30BaHWE CBEMHBIX MAIIMHHBIX HOCUTEIEH
NEPCOHAJIBHBIX JaHHBIX.

8.5. MepsI 1o peructpanuu coObITHI 0€30MaCHOCTH JIOJKHBI 00eceunBars coop,
3aMuch, XpaHEHWEe W 3alUTy HHPOpPMAMU O COOBITUAX OE30MacHOCTH B
UH(OPMALIMOHHON CHCTEME, a TAKXKE BO3MOKHOCTh IPOCMOTpPA U aHAJIU3a UHPOpMaluu
0 TAKUX COOBITHUSIX U pearnpoBaHUE HA HUX.

8.6. Mepbl MO aHTHUBHUPYCHOM 3aluTe IOJKHBI OOEcreurnBaTh OOHapy>KEHUE B
UH(OPMAIIMOHHON CHUCTEME KOMIBIOTEPHBIX MporpamMm JHOO0 HHON KOMIIBIOTEPHOU
uH(poOpMaLMK, TpPEAHA3HAYEHHOW JUIsi  HECAHKUMOHUPOBAHHOIO  YHUUTOXKEHMS,
OnoKupoBaHMUs, MOAU(UKALMK, KOMUPOBAHUS KOMIIBIOTEPHOW WH(GOpMAIUU WU
HeHTpanu3aluu CpeACTB 3alluThl MHGOpMAIMM, a TakkKe pearupoBaHue Ha
oOHapy>KeHue ITUX MporpamMm U HHGOPMaIIUH.



8.7. Mepbl 10 OOHapykeHHIO (TPEIOTBPAIICHUIO) BTOPKEHUN  JTOJKHBI
oOecrneunBaTh OOHapy)XeHUE NEHCTBUII B MH(POPMAIIMOHHOW CHUCTEME, HAIpaBICHHBIX
Ha HECaHKIIMOHUPOBAaHHBIA NOCTYN K HH(OpMaluu, clenualbHbIE BO3JCHCTBHUS Ha
UH(OPMALIMOHHYIO cHUCTeMy M (WIM) TepCcOHaJbHbIE JaHHBIE B IENISIX J0OBIBaHMS,
YHUUTOXKEHHUS, UCKAXEHUS W ONOKUPOBAHUS JOCTyNa K NEPCOHAIBHBIM JAHHBIM, a
TaK)K€ pearupoOBaHUE Ha 3TH JIEUCTBHS.

8.8. Mepbl 10 KOHTPOIIO (aHaIM3y) 3aIIUIIEHHOCTH NEPCOHAIBHBIX IaHHBIX
JOJKHBI  00ecrieunBaTh KOHTPOJIb YPOBHS 3alIUIIEHHOCTH NEPCOHAIBHBIX JAHHBIX,
oOpabarbIBaeMbIX B MH(OPMALIMOHHON CUCTEME, TyTEM MPOBEICHUS CUCTEMATHUYECKUX
MEPONPUATUNA [0 aHAIW3Yy 3alUIIEHHOCTH HWH()OPMAIMOHHONW CHCTEMBI U
TECTUPOBAHUIO PAOOTOCIIOCOOHOCTH CUCTEMBI 3aLIUTHI IEPCOHAIBHBIX JAHHBIX.

8.9. Mepbl no oO0ecrne4yeHuro IeJIOCTHOCTH HH(POPMALMOHHON CHUCTEMBI U
NEPCOHANBHBIX  JAHHBIX  JIOJDKHBI ~ oOecrneuuBaTh  OOHapykeHue  (pakToB
HECAHKIMOHUPOBAHHOIO HApyIIEHUs ILEJIOCTHOCTU HWH(OPMALMOHHOM CHCTEMBI U
COJEPIKAIMXCS B HEW MEPCOHAIBHBIX JTaHHBIX, @ TAKXKE BO3MOKHOCTh BOCCTAHOBJICHUS
UH(OPMALIMOHHON CUCTEMBI U COZIEPKAIIMXCS B HEM IEPCOHANBHBIX TAHHBIX.

8.10. Mepsl Mo 0O0ECMEeUEeHUI0 JTOCTYMHOCTH TEPCOHANBHBIX MaHHBIX JOJKHBI
oOecreynBaTh aBTOPU30BAaHHBIN JOCTYII MOJIb30BATENIEH, UMEIOIIMX IpaBa Mo JOCTYILY,
K HEepCOHAJIbHBIM JaHHBIM, COAEPXKALIUMCS B MH(POPMALIMOHHOW CHCTEME, B IITaTHOM
pexume GYHKIIMOHUPOBAHUS UH(POPMAITMOHHON CUCTEMBI.

8.11. Meppl mno 3amure cpeabl BUPTyaJu3allMyd  JOJDKHBI  MCKIIFOYATh
HECAaHKIMOHUPOBAHHBII JOCTyll K IEPCOHAIBHBIM JaHHBIM, OOpadaTblBaéMbIM B
BUPTYaJIbHOM MH(PACTPYKType, U K KOMIOHEHTaM BHUPTyaJlbHONH HHQPACTPYKTYphl U
(uM) BO3JEWCTBHE HA HHUX, B TOM YHCJIE€ K CpPEICTBAM YIpPABICHUS BUPTyaIbHOU
UH(PACTPYKTYPOH, MOHUTOPY BUPTYaAJIbHBIX MAILIUH (TUIEPBU30PY), CUCTEME XPAHEHUS
JAHHBIX (BKJIOYasi CHCTEMY XpaHEHHs 00pa30oB BUPTYyaJbHON MH(PACTPYKTYpbl), CETH
nepefayd JaHHBIX 4Yepe3 AJIEMEHThl BUPTYaJbHOW UM (U3NYECKOW HH(PACTPYKTYpHI,
rOCTEBbIM OINEPAlMOHHBIM CHUCTEMaM, BHUPTyaJIbHbIM MalllMHAM (KOHTeWHepam),
CUCTEME M CETH pEIUIMKALUU, TEPMUHAIBHBIM M BUPTYyaJIbHBIM YCTPOMCTBAM, a TaKkKe
CUCTEME PE3EPBHOIO KOITMPOBAHUS U CO3/1aBAEMBIM €10 KOIUSIM.

8.12. Mepbl 1O 3alIUT€ TEXHUYECKUX CPEACTB JOJIKHBI  HCKIKOYATh
HECAHKIMOHUPOBAHHBI  JIOCTyH K CTAal[MOHAPHBIM TEXHUYECKUM  CpEICTBaM,
o0pabarbIBalOIIMM  TNEPCOHAJIbHBIE  JaHHBIE,  CPEACTBaM,  O0ECHEYHUBAIOIIUM
byHKIIMOHNpOBaHWEe WH(POPMAITMOHHOW CHUCTEMBI (Ilajiee - CpencTBa obecreueHus
(YHKIIMOHUpPOBAHUS), U B TOMEIICHUS, B KOTOPHIX OHHU IOCTOSHHO PACIIOJIOKEHBI,
3allUTy TEXHUYECKUX CPEJACTB OT BHEIIHUX BO3JCUCTBUI, a TakXke 3alluTy
NEPCOHANIbHBIX JAHHBIX, MPEACTABICHHBIX B BUJE HH(POPMATHUBHBIX SIEKTPUUECKUX
CUTHAJIOB U (DU3HUECKHUX TOJICH.

8.13. Mepsl 1o 3amuTe WHPOPMAITMOHHONW CHUCTEMBI, €€ CPENICTB, CUCTEM CBSI3U U
neperayd JaHHBIX JOJDKHBI OO0ecreuMBaTh 3alllUTy TEPCOHAJBHBIX JaHHBIX MIPH
B3aUMOJICHCTBUN UHPOPMAIIMOHHOW CHCTEMBI WUJIU €€ OTIEIbHBIX CETMEHTOB C MHBIMU
UH()OPMALIMOHHBIMU ~ CUCTEMaMU M MH(OPMALMOHHO-TEJIEKOMMYHHKAI[UOHHBIMU
CeTSIMM TOCPEACTBOM MPUMEHEHHS apXUTEKTYpbl HHQPOPMAIIMOHHOM CHUCTEMBI U
IPOEKTHBIX PEIICHHM, HapaBlIEHHBIX Ha oOecreueHrne 0e30MacHOCTH MEPCOHATbHBIX



TaHHBIX.

8.14. Mepsl MO BBISABICHUIO WHLOWJICHTOB M PEAarupOBaHUIO HA HUX JIOJKHBI
obOecrieunBaTh ~ OOHapykeHWE,  WIACHTU(UKAIMIO,  aHaJU3  WHIUICHTOB B
UH(OPMAIIMOHHON  CHUCTEMEe, a TakkKe TMPUHATHE Mep TI0 YCTPAHEHHUIO U
IpeIyNPEXISHUIO HHITUICHTOB.

8.15. Mepsl mo ympaBieHuto KoHpurypamueil nHOOPMAIMOHHONW CHUCTEMBI U
CUCTEMbl 3allUThl NEPCOHAJIBHBIX JaHHBIX JIOJDKHBI 00€cleuuBaTh YMpaBICHHUE
U3MEHEHUSIMU KOHPUTYypanuu HWHOOPMAIIMOHHOW CHUCTEMbl M CHUCTEMBbI 3alllUThI
NEPCOHAIBHBIX JAaHHBIX, AaHAJIW3 TMOTCHIIMAJBLHOTO BO3ACUCTBHUA IUIAHHPYEMBIX
U3MEHEHNII Ha obecrieueHue O€30MacHOCTH TMEPCOHANBHBIX JAaHHBIX, a TaKXke
JOKYMEHTHPOBaHHE 3TUX U3MEHEHUH.

9. Bpibop wmep mno oOecrneyeHuto O€30MACHOCTH TMEPCOHANBHBIX JaHHBIX,
NOJJIeKAIINUX Pealn3alud B MHPOPMAIIMOHHOW CHCTEME B paMKax CHCTEMBI 3alUThI
NEePCOHAIBHBIX JAaHHBIX, BKIIIOYACT:

ompeneneHne  0a3oBoro Habopa Mep 1O  OO0eCleYeHHI0 Oe30MacCHOCTH
NEPCOHANBHBIX JAaHHBIX JJI YCTAHOBJICHHOTO YPOBHS 3alIUIIEHHOCTH MEPCOHAIBHBIX
JAHHBIX B COOTBETCTBHMU C 0a30BBIMH HaboOpaMu Mep Mo o0ecreueHuIo 0e30MacHOCTH
NEPCOHAIBHBIX JAaHHBIX, TPUBEICHHBIMU B MIPHJIOKEHUH K HACTOSIILIEMY TOKYMEHTY;

ajanrtanuio 6a30BOro Habopa mMep Mo obecreyeHuto 6e30MacHOCTH MEPCOHATBHBIX
JAHHBIX C YYE€TOM CTPYKTYpPHO-(YHKIIMOHAJIBHBIX XapaKTEPUCTHK WHOOPMAILIMOHHON
CUCTEMBbI, HH(OPMAIIMOHHBIX TEXHOJOTUH, OCOOEHHOCTEH (DYHKIMOHUPOBAHUS
MH(pOpPMALIMOHHOW CHUCTEMBbI (B TOM YHCIE HCKIOYEHHE H3 0a30BOro Habopa mep,
HETMOCPEACTBEHHO  CBSI3aHHBIX € HMH()OPMALMOHHBIMU  TEXHOJIOTHUSMHU,  HE
UCIIOJIb3YEMbIMU B HH(DOPMAIMOHHOW CHCTEME, WJIH CTPYKTYpHO-(YHKIIMOHAIbHBIMU
XapaKTepUCTUKAMU, HE CBOMCTBEHHBIMU HWH(POPMAITMOHHOH cucTeME);

YTOUHEHUE aJalnTUpOBaHHOrO 0a3oBoro Habopa Mep 1O O00ECIEYCHHIO
0€30MacHOCTH TEpPCOHAJBHBIX JAHHBIX C YYEeTOM HE BBIOpPAHHBIX paHee Mep,
NPUBEACHHBIX B TMPWIOKEHUM K HACTOSIIEMY JIOKYMEHTY, B pe3yJbTare Yero
OTIPENIETIIOTCS MEphl 10 oOecredeHnio Oe30MacHOCTH IEePCOHAJIBHBIX JTaHHBIX,
HampaBjCHHbIE Ha HEWTpalIM3alMi0 BCEX aKTyallbHbIX yrpo3 0e30macHOCTH
NEePCOHAIBHBIX JaHHBIX JJIsI KOHKPETHON MH(POPMAILIMOHHOM CUCTEMBI;

JIOTIOJTHEHUE  YTOYHEHHOTO  aJanTHUpOBAaHHOTO 0Oa3oBoro Habopa Mep 10
o0ecreyeHuto 0e30MacCHOCTH MEePCOHANBHBIX JAHHBIX MeEpaMH, O00eCIeUYUBAIOIIUMU
BBITMOJIHEHNE TPeOOBaHMUI K 3alllUTe MEPCOHATIBHBIX JaHHBIX, YCTAHOBICHHBIMH WHBIMU
HOPMAaTUBHBIMM MPAaBOBBIMH aKTaMd B oOiactu obecrieyeHus: 0e30macHOCTU
NEPCOHANBHBIX JJAHHBIX U 3aIIUTh HHPOPMAIIUH.

10. IIpu HEBO3BMOXXHOCTH TEXHHYECKOW peaiu3alliu OTIEIbHBIX BBIOPAHHBIX MEP
no OO0eClneYeHU0 OE€30IIaCHOCTH IMEPCOHANBHBIX JAHHBIX, a TaKXke C Y4YETOM
HKOHOMHUYECKOM I11e7IecO00pa3HOCTH Ha JTamax ajganTanuu 0a3oBoro Habopa Mep u
(UIM) yTOYHEHUS aJalTUPOBAaHHOTO 0a30BOro Habopa Mep MOTYT pa3padaTbiBaThCA
UHBbIE (KOMIICHCHUPYIOIIME) MEpbhl, HaIlpaBlIEHHbIE HAa HEUTpaIM3aIlUI0 aKTyalbHBIX
yrpo3 0€30MacHOCTH NEPCOHANBHBIX JaHHBIX.

B stom cinydyae B Xone pa3pabOTKM CHCTEMBI 3aIIMUTHl MEPCOHAJBHBIX JaHHBIX
JOJKHO OBITH TMPOBEIEHO OOOCHOBAHWE TNPUMEHEHUSI KOMIICHCHUPYIOIIMX Mep JUIs



oOecrnieueHus: 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX.

11. B cmywae ompeneneHuss B COOTBETCTBUHM ¢ TpeOOBaHUSIMU K 3aIluTe
NEPCOHANBHBIX TPU UX 00paboTKe B HMHQPOPMAIMOHHBIX CHUCTEMaxX MEPCOHATBHBIX
JIAHHBIX, YTBEPXKICHHBIMU mnocTaHoBieHueM IlpaBurenbctBa Poccuiickonn denepanun
or 1 HosOps 2012 . N 1119, B kayecTBe akTyaJbHBIX Yrpo3 O€30MaCHOCTH
NEPCOHAIBHBIX JAHHBIX 1-TO U 2-TO TUIOB JOMOTHUTEIHLHO K MepaM MO 00ECIEYEHUIO
0€30MacHOCTH TEPCOHANIBHBIX JIAHHBIX, YKA3aHHBIM B IMYHKTE § HACTOSIIIETO TIOKYMEHTA,
MOTYT PUMEHSTHCA CIECAYIOIINE MEPHI:

MpOBEpKa CUCTEeMHOro u (WiIM) MPUKIAAHOTO MPOrpaMMHOIO OOECIeUYeHus,
BKJIIOYAs] MPOTPAaMMHBIA KOJ, Ha OTCYTCTBHE HEICKJIAPUPOBAHHBIX BO3MOXKHOCTEH C
UCIIOJIb30BAHMEM aBTOMATU3UPOBAHHBIX CPEJCTB U (MJK) 6€3 UCTIONB30BaHUS TAKOBHIX;

TeCTUpOBaHUE MH(HOPMALIMOHHON CUCTEMbI Ha TPOHUKHOBEHUS;

UCIIOJIb30BaHUE B MH(OPMAIMOHHON CHUCTEME CHUCTEMHOIO U (MJIM) MPHUKIIAIHOTO
OpOrpaMMHOro  oOecredeHusi, pa3padOTaHHOIO €  KCHOJIb30BAaHUEM  METOOB
3aIIMUIIEHHOTO IPOrpaMMHUPOBAHUSL.

12. Ilpu ucnonb3oBaHuM B MH(OOPMALIMOHHBIX CHCTEMaX CEPTU(PUIIMPOBAHHBIX O
TpeOOBaHUSIM 0€30MACHOCTH MH(POPMAIIUHU CPECTB 3AIUTH HHPOPMALIUU:

a) st obecnieueHusi 1 W 2 ypoBHEH 3alIUIIEHHOCTH MEPCOHANBHBIX JIAHHBIX
MPUMEHSIIOTCS:

CpeICTBa BEIYMCIUTENBHON TEXHUKH HE HIXKE 5 Kilacca;

CUCTEMbl OOHAPYKEHUSI BTOPKEHUN M CPEJICTBA aHTUBUPYCHOM 3allIUTHI HE HUXKE 4
KJ1acca,

MEKCETEBbIE dKpaHbl HE HIKE 3 KJlacca B ClIyyae aKTyallbHOCTH yrpo3 1-ro umnu
2-ro THIIOB W B3aMMOJECHCTBUS MH(OPMAIIMOHHON CHUCTEMBI c
MH()OPMaALIMOHHO-TEIEKOMMYHUKAIITMOHHBIMHU CeTAMHU MEKTyHApOTHOTO
MH(OPMALIMOHHOTO OOMEHa M MEXKCETEBbIE SKpaHbl HE HWXE 4 Kijacca B cliydae
aKTyaJIbHOCTU YIpo3 3-TO TUMA W OTCYTCTBHS B3aMMOJEHCTBUA WH(MOPMAIIMOHHOMN
CUCTEMBI C HH(POPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIMU CETSAMU MEXIYHAPOIHOTO
UH(OPMALIMOHHOTO OOMEHA;

0) nmns obOecriedeHWss 3  YPOBHS 3alIUIICHHOCTH TEPCOHAIBHBIX JIAHHBIX
PUMEHSIIOTCS:

CpeICTBa BEIYMCIUTENBHON TEXHUKH HE HIKE 5 Kilacca;

CUCTEMbl OOHAPYKEHUSI BTOPKEHUN U CPEJICTBA aHTUBUPYCHOM 3allIUTHI HE HUXKE 4
Kjlacca 3alluThl B CiIydae aKTyaJbHOCTH YIrpo3 2-r0 THUIA WA B3aUMOJICUCTBUS
UH(OPMAIIMOHHON CHUCTEMBbl C HUH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIMU CETSIMU
MEXAYHapOHOTO MH(POPMAIMOHHOTO OOMEHa M CUCTEMbI OOHAPYKEHUSI BTOPKEHUN U
CpelICTBa aHTUBUPYCHOM 3alIMThl HE HWXKE 5 Kilacca 3alllUThl B CIyYae aKTyaJbHOCTH
yrpo3 3-ro TuUma W OTCYTCTBHUS B3aMMOJACWUCTBUS HMH(DPOPMALMOHHONW CHUCTEMBI C
UH(OPMAIIMOHHO-TEIIEKOMMYHUKAITMOHHBIMH CETSMHU MEKTyHAPOIHOTO
nH(pOpPMaAIIMOHHOTO 0OMEHA;

MEXCETEBbIE KpaHbl HE HIKE 3 KJlacca B CIy4ae aKTyaJbHOCTH yrpo3 2-ro TUma
15N 05 B3aMMOZECHCTBUS UH(POPMAITOHHOM CUCTEMBI c
UH(OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIMH CETSMHU MEKTyHAPOIHOTO
UH(OPMAIIMOHHOTO OOMEHa M MEXKCETEeBbIe SKpaHbl HE HUXke 4 Kiacca B cliydae



aKTyaJbHOCTU Yrpo3 3-TO TUIA M OTCYTCTBUS B3aUMOJICUCTBUS WH(OpPMaIIMOHHOU
CUCTEMBI ¢ WH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIMU CETSIMH MEXIYHAPOIHOTO
UH(OPMAIIMOHHOTO OOMEHA;

B) s oOecrnieueHus 4 ypOBHA 3alllUIIEHHOCTH TNEPCOHAJIBHBIX JaHHBIX
MPUMEHSIOTCS:

CPEACTBA BBIYMCIUTEIBHON TEXHUKHU HE HIKE 6 Kiacca;

CUCTEMBI OOHAPY>KEHUSI BTOPKCHHUM U CPEJCTBA aHTUBUPYCHOM 3aIUTHI HE HIKE 5
KJ1acca;

MEKCETEBBIE DKPAHBI S KJlacca.

Jlnst obecniedenus 1 u 2 ypoBHEH 3allMIIEHHOCTH IEPCOHAIBHBIX JAHHBIX, a TAKKE
st obecriedeHust 3 YPOBHS — 3AIlIUIIEHHOCTH  TMEPCOHAIBHBIX  JAaHHBIX B
UH(OPMAIIMOHHBIX CUCTEMAX, JJIsl KOTOPBIX K aKTyaJlbHBIM OTHECEHBI YTPO3bI 2-TO THUIIA,
OPUMEHSIOTCS CPEJCTBA 3alMThl UHPOpPMALUHU, MPOTPAMMHOE O0ECIIEUeHHE KOTOPBIX
IpONUIO TMPOBEPKY HE HIXKE YeM 10 4 YpOBHIO KOHTPOJA OTCYTCTBHS
HEJICKJIaPUPOBAHHBIX BO3MOKHOCTEM.

13. Ilpu ucnonab30BaHUU B HH(POPMAIIMOHHBIX CUCTEMAX HOBBIX HH(POPMALIMOHHBIX
TEXHOJIOTUH W BBISIBJICHUU JIOMOJHUTEIBHBIX Yrpo3 O€30MacHOCTH MEPCOHAIBHBIX
JAHHBIX, JJISI KOTOPBIX HE OMpEeNesIeHbl MEphl 00eCIedeHUsT nX 0€30MacCHOCTH, TOJKHBI
pa3pabarbiBaThCsl KOMIICHCUPYIOIIME MEPhl B COOTBETCTBUH € MyHKTOM 10 HacTosiiero
JTOKYMEHTA.



[Ipunoxenue

k CocTaBy H COIECpPKAHUIO
OpTaHU3aIMOHHBIX U TEXHUYECKUX
Mep 10 00eCTIeYeHHI0 O€30TTaCHOCTH
MEPCOHATILHBIX JAHHBIX TIPU HX
00paboTKke B MH(POPMALIMOHHBIX
crcTeMax NepCOHAIbHBIX JaHHBIX

COCTAB U COAEPXAHUE
MEP 110 OBECIIEYEHWIO BE3OITACHOCTH ITEPCOHAJIBHBIX TAHHbBIX,
HEOBXOJIMMBIX JIJISI OBECIIEUEHM ST KAXJIOI'O 13 YPOBHEN
SAHIMIIEHHOCTU ITEPCOHAJIBHBIX TAHHBIX

YcnoBHOE CozeprkaHue Mep Mo 00eCIeueHHI0 0€30MacCHOCTH | YPOBHU 3alUIICHHOCTH
0003HaYCHHUE U NIEPCOHAJIBHBIX JAHHBIX MIEPCOHAIBHBIX JAHHBIX

HOMEp MEpBI
4 3 2 1

I. Unentudukanus u ayreHTH(GUKALUsA CyOBEKTOB 10CTyna U 00bekToB fAoctymna (MAD)

HNAD.1 WNnentudukanus u ayreHTU(GUKANNS MOJB30BaTeNeH, | + + + +
SIBIISFOIIUXCS PAOOTHUKAMHM OTiepaTopa

NAD.2 WUnentudukanus M ayTeHTU(UKAIMS YCTPOWCTB, B + +
TOM  4YWCJE€  CTAalMOHAapHBIX,  MOOWIBHBIX U
MIOPTaTUBHBIX

NAD.3 VhopaBinenue wuAeHTU(UKATOpaMH, B TOM uucie| + + + +
CO3J1aHue, IIPUCBOEHHUE, YHUYTOXKCHHUE
UAECHTU(PHUKATOPOB

NAD 4 VYrpaBieHue cpeacTBaMH ayTeHTU(UKAIMM, B ToM | + + + +
Yuclle  XpaHeHWe,  BblJa4a,  HMHUALHAAINA3ALMA,

OJOKMpOBaHUE CPENICTB ayTeHTU(UKALUN U IPUHATHE
Mep B cCiy4ae yTparbl U (WJIM) KOMIIPOMETAIUU
CPEICTB ayTCHTH(UKAIINH

HNAD.5 3amura obOpaTHoi CBSI3U npu BBOOE| + + + +
ayTeHTU(HUKAIIMOHHOHN UH(pOpMauu

HNAD.6 WNnenrudukanus u ayreHTU(GUKANNS MOJb30BaTeNeH, | + + + +
HE SIBIIIONIMXCS PaOOTHHUKAMH orepaTopa (BHEIIHUX
MOJIb30BaTeNei)

I1. Yrpasnenue q0cTynoM cyObeKTOB A0CTyma K o0bekTam poctyma (Y1)

VII.1 VYrpasieHue (3aBefcHUE, aKTUBAIIMA, OJIOKUpOBaHUE U |+ + + +
YHUUTOXXCHHE) YUYETHBIMU 3allUCSAMU TOJb30BaTENCH,
B TOM YHCJIE BHEIITHUX IT0JIL30BaTeIICH

VIIA.2 Peanuzanus HEOOXOOUMBIX METOIOB | + + + +
(IMCKpEMOHHBIA, MaHJATHBIM, pPOJIEBOM WM WHOMU




METOJ), TUMOB (UTCHHE, 3alUCh, BBITIOJIHCHHE WIH
WHOM THUI) U MIPaBWJI pa3rpaHUdYeHUs JOCTyIa

VIII.3

VYnpasnenue (punsrpanms, MapLIpyTH3anus,
KOHTPOJIb COEIUHEHHM, OJIHOHANpaBJICHHAs Mepeaadya
U UHBIE CIIOCOOBI yNpaBieHUs) WHGOPMALMOHHBIMU
IIOTOKaMU  MEXJAYy  YCTpPONCTBaMH, CEIrMEHTAMH
MH(OPMAIMOHHON  CHCTEMBI, a TaKXe MEXIy
MH(POPMALMOHHBIMU CUCTEMaMHU

VIIA.4

Paznenenne mnomHomounii (ponei) mMoJb30BaTelNeH,
aIMUHUCTPATOPOB W JIMI,  OOECIIEYNBAIOIINX
(bYHKIIMOHUPOBaHKE NHPOPMAIIHOHHON CHCTEMBI

YIIA.5

Ha3naueHne MHHHUMANbHO HEOOXOIUMBIX TMIpPaB U
MPUBUJICTUI TIOJIE30BATENSIM, aJMHUHUCTpATopamM |
aunaM, — obecneyMBaromUM  (QYHKIIMOHHPOBAHHE
MH(POPMALMOHHON CUCTEMBI

VIIJL6

OrpaHquHI/Ie HCYCIICIITHBIX IIOIIBITOK  BXOJa
UH()OPMALIMOHHYIO cucTeMy (moctymna
MH(POPMALIMOHHOW CUCTEME)

= W

VIIJL7

[IpenynpexaeHue mMoab30BaTelisi MPU €ro BXOIE B
WHPOPMALIMOHHYKD ~ CHCTEMY O TOM, 4YTO B
MH(POPMALIMOHHOW CUCTEME peaJM30BaHbl MEPHI IO
obecrieueHn0 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX,
U O HEOOXOAMMOCTU COONIOACHHS YCTAaHOBICHHBIX
OTepaTopoM TMpaBuUil  O0OpabOTKH TEPCOHAIBHBIX
JTAHHBIX

VII.8

OnoBelieHue Moab30BaTENs MOCIE YCIEIIHOIO BXO/a
B MH(POPMALMOHHYIO CHCTEMY O €ro MHpeAbLAyIIeM
BXOJi€ B MH(OPMAIIMOHHYIO CUCTEMY

VIIJ.9

OrpaHnueHue 4uciia napaieIbHbIX CEaHCOB TOCTYIA
I KOKIOW  YYETHOM  3aluCy  IMOJIb30BaTElNIst
MH(POPMAITMOHHOW CHCTEMBI

YIIA.10

brokupoBanue ceanca noctymna B HH()OPMAIIMOHHYIO
CHCTEMY nocie YCTaHOBJICHHOTO BpEMEHHU
Oe3neiicTBrsl (HEAaKTHBHOCTH) TIOJIB30BATENsl WM TI0
ero 3arpocy

V11

Pazpemienne (3amper) JaeHCTBUIA  TMOJIB30BaTENEH,
pa3perieHHbIX 10 UICHTU(DUKAIINN "
ayTeHTU(HUKAIUN

VIIJL12

[Tonnepxka u coxpaHeHue aTpulOyTOB OE30MACHOCTH
(MeTok 0€301acCHOCTH), CBSI3aHHBIX ¢ MH(GOPMAIIHEH B
mporecce ee XpaHeHus 1 00paboTKu




VIII.13 Peanuzanms 3amumieHHOro  ygajieHHoOro jgocrtyma| + +
CyObEKTOB JIOCTyla K OOBEKTaM JocCTyHa uepe3
BHEIIHUE HH(OPMALMOHHO-TEIEKOMMYHHUKALIMOHHBIE

CETHU
VIIO.14 PermamenTanmss ¥ KOHTpPOJIb  HMCIIOJIB30BaHUS B| + +
MH(POPMALTMOHHON cucreme TEXHOJIOTUU

0ecrpoBOAHOIO 10CTYIIA

VIIO.15 PermamenTanuss ¥ KOHTpPOJIb  HMCIIOJIB30BaHUS B| + +
MH(POPMALIMOHHON cHCTEME MOOMIIBHBIX TEXHUYECKUX
CPEICTB

VIIJI.16 VYrpasieHue B3auMOACHCTBHEM ¢ HHDOPMAITMOHHBIMHA | + +

CUCTEMAMHM CTOPOHHMX OpraHM3alMil (BHEIIHHE
MH(OPMAIIMOHHBIE CUCTEMBI)

VIII.17 OOecrieueHre  JTIOBEPEHHOM  3arpy3Kd  CPENICTB
BBIYUCIIUTEIILHON TEXHUKHU

III. Orpannuenue nporpammuoit cpensl (OIIC)

OIIC.1 VYrpasienue 3amyckom (0OpamieHusIMHi) KOMITOHEHTOB
MpPOrpaMMHOTO  OOecledeHus, B  TOM  YHCIE
OTIpe/IeTICHUE 3aITyCKaeMbIX KOMIIOHCHTOB, HACTPOWKA
napaMeTpoB 3allycka KOMITOHEHTOB, KOHTPOJb 3a
3aIyCKOM KOMIIOHEHTOB MPOTPaAMMHOTO 00eCIIeUeHUsI

OIlC.2 VYnpasnenue yCTaHOBKOI (MHCTANIAIMEH)
KOMITOHEHTOB IPOTPaMMHOTO O0ECHEeYeHUs, B TOM
qucie ONpeAesieHHEe KOMIIOHEHTOB, MOMJIEKAIINX
YCTaHOBKE, HACTpPOWKa IapaMeTpoB  YCTAaHOBKH
KOMITOHEHTOB, KOHTPOJIb 32 YCTaHOBKOW KOMITOHEHTOB
MIPOrPaMMHOTO 00eCTICUCHUS

OIIC.3 VYcraHoBKa (MHCTAUIALMSA) TOJBKO Pa3peUIeHHOIO K
UCTIONIb30BAaHHIO TIPOTPAMMHOTO O0ecTieueH st U (W)
€ro KOMIOHEHTOB

OIlC4 VYopaBneHue BpeMEHHbIMHU (QaillaMyd, B TOM YHUCIIE
3ampeT, paspelleHHe, IepeHANpaBlICHUE 3aIliCH,
yIaJeHue BPEMEHHBIX (ailyioB

IV. 3ammTa MaltuHHBIX HOCUTENEN NepcoHanbHbIX JaHHBIX (3HN)

3HU.1 VYyer MallIMHHBIX HOCUTENEH MEPCOHATIbHBIX JaHHBIX

3HN.2 VYipasiaeHue JOCTYIIOM K MALIMHHBIM HOCHUTENISAM
IIEPCOHAJIBHBIX JTAHHBIX

3HN.3 KonTpons mnepeMenieHuss MalIMHHBIX HOCHUTEJIEH
MEPCOHAJIBHBIX JTAHHBIX 3a MPeAeIibl KOHTPOIUPYEMOU
30HBbI




3HU.4

HckimoueHne BO3MOXKHOCTH HECAHKIIMOHHPOBAHHOTO
O3HAKOMJICHHSI C  COJIEp)KaHHEM IePCOHAIBHBIX
TAHHBIX, XPAHSIIIUXCS HA MAIIUHHBIX HOCHUTEINAX, U
(W) WCTONB30BaHMUSI HOCHUTENCH IMEepPCOHATBHBIX
JaHHBIX B MHBIX HH()OPMAIIMOHHBIX CUCTEMaX

3HMN.5

KonTponp  ucmone3oBaHus  UHTEpPQEHcoB  BBOAA
(BpIBOAa) MHQpOpMAIMM HAa MAaIIUHHBIE HOCHUTENN
NEePCOHAIBHBIX JAHHBIX

3HUN.6

Kontpons BBoma (BeIBOma) uHMOpManuu Ha
MalTMHHBIE HOCUTENIN TTePCOHATBHBIX JAaHHBIX

3HN.7

KOHTp OJIb IIOAKIIOYCHHA  MAIIMHHBIX HOCHTEJICH
NEPCOHAJIBHBIX JAHHBIX

3HHN.8

VYHuuro)keHue (cTupaHue) WIM  00€31MYMBaHUE
NEPCOHAJBHBIX JAaHHBIX HA MAIIMHHBIX HOCHUTEISIX
IpY HX [epeAade MeXAy I0Jb30BaTelsiIMU, B
CTOPOHHUE  OpraHM3aluu JJI1i pEeMOHTa  WIU
YTUIM3AlMM, a TakXKe KOHTPOJIb YHHUYTOXECHUS
(cTupaHus) UM 00€3THINBAHUS

V. Peructpauus coObituii 6e3onacuoctu (PCBH)

PCb.1

Ompenenenrue cOOBITHI O€30MAaCHOCTH, TMOMAJIEKAIINX
pErucTpalyu, U CPOKOB UX XPAHECHUS

PCh.2

Omnpenenenne cocTaBa U COAEPKaHU WHPOPMALIUHU O
COOBITHSX 0E30MACHOCTH, TIOUIEKAIUX PETUCTPALIUH

PCB.3

C6op, 3anuck U XpaHeHHEe WHPOPMALUU O COOBITUAX
0€30MacHOCTH B TEUEHHE YCTAHOBJICHHOTO BPEMEHH
XpaHEHUs

PCb.4

PearupoBanne Ha cOOM HpU PErUCTPALUU COOBITUI
0e30macHOCTH, B TOM YHCIIE ammapaTtHele |
MporpaMMHbIE OIIMOKH, cOOM B MeXaHHW3Max cOopa
uHbopMalMu W JOCTIDKEHWE  TMpenena WU
MepenoNHeHns 00bemMa (EMKOCTH) IaMsITH

PCb.5

MonuTopuHr  (IIPOCMOTP,  aHANHM3) PE3yJIbTaTOB
perucTpanuu COOBITHIA 0€30MMacHOCTH u
pearnpoBaHKe HA HUX

PCb.6

I'enepupoBaHue  BpPEMEHHBIX METOK U (MJIH)
CUHXPOHU3alUA CHUCTECMHOI'O BpCMCHU B
nH($OPMAIIMOHHOM cucTeMe

PCb.7

3ammra HHGOPMAIIUK O COOBITHSIX 0€30MaCHOCTH

VI. AntuBupycHas 3amuTa (AB3)




AB3.1 Peanu3anus aHTUBHPYCHOM 3aIUTHI + + +
AB3.2 OO6HoBeHHE 0a3bl TaHHBIX MPU3HAKOB BPEIOHOCHBIX + + +
KOMIIBIOTEPHBIX IPOrpamMM (BUPYCOB)
VII. O6napysxenue Bropxxenuii (COB)
COB.1 OO6HapykeHHe BTOPKEHHM + +
COB.2 OO6HoBIIeHHE 0a3bl PEIIAOITUX ITPABHIT + +
VIII. Koutpons (aHanu3) 3alMIIEHHOCTH IepCOHANbHBIX 1aHHBIX (AH?3)
AH3.1 BrisiBrienue, aHanu3 ys3BUMOCTEH MH(OPMAIIMOHHON + + +
CHUCTEMBbl M  OIEpPaTUBHOE YyCTPaHEHHWE BHOBb
BBISIBIICHHBIX YS3BUMOCTEH
AH3.2 KoHTponp ycTaHOBKM OOHOBJIEHHII IPOrpPaMMHOTO + + +
oOecrieueHus, BKJIIOYash OOHOBIIGHHE MPOTPAMMHOTO
o0ecredyeHus CpeICTB 3aIUThl HHPOPMALUU
AH3.3 KonTposns paborocniocobHOCTH, napamMeTpoB + + +
HaCTPOWKM M TNPaBWIBHOCTH (PYHKIMOHUPOBAHUS
IPOrpaMMHOIO OOECHEUYeHUsT M CPEACTB 3alUThI
uH(popMauu
AH3.4 KonTtpons cocTama TEXHUYECKUX CPEACTB, + + +
IPOrpaMMHOIO OOECHEUYeHUsT M CPEACTB 3alUThI
uH(popMaun
AH3.5 KonTpons mnpaBuin reHepauu W CMEHBI Maposiei + +

II0JIb30BATENEN, 3aBENCHUS U YOAJIECHUS Y4YETHBIX
3alMcedl  IOJb30BATENEH,  pealu3alud  IPABUII
pasrpaHuYeHUs JOCTyIIa, ITOJIHOMOYN I
noJp30BaTeneil B nHGOPMalMOHHOM cucTeme

IX. OGecnieuenue MEIOCTHOCTA HHPOPMAITMOHHON CHCTEMBI U TIEpCOHATBHBIX JaHHBIX (OLLJT)

OILUL1

KoHTpoJIb 11€710CTHOCTH POTrPAaMMHOTO O0€ECTIEUYEHus,
BKJIIOYasi IPOrpaMMHOE  OOECleYeHHEe  Cpe/CTB
3aIuUThl HH(OpMaAUU

+

+

OLUL.2

KOHTpOJ'IB OEJIOCTHOCTH TNEPCOHAJIBHBIX JTAaHHBIX,
COoACPIKAIUXCA B 0azax JaHHBIX HH(bOpMElL[PIOHHOfI
CHUCTCMBI

OLUL3

Obecneuenue BO3MOXKHOCTH BOCCTAHOBJICHUS
IPOrpaMMHOT0 oOecrieueH s, BKIoUYasi MporpaMMHOE
obecriedeHrne CpeACTB 3alluThl MH(OpMAIHU, IIPH
BO3HUKHOBEHUH HEIUTATHBIX CUTyallUl

OLlJL.4

OOHapyxeHHe M pearupoBaHHE Ha TOCTYIUICHHUE B
MHQOPMAIMOHHYIO  CHCTEMY  He3allpallnBaeMbIX




AJIEKTPOHHBIX COOOIIEeHUN (THCeM, JOKYMEHTOB) U
MHOH  MH(OpMaIuH, HE  OTHOCALIMXCS K
(GYHKIMOHUPOBAaHUIO  HMH(OPMAIIMOHHONH  CHCTEMBI
(3amuTa OT crama)

OLJL.S5 KonTpons conepkanus mHbOpMAIHH, MepeaaBaeMoi
u3 UHPOPMAIIMOHHON cHCTeMbl (KOHTCHHEPHBIH,
OCHOBaHHBIM Ha CBOMCTBaX 00bEKTa AOCTyMNa, U (WJIH)
KOHTEHTHBIM, OCHOBaHHBIM Ha MOMCKE 3alPEIICHHOM K
nepeaadye nH(GOPMALUU C UCTIOIH30BAHUEM CUTHATYP,
Macok ¥  HUHBIX METOJOB), M  HCKJIIOYEHHUE
HEMpaBOMEPHOH  mepenaud  UHPOpPMALUM U3
MH(OPMAIIMOHHON CHUCTEMBbI

OLJIL.6 OrpanunueHue TIpaB IMOJb30BAaTeIe 1O  BBOIY
uH(popMaIuu B THPOPMAIIMOHHYIO CHCTEMY

OLL7 KoHTpOonp TOYHOCTH, TIOJHOTBI W IPABUIBHOCTH
JAHHBIX, BBOAUMBIX B UH()OPMALIMOHHYIO CHCTEMY

OLJL8 Kontpons ommbouHbIX ACHCTBUIA MOIb30BaTeNei 1O
BBOAY U (WIM) mepenade MEpPCOHAIbHBIX JaHHBIX U
MPEAYNPEKACHUE TOb30BaTeNIe 00 OMMOOYHBIX
JNEUCTBUAX

X. OGecnieyeHre TOCTYIHOCTH nepcoHabHbIX naHHbIX (OAT

OAT.1 Hcnonp3oBaHne  OTKAa30yCTOWYMBBIX  TEXHUYECKHUX
CpeACTB

OAT.2 PesepBupoBanue TEXHUYECKUX CPEICTB,
IPOrpaMMHOIO  OOecIieueHMs], KaHaJIoB Iepefadn
uHpOpMaLuy, CpeACTB obecrieyeHus

(byHKIMOHHMPOBaHHS HH(OPMALIMOHHON CUCTEMBI

OIT.3 Kontpons 0€30TKa3HOro (YHKIIMOHUPOBaHUS
TEXHHYECKHX CPEICTB, OOHAPYKCHHE W JIOKATH3aLUs
OTKa30B (YHKIMOHHUPOBAHMS, TPHUHIATHE MeEp IO
BOCCTAaHOBIICHHIO  OTKa3aBIIMX CPEACTB M WX
TECTHUPOBAHUE

OAT.4 [lepuoanueckoe pe3epBHOE KOIIMPOBAHUE
NEepCOHAIBHBIX JIAHHBIX Ha PE3EepPBHBIC MAIIHMHHBIC
HOCHTENIH NePCOHATIBHBIX JAHHBIX

OIT.5 Ob6ecnieueHue BO3MOYKHOCTH BOCCTaHOBJICHUS
MEPCOHAIBHBIX JIAHHBIX C PE3CPBHBIX MAITUHHBIX
HOCHUTENIEH TEepCOHATbHBIX JaHHBIX (PEe3epPBHBIX
KOMHI) B TEUYEHHWE YCTAHOBJIEHHOIO BPEMEHHOIO
HMHTEpBajia

XI. 3amura cpenpl Bupryanusanuu (3CB)




3CB.1

Unentudukanms u  ayreHTHQUKAUS  CyOBEKTOB
IOCTyna W OOBEKTOB JOCTyHa B BUPTYaJbHON
UHPPACTPYKType, B TOM 4YHCIE aJMHHUCTPATOPOB
YIPaABJICHUS CPEICTBAMH BUPTYaH3aINN

3CB.2

VrpaBneHne JOCTYIIOM CyOBEKTOB JIOCTyNa K
o0beKTaM JI0CTyIa B BHUPTYyaJIbHOW MH(PACTPYKTYpE,
B TOM YHCIIC BHYTPH BUPTYaJbHBIX MAIIUH

3CB.3

Peructpanust coObITnii 6€301MacCHOCTH B BUPTYaJIbHON
UHPPACTPYKType

3CB.4

VYipasieHue (punpTpanus, MapuIpyTH3aLHs,
KOHTPOJIb COEIMHEHMsI, OJIHOHAIIPABJICHHAs Iepeiaya)
MOTOKaMHU ~ MHPOPMALUU  MEXAY KOMIIOHEHTaMHU
BUPTyaJIbHOH  HMH(PACTPyKTyphl, a TakKxke IO
NepUMETPY BUPTYaJIbHOM HHPACTPYKTYpHI

3CB.5

JloBepeHHass 3arpy3ka CEpBEpOB BHUPTyalu3aluH,
BUPTYaJIbHOW  MalllMHbl  (KOHTEWHepa), CEepBEpPOB
YIPABICHUS BUPTyalu3aluen

3CB.6

VipaBieHue MepeMeleHueM BHUPTYaJIbHBIX MallllH
(koHTelHEepOB) M 00pabaThIBAEMbIX Ha HUX JaHHBIX

3CB.7

KonTtpois IIETIOCTHOCTH BUPTYaJIbHOM
UHPPACTPYKTYPBI U ee KOHpUrypanui

3CB.8

Pe3epBHOE KONMpOBaHUE JAHHBIX, PE3EPBUPOBAHUE
TEXHUYECKHX CPEACTB, MPOrpaMMHOI0 oOecredeHus
BUPTYaJbHOH HWHQPPACTPYKTYyphl, a TaKKe KaHAJOB
CBSI3U BHYTPU BUPTYaIbHON HHPPACTPYKTYPbI

3CB.9

Peanuzanms u ynpaBieHHe aHTHBUPYCHOM 3aIIUTON B
BUPTYyaJbHON HHDPACTPYKTYype

3CB.10

PazOuenne  BupTyanbHOH  HMHDPACTPYKTYpH Ha
CErMEHTHI (cermeHTHpOBaHME BUPTYaJIbHOMN
UHPPACTPYKTYpbI) AN OOpabOTKM MEpPCOHANBHBIX
JAHHBIX OTJEJIbHBIM I0JIb30BaTeNieM U (WJIK) rpynnon
10JIb30BAaTEIIEH

XII. 3amura Texunueckux cpenacts (3TC)

3TC.1

3ammra uHpopmarumy, oOpabaTsiBaeMoii
TEXHUYECKHMMH CpEICTBAMH, OT €€ YTEUKd IO
TEXHUYECKUM KaHaJlaM

3TC.2

Opranuzanuss KOHTPOJIMPYEMOH 30HBI, B Ipejaenax
KOTOPOM TIOCTOSHHO pPa3MEUIaloTCs CTalMOHapHBIE
TEXHUUYECKHE CpEICTBa, oOpabarpIBaroIIne
nH(pOpPMAIUIO, U CPEACTBA 3aLIUTHl MHPOpPMALMH, a




TaKXKe cpeacTBa obecniedeHns (HyHKIIMOHUPOBAHUS

3TC.3

KoHTposnp u ynpaBneHue ¢GU3MYECKMM AOCTYNOM K| +
TEXHUYECKHM  CpPEICTBaM,  CPEICTBAM  3allMUTHI
uHpOpMaIu, cpeacTBam obecrieyeHus
(GYHKLUMOHUPOBaHMs, a TaKkKe B IOMEUICHUS W
COOPYXEHHSI, B KOTOPBIX OHHU  YCTAHOBIIEHBI,
UCKJTIOYAOIME HECAaHKIMOHUPOBAHHBIN (U3NYECKUN
JOCTYyI K CpeAcTBaM 00paboTKu HHGpOpMAIIHH,
CpeacTBaM 3amUThl  HMHGOPMAMM U  CPEICTBAM
obecrieueHnss (PyHKIIMOHUPOBAHUS WH(DOPMAITMOHHOM
CHCTEMBI, B MOMEIIEHUS U COOPYKEHHUS, B KOTOPBIX
OHHU YCTaHOBJICHBI

3TC.4

Pa3memenne ycTpoilcTB BbIBOma  (OTOOpaskeHwms ) [ +
uHpOpMaLu, UCKJIIOYAOILEe ee
HECAHKIIMOHUPOBAHHBIN IIPOCMOTP

3TC.5

3ammTa OT BHENIHUX BO3ACHCTBUN (BO3ICUCTBUI
OKpYyXarolen cpenpl, HECTaOUIBLHOCTH
ANMEKTPOCHAOKEHUS, KOHAMIIMOHHUPOBAHUS M HWHBIX
BHEIITHUX (DaKTOPOB)

XIII. 3amuTa nHPOPMAITMOHHON CUCTEMBI, €€ CPEACTB,
CUCTEM CBsI3U U nepenaun gaHHbIx (3UC)

31C.1

Paznenenue B mHpOpManMOHHON cucTeMe (YHKITUN
o yTIpaBJICHHIO (aIMUHMCTPUPOBAHUIO)
H(pOPMaIIMOHHON CHUCTEMOH, YIIPaBICHUIO
(aIMUHMCTPUPOBAHUIO) CUCTEMOM 3aLUThI
NEPCOHANBHBIX JAaHHBIX, (yHKIHMA 10 00paboTke
MEPCOHANBHBIX ~ JTaHHBIX W WHBIX  (QyHKOHH
MH(POPMALMOHHOM CUCTEMBI

3UC.2

[IpenorBpamieHue  3aI€pKKM  WIA  [IPEPBIBAHUS
BBIITOJIHEHHSI IIPOLIECCOB C BBICOKMM MPUOPUTETOM CO
CTOPOHBI IIPOLIECCOB C HU3KUM IIPUOPUTETOM

3UC.3

OOecrnieueHne 3alUThl MEPCOHANBHBIX JAaHHBIX OT| +
PacKphITHs, MOTU(UKAIIMA ¥ HaBSI3bIBaHUS (BBOJA
T0XHOU MH(pOpMAaLIUK) TIpH ee nepenade (MOAroTOBKe
K Iepejaye) 1mo KaHajaM CBsI3H, HMEIOLINM BBIXO]] 32
npesienbl  KOHTPONUPYEMOM 30HBI, B TOM YHCIE
OecIIpOBOJHBIM KaHaJaM CBSI3U

31UC.4

OOecnieueHne TOBEpEHHBIX KaHala, MapLIPyTa MEKIY
aJIMHHHCTPATOPOM, TIONIb30BAaTE€IEM M CPEICTBAMU
3ammThl  uHpopManuu (QyHKIUSAMH O€30MacHOCTH
CpPE/CTB 3aIlIUTHI HHPOPMAIIIH )

3UC.5

3amnper HECAHKIIMOHUPOBAHHOU YIAJICHHOMN
aKTUBAIlMM BHUJCOKaMep, MHUKPOPOHOB U HHBIX




nepu@epuiHbIX  YCTPOWCTB,  KOTOpPBIE  MOTYT
aKTUBUPOBATBCS YIAJIECHHO, " OIIOBELICHHE
noJp30BaTeneil 006 akTUBAIIMK TaKUX YCTPOHCTB

3UC.6

[lepenaua © KOHTPOJb LEJIOCTHOCTH aTpuUOYyTOB
0e3omacHOCTH (METOK O€30MacHOCTH), CBSI3AHHBIX C
MEePCOHATPHBIMU JIAHHBIMH, TPU OOMEHE HMH C
WHBIMH WH()OPMAITMOHHBIMU CHCTEMaMU

3UC.7

KoHTponp  CaHKIMOHMPOBAHHOTO M  HUCKIIOYEHHE
HECAaHKIIMOHUPOBAHHOIO HCIIOJIb30BAaHUS TEXHOJIOTUN
MOOUJIBHOTO KOJa, B TOM 4YHCII€ pErucTparus
COOBITHH, CBA3aHHBIX C UCIOJIb30BAHUEM TEXHOJIOTUIH
MOOWJIBHOTO KOJa, MX aHaJIM3 W pearupoBaHHUE Ha
HapyILICHHUS, CBA3aHHBIE  C  HCIIOJIB30BAaHUEM
TEXHOJIOTHI MOOMIJIBHOTO KO/Ia

3UC.8

KOHTpOHB CAHKINUOHUPOBAHHOIO MW  HUCKIIOYCHUC
HECAaHKIIMOHUPOBAHHOTO HCIIOIb30BAHHS TEXHOJIOTHH
nepenayn peyr, B TOM YUCIIE PErucTpaiys COOBITHH,
CBSI3aHHBIX C HCITOJIE30BAaHMEM TEXHOJOTHM nepcaaqyu
pedH, WX aHaJUM3 M pearupoBaHHE HA HAPYIICHHS,
CBSI3aHHBIC C MCIOJIb30BAHUEM TEXHOIOTHI nepecaain
pedn

31UC.9

KoHTponb  CaHKIIMOHMPOBAaHHONW MW  HMCKIIIOUCHHE
HECAaHKLMOHUPOBAHHOM nepenayn
BuacoMH(OpPMAIIMK, B TOM YHCII€ PETUCTpaIus
COOBITHH, CBSI3aHHBIX c repenadeit
BUJCOMH(DOPMALINN, WX aHAIM3 U PEarupoBaHUE HA
HapyIlIeHus, CBSI3aHHEIC c nepenaveit
BUJcOUH(pOpMALIUU

31C.10

[TonTBepkaenue MIPOUCXOXKICHUS HMCTOYHUKA
nH(pOopMaIuK, TOTy4yaeMol B MPOIECCe OMpPEaeIICHUs
CEeTEeBBIX aJPECOB IO CETEeBBIM HMMEHaM WIH
OTIPEJICIICHUS CETEBBIX UMEH 10 CETEBBIM aj[pecam

3UC.11

OO0ecrieyeHre IIOUIMHHOCTU CETEBBIX COEIMHEHUM
(ceaHCOB B3aMMOJICHCTBHSA), B TOM YHCJIC IS 3AIUTHI
OT ITOIMEHBI CETEBBIX YCTPOMCTB U CEPBUCOB

31C.12

HckimoueHne BO3MOKHOCTH OTpHULIAHKS
nojb3oBaTeneM (akTa OTIPaBKU IE€PCOHAIBHBIX
JAHHBIX JPYrOMY I0JIb30BaTEII0

31C.13

HckimoueHne BO3MOKHOCTH OTpHULIAHKS
nojb3oBateneM (¢akTa IOJYy4YeHHsS IEepCOHATbHBIX
JAHHBIX OT JIPYroro MoJIb30BaTels

31C.14

Hcnonp3oBaHue yCTPONCTB TEPMHUHAIBHOTO JOCTYIA
11 00pabOTKY IEPCOHANBHBIX JTaHHBIX




3UC.15 3amyTa apXWBHBIX (aiIoB, MapamMeTpOB HACTPOUKH + +
CPEINCTB 3aIIMTHl MH(OpPMANMU W TMPOrPaMMHOTO
oOecriedeHUs] ¥ MHBIX JAaHHBIX, HE MOJUIekKAIIUX
M3MEHEHUIO B Tpoliecce 00pabOTKU MepCOHATbHBIX
TaHHBIX

3UC.16 BoisaBiienue, aHaau3 51 O10KHpOBaHME B
MH(OPMAITMOHHON  CHUCTEME  CKPBITBIX  KaHaJoOB
nepeaadnd nHpopMaLuu B 00X0J peaJu30BaHHBIX Mep
WM BHYTPH pa3pellieHHBIX CETEBBIX MPOTOKOIOB

3UC.17 Paz6uenune nHpopmMarmoHHOW CUCTEMBI HAa CETMEHTHI + +
(cermeHTHpOBaHNE HMH(POPMAIIMOHHOM CHCTEMBI) H
oOecriedeHrne  3allUThl  TIEPUMETPOB  CETMEHTOB
MH(POPMAITMOHHOW CHCTEMBI

3UC.18 ObGecnieueHne 3arpy3Ku U UCTIOJIHEHHSI TPOrPAMMHOIO
o0ecreyeHns: ¢ MallMHHBIX HOCHTENIEH TIepCOHATBHBIX
JAHHBIX, JOCTYIHBIX TOJBKO JUIsl YTE€HUs, U KOHTPOJIb
LEJIOCTHOCTH JAHHOTO MIPOrPaMMHOT0 00ecrieyeHHs

3UC.19 W3onsumst mpoueccoB (BBIMOJIHEHHWE MporpamMm) B
BBIJICJICHHOW 00JIacTH MaMsITH

3UC.20 3amuTa OeCIPOBOAHBIX COCTUHEHUHN, MPUMEHSIEMBIX B + + +
MH(POPMALIMOHHON CUCTEME

XIV. BoisiBiaenue nHIUACHTOB U pearupoBanue Ha HuX (MHLI)

HHII.1 Onpenenenue Jull, OTBETCTBEHHBIX 3a BBISBICHHUE + +
WHLUJIEHTOB U pearupoBaHUe Ha HUX

WHIIL.2 OOHapyxeHHe, WACHTUQUKAIMA ¢  PErHCTpanus + +
MHIIMJICHTOB
MHIL.3 CBoeBpeMeEHHOE UHPOPMUPOBAHHE T, + +

OTBETCTBEHHBIX 32 BBIABICHUE HHIMICHTOB U
pearupoBaHKe Ha HUX, O BOSHUKHOBCHUHU MHIUIACHTOB
B HMH()OPMAIMOHHOW CHCTEME TOJIb30BaTeIsIMH U
aMUHUCTPATOPAMH

HHII.4 AHanu3 UWHIWACHTOB, B TOM YHUCJE OMNpPEACIICHUE + +
HMCTOYHUKOB U IPUYUH BOSHUKHOBEHMS MHITUCHTOB, a
TaK>Xe OIICHKA UX ITOCIICICTBUN

WHIL.5 [IpunsiTue Mep 1O YCTPAaHEHUIO TOCIEACTBHI + +
MHIUIECHTOB
WNHIIL.6 [InanupoBaHue U NPUHATHE MEP IO MPEJOTBPALLECHUIO + +

IMOBTOPHOI'O BOBHUKHOBCHUSA HHIITUACHTOB

XV. Vnpasnenue koHpUrypanuein HHPOPMAIIMOHHONH CHCTEMBbI M CUCTEMBbI 3aIUThl IEPCOHATBHBIX
naHHbIX (YKO)




YK®.1

Omnpenenenune nuil, KOTOPBIM pa3pelieHbl JeHCTBUS 1O
BHECEHUIO M3MEHEHUH B KOH(UTypaIuio
MH(POPMALMOHHOW CHCTEMBl M CHUCTEMBI 3allUThHI
MEePCOHATBHBIX JTaHHBIX

VYK®.2

VYmpasienue U3MEHEHUSIMU KOH(UTyparuu
WH(OPMAITMOHHON CHCTEMBI M CHUCTEMBl 3all[UTHI
MIEPCOHAIBHBIX TAHHBIX

YK®.3

AHanM3 MOTEHIMATBHOTO BO3/IEHCTBUS TUIAHUPYEMBIX
U3MEHEHUH B KOHQUrypanuuu WHPOPMAITMOHHON
CHCTEMBI W CHCTEMBI 3aIUTHI IEPCOHATBHBIX JaHHBIX
Ha oOecredeHue 3aIlUThl MEePCOHATBHBIX JAHHBIX U
COIIACOBAaHME  W3MEHEHMH B  KOH(UTYpaluu
MH()OPMAIMOHHON CHCTEMBI C JOJDKHOCTHBIM JIUIIOM
(pa®GoOTHHUKOM), OTBETCTBEHHBIM 3a oObOecreueHue
0€30IacHOCTH MEPCOHATBHBIX JaHHBIX

VKD .4

JlokymeHTHpoBaHue wuHpopManuu (TaHHBIX) 00
W3MEHEHUSAX B KOHGUTypanuu HHPOPMAIIMOHHOM
CHUCTCMBI U CUCTEMBI 3alIUThI ICPCOHAJIBHBIX JaHHBIX




"+" - Mepa 1o obecredeHno 6€30MacHOCTH MePCOHANBHBIX TaHHBIX BKJIIOYCHA B Oa30BbIN
HaOOp Mep 7Sl COOTBETCTBYIOIIETO YPOBHS 3alTUIIICHHOCTH MEPCOHANBHBIX JTaHHBIX.

Mepsl o obecrieueHnI0 0€30MaCHOCTH TIEPCOHATBHBIX JaHHBIX, HE 0003HAUYEHHBIE 3HAKOM
"+", NpUMEHSIOTCA MpHU ajantanud 0a30BOro Habopa Mep U YTOYHEHHMH aJalnTHPOBAHHOTO
0a30Boro Habopa Mep, a TaKke NpU pa3padOTKe KOMIIEHCHUPYIOIIUX Mep MO 00ecredeHuro
0€301MacCHOCTH NMEPCOHAIBHBIX TaHHBIX.




