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XOTuTe opraHmM3oBaTb 6@30MNacHbIN 1 3alMLLEHHbIA AOCTYN K UHTEPHETY Ha CMapTOHe nan HoyToyke npuv NOAKAOYUEHUN K
HeHaZeXHoWn ceTun, Hanpumep k cety WiFi B rocTuHuLe nnn kadpe? BupTyanbHasa yactHasa ceTb (VPN) No3BoauT Bam
KoOHPMAEHLUMaNbHO 1 6e30nacHO paboTaTb B He3aLMLLEHHbIX CeTAX, KaK ec/iv bbl Bbl HAXOAWAUCE B YaCTHOW ceTu. Tpaduk
noctynaet c cepBepa VPN v npogo/iKaeT ABVXKeHWe B NYHKT Ha3HavyeHus.

B couetaHuu ¢ coegmnHeHusamn HTTPS gaHHas cxeMa No3BOoNSeT 3alUUTUTb YYeTHble AaHHble 1 TpaH3aKuum B 6ecnpoBojHOMN

ceTu. Bl MoXxeTe 0601TK reorpadmyeckmie orpaHNYeHns 1 LLeH3ypy 1 CKPbITb CBOE MeCTOMoI0XeHe 1 Ntoboin Hellndpyembiii
Tpadunk HTTP OT He3aLNLLEeHHON CeTu.

MpeunmyuiecTtBa N HeaocTaTKu L2TP npoTtokona
MpeunmyllecTBa:
e llcronb3yeT HafeXHbI 1 6e30mnacHbl anropnT™ WwindposaHus AES-256
o [logaepxvBaeT 60/bLLIOE KONUYECTBO OMNepaLMoOHHbIX CUCTEM
e [IpocCTOIN B HAaCcTpoOVike
HepocTaTku:
e lcnonb3yet UDP nopt 500, KOTOPbIA MOXET 6bITb 3a6/10KMPOBaH HEKOTOPbLIMY BpaHaMay3pamm
e HemHoro meaneHHee, Yem IPSec IKEv2, 13-3a ABOVMHOW MHKANCyNALMN

ﬂ,ﬂﬂ noagknro4veHmA VPN H€O6XOAI/IMO creHepmpoBaTb KOHCI)I/IpraLI,I/II-O, KaK 3TO CA4eNaTb Mbl paCCKa>XeM HIXe.


https://en.wikipedia.org/wiki/Virtual_private_network
https://en.wikipedia.org/wiki/HTTP_Secure
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LLiar 1. Mpno6peTeHune cepBepa

Ha cTpaHuue 3akasa NetRay onnatute Taprd VPN - PLUS (L2TP_IPSec)

MNocne ycnewHow onaatbl Bbl NONy4YnTe COObLLEHME Ha NOYTY. B coobLueHnn 6yayT ykasaHbl MHGOpMaLMsA O cepBepe U JaHHble
yZAaneHHOro ynpasneHus.

**/laHHbIE 08MOPU3AYUU He A8ASHMCS YHUKANbHLIMU. [Ipu nepeom exode cucmema npuHyouUmMenbHO UHUYUUpPyem CMeHy Naposs.

[Mocse nodkroYeHUA K cepsepy 8am nompebyemcs nodmeepoums 8awly 1UYHOCMb C NOMOWbo naposs. 06a3amesnbHoO co3dalime
HOOeXHbIU U YHUKA/bHLIU Naposs He MeHee 8 cuMe0/108.

% Remote Desktop Connection —

Remote Desktop
< Connection
Llar 2. MNoagknouyeHMe K cepBepy

General Display Local Resources Experience  Advanced

ﬂ.ﬂﬂ YAaNneHHOro yripaBneHA BblAEeNEHHBIM CEPBEPOM HeO6XO,£||I/IMO MOAKMHOUYNTBCA K Logon settings
. EA Enter the name of the remote computer.
Hemy Yepes RDP: -
Computer: | [ip-address V|
EC”M y Bac OC Windows‘ User name: |\rp5.local'\.Podministrator |

You will be asked for credentials when you connect.

1. OTkpownTe meHto Myck — MoaknoYveHne K yaaneHHoMy pabouemy crony. Vin
Win+R v BBeaunTe B nose “mstsc”

2. B none KomnbloTep BBeAMTE MOJIyYEeHHbIW U3 NCbMa Ny6AnYHBIN IP-agpec
cepBepa.

3. HaxmuTte MoAKNOUYANTD. Save Save fs... Open...

[] Allow me to save credentials

Connection settings

Save the cument connection settings to an RDF file or open a
} saved connection.

'\f Hide Options Help


https://billing.net-ray.com/index.php?rp=/store/hostingvpn/vpn-plus-l2tp-ipsec

virtual technologies
NetRay w

4. BeguTe Nmsa nonb3oBaTens v Maponb. [1ocse nodkaoYeHUs k cepeepy 8aM nompebyemcs nodmeepoums 8awly AUYHOCMb C

nomouwbto naposa. 06a3amesnbHO co3dalime HadexCHbIl U YHUKA/IbHbIU hapo/b He MeHee 8 CUMB0/IO08..
5. Haxmute OK.

Echmny Bac OC Linux:

1. YcraHoBuTe RDP-knmeHT (rdesktop, Remmina v np.).
2. OTkpounTe TepMuHan.
3. NMogaknroumTech K cepBepy (Npumep ana rdesktop) :

rdesktop <server IP> -u <user> -p <password>

YKaxuTe:

o <server IP> — ny6nnuHbin IP-agpec cepsepa;
o <username> — 1Ms MOJib30BaTenNs;
o <password> — naposb.

Ecnny Bac OC MacOS:

1. YcraHoBuTe Microsoft Remote Desktop v 3anycTuTe ero.

2. Haxmwute +.

3. B none PC name BBeguTe NnybanyHbIl IP-agpec cepsepa.

4. BeeawnTte Username u Password.

5. Haxmwute Save.

6. [Baxabl LLEeNKHUTE MO CO34aHHOMY MOAK/IOYEHUIO B CNIUCKE.


https://selectel.ru/blog/rdp-clients-for-linux/?utm_source=kb.selectel.ru&utm_medium=innerreferral&utm_campaign=Brand_160222_connecttoserver
https://itunes.apple.com/ru/app/microsoft-remote-desktop/id1295203466
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NMocne nogkn4yeHUsa K cepBepy Bam HOTPEGyETCH noaTrBepaAnTb Bally JIMHHOCTb C MOMOLbLIO MApPoOJisi.
I'Ip|/| nepeomM Bxoge cmctema npnHyamnTeZibHO MHNLUMUMPYET CMEeHY napons.

Other user

The wuse ssword must be changed before
signing in.

Ob6s3aTeNnbHO Co34anTe HAAEXHbIV U YHUKANbHbIA Napoib He MeHee 8 CIMBOJIOB.
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Other user

vps.local\Administrator

Confirm password

Sign in to: vps.local

How do | sign in to another domain?

LLiar 3. MonyyeHue KoHUrypauumn

Ha BalueMm cepBepe yxe npefyCcTaHOB/EH CLEeHapU AN reHepaunm KoHGUrypaumn.
Bbl MOXeTe creHepupoBaTb KOHOUIypauuio 1 3arpy3nTb ee Ha Nt0boe 13 CBOUX YCTPOMCTB.
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Ansa nonyyerns VPN KoHoUrypaumm, BaM Heobxo4nMo:

1. 3anycTuTb Ha BalweM paboyem CTone cepBepa vepes KOHTekCTHoe MeHto_Run with PowerShell “Create_user.ps1”

Open

Run with PowerShell
Edit

T-Zip

CRC SHA

Open with...

Share with

Restore previous versions
Send to

Cut

Copy

Create shortcut

Delete

Rename

Properties
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2. B3anyuieHHoM nporpaMmme BaM byaeT NnpeAsioxXeHo BBECTU IOFVH 1 Mapo/b A5 NOMb30BaTe s, KOTOPOro Bbl XOTUTE CO34aThb.

B KoHLe paboTbl NporpaMmbl byzeT co3gaH ¢ann “user.txt” ¢ BBegeHHbIMY BaMW AAaHHbLIMW, @ TakXXe CeKPeTHbIM KoY
PreshardKey.

** 0bpamume 8HUMAHUE YmMO naposb 00/xEeH b6biMb He MeHee 8 CUMBO0/108, 00/ eH co0epxame 60abWUe U MaseHbKUe 6yKabl,
yuopesl u cneycumeosnsl. Hanpumep: Aa123!@#

[Mocne co3aaHMA Nonb30BaTeNA Bbl Ternepb MOXeTe CMOKOWHO noakntoyaTtbca K VPN

s bt

File Edt Format View Help

|]ogm.- test
password: Aa1231@#
Preshardiey: Bdd6cc8d03c898796144dcBE39103a8% a1 3abaB30bl2e8bbbed 1836094452

login: tetd

password: Aal231@3

Preshardiey: 8d46ccBdd3c6898196144dcBE191832859a013aballdbl2eBbbbed1836c9d452
login: tt

password: Aal23!23

Preshardkey: Bdd6ccB8d@3c6898f96144dcBB39103a89ba013abaB3Bbl2eBbbbed1836c9d452




virtual technologies
NetRay w

3. ECnv Bbl XOTUTE NPOBEPUTL YXKe CyLLEeCTBYHOLWMX NOb30BaTeNel, 3ab610KMpoBaTb UKV YAAIUTL UX, TO BAM HEOHXOAMMO
neperitn Bo Bknaaky “Active Directory Users and Computers”

er * Dashboard - | 7 Mensge (o] veew Hep

r Mana

Active Directory Administrative Center

Active Directory Domains and Trusts
WELCOME TO SERVER MANAGER

Active Directory Module for Windows PowerShell

Local Server Actree Directory Sites and Sernces

i Al Servers o .- ) | | | Active Directory Users and Computers
I—i-i AD DS " ] b " b ADSI Edat

Component Services
18 pHep CHIICK START

Computer Management

DN5 £ L3d roles ana features

Connection Manager Administration Kit

]
m
B§ File and Storage 5 P A A bt o Defragment and Optimize Drives
o s DHCP
£t WHAT'S KEW " Disk Cleanup

@l Remate Access * : el L | ; s = E] == = %

DNS XEd= | H L aETER

t &l Event Viewer Com|| Name Type Description
Group Policy Management ESDHFP Users  Securty Group...  Members who have vie...
LEARN MORE nternet Information Services (IS) Manager !.E,Dns-‘ndhn-ns Security Group.. DMS Admanistrators Gro.

B DnsUpdateP... Security Group... DINS clients who are per...
%Dunui n ad Security Group Designated administrato

15051 Initiator

Local Seeurity Palicy 3
ROLES AND SERVER GROUPS B Domain Co..  Securty Group.. All workstations and ser...
Roloc: B [ e | P Microsoft Azure Servicas ipal - e i, 5
bl ey Dl ks sl !E.I}orﬂamfcn. Security Group... All domain controfless i..
Network Policy Server B Domain Gue... Security Group... All domain guests
ii'i AD DS T 18 DHCP 1 QDBC Data Sources {32-bit) B, Domain Users  Securtty Group...  All domain users
ODBC Data Sources (64-bit) B Enterprise A Security Group.. Designated sdministrato_
@_.. Manageability L: Manageability Performance Monitor %[ﬂtupnsz K. Security Group.. Members of this group ...
i il Print Managemant !g[:nl:rpm’.é R Security Group.. Members of this group ..
x, ) x, ) S B ogeoge User george
B e Sarvices TR e B Group Polic.. Security Group.. Members in this group c.
Fi Monit;
e e IR E._ Guest User Built-in sccount for gue,
i mManc | mManc Roc 0 " s 4o
SEance SERNance Routing and Remote Access BB Key Admins  Security Group.. Members of this group ...
BPA results BPA results Senvices EF,PrcTz(ttd Us... Security Group Members of this group ..
System Configuration R RAS and 1AS ... Security Group... Servers in this group can

!EF.tad only 0., Securty Group.. Members of this group ..

Systern Infarmation
lﬂSc hemaAd.. Security Group... Degignated administrato..
-

Task Scheduber
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4. Ecnw Bbl XOTUTE CMeHUTb KoY PreshardKey, To Bbl MOXeTe 3T0 cfenaTth Yepes BKaaaky “Routing and Remote Access”. B

OTKPbIBLUMMCS OKHE BblbepuTe BaLl cepBep U HaxMuTe NMKM “CBoMcTBa”, 3aTeM BK1aAKy “Security”

Dashboard

Local Server

All Servers

AD DS

DHCP

DNS

File and Storage Services b
s

Remote Access

B SERVERS
N -  tota

EVENTS

WIN-CBB

WIN-CBE
WIN-CBB1F
WiIN-CEB1F
WIN-CEEB 1FBI
WIN-CER1FE

A
File Action View Help

Manage Toals Wiew Help

% 2m X5\

E Routing and Remcte Access
) Server Status
v [ WIN-CEBIFBLUOGT
“_H_'_ Network Interfaces
E Remote Access Chents ()
B Poris
‘2d Remote Access Logging &t H
P
v 3 P
B Genenl

= Static Routes

WIN-C681FBLUOGT

Welcome to Routing and Remolte Access

Routing and Remots Access provides SeCure rémols ACCess o phivate Networks.

Use Routing and remote access to configure the following:

WIN-COBIFELUOGT Properties ? b 4

Gensral  Secumty  |Pvd PvE IKEw2 PPF  Logong

Tha fuahericatnn prowser vBlidees cragertials for ramats sccess cherts
and demand-disl muters.

Autheritication provider

Authertication Methods.

The accourting provider maintains a log of connection reguests and
3e33loa

Accourting provider;

[Windenes Aceeuning ~|
The custom 1Psec palicy spacifies a presharad key for LZTPAKEY2
connections. The Routng and Ramate Access senvice should be started to
284 this option. IEw 2 rilistors corfiguned 1o suthendicate this senver using
cestificate wil not be able to connedt,

W Alow custom IPsec policy for LITP/IKEv2 connection

Freshanmd ey

551 Cerificate Brding
™ Uee HTTP

Select the cedficate the Sscure Socket Tunneling Pratocal (S5TP)
sarver should uee (o bind with S5L (Web Listener)

) betwean two private networks,
iwcri-. (VEN] gateway,
poESS SErver

hrislation (NAT).

| Remote Access server, on the Action meny, dick Add Server.
|



LWar 4. NogknoyeHue VPN

e Windows (Bam HyxeH nyHKT Ne5 “Moaknioyaemcs no VPN”)
e /IMA nodknoYeHUs 3ajaBaiTe Kakoe BaM XO4eTcs.

e [P adpec - 310 agpec Bawero VPN cepBepa.

e Tun VPN - |2TP c 06LWLKM KHOUOM.

e O6wul knoy - 370 PreshardKey B daiine “user.txt”

e Jlo2uH U Napo/b — TakxXe HaxoauTcsa B panne “user.txt”.
e Linux

e MacOS (pa3gen “Hactpounka VPN (L2TP/IPsec) pna MacOS")
e Android

o iOS

LLar 5. NpoBepka IP-agpeca

[lanee o0b6s13aTeNbHO NpoBepbTe CBOV IP-agpec. 3TO MOXHO cAenathb C
MOMOLLIbIO 6ecrniaTHbIX Whois-cepBr1COB, MOCETVB HYXHbI CanT. Hanpumep:

. 2ip
e whoer.net
e hidem
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Jobaeutb VPN-noakntodeHme

Mocraewpmi yeayr VPN
Wima nogknioueHus

MyOwnVPN

Wima nan appec cepeepa
200.200.200.200

Tun VPN

O6wmid Knrou

Tun gaHHLIX ANA BX0A3

Wima nonszoeatena (HeoGs3aTensHO)

Maponk (HeobazaTensHO)

~/ 3anoMHUTE MOM laHHEIE ANA BXOAA

EENpRTY



https://habr.com/ru/company/ruvds/blog/505824/
https://propk.ru/vpn-linux-l2tp/
https://www.comss.ru/page.php?id=4077
https://www.comss.ru/page.php?id=4087#android
https://www.comss.ru/page.php?id=4087#iphone
https://2ip.ru
https://whoer.net/ru
https://hidemy.name/ru/what-is-my-ip/
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