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Events Using a Smartphone Protective Case.



Abstract:

Security-conscious users are very careful with software they allow their phone to run. They are much less careful

with the choices they make regarding accessories such as headphones or chargers and only few, if any, care

about cyber security threats coming from the phone's protective case. We show how a malicious smartphone

protective case can be used to detect and monitor the victim's interaction with the phone's touchscreen, opening

the door to keylogger-like attacks, threatening the user's security and privacy. This feat is achieved by

implementing a hidden capacitive sensing mechanism inside the case. Our attack is both sensitive enough to

track the user's finger location across the screen, and simple and cheap enough to be mass-produced and

deployed en masse. We discuss the theoretical principles behind this attack, present a preliminary proof-of-

concept, and discuss potential countermeasures and mitigations.
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Design and Control of Small Mobile
Phone Automatic Film Pasting Machine

Abstract:

Aiming at the following problems, low efficiency of manual film, easy to produce bubbles and irregular, the small
semi-automatic pasting machine is inconvenient, the large automatic pasting machine is expensive, a new
automatic film pasting machine for mobile phone is put forward. The automatic film pasting machine is mainly
composed of clamping, driving, cleaning, positioning and foil, it can remove implementation the functions of
mobile phone screen cleaning, remove protective layer, automatically align the mobile phone screen and film. The
power system is driven by a stepping motor, and the automatic control of the stepping motor is realized by
AT89C51 single chip. The driving circuit of the stepping motor is composed of ULN2003. The display screen
selects 8”8 LED display screen, and gives the display control circuit based on 51 single chip microcomputer. The
result shows that the automatic film pasting machine achieves the preset functional requirements, the structure is
simple, and the film holding efficiency is improved.
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Micromachining of gorilla glass

Abstract:

For the first time, this paper presents micromachining of gorilla glass, which is a new tough and transparent

substrate, but has not been used in MEMS yet. We have demonstrated that microstructures made of Gorilla glass
have several advantages for MEMS applications, including flexibility and high fracture toughness. Wet etching

with hydrofluoric acid (HF) was found more effective because it prevents creation of sharp corners. The process

was optimized with an additive of hydrochloric acid (HCI) to reduce surface roughness, and the etching rate is

approximately 12 pm/min. The microcantilevers made of Gorilla glass is capable to bend 12.26 degrees without
breaking, which is very different from the conventional brittle glass (including Pyrex or Borosilicate).
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ABSTRACT

Thermoluminescence and phototransferred thermoluminescence measurements of
protective glass from smartphones are described. Samples of Gorilla Glass were examined
from nine different manufacturers and 40 different phone models. Additionally, 12 glasses
believed to be original equipment manufacturer replacements, as well as three glass samples
from U.S. finishers, were also studied. Altogether, 99 different Gorilla Glass samples were
examined. The radiation-induced thermoluminescence signal produced glow curve shapes
specific to the Gorilla Glass generations and could be used to distinguish between them. A
background thermoluminescence (and phototransferred thermoluminescence) signal was
found in all unirradiated samples. Its intensity and shape were found to be dependent on the
Gorilla Glass generation, phone manufacturer, and phone model. The background signal was
demonstrated to be produced by ultraviolet light exposure; the shape of the background
signal was able to be reproduced by the combined exposure to a broad-spectrum solar
simulator and a 302 nm ultraviolet light source. The background signal intensity was found
to vary with the location from which it was taken on the glass. It was also found to be
dependent on the depth within the Gorilla Glass due to absorption of the ultraviolet light as
it traversed the medium. Removal of the glasses’ surface layers was found to be an
inadequate method for removing the background signal. In some samples, the background
signal intensity was large enough to significantly contribute to the total
thermoluminescence (and phototransferred thermoluminescence) signal; therefore, a matrix
deconvolution method was introduced to separate the background signal and radiation-
induced signal. This method was found to enable dose reconstruction using the radiation-

induced signal alone.
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Abstract

With the advancement of the intelligent era of Industry 4.0, in order to solve the problem of low-
efficiency and high miss-detection rate using manual visual inspection for the detection of surface
defects on smartphone protective screens, surface defects on smartphone protective screens based on
convolutional neural networks are intreduced as the detection method. This detection method exhibits
excellent feature extraction capabilities and powerful target classification performance during the
preprocessing, model design, model training, and detection of smartphone protective screens images.
Experimental results show that the detection method can achieve accurate detection of defects such as
punctures, bright spots, and scratches on the surface of the smartphone protective screens. The
detection verification rate is as high as 98%, and the accuracy is high, which meets the actual needs of

enterprises.
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BBIOpaHHOM TEME, TEM HE MEHEE UX Pa3HOOOpa3ue CUIIbHO OTIUYAETCS OT
PYCCKOSI3bIYHBIX UCTOUHUKOB. HecMOTpsl Ha TO, UTO IO MOEMY MHEHHUIO 3TO
JIOCTaTOYHO aKTyaJlbHasi TeMa, BCE YK€ aBTOPHI OOJIBITMHCTBA CTaTeil He
MOJIb3YIOTCSI MOMYSPHOCTBIO.
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