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THUAT NGU, TU VIET TAT

STT Tir viét tat Nghia diy di
| CNTT Cong nghé thong tin
2 | CSDL Co s¢ dir liéu
3 | HSbXCb Hb so d& xuit cap do
4 LAN Mang ndi b0
5 WAN Mang tin hoc dién rong
6 | VPN Vitural Private Network
7 | DMZ Vung mang phi quan sy

DANH MUC CAC BANG

Bang 1. Danh muc céac tng dung/dich vu cung cép boi hé thong

Bang 2. Quy hoach dia chi IP cac ving mang trong hé théng

DANH MUC CAC HINH VE, PO THI

Hinh 1. Cau trac logic cta hé thong

Hinh 2. Két ndi vat Iy cua hé thong




PHAN I. THONG TIN TONG QUAN VE HE THONG THONG TIN

41. Thong tin Chii quan hé thong thong tin
- Tén Té chirc: Bénh vién Lao va Bénh phéi Ca Mau

- Quy dinh chitc nang, nhiém vy va quyén han: Quyét dinh s
0941/QD-UBND, ngay 05 thang 9 nim 2025 cta Uy ban nhén dan tinh Ca
Mau vé viéc quy dinh chirc nang, nhiém vy, quyén han va co cau té chirc cua
Bénh vién Lao va Bénh phéi Ca Mau thudc SG'Y té tinh Ca Mau.

- Nguoi dai dién: Tran Quang Diing ; chac vu: Pho Giam dbc phu
trach diéu hanh

- Pia chi: S6 100, duong Hai Thuong Lan Ong, phuong Hoa Thanh, tinh
Ca Mau

- Thong tin lién hé: S6 dién thoai: 02903 688 988
42. Thong tin Pon vi van hanh
- Tén don vi van hanh: T6 cong nghé thong tin

- Quy dinh chic ning, nhiém vu va quyén han: Quyét dinh s
60/QD-BVLBP ngay 09/9/2025 cta Bénh vién Lao va Bénh phdi Ca Mau
thanh lap t6 Cong nghé thong tin thudc Bénh vién Lao va Bénh phoi Ca Mau.

- Ngudi dai dién: Bui Hiru Thai ; Churc vu: Nhan vién

- Pia chi: S6 100, duong Hai Thuong Lan Ong, phuong Hoa Thanh, tinh
Ca Mau

- Thong tin lién hé: S6 dién thoai: 0913578071
43. Mo ta pham vi, quy mé ciia hé thong

- Pham vi, quy mo cta Hé thong thong tin: Hé thong thong tin phuc vu
hoat dong nd1 b cuia Bénh vién va c6 xur ly thong tin riéng, thong tin ca nhan
ctia ngudi dung nhung khéng xir Iy thong tin bi mat ctia nha nude; hé thong co
so ha tdng cong nghé thong tin phuc vu hoat dong ctia Bénh vién.

- Dbi tuong phuc vu cua h¢ théng: Can b0, nhan vién y té, nguoi lao dong
cua Bénh vién va nguoi bénh.

- Danh muc cac hé thong thong tin thanh phan/cac dich vu duoc cung cap
boi Hé thng:

+ Phan mém quan 1y bénh vién (HIS)



+ Hé théng quan 1y xét nghiém (LIS)
+ Hé théng chan doan hinh anh (PACS)
+ Hé thong Quan 1y vin ban va Diéu hanh
+ Bénh an dién tor (EMR)
+ Heé thng chir ky sb
+ Co s6 ha tAng cong nghé thong tin
44. MB& ta cau tric cia hé thong

44.1. So @b logic tong thé

oz

%

W Web/App
Ving mane bign
RT Ehﬁ W
i SERVER FARM
W
DB Server
LAN
sw F h
May Tram

Hinh 1. Cau trac logic cta hé thong

Cac ving mang duoc thiét ké nhu sau:

- Vung mang bién dugc dat cac thiét bi Router, Firewall dé két ndi hé

thong ra cdc mang bén ngoai va mang Internet.

- Vung DMZ dit cac may cha cong cong, cung cap dich vu ra bén ngoai

Internet.

- Vung may chu ndi bd (Server Farm) dat cac may chu ndi by, may chu co

so dir liéu, cung cdp cac dich vu/chuyén nganh cho ngudi sir dung trong hé

thong.

- Vung mang LAN: dit cac may tram va cac thiét bi ngoai vi dé két ndi hé

théng dich vu cua Bénh vién, truy cap mang Internet.
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44.2.

wung mang nél bé

So d6 két noi vat ly

........

wing may chd ndl bd vang mang blén ving DMZ

Hinh 2. Két ndi vat Iy cua hé thong

44.3. Danh muc thiét bj sir dung trong hé thong

ST Tén thiét b/ Vi tri trién o
) Muc dich sir dung
T Chung loai khai
Két ndi hé théng voi cac mang
1 | Router Microtik VEng mang bél"l n’goéti; lam métA toan b6 kAé't
bién noi td1 cdc mang bén ngoai hé
théng khi gap su cd
10 t A0 vao/ra va ba
Firewall (Microtik c6 | Vung mang QAuar‘l y iy ap \‘/ao e V ¢ 2{0
2 , . . , N vé vung DMZ; Vung may chu
tinh nang tuong lra) | bién .
noi bo.
3 | SW Cieeo960 Ving mang T%lié't bi dinh tuyén két ndi
DMZ vung DMZ
4 | sw ciseos6s0 Ving may Thiét bi dinh tuyén quan 1y, két

chu nd1 bo

noi vung may chu ndi bd




‘ Thiét bi dinh tuyén quan 1y, két
: Vung mang IO S . A
SW Cisco2960 bia noi dén cac vung may chu ndi
ién
bd, ving DMZ
Vung mang Thiét bi dinh tuyén quan 1y, két
SW/Cisc02960 tai cac toa nbi dén cac ving may chi ndi
nha bo, ving DMZ
WebServer (mdy chu | Vung man
L, ver (mdy chu | Vung mang May chu cai dat ung dung Web
vat 1y) DMZ
Database Server Vine mé
u .
(may chu 4o va may . gN }j Luu trtt CSDL ctia hé thong
o, chu noi bo
chu vat ly)

Bang 1. Danh muc thiét bi sir dung trong hé thong

44.4. Danh muc céc wng dung/dich vu cung cip béi hé thong

ST Tén dich v May chii/Ung dung cai diat/Ving Muc dich sit dung
T ) ) mang/HDH ’ ’
Web Server (Vat ly)/Cai dat
. . Web-App/Vung DMZ/Window . .
Phan mém Server 2016 Cai dat phan mém
1 | datlich kham , dang ki kham bénh
bénh Online Database Server (May Ao)/ Cai dat Online
Oracle server 11gR2/Vung may
chu no1 bo/Linux
App Server (May &o)/Cai dat . .
. . App/Vung may chu  noi Cai dat phan mém
Phén mém bo/Window Server 2019 quan 1y bénh vién
2 | quan ly bénh . phuc vu cong tac
vién (HIS) Database Server (May Ao)/ Cai dat kham chita bénh cho
Oracle server 11gR2/Vung may ngudi bénh
chu no1 bo/Linux
Hé thong App Server (May 4o0)/Cai dit [ Quan ly xét nghiém
3 | quan ly xét App/Vung may chi  ndi |phuc vy cong tac
nghiém (LIS) | bo/Window Server 2016 kham chira bénh




Database Server (May Ao)/ Cai dit
SQL Server 2014/Vung may chu
noi bd/Linux

Web Server (Mday 4o)/Cai dat

Hé théng Web-App/Ving DMZ/Ubuntu o ‘
chin dodn 18.04 Quan ly h¢ thong hinh
o , anh phuc vu cong tac

hinh anh Database Server (May Ao)/ Cai dat kham chita bénh
(PACS) Mysql mariadb Server 10/Vung

may chu ndi bg/Ubuntu 18.04

Web Server (Vat Ily)/Cai dat
Hé théng Web-App/Vung may chi ndi Phuc wvu cong tac
Quan Iy van | b&/Windows Server 2012 quan 1y, diéu hanh va

ban va Diéu
hanh

Database Server (Vat ly)/ Cai dat
IBM Domino Server/Vung may
chu no1 bo/Windows Server 2012

xu ly van ban tai
Bénh vién

Phan mém
quan ly cham
cong van tay

App Server (May ao)/Cai dat
App/Vung may chu '
bo/Windows Server 2019

Database Server (May ao)/ Cai dat

PostgreSQL Server/Vung may chu
no1 bd/Windows Server 2019

nodi

Phuc wvu cong tac
quan 1y cham cong va
tinh luwong cho nhan
vién

Bénh an dién
te (EMR)

App Server (May 4ao)/Cai dat
App/Vung may chu '
bd/Window Server 2019

Database Server (May Ao)/ Cai dit
Oracle server 11gR2/Vung may

nodi

chu no1 bo/Linux

HO so bénh 4n duoc
hién thi va luu trix
bang phuong tién
dién tor (dang trién
khai thir nghiém tai
03 khoa)

Hé thong chir
ky s6

App Server (May ao)/Cai dat
App/Vung may chu ndi bd/CentOS
Linux 7

St dung thay thé chir
ky tay trong cong tac
kham chita bénh va
thanh toan vién phi




Database Server (May Ao)/ Cai dit
MySql Server/Vung may chu ndi
bo/CentOS Linux 7
Hé théng Hé théng co s& ha
9 mang ndi bo téng thong tin phuc
- LAN cua vu hoat dong cua
Bénh vién Bénh vién
Hé théng co s& ha
10 Phong may tang thong tin phuc
chu vu hoat dong cua
Bénh vién

Bang 1. Danh muyc céc Gmg dung/dich vu cung cip boi hé thong

44.5. Quy hoach dia chi IP cac ving mang trong hé thong

STT Vung mang IP Private IP Public

I | Vung may DMZ

2 | Vung may chu ndi bo

3 | Vung mang bién

4 | Vung mang nd1 bo

Bang 2. Quy hoach dia chi IP cic viing mang trong hé théng




PHAN II. THUYET MINH CAP PO PE XUAT

51. Danh muc hé thong théng tin va cap d6 dé xuat

. Cap d0 L.
STT H¢ thong :l P :‘) Can ctr dé xuat
deé xuat
| Phan mém quan 1y bénh vién 5 Khoan 1 Piéu 8 Nghi dinh
(HIS) 85/2016/ND-CP
5 Hé thdng quan 1y xét nghiém 5 Khoan 1 Piéu 8 Nghi dinh
(LIS) 85/2016/ND-CP
; Hé thong chan doan hinh anh 5 Khoan 2 Diéu 8 Nghj dinh
(PACS) 85/2016/ND-CP
, | He théng Quén 1y vin ban va ) Khoan 1, Piéu 8 Nghi dinh
Diéu hanh s6 85/2016/ND-CP
Khoan 1 Piéu 8 Nghi dinh
5 | Bénh an dién tor (EMR 2 S
énh an dicn tir (EMR) 85/2016/ND-CP
, , Khoan 1 Piéu 8 Nghi dinh
6 | Hé thong chit ky s6 2 o
© thong Cat &y 50 85/2016/ND-CP
. Hé théng mang ndi bd - LAN ) Khoan 3 Piéu 8 Nghi dinh
cua Bénh vién 85/2016/ND-CP
Khoan 3 Diéu 8 Nghj dinh
8 | Phong may chu 2 oan o HIew & e A

85/2016/ND-CP

52. Thuyét minh dé xuat cAp d¢ doi voi hé thong thong tin

Hé thong quan 1y va diéu hanh thong tin tai Bénh vién dugc xay dung dé

phuc vu hoat dong cua Bénh vi¢n: trao doi, quan ly, diéu hanh, phuc vu cong

tac kham chira bénh, xtr 1y cong viéc trén moi trudong mang. Can clt theo quy
dinh tai Khoan 1, 2, 3 Diéu 8 Nghi dinh 85/2016/ND-CP, hé thong nay duoc dé
xuat cip do 2.




PHAN III. THUYET MINH PHUONG AN BAO DAM
AN TOAN HE THONG THONG TIN

I. Thuyét minh phwong 4n vé quan Iy bao gém cac ndi dung sau:
1. Thiét 1ap chinh sach an toan thong tin

2. T6 chirc bao dam an toan thong tin

3. Bao dam ngudn nhén lyc

4. Quan ly thiét ké, xay dung hé thong

5. Quan ly van hanh hé thong

- Quan ly an toan mang

- Quan ly an toan may chu va trng dung

- Quan ly an toan di li¢u

- Quan 1y su ¢d an toan thong tin

- Quan 1y an toan ngudi st dung dau cubi.

6. Phuong an Két thuc van hanh, khai thac, thanh 1y, huy bo
I1. Thuyét minh phwong an vé k§ thuat bao gom cac ndi dung:
1. Bao dam an toan mang

1.1. Thiét ké hé théng

1.2. Kiém soat truy cap tir bén ngoai mang

1.3. Kiém soat truy cap tir bén trong mang

1.4. Nhat ky hé théng

1.5. Phong chong xam nhap

1.6. Bao vé thiét bi hé théng

2. Bao dam an toan may chu

2.1. Xac thuc

2.2. Kiém soat truy cap

2.3. Nhat ky hé théng

2.4. Phong chéng xam nhap

2.5. Phong chéng phan mém doc hai



2.6. X Iy may chu khi chuyén giao
3. Bdo dam an toan img dung

3.1. Xac thuc

3.2. Kiém soat truy cip

3.3. Nhat ky hé théng

3.4. An toan tmg dung va mi ngudn
4. Bao dam an toan dur li€u

4.1. Bao mat dir liéu

4.2. Sao luu du phong

Trén co so do, thuyét minh phuong 4n bao dam an toan thong tin cho Heé
théng quan 1y va diéu hanh thong tin bénh vién s& bao gdm cac thuyét minh

thanh phan sau:
ST ) Ciap do dé A
Hé théng P A No¢i dung thuyét minh
T xuat
. TPuyét mir}h pPUOHg an dap ung o) Phu lyc I
yéu cau quan ly
, T}myc:%t minh phuong an dép tng 2 Phu lyc II
yéu cau k¥ thuat
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PHU LUC I. THUYET MINH PHUONG AN BAO PAM AN TOAN

THONG TIN VE QUAN LY VOI CAP PO 2

61. Thiét lap chinh sich an toan thong tin
61.1. Chinh sach an toan thong tin

Yéu cau

Xay dung chinh sach an toan thong tin

Hién trang

Bénh vién thyc hién theo Quy ché Bao dam an toan thong tin
mang trong hoat dong tng dung CNTT cta nganh y té tinh Ca
Mau (dugc Bénh vién Lao — Bénh phéi Ca Mau ban hanh tai
Quyét dinh s6 06/QD-BVLBP ngay 01/8/2025).

Phwong an

1. Quan ly an toan mang:

a) Hé théng mang duoc thiét ké théng nhat, duoc quan ly
dinh danh, xac thuc d6i v6i tat ca nguoi st dung nham muyc dich
quan ly va bao dam an toan va bao mat.

b)  Hé théng mang LAN dugc bao vé bang tuong lua (tich

hop tudng lira trén thiét bi can bang tai Microtik) va phan chia

hé thong mang thanh cac VLAN quan 1y theo chinh sach an toan
thong tin riéng.

¢)  Mang khéng day (WIFI), can thiét 1ap cic thong sd an
toan va dinh ky it nhat 3 thang thay d6i mat khau truy cAp nham
tang cudng cong tac bao mat. H¢ thong mang khong day phai
duogc bao vé bai mat khau an toan.

2. Quan ly an toan may chu va trng dung:
a) May chu duoc thiét 1ap chinh sach xac thuc va kiém soat truy
cap. Cac hé thong thong tin can c6 phuong an gidi han sb lan
dang nhap, tu dong khoa tam thoi tai khoan khi lién tuc dang
nhap sai vugt qua sb 1an quy dinh. T6 chire theo ddi, giam sat tat
ca cac phuong phap ding nhdp tir xa, nhat 1a cac truong hop
dang nhap vao h¢ théng vo1 muc dich quan tri.

b) Kiém tra, giam sat cac hoat dong lién quan dén cac noi luu

trit mat khau va canh bao khi c¢6 nhitng hanh dong bat thudng

(Vi du: user khong c¢6 quyén nhung cd tinh truy xuit dén cac file

lru mat khau. ..).

3. Quan ly an toan dit ligu:
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a) C6 co ché sao luu dit lidu du phong, luu trir dir 1i€u tai noi
an toan dong thoi thuong xuyén kiém tra dé dam bao sin sang
phuc hoi nham ngin ngira va han ché khi sy ¢6 an toan thong tin
mang xay ra. Dt liéu trén may chu dugc sao luu thong qua hé
thong sao luu dit lidu.

b)  Dinh ky hoic khi co thay d6i cau hinh trén hé théng thuc
hién quy trinh sao luu du phong: tap tin cdu hinh hé théng, ban
du phong hé diéu hanh may cha, CSDL; dir liéu, thong tin nghiép
vu va céac thong tin, dir liéu quan trong khac trén hé thong theo
yéu cau ctia don vi van hanh.

¢)  Quyén truy cap phai duoc phén ra theo timg cap do tuong
ung voi tung nhiém vu cda nhan vién va phai dugc phé duyét tir
cap trén.

4. Quan 1y an toan nguoi st dung dau cudi:

a)  Viéc st dung cac thiét bi luu trit ngoai nhu 6 ctng di
dong, cac loai thé nhd, thiét bi luu trir USB,... phai thuong xuyén
quét Virus trude khi doc hoac sao chép dir li€u.

b) Khong str dung cdc may tinh thudc s¢ hitu ca nhan (may
xéach tay cta ca nhan, PDA) hodc nhitng thiét bi luu trit di dong
c4 nhan vao muc dich kinh doanh cta cong ty. Han ché ti da
viée str dung céc thiét bi luu trir ngoai dé sao chép, di chuyén dit
liéu.

¢)  Céc thiét bi dau cudi khi két ndi phai dugc quan 1y va cap
nhat thong tin (tén, chung loai, dia chi MAC, dia chi IP). Can str
dung co ché xac thyc va str dung giao thitc mang an toan

d) Phong KH-TC thuong xuyén theo ddi, kiém tra cac 18
hong bao mat va quan 1y két ndi, truy cap khi str dung thiét bi dau
cudi tir xa.

e) Phong KH-TC huy bo quyén truy cap vao hé thong thong
tin, thu hodi lai tit ca cac tai san lién quan t6i hé thong thong tin
cua Bénh vién (kho4, thé nhan dang, thu muc luu trir, thu dién ti
cong vy, may vi tinh, tai khoan truy cap hé thdng) khi can bo,
vién chirc va nguoi lao dong chuyén cong tac, nghi huu hoic
cham dirt lao dong hop dong.
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f) Phong KH-TC thudng xuyén theo ddi cAu hinh t6i wu va ting
cuong bao mat (cung hoa) cho may tinh ngudi st dung va thuc
hién quy trinh trudc khi dua hé thong vao sir dung.

61.2. Xay dung va cong bod

Yéu cau

Quy dinh vé& xdy dung va cong bd Quy ché bao dam an toan
thong tin

Hién trang

Bénh vién thyc hién theo Quy ché Bao dam an toan thong tin
mang trong hoat dong tng dung CNTT ctia nganh y té tinh Ca
Mau (dugc Bénh vién Lao — Bénh phéi Ca Mau ban hanh tai
Quyét dinh s6 06/QD-BVLBP ngay 01/8/2025).

Phuwong an

S& Y té tinh Ca Mau da xdy dung va cong b Quy ché bao dam
an toan thong tin cho nganh y té Ca Mau

61.3. Ra soa

t, stra doi

Yéu cau

Co6 quy dinh vé viéc ra soat, stra d6i Quy ché bao dam an toan
thong tin

Hién trang

Quy ché Bao dam an toan thong tin mang trong hoat dong tng
dung CNTT ctia nganh y té tinh Ca Mau (duwoc Bénh vién Lao —
Bénh phdi Ca Mau ban hanh tai Quyét dinh sé6 06/QD-BVLBP
ngay 01/8/2025).

Phuwong an

Ra soat, stra d6i Quy ché bao dam an toan thong tin:

1. Pinh ky hoic khi c6 thay d6i Quy ché bao dam an toan thong
tin kiém tra lai tinh phu hop va thuc hié¢n ra soat, cap nhat, bod
sung.

2. Trong qua trinh thyc hién Quy ché, néu c6 van dé vudng mic,
phat sinh, cdc don vi phan anh kip thoi vé Vian phong S¢' Y té dé
téng hop bao cao Lanh dao s xem xét diéu chinh, bo sung.

62. To6 chirc bio dam an toan théng tin

62.1. Pon vi

chuyén trach vé an toan thong tin

Yéu cau

Phong KH-TC chuyén trach vé an toan thong tin tai Bénh vi¢n
Lao va Bénh phdi Ca Mau
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Hién trang

Bo phan chuyén trach vé an toan thong tin (Tham chiéu diéu 16
Quy che bao dam an toan thong tin mang trong hoat dong ung
dung cong nghé thong tin nganh y té Ca Mau

Phwong an

Giao Phong KH-TC 1a bo phan chuyén trach vé ATTT cho Hé
théng quan ly va diéu hanh thong tin tai Bénh vién Lao va Bénh
phoi Ca Mau

62.2. Phéi hop véi nhirng co quan/té chire c6 thim quyén

62.2.1. C6 dau mdi lién hé, phdi hop véi cac co quan, td chirc cé tham
quyén quan ly vé an toan thong tin

Yéu cau

Cé6 dau moi lién hé, phoi hop véi cac co quan, t6 chic ¢6 tham
quyén quan 1y v€ an toan thong tin

Hién trang

Tham chiéu Diéu 16 Quy ché bao dam an toan thong tin mang
trong hoat dong trng dung cong ngh¢ thong tin nganh y té tinh
Ca Mau

Phwong an

Bénh vién Pa khoa tinh giao Phong Cong nghé thong tin 13 dau
mdi lién hé, phdi hop véi S¢' Y té, Cong an tinh, Sé Thong tin va
Truyén vé an toan thong tin phuc vu vi¢c bao dam an toan, an
ninh mang cho Hé théng quan 1y va diéu hanh thong tin tai Bénh
vién Lao va Bénh ph6i Ca Mau

62.2.2. C6 dau moi lién hé, phdi hop véi cic co quan, to chire trong cong
tac hd tro diéu phdi xir Iy sw cb an toan thong tin

Yéu cau

C6 dau moi lién h¢, phdi hop voi cac co quan, to chirc trong
cong tac hd trg diéu phdi xir Iy su c6 an toan thong tin

Hién trang

Tham chiéu Piéu 16 Quy ché bao dam an toan thong tin mang
trong hoat dong Uimg dung cong ngh¢ thong tin nganh y té Ca
Mau

Phuwong an

Phong KH-TC lam dau méi, té churc thuc hién viée tiép nhan va
xur 1y céc su ¢d vé an toan thong tin cia Hé thong thong tin.
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11.1.1. Tham gia cac hoat dong, cong tac bao dim an toan thong tin khi c6
yéu ciu ciia to chirc ¢6 tham quyén

Yéu cau

Tham gia cac hoat dong, cong tac bao ddm an toan thong tin khi
c6 yéu ciu cua t6 chire co tham quyén

Hién trang

Dap tng

(Tham chiéu Diéu 15 va Piéu 16 Quy ché bdo dim an todn
thong tin mang trong hoat dong ing dung cong ngh¢ thong tin
nganh y té Ca Mau)

Phwong an

Tham gia cac hoat dong, cong tac bdo dam an toan thong tin khi
c6 yéu cau cua to chtrc c6 tham quyén

12. Béo dam ngudn nhén luc

12.1. Tuyén dung

Yéu cau

C6 quy dinh vé tuyén dung can bd va diéu kién tuyén dung can
bo

Hién trang

Pap tng mdt phan (Pd c6 cdan bg chuyén trach bao dam an toan
thong tin mang cua Bénh vign. Tuy nhién, trong Quyét dinh
tuyén dung hodc hop dong lao dong chwa cé quy dinh trach
nhiém)

Phwong an

B6 sung Quy dinh vé tuyén dung can bd va diéu kién tuyén
dung:

a) Quy dinh cén bd duogc tuyén dung vao vi tri lam vé an toan
thong tin c6 trinh d9, chuyén nganh vé linh vuc cong nghé thong
tin, an toan thong tin, phu hop véi vi tri tuyén dung.

b) Co6 chuyén gia trong linh vuc danh gia, kiém tra trinh do
chuyén mén phu hop véi vi tri tuyén dung.
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12.2. Trong qua trinh lam vi¢c

12.2.1. Cé quy dinh vé viéc thwe hién ndi quy, quy ché bao dim an toan
thong tin cho nguoi sir dung, can b quén 1y va van hanh hé théng

Yéu cau

C6 quy dinh vé viéc thuc hién ndi quy, quy ché bao dam an toan
thong tin cho ngudi st dung, can bd quan Iy va van hanh hé
thong

Hién trang

Dap tng

(Tham chiéu Piéu 15 Quy ché bdo dam an toan théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mauy).

Phwong an

Quy dinh vé viéc thuc hién bao dam an toan thong tin trong qua
trinh lam viéc:

Trach nhiém bdo dam an toan thong tin cho can bd quan ly va
van hanh hé théng

a) Can bo chuyén trach phai thiét 1ap phuong phap han ché truy
cap mang khong day, giam sat va diéu khién truy cap khong day,
t6 chirc str dung chung thyc va ma hoa dé bao vé truy cap khong
day t6i hé théng thong tin.

b) Céan bd chuyén trach phai to chtrc quan 1y dinh danh d6i véi
tat ca nguoi dung tham gia sir dung hé théng thong tin.

¢) Cac co quan, dia phuong va cic to chirc, ca nhan tham gia sir
dung céc dich vu ctia hé théng phai tuan thu cac quy dinh vé bao
dam an toan, an ninh thong tin va chiu trach nhi€ém dbi v&i moi
hoat dong trén tai khoan truy cdp cua minh da duoc cp trén hé
théng.

12.2.2. C6 ké hoach va dinh ky hang nim t6 chirc pho bién, tuyén truyén
ning cao nhan thirc vé an toan thong tin cho nguoi sir dung

Yéu cau

C6 ké hoach va dinh ky hang nim t6 chic phd bién, tuyén
truyén nang cao nhan thirc vé an toan thong tin cho nguoi sur
dung

Hién trang

Dap tng
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Phuong an

- Ctr can bo chuyén trach CNTT tham gia cac chuong trinh dién
tap, tAp hudn vé an toan thong tin do cac co quan chirc ning to
chue.

- Cac thong tin tuyén truyén, phd bién kién thirc vé& an toan
thong tin phai duoc phd bién dén 100% cén bo, vién chic va
nguoi lao dong trong co quan trén Phan mém Quén 1y van ban
va Diéu hanh.

12.3. Cham dirt hodc thay doi cong viéc

a) Can bo chdm dut hodc thay d6i cong viéc phai thu hoi thé truy cap,
thong tin duoc luu trén cac phuong tién luu trit, cic trang thiét bi may moc,
phan ctmg, phan mém va céc tai san khac (néu c6) thudc s hitu cta to chuc.

Yéu cau

C6 quy dinh ddi véi can bo nghi hodc thay doi cong viéc

Hién trang

Dap ung

Phuwong an

- Can bo, vién chirc, ngudi lao dong nghi viéc hoic thay doi
cong viéc phai thu hoi cac tai khoan, quyén truy cap hé thong,
cac trang thiét bi, phan cting, phidn mém va céc tai san khac (néu
c0O) thudc so hiru cua Bénh vién.

- Phong T6 chtic can bo, Trudng cac phong, khoa, trung tdm c6
trach nhiém phéi hop véi Phong KH-TC trong viéc thu hoi tai
san, tai khoan, quyén truy cdp cua can bo, vién chirc va nguoi
lao dong nghi viéc hodc thay doi cong viéc.

b) Co6 quy trinh va thuc hién v6 hiéu hoa tat ca cac quyén ra, vio, truy cip
tai nguyén, quan tri hé théng sau khi can bo thoi viéc.

Yéu cau

Cé6 quy trinh va thyc hién v6 hi¢u hoéa tat ca cac quyén ra, vao,
truy cap tai nguyén, quan tri hé thong sau khi can bg thoi viéc.

Hién trang

Dap ung

(Tham chiéu Diéu 8 Quy ché bdo dam an toan théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mauy).

Phuwong an

Can b0 quan tri phai vo hi€u hoéa tat ca cac quyén ra, vao, truy
cap tai nguyén, quan tri h¢ thong sau khi can bd thoi viéc.
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13. Quan ly thiét ké, xAy dung hé thong thong tin

13.1. Thiét ké an toan hé thong thong tin

13.1.1. C6 tai liéu md ta quy md, pham vi va ddi twong sir dung, khai thac,
quan ly van hanh hé thong thong tin

Yéu cau

C6 tai liu mo ta quy mo, pham vi va dbi tuong st dung, khai
thac, quan 1y van hanh hé thong thong tin

Hién trang

Dap tng

(Tham chiéu Diéu 2, Piéu 6, Piéu 8 Quy ché bdo dam an todn
thong tin mang trong hoat dong wng dung cong nghé thong tin
nganh y té Ca Mauy).

Phuong an | Thiét ké an toan hé théng thong tin
Yéu cau phai ¢ tai liéu mé ta quy mo, pham vi va dbi tuong sir
dung, khai thac, quan 1y van hanh hé thdng thong tin.
13.1.2. Co6 tai liéu mo ta thiét ké va cac thanh phén caa hé
thong thong tin
Yéu cu C6 tai liéu mo ta thiét ké va cac thanh phan cta hé thng thong

tin

Hién trang

Tham chiéu Piéu 2, Piéu 6, Diéu 8 Quy ché bao dam an toan
thong tin mang trong hoat dong tng dung coéng ngh¢ thong tin
nganh y t&¢ Ca Mau.

Phwong an

Tham muu Lanh dao bénh vién phé duyét tai liéu mo ta thiét ké
va cac thanh phan ctia hé thdng thong tin.

13.1.3. Co tai licu moé td phwong an biao dam an toan

thong tin theo cip d6

Yéu cau

C6 tai liéu mo ta phuwong 4n bao dam an toan thong tin theo cap
do

Hién trang

Dap tng

Phwong an

Phuong an bao dam an toan thong tin theo cip do dugc mo ta tai
Phu luc II tai li€u nay.

18




13.1.4. C¢ tai liéu mo6 ta phwong an lya chon gidi phap cong ngh¢ bao dim
an toan thong tin

Yéu cau

Co tai liéu mo td phuong an lya chon gidi phap cong ngh¢ bao
dam an toan thong tin

Hién trang

Tham chiéu Piéu 8, Piéu 9, Piéu 10, Piéu 11, Piéu 12 Quy ché
bao dam an toan thong tin mang trong hoat dong tng dung cong
nghé thong tin nganh y t¢ Ca Mau.

Phwong an

Tham muu Lanh dao bénh vién phé duyét tai liéu mé ta thiét ké
va cac thanh phan cua hé thong thong tin.

13.1.5. Khi cé thay doi thiét ké, danh gia lai tinh phu hop ciia phwong 4n
thiét ké ddi v6i cac yéu cu an toan dit ra ddi voi hé thong

Yéu cau

C6 quy dinh khi c6 thay d6i thiét ké, danh gia lai tinh phu hop
ctia phuong an thiét ké d6i véi cac yéu cau an toan diat ra ddi véi
hé thong

Hién trang

Dap ung
(Tham chiéu Diéu 6, Piéu 7 Quy ché bdo dam an toan théng tin
mang trong hoat dong ung dung cong nghé thong tin nganh y té
Ca Mau).

Phuwong an

Thiét ké an toan hé thong thong tin

Khi c6 thay ddi thiét ké, danh gia lai tinh phu hop cta phuong
an thiét ké d6i vai cac yéu cau an toan dit ra doi voi hé thong.

13.2. Phat trién phan mém thué khoan
13.2.1. C6 bién ban, hop ddng va cic cam két dbi véi bén thué khoan cac
ndi dung lién quan dén viéc phat trién phin mém thué khoan

Yéu cau

C6 bién ban, hgp dong va cac cam két doi véi bén thué khoan
cac ndi dung lién quan dén viéc phat trién phan mém thué khoan

Hién trang

Dap ung

Phwong an

Quy dinh do6i véi viée phat trién phan mém thué khoan:
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Cé bién ban, hop dong va cac cam két doi véi bén thué khoan
cac n0i dung lién quan dén viéc phat trién phan mém thué
khoan.

13.2.2. Yéu cau cac nha phat trién cung cap ma nguon phan mém

Yéu cau Co6 quy dinh yéu cau cac nha phat trién cung cap ma ngudn phan
mém
Hién trang | Dap ung

Phuong an

Quy dinh dbi v6i viéc phat trién phian mém thué khoan:

Yéu ciu ndi dung quy ché bao dam ATTT hién tai phai co quy
dinh vé viéc yéu ciu cac nha phat trién cung cap ma ngudn phan
mém.

13.3. Thir nghiém va nghiém thu hé théng

13.3.1. Thuc

hién kiém thir hé thong trwée khi dwa vao van hanh, khai

thac str dung

Yéu cau

C6 thuc hién kiém thtr hé théng trude khi dwa vao van hanh,
khai thac st dung

Hién trang

Dap tng

Phwong an

Quy dinh dbi véi viée thir nghiém va nghiém thu hé thong:

Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy
dinh vé viéc thuc hién thir nghiém va nghiém thu hé théng truoc
khi ban giao va dua vao st dung.

13.3.2. Cé ndi dung, ké hoach, quy trinh thir nghiém va nghiém thu hé

thong
Yéu cau Co yéu cau vé nodi dung, ké hoach, quy trinh thir nghiém va
nghiém thu hé thong
Hién trang | Pap ing mot phan

Phuwong an

Quy dinh ddi vai viee thu nghi¢m va nghi¢m thu hé¢ théng:
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Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy
dinh vé viéc co nodi dung, ké hoach, quy trinh thr nghi¢ém va
nghiém thu hé thong.

B6 sung quy trinh thir nghiém va nghiém thu hé thong tai dy
thao Quy ché thir nghiém va nghiém thu hé théng trong vong 06
thang ké tir khi HSBXCP dugc phé duyét.

13.3.3. C6 by phan cé trach nhiém thwe hién thir nghiém va nghiém thu hé

théng

Yéu cau

C6 bd phan c6 trach nhi€ém thuc hién thir nghiém va nghiém thu
hé thong

Hién trang

Dép ung

Phwong an

Quy dinh dbi v6i viéc thir nghiém va nghiém thu hé thong:

Yéu cau ndi dung quy ché bao dam ATTT hién tai phai c6 quy
dinh vé viéc c6 bd phan co trach nhiém thyc hién thir nghiém va
nghiém thu hé théng.

14. Quan Iy van hanh hé thong thong tin

14.1. Quan ly an toan mang

14.1.1. Quan Iy, van hanh hoat dong binh thuong ciia hé thong

Yéu cau C6 quy dinh vé quan 1y, van hanh hoat dong binh thudng cta hé
thdng
Hién trang | Dap ung

(Tham chiéu Diéu 6, Diéu 7, Diéu 8, Piéu 9, Diéu 10 Quy ché
bao dam an toan thong tin mang trong hoat dong ung dung cong
nghé thong tin nganh y té Ca Mau,).
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Phuong an

Quan 1y, van hanh hoat dong binh thuong cia hé théng may chi
va dich vu

a) Bao dam cho hé diéu hanh, phf&n mém cai dit trén may chu
hoat dong lién tuc, 6n dinh va an toan.

b) Thuong xuyén kiém tra cu hinh, céc file nhat ky hoat dong
cua hé diéu hanh, phan mém nham kip thoi phat hién va xu ly
nhitng su co néu co.

¢) Quan 1y céac thay d6i cau hinh k¥ thuat ctia hé diéu hanh, phan
mém.

d) Thuong xuyén cap nhat cac ban va 15i hé diéu hanh, phan
mém tir nha cung cap.

e) Loai bo cac thanh phan cta hé diéu hanh, phan mém khong
can thiét hodc khong con nhu cau sur dung.

f) Cac ban quyén phan mém can duoc théng ké, quan 1y thoi
gian han phuc vu cho viéc gia han.

14.1.2. Cip nhat; sao lwu dw phong céc tip tin cAu hinh hé théng va khéi

phuc

hé thong sau khi xdy ra su co

Yéu cau

C6 quy dinh vé cap nhat; sao luu du phong céc tap tin ciu hinh
hé théng va khoi phuc hé thong sau khi xay ra su ¢6

Hién trang

Tham chiéu Piéu 10 Quy ché biao dam an toan thong tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té tinh
Ca Mau.

Phwong an

Cap nhat, sao luu dy phong va khéi phuc sau khi xay ra su cd:

Trién khai hé théng va phuong tién luu trit doc 1ap voi he théng
luu trit trén cac may chu dich vu dé sao luu du phong; phan loai
va quan ly thong tin, dir li¢u dugce luu trir theo tung loai/nhom
thong tin dugc gan nhan khac nhau; thuc hién sao luu, du phong
cac thong tin, dit liéu co ban sau: tap tin cAu hinh hé théng, anh
hé diéu hanh méy chi, CSDL; dit liéu, thong tin nghiép vu.

14.1.3. Truy

cAp va quén ly cau hinh hé thong

Yéu cau

Truy cip va quan Iy cdu hinh hé thong

Hién trang

Dap ung

22




(Tham chiéu Diéu 8 Quy ché bdo dim an todn théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mauy).

Phwong an

Truy cap va quan 1y cau hinh hé thng:

Cén bd quan ly, nhan vién van hanh truy cap, khai thiac thong tin
tai Trung tAm dit liéu theo trach nhiém va phan quyén duoc quy

dinh; viéc khai thac thong tin phai bao dam nguyén tic bao mat,

khong duoc tu ¥ cung cap thong tin ra bén ngoai.

14.2. Quan ly an toan may chu va ung dung

Chinh sach, quy trinh quan 1y an toan may chii va ing dung bao gom:
14.2.1. Quan ly, vin hanh hoat djng binh thudng cia hé thong may chi va
dich vu

Yéu cau

C6 quy dinh vé quan 1y, van hanh hoat dong binh thudng cta hé
théng may chu va dich vu

Hién trang

Dap ung

(Tham chiéu Diéu 9, Diéu 10 Quy ché bdo dim an todn théng
tin mang trong hoat dong iing dung cong ngh¢ thong tin nganh y
te Ca Mau).

Phwong an

Quan 1y, van hanh hoat dong binh thuong cua hé théng
may chu va dich vu:

a) Bdo dam cho h¢ diéu hanh, phr:in mém cai dit trén may chu
hoat dong lién tuc, 6n dinh va an toan.
b) Thuong xuyén kiém tra cdu hinh, cac file nhat ky hoat dong
cua hé diéu hanh, phan mém nham kip thoi phat hién va xu ly
nhitng su co néu co.
¢) Quan 1y céc thay d6i ciu hinh k¥ thuat ctia hé diéu hanh, phan
mém.
d) Thuong xuyén cap nhat cac ban va 16i hé diéu hanh, phan
mém tir nha cung cap.
d) Loai bo cac thanh phan ctia hé diéu hanh, phin mém khong
can thiét hodc khong con nhu cau str dung.
e) Cac ban quyén phan mém can duoc thong ké, quan 1y thoi
gian han phuc vu cho viéc gia han.
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14.2.2. Truy

cap mang cia may chu

Yéu cau

Cé6 quy dinh quan 1y truy cap mang ciia may chu

Hién trang

Dap tng

Phuwong an

Truy cép mang cia may chu:

Bao dam cac két ndi mang trén may chu hoat dong lién tuc, 6n
dinh va an toan. Cau hinh, kiém soat cac két noi, cac cong dich
vu tr bén trong di ra cling nhung bén ngoai vao hé thong.

14.2.3. Truy

cap va quan tri may chua va ing dung

Yéu cau

Cé6 quy dinh quan 1y truy cap va quan tri may chu va ing dung

Hién trang

Dap tng

Phwong an

Truy cap va quan tri may chu va img dung:

a) Thay d6i cac tai khoan, mat khau mic dinh ngay khi dua hé
diéu hanh, phdn mém vao sir dung.

b) Cap quyén quan 1y truy cap cua ngudi stt dung trén may chu
cai dt hé diéu hanh.

¢) Toan bd may chu va thiét bi cong nghé thong tin khong phai
may tinh ngoai trir cac hé thong bit budc phai cé giao tiép voi
Internet (cac hé théng phuc vu truy cp Internet; cung cdp giao
dién ra Internet cua trang tin dién tir, dich vu cong, thu dién tu;
phuc vu cap nhat ban va h¢ diéu hanh, miu mi doc, mau diém
yéu, mau tin cong) khong duoc két ndi Internet.

14.2.4. Cap nhit, sao lvu dw phong va khdi phuc sau khi xay ra sw ¢6

Yéu cau

C6 quy dinh vé cap nhat, sao luu du phong va khoi phuc sau khi
Xay ra sy ¢

Hién trang

Dap ung

(Tham chiéu Diéu 10 Quy ché bdo dam an toan théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mau).
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Phwong an | Cap nhat, sao luu dy phong va khoi phuc sau khi xay ra su cd:
Trién khai hé théng/phuong tién luu trit doc 1ap voi hé thong luu
trit trén cac may chu dich vu dé sao luu du phong; phan loai va
quan 1y thong tin, dit li¢u dugc luu trt theo tung loai/nhom
thong tin dugc gan nhan khac nhau; thuc hién sao luu, du phong
cac thong tin, dir liéu co ban sau: tap tin cAu hinh hé théng, anh
hé diéu hanh may cha, CSDL; dir liéu, thong tin nghiép vu.

14.3. Quan ly an toan dir liéu

14.3.1. Chinh sach, quy trinh du phong va khoi phuc dir liéu

Yéu cu C6 chinh sach, quy trinh du phong va khoi phuc dir liéu

Hién trang | Bap ting
(Tham chiéu Piéu 10 Quy ché bdo dam an toan théng tin mang

trong hoat ddng g dung céng nghé théng tin nganh y té Ca
Mauy).

Phwong an | Yéu cdu an toan d6i voi phuong phap ma héa

a) Bénh vién &p dung quy dinh sir dung cac phuong thirc ma hoa
thich hop theo cac chuan qudc gia hoic qudc té da duoc cong
nhén dé bao vé thong tin.

b) C6 bién phap quan Iy khda ma hoa thich hop dé hd tro viée sir
dung céc ky thuat ma hoa.

2. Phan loai, quan ly va st dung khoa bi mat va dir liéu ma hoa.
3. Co ché mi hoa va kiém tra tinh nguyén ven cta dit liéu.

4. Sao luu du phong va khoi phuc dit liéu (tin suit sao luu du
phong, phuong tién luu trt, thoi gian luu trir; noi luu trit,

phuong thtrc luu trir va phuong thire 14y dit liéu ra khoi phuong
tién luu trir.

14.3.2. Pinh ky hodc khi ¢é thay ddi cdu hinh trén hé thdng thwe hién quy
trinh sao lwu duw phong: tip tin cAu hinh hé théng, ban dw phong hé
diéu hanh may chi, co s& dir liéu; dir liéu, thong tin nghiép vu

Yéu ciu C6 quy dinh dinh ky hodc khi co thay d6i cAu hinh trén hé théng
thuc hién quy trinh sao luu du phong: tap tin cau hinh hé thong,
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ban du phong hé diéu hanh may chu, CSDL; dir li€u, thong tin
nghiép vu

Hién trang

Dap tmg.

Phuwong an

Dinh ky hodc khi c6 thay d6i cau hinh trén hé théng thuc hién
quy trinh sao luu du phong: tip tin cdu hinh hé thdng, ban dy
phong hé diéu hanh may chi, CSDL; dit liéu, thong tin nghiép
vu. Ban sao luu duoc luu trit tdi thiéu thanh 02 ban va duogc luu
trir & hai dia chi khac nhau.

14.4. Quan 1y sw c6 an toan thong tin

14.4.1. Phan nhém sy c6 an toan thong tin mang

Yéu cau

C6 quy dinh vé phan nhom sy ¢b an toan thong tin mang

Hién trang

Dap tng
(Tham chiéu Piéu 12 Quy ché bdo dam an toan théng tin mang

trong hoat dong g dung céng nghé théng tin nganh y té Ca
Mauy).

Phwong an

1. Phan loai mirc 4 nghiém trong cua cac sy cd, bao gom:

a) Thap: su ¢ gdy anh hudng c4 nhan va khong 1am gian doan
hay dinh tré hoat dong chinh ctia don vi: may tinh tram bi nhiém
phﬁn mém doc hai, phén mém hé diéu hanh, cac phﬁn mém ung
dung cai dat trén may tinh ca nhan phat sinh 16i;

b) Trung binh: sy c¢d anh huwéng dén mot nhom ngudi dung
nhung khong gdy gidn doan hay dinh tré hoat dong chinh cua
don vi: hé théng mang cta 1 (mot) khoa, phong, ban, trung tim
thudc don vi bi ngung hoat dong, phan mém doc hai 1ay nhiém
tat ca cac mdy tinh tram trong 01 khoa, phong, ban, trung tam;

¢) Cao: su ¢ 1am cho thiét bi, phan mém hay hé théng khong
thé sir dung duogc va c6 anh hudng dén hoat dong cua don vi: hé
thong quan 1y van ban va diéu hanh, hd so cp phép, mot cua
dién tr cua don vi bi ngung hoat dong, mot s6 thiét bi cong ngh¢
thong tin quan trong (bd chuyén mach trung tam, thiét bi dinh
tuyén, thiét bi tuong lira, may cha quan 1y tap tin chung,) bi hu
héng;
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d) Khan cip: sy cb anh huong dén su lién tuc cta nhiéu hoat
dong chinh cua don vi: toan b h¢ théng thiét bi cong nghé
thong tin, hé théng cung cap dién ngung hoat dong, hé thong
trang thong tin dién tir bi tin tic (hacker) tin cong, xAm nhap,
thay do61 noi dung...

14.4.2. Phwong 4n tiép nhén, phat hién, phan loai va xir Iy ban dau su c6

an toan thong tin mang

Yéu cau

C6 phuong an tiép nhéan, phat hién, phan loai va xu 1y ban dau
su c¢b an toan thong tin mang

Hién trang

Dap tng

(Tham chiéu Diéu 12 Quy ché bdo dam an toan théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mau).

Phuwong an

Quy trinh Gmg ctru sy cb an toan théng tin mang thong thudng
va nghiém trong theo quy dinh tai Pidu 12 Quyét dinh sb
1361/Qb-SYT.

14.4.3. Ké hoach wng pho sw ¢ an toan thong tin mang

Yéu cau

Xay dung ké hoach trng pho su ¢ an toan thong tin mang

Hién trang

Tham chiéu Khoan 3,4 Diéu 12 Quy ché bao dam an toan thong
tin mang trong hoat dong trng dung cong ngh¢ thong tin nganh y
t¢ Ca Mau.

Phwong an

Phong KH-TC tham muu chinh sach, quy trinh quan 1y sy ¢b an
toan thong tin.

14.4.4. Giam sat, phat hién va canh bso su c6 an toan thong tin

Yéu cau

C6 quy dinh vé quan 1y giam sat, phat hién va canh bao su c6 an
toan thong tin

Hién trang

Dap tng.
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(Tham chiéu Diéu 12 Quy ché bdo dam an todn théng tin mang
trong hoat déng g dung cong nghé thong tin nganh y té Ca
Mau).

Phuong an

Cé6 phuong an va diéu dong nhan luc ¢6 kinh nghiém thuc hién
gidm sat, phat hién va canh bao sy cb an toan thong tin, phdi
hop véi cac don vi chuyén trach vé ATTT dua ra canh bao som
vé nguy co mat ATTT trong hé thong.

Poi véi nguoi dung: Thong tin, bdo cdo kip thoi cho can bd
chuyén trach vé ATTT cua Bénh vién khi phat hién cac su cd
giy mat ATTT trong qua trinh tham gia vao hé thong thong tin;
Phdi hop tich cuc trong sudt qua trinh giai quyét va khac phuc
su cO.

14.4.5. Quy trinh @&ng ciru sw c6 an toan théng tin mang thong thuwong

Yéu cau C6é quy trinh Ung ciu su ¢ an toan thong tin mang thong
thuong
Hién trang | Dap ung

(Tham chiéu Khodn 4, Piéu 12 Quy ché bdo dam an toan thong
tin mang trong hoat dong ing dung cong ngh¢ thong tin nganh y
te Ca Mau).

Phuwong an

Phong KH-TC c¢6 trach nhiém tham muu chinh sach, quy trinh
quan 1y su ¢d an toan thong tin.

14.4.6. Quy trinh tng ctru sy ¢ an toan thong tin mang nghiém trong

Yéu cau C6 quy trinh Gng ciu sy cb an toan thong tin mang nghiém
trong
Hién trang | Dap ung

(Tham chiéu Diéu 12 Quy ché bdo dam an toan théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mau).

Phuwong an

Phong KH-TC c¢6 trach nhiém tham muu chinh sach, quy trinh
quan 1y su ¢d an toan thong tin.
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14.4.7. Co ché phoi hop véi co quan chirc niing, cic nhém chuyén gia, bén
cung cap dich vu hd tre trong viéc xir Iy, khic phuc sw c¢d an toan
thong tin

Yéu cau

Cé quy dinh vé co ché phdi hop véi co quan chuc ning, cac
nhom chuyén gia, bén cung cép dich vu hd trg trong viéc xur 1y,
khic phuc sy ¢6 an toan thong tin

Hién trang

Dép ung

(Tham chiéu Diéu 12 Quy ché bdo dam an toan théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mau).

Phuwong an

Phdi hop vé6i co quan chitrc ning, cac nhom chuyén gia, bén
cung cép dich vu hd trg trong vi¢c xu 1y, khéc phuc su cd an
toan thong tin; Yéu ciu bén cung cip, hd tro cung cip quy trinh
xt 1y su ¢b cho cac dich vu do bén cung cip, hd trg cung cip
lién quan dén hé théng

14.5. Quan ly an toan nguoi sir dung dau cudi

14.5.1. Quan ly truy cap, sir dung tai nguyén ngi bo

Yéu cau

C6 quy dinh vé quan 1y truy cép, str dung tai nguyén ndi bo

Hién trang

Dap tng

(Tham chiéu Diéu 8 Quy ché bao dam an toan théng tin mang
trong hoat dong ung dung cong nghé thong tin nganh y té Ca
Mau).

Phwong an

Quan 1y truy cap, st dung tai nguyén ndi bo:

a) Nguoi str dung khi truy cap, st dung tai nguyén noi bo, truy
cap mang va tai nguyén trén Internet phai tuan tha cac quy dinh
ctia phap ludt vé bao dam an toan thong tin va cac quy dinh cua
Bénh vién.

b) Khi cai dat, két ndi may tinh/thiét bi dau cudi phai thyc hién
theo hudng dan/quy trinh dudi sy giam sat ciia Phong KH-TC.
¢) May tinh/thiét bi dau cudi phai duoc xir Iy diém yéu an toan
thong tin, cdu hinh cung hdéa bao mat trudc khi két ndi vao hé
théng.
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14.5.2. Quan ly truy cip mang va tai nguyén trén Internet

Yéu ciu Cé quy dinh vé quan 1y truy cdp mang va tai nguyén trén
Internet
Hién trang | Bap ung

(Tham chiéu Diéu 7, 8, 15 Quy ché bio dam an toan théng tin
mang trong hoat dong ung dung cong nghé thong tin nganh y té
Ca Mau).

Phwong an

Quan ly truy cap mang va tai nguyén trén Internet:

a) Nghiém tac chip hanh cac quy ché, quy trinh ndi bo va cac
quy dinh khac ctia phap luat vé& an toan thong tin mang. Chiju
trach nhiém bao ddm an toan thong tin mang trong pham vi trach
nhiém va quyén han dugc giao.

b) Cé trach nhiém ty quan 1y, bao quan thiét bi, tai khoan, ung
dung ma minh duogc giao su dung.

¢) Khi phat hién nguy co hodc su ¢6 mat an toan thong tin mang
phai bao cao ngay véi cap trén va Phong KH-TC dé kip thoi
ngan chan va xu ly.

d) Tham gia cac chuong trinh ddo tao, hoi nghi vé an toan thong
tin mang duogc tinh hodc don vi chuyén moén td chue.

e) Khong truy cap vao cac hé thong thong tin cong cong khong
rd vé ndi dung hodc c6 ndi dung phan cam, khong phu hop véi
thuan phong my tuc cua Viét Nam. Khong doc thu di¢én tr hodc
tai tép tin dinh kém trong thu khong rd nguoi gui; Khong kich
hoat cac dudng lién két c6 dau hiéu khong rd rang.
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PHU LUC II. THUYET MINH PHUONG AN KY THUAT POI
VOI HE THONG THANH PHAN CAP PQ 2

Hé théng thong tin: Quan 1y va diéu hanh thong tin tai Bénh vién Lao va
Bénh phéi Ca Mau duoc dé xuét 1a cép do 2. Do dod, cac may chu dugc st dung
dé trién khai hé thdng va cac thanh phan khac trong hé théng nhu ha ting
mang, hé théng luu trit,...duoc thuyét minh phuong an dap tmg yéu cu cap do
2 nhu sau:

1. Bao dam an toan mang

1.1. Thiét ké hé théng

a) Cac vung mang trong hé théng:

ST
T

Yéu ciu P/A Ghi chu/Mb ta

) La vung dat cac may tram va cac
1 | Vung mang ndi bo(LAN) Co . & & o v I
thiét bi ngoai vi

Két nbi hé thé)ng v&1 mang Internet

2 | Vung mang bién Co
Ung mang va mang di¢én rong
bat may chu WEBAPP, cho phép
3 | Vung DMZ Co | truy cap truc tiép tir cic mang bén
ngoai va mang Internet.
4 | Vung may chu ndi b C6 | La vung dat may chu co sé dir lidu.

b) Phuong 4n bao dam an toan thong tin

ST

T Yéu ciu P/A Ghi chia/Mb ta
Phuong an quan ly
¢ % qu? t¥ St dung Tuong ltra Generic Firewall co
ru Ca 2 ua’n rl 4 ’ 4 ~ A 9 4

1 ALl Co | tich hop chuc nang VPN dé quan ly truy

hé théng tir xa an ) o .
to3 cap, quan tri h¢ thong tir xa an toan.
oan

2 Phuong 4n quan ly N/A | Su dung Tuong ltra Generic Firewall c6

truy cadp gilta cac tich hop chtrc nang IPS dé quan 1y truy cip
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vung mang va giita cic ving mang va phong chong xam
phong chéng xam nhap.

nhap

Phuong 4n du

phong cho cac thiét | C6

bi mang chinh

.2. Kiém sodt truy cdp tir bén ngoai mang

ST

Yéu cau

P/A

Ghi chu/Mbo ta

Thiét 1ap hé thong chi cho
phép sir dung cac két ndi
mang an toan khi truy cép
thong tin ndi1 by hoac
quan tri hé théng tir cac
mang bén ngoai va mang
Internet

Co

Hé théng sir dung Tudng ltra Generic
Firewall c6 tich hgp chirc nang VPN
duoc thiét 1ap chi cho phép két nbi
mang co hd tro ma hoa, xac thuc khi
truy cap thong tin ndi by hodc quan
trj hé thong tir cac mang bén ngoai va
mang Internet.

Kiém soat truy cip tir bén
ngodi vao hé théng theo
tung dich vy, rng dung cu
thé; chan tat ca truy cap
té1 cac dich vy, ing dung
ma hé théng khéng cung
cap hodc khong cho phép
truy cép tir bén ngoai

Co

Tuong ltra Generic Firewall dugc
thiét 1ap chi cho phép kiém soat truy
cap tir bén ngoai vao hé thong theo
ting dich vy, tng dung cu thé; chin
tat ca truy cap t6i cac dich vu, ung
dung ma hé théng khong cung cép
hodc khong cho phép truy céap tir bén
ngoai

Thiét 1ap gioi han thoi
gian cho (timeout) dé
dong phién két ndi khi hé
thong khoéng nhan dugc
yéu cau tr nguoi dung.

Co

Thiét 1ap giéi han thoi gian cho
(timeout) dé dong phién két ndi khi
hé thong khong nhan duoc yéu cau tir
nguoi dung trén Tuong Iora Generic
Firewall va ngat phién két ndi VPN
khi ngudi dung khong thao tic su

dung trong 1 khoang thoi gian
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1.3 Kiém sodt truy cdp tir bén trong mang

ST

T Yéu cau P/A Ghi chu/Mé ta
Chi cho phép truy cap
cac ung dung, dich wvu Chinh sach kiém soét truy cép tur cac
bén ngoai theo yéu cau ving mang trong hé théng di ra cac
1 [ nghi€p vu, chan cac dich | C6 | mang bén ngoai va mang Internet

vu khac khong phuc vu
hoat dong nghiép vu theo
chinh sach cuia to chirc

dugc thiét lap trén Tuong lira
Generic Firewall

1.4. Nhit ky hé théng

Yéu ciu Thiét 1ap chirc ning ghi, | St dung may chu thoi gian
lwu trit nhat ky hé thong | trong hé théng dé dong bo
; trén céac thiét bi hé théng | thoi gian
Thiét bi
Router outsite/ + +
SWDMZ/Microtik + +
SWSF/ Cisc03650 + +
SW/Cisc02960 + +
WAF/WAF
+ +
v2secure
1.5. Phong chong xam nhdp
ST A A e
T Yeéu cau P/A Ghi chu/Mo ta
C6 phuong a4 h¢
0; P R 8 ) an . pq on%r . Str dung Tuong ltra Generic Firewall
chong xam nhap dé bao v¢ | Pap o L P
1 . . o, co tich hop chic nang IPS dé bao vé
cac vung mang trong h¢ | ung

thong

céc ving mang trong hé thong
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binh ky cap nhat CSDL Iy Thuc hién dinh ky cdp nhat CSDL
r r a. r 7
2 |dau hi€u phat hién tan 1’1 P dau hi€u phat hién tan cong mang trén
n
cong mang 8 Tuong Itra Generic Firewall.

1.6. Bio vé thiét bi hé thong

Céu hinh chtrc [ Chi cho phép st | Han ché cac dia chi
o nang xac thuc | dung céc két ndi mang co thé két ndi,
Yeu cau trén cac thiét mang an toan khi | quan tri thiét bi tur
bi truy cap, quan tri | xa
thiét bi tir xa
Thiét bi
Router Microtik + + -
Firewall (Microtik
c6 tinh nang tudong + + +
Itra)
SWDMZ/Cisc0296
- - -
0
SW Cisco3650 + + +
SWSEF/ Cisc02960 + + -
SW/Cisc02960 + + +
WAF/WAF
- - -
v2secure

2. Bio dam an toan may chu

2.1. Xac thuc

Thiét 1ap | Thay  doi | Thiét lap chinh sich mat khau
chinh sach | cac tai | an toan: Yéu cau thay d6i mat
Yéu ciu xac  thuc @oan mac k,hau mac d;nhi Thl‘et }ap quy
trén may |dinh  trén | tdc dit mat khau vé s6 ky tu,
chu hé  thong |loai ky tu; Thiét lap thoi gian

yéu cau thay do6i mat khau;

34




May chu

hoac vO

hi¢u hoa

Thiét 1ap thoi gian mat khau
hop 16

Web Server (may
ao, vat ly)/Cai dat
Web-App/Ving

DMZ/ Window
Server 2014, 2016,
2019/ Ubuntu 18.04

Database Server
(may &o)/Cai dat
SQL server 2014,
MySql Server, IBM
Domino Server,
PostgreSQL Server,
Mysql mariadb
Server 10, Oracle
server 11gR2/Vung
may cha ndi bo/
Window Server
2019, Linux

2.2. Kiém sodt truy cdp

Yéu cau

May chu

Chi cho phép str dung
cac két ndi mang an
toan khi truy cap, quan
tri may chu tir xa

Thiét 1ap gioéi han thoi gian
cho (timeout)

Web Server (may 4o,
vat ly)/Cai dat
Web-App/Vung DMZ/

- +
Window Server 2014,
2016, 2019/ Ubuntu
18.04
Database Server (may
+ +

ao0)/Cai  dat  SQL
server 2014, MySql
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Server, IBM Domino
Server,  PostgreSQL
Server, Mysql mariadb
Server 10, Oracle
server  11gR2/Vung
may chu ndi  bo/
Window Server 2019
va Linux

2.3. Nhit ky hé thong

Thiét 1ap lap | Pong bd thoi [Luu nhat ky hé

Yéu ciu chic ning ghi | gian giita may | théng trong khoang
nhat ky hé | chu v61 may chu | thoi gian t61 thi€u la
théng trén cac | thoi gian 01 thang
may chu

May chu

Web Server (may 4o,

vat  ly)/Cai  dat

Web-App/Ving N N N

DMZ/ Window

Server 2014, 2016,

2019/ Ubuntu 18.04

Database Server

(may 4o)/Cai dat

SQL server 2014,

MySql Server, IBM

Domino Server,

PostgreSQL  Server, T + +

Mysql mariadb
Server 10, Oracle
server 11gR2/Vung

may chia ndi bd/
Window Server 2019
va Linux
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2.4. Phong ché'ng xdam nhap

Yéu ciu Loai bo cac | Su dung | V6 hi¢u héa | Thuc , hién
tai  khoan | tudong Itra cua | cac giao | nang cap, xu
khong st | hé diéu hanh |thtc mang |1y diém yéu
dung, cic|va hé théng | khong an | an toan thong
tai khoan | dé¢ cAm cac | toan, cac [ tin trén may

May chu khong con | truy cdp trai | dich vu hé | chu trudc khi
hop 1¢& trén | phép t6i méy | théng khong | dua vao su
may chu chu su dung dung

Web Server (may 4o,
vat  ly)/Cai  dat
Web-App/Vl‘mg N N N N
DMZ/ Window
Server 2014, 2016,
2019/ Ubuntu 18.04
Database Server
(may ao)/Cai dat
SQL server 2014,
MySql Server, IBM
Domino Server,
PostgreSQL  Server, + + + +
Mysql mariadb

Server 10, Oracle
server 11gR2/Vung
may chu ndi bo/
Window Server 2019
va Linux

2.5. Phong chéong phan mém déc hai

Yéu cau

May chu

Cai dat phan mém phong
chéng ma doc va thiét lap
ché do tu dong cap nhat

Kiém tra, do quét, xir Iy phan
mém ddc hai cho cic phan
mém trudc khi cair dat

Web Server (may 4o,
vat  ly)/Cai  dat
Web-App/Ving
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DMZ/
Server 2014, 2016,

201

Window

9/ Ubuntu 18.04

Database
(may
SQL
MySql Server, IBM
Domino
PostgreSQL  Server,
Mysql
Server
server
may chu ndi
Window Server 2019
va Linux

Server
do)/Cai  dat
server 2014,

Server,

mariadb
10, Oracle
11gR2/Vung
bo/

2.6. Xit Iy mdy chii khi chuyén giao

ST
T

Yéu cau

P/A

Ghi chu/Mo ta

dich str dung

C6 phuong an x6a sach thong
tin, dr liéu trén may chu khi
chuyén giao hodc thay doi muc

Dap
ung

Hién tai chua c6 phuong én
chuyén giao cho don vi khac st
dung. S€ c6 phuong an xd6a sach
thong tin, dir li€u trén may chu
khi chuyén giao hodc thay doi
muc dich sir dung

3. Biao dam an toan ung dung

3.1. Xdc thuc

Yéu cau

Thiét cau
hinh Umng dung
dé thuc

nguoi su dung

lap
Xac

khi truy cap,

['Tng dung

quan tri, cau

hinh Umg dung

Luu trtt c6 ma
héa thong tin
xac thuc hé
thong

Thiét 1ap cau [ Han ché so6

hinh mg dung | 1an ding nhap

dé dam bao an | sai trong
thoi

gian nhit dinh

toan mat khau | khoang
nguoi st dung
voi tai khoan
nhét dinh
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H¢ théng
quan 1y va
diéu hanh

thong tin tai
Bénh
Lao va Bénh
phdi Ca Mau

vién

3.2. Kiém sodt truy cdp

Chi cho phép su
dung cac két nbi

Thiét lap gidi han

thoi gian cho

Gio1 han dia chi mang
quan tri dugc phép

Yéu ciu mang an toan khi | (timeout) dé dong | truy cap, quan tri ing
truy cp, quan tri | phién két ndi khi | dung tir xa
ung dung tur xa ung dung khong
nhan duoc yéu
Ung dung cdu tr nguoi
dung
Hé théng quan
1y va diéu hanh
thong tin tai
+ + +

Bénh vién Lao
va Bénh phoi
Ca Mau

3.3. Nhit ky hé théng

Yéu cau

l'fng dung

Ghi nhat ky hé thong bao gém
nhitng thong tin co ban sau: (1)
Thong tin truy cdp tng dung (2)
Thong tin dang nhdp khi quan tri
tmg dung; (3) Thong tin cac 16i
phat sinh trong qua trinh hoat
dong (4) Thong tin thay doi cau

hinh tng dung.

Nhat ky hé thong phai
dugc luu trir trong khoang
thoi gian t6i thiéu 1a 01
thang
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Hé théng quan
1y va diéu hanh
thong tin tai
Bénh vién Lao
va Bénh phoi
Ca Mau

3.4. An toan vrng dung va ma nguén

Yéu cau

['Tng dung

C6 chirc ning kiém tra tinh hop 1& cua thong tin, dit liéu dau
vao trude khi xtr ly

Hé théng quan
1y va diéu hanh
thong tin tai
Bénh vién Lao
va Bénh phoi
Ca Mau

4. Bao dam an toan dir li€u

4.1 Bao mdt dir liéu

ST

Yéu ciu P/A Ghi cha/Mb ta

1 |tin, d&r li€u cong khai) trén h¢ Co lvu trt ma hoéa st dung

trir

Luu trir ¢c6 ma hda céc thong

tin, dir liéu (khong phai 1a thong Dt liéu duogc nén va duoc

théng luu trit/phuong tién luu EAS 256
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4.3 Sao luu du phong

ST
Yéu ciu P/A Ghi chit/M56 ta
T
Co6 thuc hién sao luu du
Thuc hién sao luu dy phong céac
phong cac thong tin, dir liéu
thong tin, dit li€u co ban sau: )
) ) co ban sau: tap tin cau hinh
tap tin cau hinh hé thong, ban )
1 Co hé thong, ban duy phong hé

du phong hé diéu hanh may chu,
CSDL; dir liéu, thong tin nghiép

vu

diéu hanh may chi, CSDL;
dir li¢u, thong tin nghi€p vu

trén 6 cimg di dong
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