
This documentation does not cover all the work and effort involved in 
creating the CI pipeline. I have only included the details that I 
believe may be of interest. 

 

Flow diagram 
 

 
 
 

Credentials (only work on my local 
network):  
 
-> Jenkins and GitLab VM (shiv:1234) 
 
-> Jenkins server IP address: 172.16.18.11:8080 

   Jenkins Credentials: shiv:1234 
 

-> GitLab server IP address: 172.16.18.9:8090  
   GitLab Credentials: shiv:whatuhave & root:Chandigarh@$#130 
 



-> Selenium grid address: 172.16.18.11:4444/grid/console 
 
Link of Automation Repository: 
https://github.com/ShivSahil/Automation/tree/master 

Setting up Virtual MachineS on a Server 
(I am using my desktop as the host 
server.) 
I have created two virtual machines, allocating appropriate RAM, CPU 
cores, and disk space to each. Both VMs are running Ubuntu Server. 
 
 
 

 
 
Software Installed on Each Ubuntu Server: 

https://github.com/ShivSahil/Automation/tree/master


●​ SSH: Installed on both servers to enable communication between 
them and allow remote access via my laptop.​
 

●​ Docker Engine and Docker Compose: Installed for container 
management and orchestration.​
 

●​ Vi Editor: Installed for editing configuration files directly on 
the servers. 

 
 
 
 
 
Note: Jenkins container is based on Debian & gitLab on Ubuntu and 
both support Bash shell 

 
 

Creating Jenkins Container 
Below is the docker-compose.yml file used to create the Jenkins 
container. 



 
 
 
Docker file explanation 

 services:  

jenkins
:  

We can give any name to newly created service.I 
have given “jenkins”  

 

container_name: 
jenkins  

This is the name of the container we 
have given to the service jenkins. 



 

image: 
jenkins/jenkins  

This is the name of the image which gets 
downloaded 

    

ports:    

 - 
"8080:8080"  

We want to expose jenkin’s port 8080 to my VM’s 
internal port 8080. Later we will use this port 
to connect to jenkins 

    

volumes:   

  - 
"$PWD/jenkins_home:/var/jenkins_hom
e"  

All the information of jenkins container 
(/var/jenkins_home) will be saved in VM’s 
$PWD/jenkins_home  

  

 



Running docker compose up -d will create or recreate the service(s) 
defined in the docker-compose.yml file 

The command docker compose restart jenkins stops and then starts the 
Jenkins service. 

 

 

Installing and Configuring Plugins on 
Jenkins 

Once Jenkins is up and running, install & configure the Maven 
Integration plugin, git and the Strict Crumb Issuer plugin, 
which helps you trigger jobs remotely in a secure way. 



 

 

Below is a sample Bash script I used to generate a crumb token, 
which enables triggering Jenkins jobs remotely. I also used a 
variation of this script inside Git hooks. 

 

#!/bin/bash 

# Retrieve crumb token 

crumb=$(curl -u "shiv:1452A" -s 
'http://jenkins:8080/crumbIssuer/api/xml?xpath=concat(//crumbReq
uestField,":",//crumb)') 

 



# Trigger the Jenkins job 

curl -u "username:password" -H "$crumb" -X POST 
'http://172.16.18.11:8080/job/JobName/build?delay=0sec' 

 

Creating GitLab Container 
Below is the docker-compose.yml file used to create the GitLab 
container. 

 
 



Running docker compose up -d will create or recreate the service(s) 
defined in the docker-compose.yml file 

The command docker compose restart git stops and then starts the Git 
service. 

 

 

Adding a repository to gitlab 

Think of this entire repository as the Developer Repository. 
Whenever we push changes to this repository, the post-receive 
Git hook will automatically trigger the Jenkins job. That 
Jenkins job will then compile our framework code and start the 
execution on the Selenium Grid. 

 



 

⭐Adding GitHook to GitLab Container  

Heart of CI Pipeline: I placed a Git hook file, known as 
post-receive, in the repository inside the GitLab container. 

The post-receive hook is a server-side Git hook that runs after 
the repository has received a push. 

 

Here’s how I did it: 

●​ I entered the GitLab container using: 

​ docker exec -it git-server bash 

​  

●​ Then I navigated to the .git directory of the repository 
named ShivCIpipeline: 

cd /var/opt/gitlab/git-data/repositories/@hashed/6b/86 

 

 



Below is the content of the post-receive hook script: 

 

#!/bin/bash 

 

# Read the ref information from stdin 

if ! [ -t 0 ]; then 

  read -a ref 

fi 

 

# Extract the branch name from the ref 

IFS='/' read -ra REF <<< "${ref[2]}" 

branch="${REF[2]}" 

 

# If the pushed branch is 'main', trigger the Jenkins job 

if [ "$branch" == "main" ]; then 

  crumb=$(curl -u "shiv:1234" -s 
'http://172.16.18.11:8080/crumbIssuer/api/xml?xpath=concat(//cru
mbRequestField,":",//crumb)') 

  curl -u "shiv:1234" -H "$crumb" -X POST 
'http://172.16.18.11:8080/job/gitAutomation/build?delay=0sec' 

 

  if [ $? -eq 0 ]; then 

​ echo "*** Ok" 

  else 

​ echo "*** Error" 



  fi 

fi 

 

 

  

Code says that if 
branch is main then 
we are going to 
generate the crumb.  

if [ "$branch" == "main" ]; then  

  crumb=$(curl -u "jenkinUser:jenkinsPassword" -s 
'http://jenkins:8080/crumbIssuer/api/xml?xpath=concat(//crumbRequestFiel
d,":",//crumb)')  

 

  

 

After crumb is 
generated, maven-job 
will be triggered  

 curl -u "jenkinsUser:jenkinsPassword" -H "$crumb" -X POST 
http://jenkins:8080/job/maven-job/build?delay=0sec  

 

Creating Selenium Hub and Node  

 
Due to lack of space I have installed only chrome 



 
 

 



 

 
 
In case more instances of the google chrome or any other browser are 
needed then use 
 
docker compose up -d --scale chrome=4 

 
 

 
 
 



Creation of Jenkins job 
This job is triggered by the Git hooks configured in GitLab. 
When it starts, it pulls the below Test Automation code from GitHub 
(not from GitLab): 
 
https://github.com/ShivSahil/Automation/tree/master 
 
 
 

 
 
 
 

 
 
 

https://github.com/ShivSahil/Automation/tree/master
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