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DONEeKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKUHI, yJajeHHas paldoTa Hu
yue0a, OHJIaH-pEerucTpali, UHTEPHET-Mara3uHbl U MapKETIUINCH — BCE
ATO HACTOJIBKO IMPOYHO BOIUIO B HAIY IMOBCEIHEBHOCTh, YTO MHOTAA TPYAHO
MOBEPUTH, KaK KWK 0e3 3Toro pansbiie. Yem Oobllie MOrpyx’aeMcs B MUP
WH()OPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUN (daree — HKT), Tem
OO0JIbIIIE CTAHOBUMCS YSI3BUMEE.

Kubeparaku Ha HHGOPMALMOHHYI0 CTPYKTYPY — 3TO OJHA U3 CAMbIX
3HAYUTEIBHBIX U MOCTOSHHO PACTYLIUX YIpo3 AJis IT00albHON 0€30MacHOCTH
B XXI Beke. Ha ¢one BceoOmelt mudposuzanuu 3Ta mpodiiemMa He TPOCTO
HapacTaeT, a HBOJIIOLMOHUPYET, Ha UYTO BIUSAET MIUPOKOE HCIOJIb30BAHUE
VICKYCCTBEHHOI'O HHTEIUIEKTa (Odaree — MHM), Tak KakK 3JIOyYMBIILICHHUKU
HAQUMHAIOT HCMOJB30BaTh €ro s co3JaHug Oosee  M3OLIPEHHBIX
BPEJOHOCHBIX IPOTPaMM, aBTOMATHU3ALUH ATAK U aHAJIN3a YSI3BUMOCTEM.

Kubeparaku npeBpatuiauck U3 npoOaeMbl TEXHUYECKUX CHEIUATUCTOB
B OJ[HY M3 INIABHBIX CTPATETUYECKUX YIPO3 HAIIMOHAIBHOW, YKOHOMUYECKON U
00111eCTBEHHOU 0€30MaCHOCTH JIFOOOI CTpPaHBI.



[To pesynbraraM wucCcaenOBaHUs, MNPOBEACHHOIO B IIPOLUIOM TOAY,
benapycs Haxogutcs Ha 3-M Mecte B pertunre ctpan CHI, koropeie yare
BCETO MO/IBEPraroTCsl KuOeparakaMm.

Kaxnas maras araka B benmapycu npuxoaurcst Ha roccekTop (22%). Ha
BTOPOM MecTe — cdepa MPOMBIIUICHHOCTH (14%), a Ha TPEThEU CTPOUKE —
dbuHaHcoBass otrpacib (1/%). MHOro arak Tak)ke HaIleJICHBl Ha CEKTOP
TeJEKOMMYHHUKAIUH, chepbl HAyKU U 00pa3oBaHus (8%).

Kaxnmas  Bropas  kubeparaka (57%)  NOpUBOOUT K  yTEUKE
KOH(QUIEHIMATbHBIX  JaHHBIX. Pexke OHM  HapylmaloT  OCHOBHYIO
NEeSATEIbHOCTh (16%) Wiy HecyT npsiMble (MHAHCOBBIE MoTepu (8%). bonee
MOJIOBUHBI YKPAJCHHBIX CBEICHUN COCTABISIOT MEPCOHAJIBHBIE JTAHHBIE U
KOMMEpUecKasi TaliHa. AKTyaJlbHOW HpPOOJIEMOM OCTaeTcsl Kpaxka JEHEr ¢
OAHKOBCKHX KapPTOYEK U AIIEKTPOHHBIX KOIIEIHKOB.

Cmaiig 2.

POCT KMBEPATAK B EENNAPYCH
. Mozvuma Benapycu: 3-= mecto g CHE no
HONWUECTEY KHEEpaTaK
|l OCHOBHBIE LIE/ ATAH:
ToccenTop — 22%
NpombiuAeHRocTs — 14%
PuHancer — 11%
. NOCNEACTEMA:
¥TeuHa gaHHe — 57% ciydaes

Hapywense padotel — 16%
druHaHcoBbIe NoTepH — 3%

CornacHo pgaHHbiM 3a 2024 rox, Hama pecnyOliMKa IO YPOBHIO
kubepoe3onacHocTu 3aHsna 70-e mecto U3 166 crpan B peittuare NSCI
(National Cyber Security Index, Hayuonanvhwilti unoexc xubepbezonacuocmu),
yCTynuB 10 3ToMy wuHAEKCcy cpeau crpan CHIT noume Mongose,
Azep0aiixkany u Poccun.

PocT u ycinoxHeHHe METONOB KHOEPYrpo3 TPeOYIOT onepesKaiero
U KOMILIEKCHOTO pearupoBaHusl.

B benapycu npuHST psii CUCTEMHBIX Mep, U 00pbOa ¢ kubepyrpozamu
BEJICTCS Ha HECKOJBKHX YPOBHSIX. Tak, Ha rocylapCcTBEHHOM YPOBHe
VYkazom Ilpesunenta Pecnyonuku benapych Ne 40 «O kubepOe3omnacHOCTI
peanusyercs KOMILJIEKCHBI MHOTOYPOBHEBbI MeXaHU3M
NPOTUBOECTBUSL KHMOepaTakaM Ha TOCYIapCTBEHHBbIE OpraHbl U
OpraHu3aIi, KPpUTHYECKYr HHpopMmarmoHHyo uHppacTpykrypy. Co3man



HanmonanbHbiét 11eHTp oOecriedeHus: KuOepOe30macHOCTH W pearupoBaHUs
Ha KUOCPUHIUICHTHI (Oanee — Hayuonanvuwiii yewmp Kubepbe3onacHocmu,).
HanaxxeHo MexayHapoaHOE COTPYIHUUECTBO B 3TOM cepe.

Co3maHbl  HEOOXOMWMBIE  TMPABOBBIC  YCIOBUS  JUISI  3aIUTHI
MEPCOHAIBHBIX JAaHHBIX W 0€30MacHOCTH JUYHOCTH W OOIIECTBA MPU HX
ucrnonb3oBaHuu. 3akoH Pecnyonmuku benapych «O 3ammTe mepcoHa bHbBIX
NaHHBIX», TpuHATBIA B 2021 romy, yCTaHaBIMBAaE€T TPaHULBI,
ompeeNsaione, Kakyrlo HH(OpMAIUMI0O O YeJIOBEKE MOXKHO coOuparh u
pacmpocTpaHsaTe. BMmecte ¢ Tem, 4TOOBI 3aluTa MEPCOHATIBHBIX JAAHHBIX
Obl1a mo-HacroseMy 3Gh(EKTUBHON, HYXHBI OOIME YCUIUS — HE TOJBKO
rOCy/IapCcTBa, HO U TPaXK/IaH.

[IpoTuBOAEHCTBHE OCYIIECTBISACTCS M HA KOPNOPATHBHOM YPOBHE.
OpraHnmzanui W TPEANPUATAS HWHBECTUPYIOT B KHOEpOE30mMacHOCTh U
00y4eHUEe COTPYAHUKOB.

Hust 6opeObI ¢  KuOepyrpo3aMu Ha HMHAMBUAYAJIbHOM YPOBHE
TpeOyeTcsi TOBBIIIIEHUE ITM(PPOBOM TPAMOTHOCTH HACEJIEHHUS, COOIOICHUE
AIIEeMEHTAPHBIX TIPABUJI [TUGPOBOM THTUEHBI.

CoBpeMeHHbBIE acIeKThl KH0ep0e30MacHOCTH

Kubepnpecrymienus TPaHCHAIIMOHAJIbHBI, 3JI0YMBIIIJIEHHUKHU
HCIIOJIB3YIOT aHOHHMaﬁ3CpBI (C@p@MCbl, noseoJirowue CKpoblms JU4HblIE oanmnvie
nonvzoeamens u obecneuumv AHOHUMHOCMb 6 HMHmepneme) W HAXOOATCS 3a
pyOekoM, UTO KpailHe 3aTpyJHSAET UX 3aJeprKaHue.

I[To panaeiM CneactBeHHoro komureta PecnyOonuku benapyce,
orMmedaeTcs yxon 6omee 80% BriMorarenbcTB u 0onee 90% MOIICHHUYECTB B
«OHJIAWH»-CXEMY, YE€MY CIIOCOOCTBYET B TOM YHCIE HHU3KUH MPOIEHT
OCBEJIOMJICHHOCTH Tpa)XJaH O MPECTYNHBIX CXEMaxX, a TaKXKE pPa3BUTHE
CIOCOOOB COBEPIIICHUS TAKUX XUIIICHUH.

Kaptuna pacnpoctpaHeHHBIX BUJOB KubeprpecTymieHuil B benapycu
MOBTOPSIET TOOAJIbHBIE TPEHJIbl, HO C AKIIEHTOM Ha MECTHBIC IJIaTeKHBIC
CHUCTEMBI U MPUBBIYKU HACEJICHHUS.

[Io pmaHHBIM  TJIABHOTO  YNPABJIEHHS 1O  IPOTUBOIACKUCTBHIO
KHOEpPIPECTYMHOCTH KPUMUHAIBHOW MHIJIUIMK MUHHCTEPCTBA BHYTPEHHUX
nen Pecnyonuku benmapych, 3a 9 MecsneB Tekymiero roga B bemapycu mo
CPAaBHEHHUIK) C AQHAJIOTUYHBIM MEPHUOJOM MPOILUIOT0 TOAa KOJIUYECTBO
KUOEpIpecTyIIeHn CHU3WIOCh Moyt Ha 11% (3a 9 mecayes 2025 200a
3apeaucmpuposano 6onee 13 moic. cnyuaes (13 420), mpemo uz xomopwix (4 121)
— 6 2.Mumncke).

[To craructuke sKeHUIUHBI (65%) 4auie BCEro CTAHOBITCS KEPTBAMU
MOIIICHHUKOB, KOTOpPbIE€ BBIMAHHUBAIOT JICHbI'M MYTEM IMCUXOJIOTHYECKUX
MaHUIYJIAIAA 110 TeneQony (77,9%), KyITu-IPOJaXu TOBAPOB M OKa3aHUS
ycayr (65,6%), OmaroTrBoputTeabHOCTH (100%). My:K4uHbl (84,8%), Kak



IIpaBunJIo, CTaHOBIATCA KCPTBAMHU MOIIICHHNYCCTBA, CBA3aHHOI'O C
HCIOJIb30BAaHUEM CAaMTOB 3HAKOMCTB.

Cnanin 3.
—
. NOPTPET HEPTBEI MOLWEHHHU4YECTBA
' - 5
s N b . HEHLHHE
K2 iy TenedoHHEE MOWEHHHEM — 77,9%
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S, Twe' ¥ CouMansHeIiA CTATYLC:
v > E DespaboTHB® Yale NONIOAIKNT B HHEECTHUMOHHBIS
NOBYLWKA (46, 2%)
Cnpagouno:

Bospacmmuuie cpynnvl nomepnesuiux:
awou cmapuwie 50 nem uawe cmanosamcs jxrepmeamu menepoHHbIX

MowleHHuYecms,  obMmana,  008epYUBOCMU,  Ne2eHO O  NOMOWU
DPOOCMBEHHUKAM,

Mo100edct 00 30 em ya36uUmMa om MOUEHHUYECKUX OUCTNAHYUOHHBIX
coenok ¢ Hedgudxcumocmuio (56,3%), ncesdo-unsecmuyuii 8 «oOupHCcU» U
«po3zviepulutens unu akyuiy (65,4%);

auua cpeonezo eoszpacma (30—49 nem) — naubonee maccosas epynna
cpeou  nomepneswux om  HUKT-wowennuuecmea ¢  3aKnoyeHuem
2pasCcOanCKo-npasosvix 002060pos (53,1%).

be3padomnvie u neyuawuecs uaue nonadaromcs 8 UHEECMUYUOHHbBLE
nosyuiku (46,2%,), umo modcem 66imb C6A3AHO C NOUCKOM UMU UCHOYHUKOS
00x00a Uiy ygieueHuem a3apmubvlMu CXemamu.

ITo cocob6am coBeplIeHHs MOIICHHUYECTBA Yallle BCErO MPOUCXOIAT
OT HMMeHM [OJKHOCTHBIX JMI (28,2%). Adepuctsl mNpeacTaBisioTCs
COTPYAHUKAMM IIPABOOXPAHUTEIBHBIX oOpraHoB (MB/[, CK, J®P, KI'b) u
paboTHUKaMu OaHKOBCKMX OpraHu3anuii. MOIIEHHUKH CTalld 3BOHUTH OT
UMEHU PaOOTHUKOB CIIyX0 Tras3a, BOJOKaHaJla, SHEProHaA30pa, MOOMIIbHBIX
OIIEpPaTOPOB CBs3M IO IPEAIOTOM OKOHYAHUs CPOKA IOTOBOPA U MPEIIararor
JUIsL €r0 MPOJJIEHUsI COOOIMTh HU(PpoBO Koa u3 cMc. [locne nepenaun kona
KEPTBE 3BOHUT COOOIIHMK MOIIEHHHKAa W YK€ MPEICTaBISETCS
IIPAaBOOXPAHUTEIIEM, 3AIIyTUBAECT TEM, YTO YEJIOBEK MEPENAN JIUYHBIE JaHHbIC



U Ha ero uMmsa OyayT odOopmIIeHBI KpeauThl. A UYTOOBI HX H30ekKaTh
npemyiaraeT  oOPMUTH BCTPEYHBIE KPEAUTHI W IOJYYEHHBIC JICHBI'H
NEePEBECTH HA YKA3aHHBIM CUET UM OAHKOBCKYIO KapTy.

IIpu cxeme oOMaHa oOT uUMeHM pykKoBoauteae (Fake boss)
(yupexcoenuilt  0bpazosanus, 30pPABOOXPAHEHUs,  KYIbMmypsl, NPeonpusmull)
MOIICHHUKHU 3aITyTHBAIOT MOJ03PEHUEM B (PMHAHCHPOBAHUH IKCTPEMUCTCKOM
JESATEILHOCTH, TPOBEICHUEM OOBICKA M U3BSITHEM JICHET, TAaK)Ke Mpe/IararoT
JaHHBIM (akT Jepkarb B TallHE M MOOOIIATHCS C  OMpPENeNICeHHBIM
COTPYIHUKOM TMPABOOXPAHUTENBHBIX OpPraHoB, KOTOPBIA SIKOOBI ISt
COXpaHEHMS JICHEKHBIX CPEJICTB MPEJIaraeT «BPEMEHHO» MEPEBECTH JICHBIU
Ha 3alllUIIECHHBIN CUeT.

B TenedonHoOM pasroBope He NOBEpSIITE HE3HAKOMBIM JIUIAM, KEM OBl
OHU HE MPEJCTABUINCH, €CJIA BbI HE JKJIETE TAKOTO 3BOHKA.

Tperp MoOmEHHWYECTB (27,6%5) COBEPLIACTCS NOA BHUIOM HPOHAAKH
ToBapoB B ceru Instagram wiam Telegram (uawe 6ceco mowennuxu
«npodaiom» asmosanyacmu, caooewvle Kaueiu, HOB0200HUE e, MOpQI’lpanKn’Ibl u
opyeue  moeapwvl).  3MOYMBIIUIEHHUKW  MpEJaraloT  MOTECHIMAJIbHBIM
MOKYyTareysM MePEeBEeCTH MPEAOIUIaTy 3a TOBap M 00EMIal0T €ro BhICIATh IO
MOYTE€ WM KypbEepoM, MOCJE Yero OOIICHHE MPEeKpallaeTcs, U «KIUCHT»
OCTAaETCsl HU C YEM.

Cnpagouno:

Takorce naubonee pacnpocmpanenHvle NPecmynHble CXembl:

360HKU om umenu oOaunka, compyonuxka MBJ/], KI'b u unvix
20CY0apCcmeeHHbIX Op2AH08, KO204 MOWIEHHUK, UCHONb3VS MeXHON02UI0
NOOMeHbl HOMepA, 360HUM C HOMepd, NOX0Jce20 HA OQUYUATbHBIL HOMED
banka u coodbwaem o «NOOO3PUMENLHOU ONEPaAYUU» ¢ Kapmotl, «OIOKUposKe
cuemay» UNU «NONbIMKE 6310MA», a OJi «3AWuUmsly UIU «OMMeEHbl
onepayuuy npocum cooowums CVV-xoo, odannvie uz SMS-coobwenus c
KOOOM NOOMBEPI’COeHUs, Napoib U3 UHMEPHem-0aHKUHeA Ulu nepesecmu
OeHvbeu Ha «be3onacuvlily (Ha camom Oeie NOOKOHMPONbHbIUL MOUEHHUK))
cuem;

uwmunzosvie SMS-coobwenun u nucoma, Ko20a NPUXOOUM
SMS-coobwenue unu s3neKmporHoe NUCbMO C COobUjeHuem 0 «OOKUpPOBKe
Kapmuly, «npobneme ¢ HAN020M», «8blucpvblule 6 Jomepeey, KOmopoe
COOepPICUM  CCHLIKY HA QUUIUHSO8bIL UHMEPHem-pecypc (caiim — KIOH),
KOMOpblll  bl2IA0UM  KAK — OQUYUATbHBILL  UHMeEpHem-pecypC  6aHKa,
HAN02080U UHCHEeKYUU UIU Opy2020 20CYOApCmMEEeHHO20 O0p2aHa, 20e
mpebyemcs 6gecmu J102UH, NAPOIb, OAHHbIE NIAMENCHBIX CPEOCM8, NOocCie
8600a KOMOPBIX COBEPUIAEMCS XU eHUe;
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MOWIEHHUYECMBA 8 COUUAIbHBIX CEMAX U MecceHoxycepax («Vibery,
«WhatsApp», «Telegramp), ko2oa 310yMblUIEeHHUK 831AMbIEAEM AKKAYHMN 8
coycemu uau cozoaem @DeuKoGulll, NOXONCULL HA He2o, nuuiem OIUSKUM
POOCMBEHHUKAM OM UMEHU 81adelbyd aKKAyHmd, Ymo CPOYHO HYIHCHBI
OeHbeU HA «OUeHb BAJICHOe 0eloy (NONAN 8 CIOJNCHYIO CUMmyayuio, Nonau 8
HTII u 0p.), npocsa HUKOMy He 360HUMb, JUOO AHANO2UYHASL NPeoblOYUyel
cxema, K020a MUUEHbIO CIMAHOBAMCS OPY3bsl, d MOUWEHHUK OM UMeHU Opyad
nuwiem, Ymo 3acmpsan 3a 2pasuyeli, y He2o YKpauu 0eHbeu/00KYMeHmbl, U
npOCUm CpOYHO nepegecmu Cpeocmad,

(heitkosvle UHmMEPHEM-MA2A3UHBL, KO20Ad CO30AeMmCcsl  KPACUBDLL
catim-0OHOCMPAHUYHUK WU 2PYNNA 6 COYUANbHOU cemu (3a4acmyio 8
«HUnucmaepamy), ¢ 02poMubIMU CKUOKAMU HA AKMYANbHBIU Y HACENeHUs
mosap (mexuuxa «Apple», cadosas mebenv, Hadysuvle baccelinvl, OPeHO08aAs
ooexcoa u 0p.), a nocie NPedonIamvl Moeap He NPuxooum, da catm uiu
2PYnnbl ucyearom, oo cooobuenUs Hepmabl oaiee UCHOPUPYIOMCA,

MOUWIEHHUYEeCMBA NOO BUOOM 20CYOAPCMEEHHBIX OP2AH08, K020d
Jlcepmee  nocmynaem 360HOK OM UMEHU «CyObuy, «compyonuxa MBIy,
«HANI02080UL» ¢ Mpebo8aHUuemM CPOYHO ONAAMUMb HEeKUU UKMUBHbIL 002,
Wmpacgh unu NOWLIUHY, Y2poXCcas apecmom cYemos Uil Opy2umM HaKa3aHuem,
npocam YCmaHo8ums Npuioxcenue 0 YOAleHH020 00Cmyna (Hanpumep,
«AnyDesk» unu «TeamViewery») oOna «npogepku cuemay, 4mo oOaem UM
NONHBLU KOHMPOJIL HAO YCMPOUCBOM NHOMEPNesuLe2o;

gunancosvle nupamuobl U UHEECMUUUOHHbBIE MOUICHHUYECMEA,
maxkue KAk — NPeoNodNfCeHUs  «BbLCOKOOOXOOHLIX — UHBECMUYULY 8
KpUnmosaiiony, Oupicu uiu cmapmansi ¢ 2apaHmMupoSaHHbIM GblCOKUM
ooxooom. Ilpu smom Ha nepsom smane mocym o0adxce GbINIAYUBAMDb
HebobUUe NPOYEHMbL, YMOoObl NOMepPnesuIUll 8HeC ewje OONbULEe OCHENCHBIX
cpeocme u npusesl poOCmMEeHHUKO8, Opy3ell U 3HAKOMbLX, HOCIe Ye20 NPOEeKm
3aKpbIBAEMCS, A OeHEIICHbIE CPEOCEA NOXULAIOMCH,

8bIMO2AMENLCIMEO0 HA UHMUMHOU NOY6e («Cexcmopuieny), Koz20d
MOWEHHUK Yepe3 coycemu 3HAKOMUMCSL C HCepmeoll, mupaemcs 6 0osepue,
CKJIOHsem K 00ujeHuo 8 sudeodame UHMUMHO20 XApaKkmepa uil K Omnpagke
OMKPOBEHHBIX (YOm0, 3anuUcvléaem UOeo Ul Oeidenm CKPUHUOmMbL, a 3amem
wanmasicupyem.

OnaceHus BbI3bIBAIOT HaOMparoiye 000pOThl BBIMOTaTeJIbCTBA
(526 cnyyaes) ¢ WCNONB30BAaHUEM HWH(POPMALMOHHO-KOMMYHUKALIMOHHBIX
TEXHOJIOTUI: TOTEPIIEBIIMX IO/ PA3JWYHBIMU MPEIJIOTaMU BBIHYKIAOT HA
TMYHBIX ycTpoiicTtBax [Phone BoiiTm He B cBOIO ydeTHyr0 3amuchk. [locrme
Bxoaa [Phone 6nmokupyercst kKak MOXUIIEHHBIM U CTAHOBUTCS HE MPUTOIHBIM.



J171s1 pa30JI0KUPOBKH 3I0YMBIIIUIEHHUKH TPEOYIOT BBIKYII.

IToaTOMY HU B KOEM Cllyyae HeJIb35l BXOAMTh HA CBOEM YCTPONCTBE B
YY:KYI0 YYETHYIO 3alMCh, BIIaJIeJel] YYETHOM 3aMiCcu MOXKET 3a0JI0KUPOBATh
YCTPOUCTBO.

Cnann 4.

BUAbLI KUEEPNPECTYNNEHUA,
COBEPLUAEMBIE B CTPAHE

TE- 3EOHKK OT waeHW BaHka, coTpyHuka MBS KIE u
%

MHB MOCELA PCTEEHHE OpTaHoE
tlLHroBEE SM5-co0buEHHA 1 NMCEMa

MUEHHAYECTES B COUMANEHBLI CETRE H

% MECCEH=epax

MTIEHHHYACTES NP FHAAEH-NOHYNHAX Ha
NACILEARSE NG NEOOE%e TOEap-08

1
(7] etinorbie MHTERHET-MaraaWHE
P OLIEHHWHECTES IO/ M0 MO O3 PCTEEHHG

DpraHoe

MIUEHHAYECTES

% ¢l|l| HIHCOBEE NHDaA AR H HHBECTHLUMOHHERE

BLIMAOTATEMLCTED HE MHTHAHOH nowese

Crnengyer OTMETUTD, YTO (PMIIMHT 1 MOLIEHHUY€CTBO ¢ 0AaHKOBCKUMU
KApTaMHM SIBJISIIOTCS CaMOW MacCOBOM Kareropuei KMOepMOILIEHHHYECTBA B
Pecnybnuke benapyce.

IIpu 3TOM Hapsiay ¢ JaHHBIMH MPECTYNHBIMU CXEMaMH MOUIEHHUKH
AKTUBHO HCIIOJIB3YIOT M Takol MeTol (UIIMHTA, TP  KOTOPOM
KOH(pUIEHIIMATbHbIE  JlaHHbIe  OEJOPYCCKUX  TpakdaH  J0OBIBAIOTCS
3JIOyMBILUIEHHUKAMH  TIOCPEJCTBOM TeNE(OHHBIX 3BOHKOB. OJTOT BUJ
MOIIICHHUYECTBA HA3bIBACTCS «BUIIIUHI.

Craiin 5. Buneoponuk.

) A3BYKA
LHUDOPOBOU

Cnpaeouno:



Buwiunz — smo ycmuas paznoguoHocmuv puuiunea, npu Komopotl
3NMOYMBIUAEHHUKU NOCPEOCMBOM MeNe)OHHOU C653U, UCNONb3YS NpUuembl,
MemoOobl U MEeXHON02UU NCUXOT02ULECKO20 MAHUNYIUPOBAHUS, NOO PA3HbIMU
npeosocamu, UCKYCHO Upas OnpedeienHyio poib (Kak npasuio, COmpyoHuKa
OauKa, MeXHUYecKko2o0 Cneyualucma u m.0.), GbIHYICOAMm HeloseKd
cooowums UM C80U KOHQDUOEHYUATbHble OAHKOBCKUE UNU NepPCOHANbHbIE
O0aumuvle MUOO0 CIMUMYTUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OeUCmBUll CO
CBOUM DAHKOBCKUM CHEemOoM Uil OAHKOBCKOU KApmoll.

I[To wmepe  pa3Buths  HHGPOPMANMOHHO KOMMYHHKALIMOHHBIX
TEXHOJIOTUI  BO3PACTAT M  BO3MOXHOCTH KHOEPNPeCTYIIHUKOB.
HexoTopsie MOIIIEHHUYECKHE CXEMbl TMOJTYUYWIM HOBYIO >KHU3HBL Onaromaps
MCKYCCTBEHHOMY MHTEJUIEKTY.

Pacrer xonmnuecTBO Cily4yaeB MOIIEHHUYECTBA C UCIIOIB30BAHUEM
TexHonorun Deepfakes — 3TO co3maHHBIE HCKYCCTBEHHBIM HMHTEJIEKTOM
rOJI0OCOBBIE COOOIEHHMS W BHJICO3BOHKM OT SKOOBI KOJUJIET, JApy3ed u
POJICTBEHHUKOB, KaK MPaBUJIO, C TPOCKOOI O CPOUHOM JICHEKHOM TIEPEBOJIE U
Ap.

IIpu BUIEO3BOHKE ClEAyeT 0OpallaTh BHUMAaHUE HA TaKue JIeTalu, Kak
HEYETKOe WJIM CMa3aHHOE M300pa)KeHWE JIUIA TOBOPSIIETO, OTCYTCTBUE WU
HEECTECTBEHHAs] MUMUKA JINLA.

[TomHUTE, YTO COTPYAHUKH OAHKOB M NMPABOOXPAHUTEIHHBIX OPTraHOB
HE 3BOHAT YEpPE3 MECCEHDKEPhl C UCIOIb30BaHUEM BuUIcOCBI3U. Ilpm
COBEpPIIEHMH JIE€HEKHOI0 TIepeBoJa IMOoJ BJIHUAHHEM MOIIEHHUKOB
HE00X0UMO He3aMeIJIUTEeILHO O0PATUTHCS B OPraHbl BHYTPEHHMX eI
IUJISL COXPAHEHUS ICHEKHBIX CPEJCTB.

Jlaxxe Korja HCKYCCTBEHHBIM MHTEIUIEKT UCIIONB3yeTCs BO OJaro,
HY)XHO OBITh OCTOPOXXHBIM. Eciaum pabOTHUK OpraHu3aivu JyMaeT, 4To
3arpy3ut AokymeHT B 4aT GPT u OH Bce OBICTPO CHENAeT, TO 3TO MPSIMOM
NyTh K yTE€YKe KOH(UICHIMATbHBIX JaHHBIX. JOKYMEHTBHI OTIpaBITCS Ha
CEepBEPBHI B APYIOM TOCYJApCTBE, W 3aKOHBbI HAIIEH CTPAHbl YK€ HE MOTYT
rapaHTHPOBaTh UX 0€30MaCHOCTb.

Cnaiin 6.



MCNO/NIb3OBAHME
MCKYCCTBEHHOIO MHTENNEK

B Uenesoi duwnnr Ges ownbor: !
NEQCOHANWIHPOEIHHBE W TRaMMATHYE CHH ﬁEB‘gI'I'I]‘.E-I-IHE
pACCeNEM, oBOAALME MABHERA MAPHER YIPO6I

B MowensmuecTeo Yepes Deepfake:

FEHERIUMA BMOED W TON0C PYHOBGNCTES ANA
CAHEUACGHWPOEIHMA HEIAROHHDIE PMHAHCOENE ONepa

W MM-BoTel gan cOLMANEHOR WHMEHEPHI: |
HEAEHHE OCMEICNEHHEY QMANOTOR 1A BEIM3HHEAHMA
KOHPHOEHUMAABHOE HHEDpMALIMH.

Ipesunent benapycu A.l.Jlykamenko, BoicTynas Ha III Mwunckon
MEKTyHAIIPOTHOW KOH(EPEHIIMH I10 €BPa3HiCKON 0€30MaHCOCTH, KaK OJHY
U3 KIIIOYEBBIX 3a/1a4 B LEJIOM 0003HAYMJI HEOOXOJUMOCTh MPHUHATHS MEp B
o0nacT HMCKYCCTBEHHOIro uHTeiekTa: «Heynpaenaemaa zonka 6 moit
cghepe npeepawiaem e2o u3 nonie3no2o pecypca 6 opycue. B nepcnekmuege —
MaACCOB8020 NOPANHCEHUA) .

Cnanin 7.

(4

Heynpasnaeman zoHka & amoli
cghepe npespawjaem e20 (npum. -
UCKYECmEeHHET uRmennerm) U3
none3Ho20 pecypca 8 opyMue.
B nepcnekmuee — maccoeozo

nopaMeHus. , ,

Mpezuderm Pecapliausu Beaoppcs A1 JTyHOWEHRD,
i AMUHCHEA MER Oy T ROTHEE ¥OHPEDENLIIR 10
eapouidcwod GezomacHoomu, 28 oxmatps 2025 2,

CorpynHukamu MuHKcTEpCcTBa BHYTPEHHHX JAell W HarnumonanbHOTrO
Oanka PecnyOnuku benapych HNpUHMMArOTCS Mepbl, HallpaBJeHHbIEe Ha
0JI0KMpOBaHMe MOLIEHHMYecKHX onepanuii. B bemapycu ¢ 1 mapra 2024 1.
nericteyer Yka3 IlpesumenTa Ne 269, koTophlii mpenocraBisieT OaHKam
BO3MOYKHOCTB IPUOCTAHABIIMBATh NIOJIO3PUTEIIBHBIE IIEPEBOIBI 1 COBMECTHO C
IIPAaBOOXPAHUTENIBHBIMI OpraHaMHM pPacCiIeqoBaTh WHIUIACHTHI. J[aHHBIN
MEXaHU3M T[O3BOJSET JOCTAaTOYHO A(PQPEKTUBHO  B3aUMOJEHCTBOBATH
rpakJJaHaM C OpraHaMH BHYTPEHHHUX JIEJI, & UM, B CBOKO OYEPEb, B PEXKUME
24 Ha 7» mepenaBaTh YKa3aHHYIO0 HMH(OpMaluio OaHKOBCKOMY CEKTOPY H
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noyiydyatb OT Hero d(¢ekTuBHO U OBICTpO HH(OpMANMIO O JHUIAX H
WHCTPYMEHTaX, KOTOPHIE 3aJICCTBOBAHBI B IIPOTUBOIPABHON JIEATECIHLHOCTH.
N camoe mmaBHOE — MpEANPUHUMATh MEPhI, HAllpaBJICHHBIC Ha COXpaHEHHUE
YK€ TIOXUIIICHHBIX JCHEKHBIX CPEACTB Y TPakJIaH W HEIOMYIICHHS TIEpeBo/a
UX Ha 3apyOeKHbIC CUeTa.

B cBa3m ¢ HEOOXOOMMOCTHIO 3alllUTHl OT MOIIEHHUKOB OaHKH
yCTAaHABIMBAIOT JIUMUTHI MO CHATHUIO JEHEr B OaHKOMarax Ha TEPPUTOPUU
benapycu.

bopsba ¢ »TUMU mpecTyrieHUsMH TpeOyeT He ToJIbKo Oolee
COBEPIIICHHBIX TEXHOJOTHUH 3aIUThl, HO U (YHIAaMEHTAIBHOTO ITOBBIIICHUS
1M (POBOI TPAaMOTHOCTH HACEJICHUS, TTOCKOJIbKY UMEHHO YeJIOBEK OCTaeTCsI
HanOoJee ysI3BUMbIM 3BEHOM B JIFO00i crcTeMe 0€30MacHOCTH.

udpoBasi rpaMOTHOCTH HACEJICHUA

Kun0ep0e30nmacHOCTbL — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAUMHAETCSI C TAKUX MPOCTHIX BEIICH, KaK BHIOOP HAJIEKHOTO MapoJis JJIs
JIOMAIITHEW DJIEKTPOHHOM IMOYTHL. Ba)XHO NOMHUTH, YTO OJWH WU TOT XK€
NapoJib HEeJb3s HCIOJb30BaTh OJHOBPEMEHHO Jisi padoueil MouThl, IS
pEerucTpanu Ha pa3IuYHBIX calWTax u B mecceHkepax. K cioBy, nuuHbie
JAHHBIC dYallle BCETO TOMAJal0T K 3JIOYMBIIIUICHHUKaM W3 0a3 JaHHBIX
MAara3svHOB (Mbl ocmasisem amunuro, ums u omyecmeo, aopec u meie@on npu
peaucmpayuu 011 NOKYYeHUs: OOHYCHBIX ULU CKUOOUHBIX KAPM).

HeoOxoguma »snmeMeHTapHass unudpoBasi THMrHeHa, IPU KOTOPOM
co0JIl0IeHre MPOCTHIX MPABHUJ MOBEAEHUS B CETH IO3BOJISACT 3AIIUTUTH
NEepPCOHAJIbHbBIC JJAaHHbIC, (PUHAHCHI U YCTPONCTBA OT KUOEPMOIIICHHUKOB.

Oco0yr akTyalbHOCTh TeMa IU(PPOBONM TUTHEHBI MNPUOOPETAET B
OTHOIIIEHUU TOJPACTAIONIETO MOKOJIEHUA. J{eTH CEerojHs He TOJbKO aKTUBHO
00I1al0TCsT B MECCEHDKEepax, HO M MOTPYXKAIOTCS B MUP OHJIAWH-UTD, TAEC UX
Kpyr OOUIEHHUs paclIUpsieTcsl 3a cueT He3HakoMileB. Cpeaud HUX MOTyT
CKPBIBAThCS M KUOEPIPECTYTHUKH, CTPEMSIIHECS UCTIOJIb30BaTh peOCHKA JIJIs
noyiyuyeHus: KoHdUIeHIMaIbHOM uHpopMaruu. Heokpenmas TCHXHKA,
MOJIBEP)KEHHOCTh BHYIICHUI0O W MAaHUITYJIUPOBAHUIO JIEJIAIOT WX JIETKOU
«J100BIYEI N1J1s 37I0YMBIIILICHHUKOB.

Cnaiin 8.
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BE3ONACHOCTb IETEW B CETH —
3TO HE 3ANPETHI, A AOBEPHE K NPABHUNA
AMBARTE OT oTHoWeEHHA: pefledo
IHA T PACCHATATH BAM O |

d HAHAFAHHA.

YETaHomHTE YeTHWE TRANMLLBI: C 0T

OHAAAH, PA3PELEHHBIE CIATHI W NE

Hcmon I.|-3'|'I-‘|TE- TEXHWMECHWE CpenCTed:
T HTEONE W afiwme AHHIYHTBI

Be3onacHocTh 1eTeil B ceTH — 3TO He MPOCTO 3aNpeThl, a CO3aHue
3alMIIEHHON cpeAbl M O0y4eHHe NMPABUJILHOMY NOBedeHUIO. B cembe
HEO0OXOIMMO BHICTpPANBaTh JOBEPUTEIbHbIE OTHOIIIEHHUS ¢ pedeHkoM. JeTu
HE JIOJDKHBI UCKaTh MOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, UTO
MOTYT paccKa3aTb POJUTEISM O JIFOOOU CTpAaHHOM WM HEMPUSITHOW CUTyalluu
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOPUTHCH M YCTAHOBUTH YeTKHE MPABWJIA: KAKUE CAUTHI
MOKHO MOCENIATh, CKOJIBKO BPEMEHH MPOBOJUTH OHJIANH, KaKH€ MPUIOKEHUS
MO’KHO UCITOJIB30BAaTh.

Jiia Maaammx aereidl peKOMeHyeTCsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh UX Napoiu. Mcnoiap30BaHKE CHENUATU3MPOBAHHOIO MPOrPAMMHOIO
olecreyeHs] POAUTEIHLCKOI0 KOHTPOJISI TTO3BOJIUT OTPAaHUYUBATH BPEMS 32
AKpaHOM, PUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEKEJIATEIIbHbIC CAUTHI.

CymiecTByeT MHOXKECTBO NPECTYNMHBIX CXeM, HCIOJIb3yEMbIX
KHOEPMOIIICHHUKAMHU B OTHOIIIEHUY HeCOBEPIIEeHHOJIETHHUX JeTel.

Cnanin 9.

PACTPOCTPAHEHHBIE CXEMbI KWEEPNPECTYNAEHWIA NPOTHUE AETEMA

i BEEMABTHBIE " NOGAPHH PefKoBpie 3aNPOtEl OT #gpyaeds TpymikHE [

Ljnnh: QEAEHATE HE SHIRHCEFD LisAs: BOCTIOAREORETICN QOHIPHENA B Ligrs: mucyanan cofin 38 CopcTisan, moiTH B
CTPAFMLY W EEEA LT AR et B B T AR TTH SR A DB o R Apesenese, 4TOfol BB TR POBSTE 4 B0l N HEITE
P ® DR BT AERBATT. [ T R LT

Cencropluen HufepSymamunr OecTpyHTHEHBIA HOHTEHT

X@%ﬁ X . e 2

Ligim LSBT (O BA T Defer ab © LLEfe. 4 AT W TS BAed DO E8TE Lt BOWAEY b W DN ECH kS COC B TR
ISR NOAFHIHHRD HHTHA el FICHEDADT FICHH ST TR AN B TRFITAS IO B B [ [P T LML FALATRE 1
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Cnpaeouno:

Cnocobwl kubepnpecmyniieHull 8 OMmHoOueHUU oemeti U NOOPOCMKO8.

«becnniamuviey NOOAPKU U  PO3BIPLIMU, K0204 peOeHKy O/
NONYYEeHUsl BblUSPbIUA Npedslacaemcs nepeumu no CCulike U 88echmu
niamedxcHvle U UHvle OamHvle e2o pooumenei. OCHOBHAsA Yelb — YKpPACMb
OaHHble OAHKOBCKUX KAPM WU YYEemHbIX 3anuceli,

«¢hetikosvley 3anpocvl om Opy3eil, Ko20a C UCNONbL30BAHUEM
83IOMAHHO20 AKKAYHMA Opyea pebeHKa Npocsam HnomModb (nepesecmu
OeHedICHble CcpeoCcmea), a pebeHoK, JHcelds NOMOUb, MONCEM He YCOMHUMbBCS
8 TUUHOCU NPOCAUE20,

«2pymMuHzy, K020a 83pOCiblil 3LOYMbIULLEHHUK NOO BUOOM C8EPCIMHUKA
emupaemcs. 6 0ogepue K peOeHKYy 6 Coycemsax UaU uepax, noCmeneHHo
8bI6EObIBAC TUYHYIO UHGOPpMAYyUIO, MAHUNYIUPYEMm, 6bl3bleaAen Y)ECME0
onusocmu, a 3amem Modcem 8bINpAUUBAms UHMUMHbIE homo/sudeo uiu
HA3HAYAMb JUYHYIO 6CMpedy, 4mo MOJCEn HNPUBECMU K COBEPULEHUIO 8
OMHOWEHUU pebeHKa Oelicmeull CeKCyalbHo20 Xapakmepd, Komopbvie
pebenox 6  cumry — 603pacma  He  MOdCcem — OyeHueamv, - KAk
COYUATILHO-3HAYUMbLE, CHUMAS NPOUCXO00S U ee USPOLL,

«ceKkcmopuieny, K020a NpecmynHux, NOAY4U8 UHMUMHbIE GOomo ulu
8U0eo0 (000POBOILHO OMNPAGIIEHHbIE PEDEHKOM UNU Yepe3 3/10M Kamepbl),
Ha4uHaem WaHmaxicupo8ams pebenKa, biMo2as KaKk mamepuaibHsle O1aea,
Max u ycuyey, 8 mom yucie CeKCyaibHo20 Xapakmepa,

Kubepoynnunez (unu mpasis), Kko20a co30armcs epynnvl U NAOIUKU
0151 HACMewleK, VHUSUMETbHbIX KOMMEHmapues, OmMnpasisaiomcs yepo3vl 6
JIUYHBIX COOOWEeHUsX, YmOoObl NPULUHUMb PEeDEHKY NCUXO02UYeCKyr0 00b,
YMo HePeoKo MONCem 3aKOHYUMCSL Oenpeccueti Ui 0axce camoyouticmeom,

80611eUeHUEe 6 ORACHblEe COODuecmea,  nponazaHoupyloujue
OenpeccusHbvle meveHusl, Cyuyuod, aHOPEeKCUro, HACUIUe UIU IKCIMPEMU3M,
Komopvle NpenooOHOCAMCs peOeHKy KaK Ymo-mo «MOOHOe», «Kpymoey u
«3anpemHoe.
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4 KNIOYEBLIX NPABUNA GE30NACHOCTH
B CETWU AETEW U NOAPOCTKOB

Kparu nuunoe B TadHe
He ny Gy aapses, LKoY, FEOMETHM, LAHHEIE SOKYMEHTOR H K
NAaHhl CEMEH.

MNoanmbn anroputs « CTOM-CNPOCH-PACCKA M »

CTOMN, ecam uto-To HacTopasueaeT. CNPCCH y poauTeneh,
ecnw HenoHATHG, PACCHARM pzpocipim o mphioi yrpoag ¥
WK gMckombopTe.

HonTpanupyd wpyr obugenua

DoGaenaid B 4pyEeA TOMBKD TEX, KOTO IHASLE MMUHO.

HacTpoi npreatHOCTE Npsodiang.

BHAMABA KPHTHMECHOS MbILLAEHHE
He nepexoamq no CoMHMTEMHEIM CoalkasM. He Bepb CRMLUIKOM
WEE T HERA S TR0 EH MR

Cnavig 10.

Baxxno HayuuTh neredd mu@poOBONW TPAMOTHOCTH U KPUTHUECKOMY
MbIIICHUI0. M HYyXHO noHuMarb, 4ro VIHTEpHET — 3TO OTpaKeHHe
peaJibHOr0 MHMpa: B HEM eCTh W XOpolIHe, W IUIOXHe JIKAH, H MPaBIJIa
0€e30IaCHOCTH 3[eCh TAK K€ BAXKHbI, KAK U Ha yauue. He skoHOMBTE Ha
BPEMEHHU, Yallle ¥ O0JIbIIe pa3roBapuBaTe CO CBOUMHU JIEThMU!

Taxoke B 3alIUTE OT MPECTYIHBIX MOCATATEIHCTB, B UHPOPMUPOBAHUU U
JOTIOJTHUTEIIbHOM BHUMAHUHU HYKJIAKOTCS U JIFOJIA MOKHUIIOTO BO3PACTA.

LR

3a mocnegHee BpeMsi B pPECHyONHMKE MPOM3OUUIH 3HAYUTEIIbHBIC
MO3WUTHBHBIC CABUTH: YIAJIOCh OOIIMMU yCHWJIMSIMHU MEPEIOMUTH TEHJICHIIUIO
pocTa 4Ymucia KUOEpNpecTyIUICHUH, 3aMETHO BBIPOC YPOBEHb LHU(PPOBOU
3alIUThI, JEMOHCTPUPYET OINEPATUBHOCTh U AJANTUBHOCTh K TEKYIIUM
BBI30BaM O€JIOPYCCKOE 3aKOHOJATEIBCTBO B 00JaCTU KMOEpOE30MacCHOCTH U
np. IlpumedarenbHO, YTO Halll OMNBIT OOPHOBI € KUOEPHpPECTyMHUKAMU
aKTUBHO MPUMEHSIOT B APYTUX CTPaHaX.

Kak ormerun Ilpe3uaent PecnyOauku beaapycs A.lLJIykameHko,
«adconiomuyio 3auiumy om Kudepamax He 2apanmupyem HU O0OHA
cucmema 3auiumol, HO Mbl O0O0JIHCHbBI MUHUMUZUPOGAMb PUCKW). DTOTO
BO3MOXKHO  JOOWThCSA, KOTJAa KaXAblM yYacTHUK HWH(POPMAIIMOHHBIX
OTHOIIICHUH, KaxKJas opraHuzaius OyayT OTBETCTBEHHO IOAXOIUTh K
BBINIOJIHEHUIO TPEOOBAHMI MO KUOEpOE30MacCHOCTH, a KaXKIbld YEJIOBEK
OpOSIBUT OJUTEIBHOCTh W BHUMATEIBHOCTh B CJIydae CUTyallUH C
MOIIICHHUKAMHU.

Cnanp 11.
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Poamrany, HayuHTe aeTed MNpaesna BEparMTe aHHayHTH
MOABSEEATECA HHTERHETOM Ges0nNacHors NoBeLEHUA oT adepriToe!
Npaaunkws!

YTPARNEHHS

AWKH BENAPYCE




