
Privacy Policy — Carrom Box 

Effective date: 17 August 2026 Last updated: 17 August 2026 

App: Carrom Box (Carrom Box – Offline 3D Game) Package name: com.mustfa.carrom Developer: 
Mustfa Saifullah Contact: saifullah4141@gmail.com 

 
1. Summary 

Carrom Box is an offline game. It contains four games — Carrom, Bubble Shooter, Heli Rescue and 
Sudoku. 

●​ We do not ask you to create an account or sign in. 
●​ We do not run any server. Your game progress never leaves your device except through 

Android's own backup feature (see section 7). 
●​ We do not use any analytics, tracking or crash-reporting service. 
●​ We do show ads through Google AdMob, and AdMob collects data about your device in order 

to serve them. This is the main way information leaves your phone, and section 4 explains it in 
full. 

●​ We do offer optional in-app purchases, which are processed entirely by Google Play. We never 
see your payment details. 

 
2. Information you give us directly 

The app lets you enter two optional things: 

What Why Where it goes 

Player 
name 

Shown on the scoreboard during a 
match 

Stored on your device 
only 

Avatar 
choice 

Shown on your profile Stored on your device 
only 

Both are optional, both are free text or a picture you pick from a built-in list, and neither is transmitted 
anywhere. You can change or clear them at any time in the app's Profile screen. 

Please do not enter your real full name, phone number, email address or any other personal detail as 
your player name. It is only a label for a local scoreboard. 

 
3. Information stored on your device 

The app saves the following to your device's private storage (Android SharedPreferences), so your 
progress survives closing the app: 



●​ Coin and diamond balance 
●​ Items you have unlocked and equipped (boards, carrom men, strikers, queens, helicopter 

skins, bubble sets, sudoku themes) 
●​ Best scores, matches played, matches won, achievements 
●​ Sudoku best times per difficulty, and your current level in Heli Rescue and Carrom practise 
●​ Settings: sound on/off, music on/off, vibration, sound pack, music track, volumes, striker 

power, colour theme and language 
●​ Daily reward and spin-wheel timers 
●​ Your player name and avatar choice 

This data is stored only on your device. It is not uploaded to us, and we have no way of reading it. 
Deleting the app deletes all of it (see section 9). 

 
4. Advertising (Google AdMob) 

The app is supported by advertising. Ads are served by Google AdMob, and are shown as banners, 
occasional full-screen ads between rounds, and optional "watch an ad for a reward" videos that you 
choose to start. 

To serve and measure ads, Google collects and processes information such as: 

●​ Your device's advertising identifier (Advertising ID) 
●​ IP address and derived approximate location (typically country/city level) 
●​ Device information — model, operating system version, language, screen size 
●​ Ad interaction data — which ads were shown, viewed, or clicked 
●​ App usage signals related to ad delivery and fraud prevention 

We do not receive this information in an identifiable form. We only see aggregate earnings reports in 
our AdMob dashboard. 

Google acts as an independent controller of this data. Please read: 

●​ Google Privacy Policy — https://policies.google.com/privacy 
●​ How Google uses information from sites or apps that use our services — 

https://policies.google.com/technologies/partner-sites 
●​ AdMob / Google Ads partner list — https://support.google.com/admob/answer/9012903 

Your choices about ads 

●​ Reset or delete your Advertising ID: Android Settings → Privacy → Ads → Reset advertising ID 
or Delete advertising ID. 

●​ Opt out of personalised ads: the same Ads settings screen has an option to turn off ad 
personalisation. You will still see ads, but they will be non-personalised. 

●​ EEA, UK and Switzerland: when you first launch the app, we show a consent form provided by 
Google's User Messaging Platform, as required by Google's EU User Consent Policy. Nothing 
is requested from AdMob until you have made your choice. You can change your choice later 
from within the app's consent options, or by clearing the app's data. 

Rewarded ads are always optional. Declining one never blocks progress; it only means you do not 
receive that particular optional bonus. 

https://policies.google.com/privacy
https://policies.google.com/technologies/partner-sites
https://support.google.com/admob/answer/9012903


 
5. In-app purchases (Google Play Billing) 

The app offers optional purchases of coin packs (coins_tier1 to coins_tier5). These are 
consumable virtual items. 

●​ All payments are processed by Google Play. We never receive, see or store your card number, 
bank details, billing address, or Google account password. 

●​ Google provides us with a purchase token and order identifier so the app can grant the coins 
you bought and prevent the same purchase being credited twice. 

●​ Google's handling of your payment data is governed by the Google Play Terms of Service and 
the Google Privacy Policy. 

About virtual currency 

Coins and diamonds are a virtual in-game currency. They: 

●​ have no real-world monetary value; 
●​ cannot be exchanged, redeemed or cashed out for real money, goods or services outside the 

game; 
●​ are non-transferable between devices, accounts or players; 
●​ are non-refundable by us — refund requests are handled by Google Play under its refund 

policy; 
●​ may be lost permanently if you uninstall the app or clear its data. 

Paying money never gives a gameplay advantage. Purchases only unlock cosmetic designs and 
convenience items. The physics, the computer opponent and the rules are identical for every player. 

 
6. Permissions the app requests 

The app requests only two permissions, both of which exist solely to load ads: 

Permission Why it is needed 

INTERNET To download advertisements and contact Google Play 
Billing 

ACCESS_NETWORK_STA
TE 

To check whether a network is available before 
requesting an ad 

The app does not request access to your camera, microphone, contacts, photos, files, precise 
location, calendar, phone, SMS, or any other sensitive permission. The four games themselves work 
fully offline. 

 
7. Android backup 



The app allows Android's standard backup feature to include its data. If you have Android Backup / 
Google One backup enabled on your device, your game data (settings, progress, balances) may be 
copied to your Google account's backup so it can be restored to a new device. 

This backup is controlled by Google and your device settings, not by us. You can disable it in Android 
Settings → Google → Backup, or by turning off backup for this app in your device's backup settings. 

 
8. Children's privacy 

This app is not directed at children under the age of 13 (or the equivalent minimum age in your 
country). 

We do not knowingly collect personal information from children. Because the app displays advertising 
that may use an Advertising ID, we ask that parents and guardians supervise the use of this app by 
minors, and consider using the ad settings described in section 4. 

If you believe a child has provided personal information through this app, please contact us at 
saifullah4141@gmail.com and we will help you remove it. 

 
9. Data retention and deletion 

Because we run no server, we hold nothing to delete on our side. 

To delete everything the app has stored: 

●​ Uninstall the app — this removes all local game data; or 
●​ Clear the app's data — Android Settings → Apps → Carrom Box → Storage → Clear data. 

Either action permanently erases your coins, diamonds, unlocked items, scores, statistics, settings, 
player name and avatar. This cannot be undone, and purchased coins cannot be restored. 

To remove data held by Google in connection with advertising, use the Advertising ID controls 
described in section 4 and Google's own privacy controls at 
https://myaccount.google.com/data-and-privacy. 

 
10. Data security 

Game data is stored in the app's private storage area, which on a normal (non-rooted) Android device 
is not readable by other apps. 

Please be aware that no method of electronic storage is completely secure, and that on a rooted or 
modified device, local game data may be readable or editable by other software. Since we store no 
personal information beyond an optional player name and avatar choice, the practical risk to your 
privacy is low. 

 
11. International data transfers 

https://myaccount.google.com/data-and-privacy


We do not transfer any data ourselves. Google may process advertising and purchase data on servers 
located outside your country, including in the United States. Google's transfer safeguards are 
described in its privacy policy at https://policies.google.com/privacy. 

 
12. Your rights 

Depending on where you live, you may have rights over your personal data, including the right to 
access, correct, delete, restrict or object to its processing, and the right to withdraw consent. 

Because we do not collect or hold personal data, most of these rights are exercised directly against 
Google as the party that processes advertising data. Please use Google's privacy controls at 
https://myaccount.google.com/data-and-privacy, or contact Google directly. 

For anything relating to this app specifically, contact us at saifullah4141@gmail.com and we will 
respond as promptly as we can. 

California residents: we do not sell or share personal information as those terms are defined under 
the CCPA/CPRA. 

 
13. Third-party services used 

For transparency, this is the complete list of third-party components in the app that can transmit data: 

Service Purpose Privacy policy 

Google AdMob (Play 
Services Ads) 

Showing ads https://policies.google.com/priva
cy 

Google User Messaging 
Platform 

GDPR/consent 
form 

https://policies.google.com/priva
cy 

Google Play Billing In-app 
purchases 

https://policies.google.com/priva
cy 

The app contains no analytics SDK, no crash-reporting SDK, no social network SDK, and no attribution 
or advertising-measurement SDK beyond AdMob's own. 

 
14. Changes to this policy 

We may update this policy when the app changes — for example if a new feature requires a new 
permission. When we do, we will change the "Last updated" date at the top, and for significant 
changes we will make the updated policy available in the app and on the Google Play listing before the 
change takes effect. 

Continuing to use the app after an update means you accept the revised policy. 

https://policies.google.com/privacy
https://myaccount.google.com/data-and-privacy
https://policies.google.com/privacy
https://policies.google.com/privacy
https://policies.google.com/privacy
https://policies.google.com/privacy
https://policies.google.com/privacy
https://policies.google.com/privacy


 
15. Contact 

Questions, concerns or requests about this policy: 

Mustfa Saifullah Email: saifullah4141@gmail.com 
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