Configuring SQS Queue for S3 Event

Lets first create s3-sqs-example bucket

INBL2-42RG3QD:~ mahtab.alam$ aws s3 mb s3://s3-sqs-example --region us-east-1 --profile mahtab-sysops

make_bucket: s3-sqgs-example
INBL2-42RG3QD:~ mahtab.alam$

Next lets create SQS queue sample-queue

INBL2-42RG3QD:~ mahtab.alam$ aws sqs create-queue --queue-name sample-queue --region us-east-1 --profile mahtab-sysops
{
"Queuelrl": "https://queue.amazonaws.com/472821263165/sample-queue"

}
INBL2-42RG3QD:~ mahtab.alam$
INBL2-42RG3QD:~ mahtab.alam$ I

Next lets add the event configuration so that whenever a new file is added to s3-sgs-example
bucket, the bucket will publish notification to sample-queue

C' @ Secure https://s3.console.aws.amazon.com/s3/buckets/s3-sgs-example/?region=us-east-1&tab=properties Q% @
Apps [ Magic Autofill ﬁ Panda-Editor-CR1... Q Fail to install aws-cl... AWS Policy Generator E Cloudformation wit... £ Authenticated File... [Z] S3 Authentication i... X Primary Analysis fo...
Tags Transfer acceleration Requester pays
Use tags to track your cost against Enable fast, easy and secure transfers of The requester (instead of the bucket
projects or other criteria. files to and from your bucket. owner) will pay for requests and data
transfer.
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So lets first add the policy to SQS queue, so that it will allow S3 bucket s3-sqs-example to send

message to sample-queue.

Create New Queue Queue Actions v

Filter by Prefix: Q, Ente " X
[ ] Name ~  Queue Type ~ Content-Based lication - Available -
® sample-queue . Standard N/A 0
15QS Queue selected f
Details Permissions Redrive Policy Monitoring Tags Encryption Lambda Triggers

YREP IS Edit Policy Document (Advanced)  What's an SQS Queue Access Policy?
Effect Principals \ Actions Conditions

This queue has an empty SQS Queue Access Policy. This means that only the queue owner is allowed fo use it. You can Add a Permission to grant another account access to this queue.

{
"Version": "2012-10-17",
"Id": "example-ID",
"Statement": [
{
"Sid": "example-statement-ID",
"Effect": "Allow",
"Principal”: {
"AWS™ R
s
"Action": [
"SQS:SendMessage"
1,
"Resource": "SQS-queue-ARN",
"Condition": {

in Flight -

"ArnLike": { "aws:SourceArn": "arn:aws:s3:*:*:bucket-name" }

~
c %
¢ 11010f1items
Created

2018-10-27 16:15:35 GMT+05:30

_N_}=]



Edit Policy Document for sample-queue

The access policy for the queue is shown below. If you copy policies between queues, resource elements will be automatically updated to contain the correct
ARN for the target queue. Click here to learn about writing an access policy.

ersion”: "2 .
*Access Policy for SQS Queue”,

012-10-17",

ple-statement-ID",

+"amiawsis3i"

Create New Queue Queue Actions v

Filter by Prefix: Q Enter Text...
® Name

@  sample-queue

15QS Queue selected I'd

Permissions

Details

Redrive Policy

IEEIEEEEE0 it potioy Document (Advanced) | What's an SQS Queue Access Policy?

‘ Effect Principals Actions

Allow  + Everybody (*)

« SQs:SendMessage

Close Review Policy

Available ~

c 8

1< < 1otoftiems 5 3]

inFlight~ Created -

~ | Queue Type - Content-Based
Standard N/A
Monitoring Tags Encryption Lambda Triggers
Conditions
- AmLike s R
° : 15350 ple”
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O Fail to install aws-cl...

¥ Authenticated File...

[5) 3 Authentication i...
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Versioning

Keep multiple versions of an object in

Server access logging

Set up access log records that provide

Static website hosting

Host a static website, which does not
require server-side technologies.

Object-level logging

Record object-level AP activity using
the CloudTrail data events feature

Default encryption

Automatically encrypt objects when
tored in Amazon S3

the same bucket. details about access requ
(additional cost).
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Use tags to track your cost against
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files to and from your bucket.
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[ T Queue Actions v SRR ]
Filter by Prefix: Q X 1t010f 1 items
@ Name Queue Type Content-Based Di Available in Flight - Created
e sample-queue Standard N/A 1 0 2018-10-27 16:15:35 GMT+05:30
Note that after-adding the event configuration 1 message
15QS Queue selected . . . —=R=]
P —— is available in queue, as S3 send TestEvent
Details Permissions Redrive Policy Monitoring Tags Encryption Lambda Triggers
Name: sample-queue Default Visibility Timeout: 30 seconds
URL: https://sgs.us-east-1 com/47282126! q Message Retention Period: 4 days
ARN: -east-1:472821263165:sample-queue Maximum Message Size: 256 KB

Created: 2018-10-27 16:15:35 GMT+05:30
Last Updated: 2018-10-27 16:30:32 GMT+05:30

Delivery Delay: 0 seconds
Queue Type: Standard
Content-Based Deduplication: N/A

EXPLORER

4 OPEN EDITORS
JS main.js
4 NODE-SQS-DEMO
» node_modules
JS main.js
{} package-lock.json
{} package.json

Notelthatjwelare]
not{deletingjthe]
messagelafter
receivingjthel
[queueYsolthatiit
Wwilllno{bel
deletedifrom)the]

Receive Message Wait Time: 0 seconds
Messages Available (Visible): 1
Messages in Flight (Not Visible): 0
Messages Delayed: 0

JS main.js

AWS = require(‘aws-sdk');
aws_region = process.env.REGION;

AWS. config.update({region: aws_region});

sgs = AWS.SQS({apiVersion: '2012-11-85'});

queueURL = "https://sqs.us—east-1.amazonaws.com/472821263165/sample-queue";

params = {
AttributeNames: [
"SentTimestamp"
1,
MaxNumberOfMessages: 10,
MessageAttributeNames: [
"ALL"
1,
QueueUrl: queueURL,|
VisibilityTimeout: 10,
WaitTimeSeconds: @
h

sqs.receiveMessage(params,
if (err) {
console.log("Receive Error", err);
} else if (data.Messages) {
console.log('Messages '+JSON.stringify(data.Messages));
deleteParams = {
QueueUrl: queueURL,
ReceiptHandle: data.Messages[@].ReceiptHandle

(err, data) {

}:

Lets execute this node.js program and receive the message in SQS queue



INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFILE=mahtab-sysops REGION=us-east-1 node main.js

Messages [{"MessageId":"21b86fdb-f709-4bf2-bc6d-6c10b860eaad", "ReceiptHandle":"AQEB436an0;j8ReO+bEVVIHyXQIB+7nv7uPRV72EmCOMANVEEpP
E/SY8/M1+8dGxkqQBT5VcjANvgOCQF9ZuhyZnwK6G2QcaisT2znyLRyvjh4Pp6Pg+PpnDOepIfk4SfMd3velFtekvSSWr82i9H5jaSqjDB01m5VVra705sxelzJcRmRn
7zb71MI0ehbzLAz4VcqAQbdHZZnDx8bTSAX0107Kd0e+8MTS2P5R/B1ZOK+ZRxWj1/I1BmN/RMDKd4G1f1RvXXz+WkjhK6muGQ/fLDU7qYjq5BsxgiIFCy/1Rzkvi4Mk
rq34SHCQbOrJOv4t4mBwRqyXpy jMtk34EQ1W3yfVGDW61hA62sXzsOmQ5HDDtPIehFOwaOr37TYIuaZwCCr", "MD50fBody" : "c4df507c493397b1799b98bbad9lebl
6b"

"Body"g"{\"Service\":\"Amazon S3\",\"Event\":\"s3:TestEvent\", \"Time\":\"2018-10-27T11:01:18.949Z\",\"Bucket\":\"s3-sqs-exam
pl ,\"RequestId\":\"A9E8A94BD5108243\" ,\"HostId\":\"qTimx5wk3w8MjmCS6e0Aat46DVhU0jncOvsDQa+bMgwpkoF1lvoY7I0tpiM2KvI1VPxRP/KilBY
Y=\"}","Attributes":{"SentTimestamp":"1540638079023"}}]

INBL2-42RG3QD:node-sqs-demo mahtab.alam$ [

Lets delete this S3 test event from queue by purging the queue

INBL2-42RG3QD:node-sqs-demo mahtab.alam$ aws sqs purge-queue --queue-url https://sqs.us-east-1.amazonaws.com/472821263165/sample-queue

--profile mahtab-sy

INBL2-42RG3QD:node-

sops
sqs-demo mahtab.alam$

Filter by Prefix: Q
@ Name

@  sample-queue

1 SQS Queue selected

Details Permissions

Name:

URL:

ARN:

Created:

Last Updated:

Delivery Delay:

Queue Type:

Content-Based Deduplication:

X 1to10f 1items
Queue Type Content-Based D Available in Flight - Created
Standard N/A 0 0 2018-10-27 16:15:35 GMT+05:30
Note that after purging the queue there are no messages in the queue
mme
Redrive Policy Monitoring Tags Encryption Lambda Triggers

sample-queue Default Visibility Timeout: 30 seconds
hitps://sqs.us-east-1 om/4’ 126 q Message Retention Period: 4 days
arr 2 -east-1:4 1263165:sample-queue Maximum Message Size: 256 KB

2018-10-27 16:15:35 GMT+05:30
2018-10-27 16:41:52 GMT+05:30
0 seconds

Standard

N/A

Receive Message Wait Time: 0 seconds
Messages Available (Visible): 0
Messages in Flight (Not Visible): 0
Messages Delayed: 0

Next lets put an object in S3 bucket s3-sgs-example, that will put an event message for that
object in the SQS queue sample-queue

INBL2-42RG3QD: nod
-rw-r--r--@ 1 mah

e-sqs-demo

tab.alam 26352421

ab.alam$ 1s -1h ~/Downloads/cat3.jpeg
331K Oct 25 22

54 /Users/mahtab.alam/Downloads/cat3.jpeg

INBL2-42RG3QD:node-sqs-demo mahtab.alam$ aws s3 cp ~/Downloads/cat3.jpeg s3://s3-sqs-example/ --profile mahtab-sysops

upload:
INBL2-42RG3QD:nod

Filter by Prefix: Q
@ Name

®  samplequeve

18QS Queue selected

Details Permissions

Name:

URL:

ARN:

Created:

Last Updated:

Delivery Delay:

Queue Type:

Content-Based Deduplication:

e-sqs-demo mahtab.alam$ [

../Downloads/cat3.jpeg to s3://s3-sqs-example/cat3.jpeg

\Welcopiedlal33jiKkBlobjectjtolS3lbucket

X 1to 1 of 1 items

Queue Type Content-Based D

Available in Flight Created

Standard N/A 1 0 2018-10-27 16:15:35 GMT+05:30

Note that now we have a message available in the queue after putting an
object to S3 bucket

_}_N=]
Redrive Policy Monitoring Tags Encryption Lambda Triggers

sample-queue Default Visibility Timeout: 30 seconds
https://sgs.us-east-1 om/47 126! q Message Retention Period: 4 days

;i is-east-1:472821263165:sample-queue Maximum Message Size: 256 KB
2018-10-27 16:15:35 GMT+05:30 Receive Message Wait Time: 0 seconds
2018-10-27 16:41:52 GMT+05:30 Messages Available (Visible): 1
0 seconds Messages in Flight (Not Visible): 0
Standard Messages Delayed: 0

N/A

Lets read this message from SQS queue



INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFILE=mahtab-sysops REGION=us-east-1 node main.js

Messages [{"Messageld 9bdc8a66-8365-4fe6-889c-abB55b77¢c449f", "ReceiptHandle" : "AQEBhruW84VdnONUjScON9PqdYDAxzqqxB7tP+x6/F2Ch117WtSgj2ypJx1T2ckf
prDk+35FX8ZVvNPpOrX20zqhDqSn0z3zGOVX7zIkw6zzn+fEFfBcOLU/RALTqfYQWAztvvbsPTKRYRGn2U3BRdLpbZ1/0YdiWyujuvEX58XNvpFAFvbyU9DGXFaPp2NOXDmn6t9tMcESNEMNn/
zCx7c7q6pFN/Q3tidyKu/NSvtEJPJy@OP5MWhqw53Q0DR/U30dDY9aD01h6ag+QqlbgBE+30iUUiu/VLuqjdLVNP1bk8BrKP59xAfIM1e9PAOUCeA7KYQSd6jcCQ60jD999galcaZjOTQNa
soIIkAveXBRjAHXkjiqjXK/X168JrOLbdfAhy9", "MD50fBody": "36b48c10d3del5f8dfb8144572b7b3bc", "Body": " {\"Records\": [{\"eventVersion\":\"2.0\",\"eventS
ource\":\"aws:s3\",\"awsRegion\":\"us-east-1\",\"eventTime\":\"2018-10-27T11:16:29.100Z\",\"eventName\":\"ObjectCreated:Put\",\"userIdentity\":
"106.51.26.233\"},\"responseElements\": {\"x-amz-req
gk8zgqZjnxQHGViErBPLZz19ZT90UKuooDspqGxg/WABIHFX1C6sG+GéqlLgzetEtaBIqtBL1IKJpE=\"},\"s3\": {\"s3Sch
emaVersion\":\"1.0\",\"configurationId\":\"YWJiN2NKMTItZDI3NCOOYjJjLThkY2YtNWM2NmUz x0TAO\",\"bucket\":{\"name\":\"s3-sgs-example\",\"ownerId
entity\":{\"principalId\":\"A38LJOD4QVKVQT\ "arn:aws:s3:::s3-sqs-example\"},\"object\":{\"key\":\"cat3.jpeg\",\"size\":339371,\"eTag
\":\"7080bcdbeaddd6ea823b9393721d0de3\",\"seq "005BD44908366305B9\"}}}]1}","Attributes":{"SentTimestamp"Q'1540638989165"}}]
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ I

{\"principalId\":\"AWS:AIDAI7E47VP7UTW3BSSVK\"},\"requestParameters\": {\"sourceIPAddress\

uest-id\":\"6A2A42755834B1D9\",\"x-amz-id-2\"

Filter by Prefix: Q

@ Name

sample-queue

1 SQS Queue selected

Details Permissions

Name:

URL:

ARN:

Created:

Last Updated:

Delivery Delay:

Queue Type:

Content-Based Deduplication:

Filter by Prefix: Q,

Name

sample-queue

1 SQ@S Queue selected

Details Permissions

Name:

URL:

ARN:

Created:

Last Updated:

Delivery Delay:

Queue Type:

Content-Based Deduplication:

1101 of 1 items

Queue Type Available Created

in Flight

Standard N/A 0 1 2018-10-27 16:15:35 GMT+05:30

Note that as we receive the message from queue it is marked in Flight message and

will not be available to other consumers until visibility timeout period

_}— =]

: sample-queue

Redrive Policy Monitoring Tags Encryption Lambda Triggers
sample-queue Default Visibility Timeout: 30 seconds
https://sqs.us-east-1 om/47 126 q Message Retention Period: 4 days
: arr us-east-1:4728212631 ple-queue Maximum Message Size: 256 KB
2018-10-27 16:15:35 GMT+05:30 Receive Message Wait Time: 0 seconds
2018-10-27 16:41:52 GMT+05:30 Messages Available (Visible): 0
0 seconds Messages in Flight (Not Visible): 1
Standard Messages Delayed: 0
N/A
X 1to 10f 1 items
Queue Type Content-Based D Available in Flight Created
Standard N/A 1 0 2018-10-27 16:15:35 GMT+05:30
After visibility timeout period the message is again available for other
consumers as we didn't deleted the message after processing R ]|
Redrive Policy Monitoring Tags Encryption Lambda Triggers

Default Visibility Timeout: 30 seconds

hitps://sqs.us-east-1 com/47282126;
am:aws:sqs:us-east-1:472821263165:sample-queue
2018-10-27 16:15:35 GMT+05:30

2018-10-27 16:41:52 GMT+05:30

0 seconds

Standard

NIA

q Message Retention Period: 4 days
Maximum Message Size: 256 KB
Receive Message Wait Time: 0 seconds
Messages Available (Visible): 1
Messages in Flight (Not Visible): 0
Messages Delayed: 0



INBL2-42RG3QD:node-sqs-demo mahtab.alam$ date
Sat Oct 27 16:57:29 IST 2018
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFILE=mahtab-sysops REGION=us-east-1 node main.js
Messages [{"MessageId":"9bdc8a66-8365-4fe6-889c-ab55b77c449f", " "ReceiptHandle":"AQEBS3E741vWUqlmmSx2pls6KyPy84AKDxZy+NBgCmtahL/a7qzk7iNsgIkukMksiguIlU
ORvsjtGtvEUSSOEbtOOtGYnX8fdSH2j/rj6jg90XNxJLgtQxxLb8X/2zhptBnrgeff3YmH7/qHcXd278zKEXFH1AVFG7qCOZ46yIFRI/FU/1xkkIz8HyIids3reFZXWqjIanfLRohaPS++MbMfIz2
Pyk7PNU2uC2YewHBetwutUCEU7VBzyhL2eC6eusrmHkRyz+i3hNsSEQ7V+iVTSrfgQolgceNF6/XhTHSNtTWB6gAjB5xTYZzjPaWuUES+tkh2I09U141jB7ysKDKRbnxWG7dhLSb5N4NPfLx1kGKYe/
00VoDkRIOUKtBgITU38b","MD50fBody":"36b48c10d3del5f8dfb8144572b7b3bc", "Body":" {\"Records\": [{\"eventVersion\" 2.0\" eventSource\":\"aws:s3\",\"aws
Region\":\"us-east-1\",\"eventTime\":\"2018-10-27T11:16:29.100Z\",\"eventName\":\"ObjectCreated:Put\",\"userIdentity\":{\"principalId\":\"AWS:AIDAI7E
47VP7UTW3BSSVK\"},\"requestParameters\": {\"sourceIPAddress\":\"106.51.26.233\"},\"responseElements\ \"x-amz-request 6A2A42755834B1D9\",\"x-a
id-2\":\"gk8zgqZjnxQHGVjErBPLz19ZT90UKuooDspqGxg/WABIHFX1C6sG+G6éqLgzetEtaBIqtBL1KJpE=\"},\"s3\": {\"s3SchemaVersion 1.0\",\"configurationId\":\
N2NKMTItZDI3NCOOYjJjLThKY2YtNWM2NmUzZDEXOTAO\",\"bucket\": {\"name\":\"s3-sqs-example\",\"ownerIdentity\":{\"principalld\":\"A38LJOD4QVKVQT\"},\"
"arn:aws:s3: 3-sqs-example\"},\"object\":{\"key\":\"cat3.jpeg\",\"size\":339371,\"eTag\ "7080bcdbeaddd6ea823b9393721d0de3\",\"sequencer\":
\"005BD44968366305B9\"}}}1}", "Attributes":{"SentTimestamp":"1540638989165"}}]
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFILE=mahtab-sysops REGION=us-east-1 node main.js
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFILE=mahtab-sysops REGION=us-east-1 node main.js

[Nolmessagelasktherelwasing]

INBL2-42RG3QD:node-sqs-demo mahtab.alam$ date [messagelavailablelinlqueuel
Sat Oct 27 16:57:38 IST 2018

INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFI mahtab-sysops REGI us-east-1 node main.js

INBL2-42RG3QD:node-sqs-demo mahtab.alam$ date

Sat Oct 27 16:57:42 IST 2018
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFI mahtab-sysops REGI us-east-1 node main.js
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ date
Sat Oct 27 16:57:51 IST 2018 iihisIprovesithatfan]inElighmessagelislnctavailable}
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ date tolconsumersluntil\isibilityAlimeoutpetiod]
Sat Oct 27 16:57:52 IST 2018
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ AWS_PROFILE=mahtab-sysops REGION=us-east-1 node main.js
Messages [{"MessageId":"9bdc8a66-8365-4fe6-889c-a055b77c449f", "ReceiptHandle": "AQEBraqe602/AC/hzpGTM29yR/hWsoWRZc9+PDNisZfTenDZM/0z6G7dXDRyNurhtVtOzn
IVH5ImutISE3n3rXx5QEyZ1PDA/NfhFvg/Hyrz2702vCqF15CrzHYNT5Y1gZVadhF8I1ZB99tFW4i4ywpdyggOAJ)sL+AaoZKu3vZEZEUrtuln09JL26IwmXERN87CjcfLpnOdgFGNBD4Tyq6605ypN
barA8GTémdc2HGq4rUdyaKfbluD1ai6VHX4Jj7n7nwNGbTADDNO3RwWNj50IJeiI5UnfGPYkqomcRfLDpMttsXD5UcRNwMTtGx1x1eVU1YKTn+Jw+PQ9yUXPXLGAMZKoAVInYekKCAMINIxLf3qyh8
2QospSruUcC899idimmK9" , "MD50fBody" : "36b48c10d3del15f8dfb8144572b7b3bc", "Body": " {\"Records\": [{\"eventVersion\":\"2.0\" eventSource\":\"aws:s3\",\"aws
Region\":\"us-east-1\",\"eventTime\":\"2018-10-27T11:16:29.100Z\",\"eventName\":\"ObjectCreated:Put\",\"userIdentity {\"principalId\":\"AWS:AIDAI7E
47VP7UTW3BSSVK\"},\"requestParameters\": {\"sourceIPAddress\":\"106.51.26.233\"},\"responseElements\ \"x-amz-request-id\":\"6A2A42755834B1D9\",\"x-a
id-2\":\"gk8zgqZjnxQHGVjErBPLz19ZT90UKuooDspqGxg/WABIHFX1C6sG+GéqLgzetEtaBIqtBL1KJpE=\"},\"s3\": {\"s3SchemaVersion\" 1.0\" "configurationId\":\
N2NKMTItZDI3NCOOYjJjLThkY2YtNWM2NmUzZDEXOTAO\",\"bucket\":{\"name\":\"s3-sqs-example\",\"ownerIdentity\":{\"principalId\":\"A38LJOD4QVKVQT\"},\"
3-sqs-example\"},\"object\":{\"key\":\"cat3.jpeg\",\"size\":339371,\"eTag\ 7080bcdbead®d6ea823b9393721d0de3\",\ "sequencer\":
\"005BD44908366305B9\"}}}1}","Attributes":{"SentTimestamp":"1540638989165"}}]
INBL2-42RG3QD:node-sqs-demo mahtab.alam$ I

One important thing to note about VisibilityTimeout period is it can be specified with individual
receivemessage request, and if not specified with the receivemessage request it will be by
default to SQS queue’s default Visibility Timeout period

VisibilityTimeout — (Integer)

The duration (in seconds) that the received messages are hidden from
subsequent retrieve requests after being retrieved by a ReceiveMessage
request.



JS main.js x

AWS = require('aws-sdk');
aws_region = process.env.REGION;

AWS.config.update({region: aws_region});

sqs = AWS.SQS({apivVersion: '2012-11-05'});

queueURL = "https://sqs.us—east—1.amazonaws.com/472821263165/sample—queue";

params = {
AttributeNames: [

"SentTimestamp"
Il

MaxNumber0fMessages: 18,[ mma@ Specifying @

MessageAttributeNames:

| awe setithe)Visibilityfimeout
Queuelrl: queveURL, periodifordmessagelto)lr2
VisibilityTimeout: 12,

WaitTimeSeconds: @ Seconds m

& receiveMessagelrequest

sqs. receiveMessage(params, (err, data) {
if (err) {
console. log("Receive Error", err);
} else if (data.Messages) {
console. log( 'Messages '+JSON.stringify(data.Messages));
deleteParams = {I
QueueUrl: queueURL,
ReceiptHandle: data.Messages[@].ReceiptHandle
LB




