IBC Monitoring Bot - Functionality Breakdown

This document intends to showcase the functionality of the IBC Monitoring Bot developed by
Cosmonaut Stakes.

1. ALERTS - automatically triggered and sent to the designated Discord channel
whenever:
a. A monitored channel has stuck commitment packets on either the source chain,
or the counterparty chain. A commitment packet is considered “stuck” when it
hasn’t been relayed in more than X minutes (configurable, i.e. 30 minutes).

There are 2 types of alerts:
i.  Thefirst alert is a “warning”, informing relayers of 1 or more stuck
commitment packets that need to be relayed.

Akash Interchain Status By CS & (APP. 17/09/2024 21:02
WARNING: Packets are protesting 10+ minutes of delay, demanding better
internet traffic management and more bandwidth snacks.

Details

Source Channel: channel-63
Source Chain: akashnet-2
Pending: 2

Counterparty Channel: channel-64
) Counterparty Chain: kaiyo-1
Pending: 0

@Dan | Cosmonaut Stakes &

i.  Whenl/if the warning is cleared (meaning the packets have been relayed)
a “solved” alert is sent, informing relevant relayers that the path in
question is now healthy again.

Akash Interchain Status By CS & (APP. 17/09/2024 21:3
SOLVED: Stuck no more, the packets have broken free and are now on their
merry relayed way to freedom.

Details

Source Channel: channel-63
3 Source Chain: akashnet-2
Pending: 0

Counterparty Channel: channel-64
Counterparty Chain: kaiyo-1
Pending: 0

@Dan | Cosmonaut Stakes &

b. An IBC client (either on the source chain or the counterparty chain) is going to
expire in X days (configurable, i.e. 3 days).

There are 2 types of alerts:


https://x.com/CosmonautStakes

i.  The first alert is a “warning”, informing relayers of the client expiring in X
days.

Akash Interchain Status By CS & (APP. 0s/09/2024 14:12
ATTENTION: Client O7-tendermint-53 is about to ghost us in 14 days, update it
before it disappears forever.

Details

Source Channel: channel-17
§8 Source Chain: akashnet-2
= Client: O7-tendermint-53
. Client Expiring In: 13d 18h 52m

B Counterparty Channel: channel-184
8 Counterparty Chain: cosmoshub-4

=, Client: O7-tendermint-385

. Client Expiring In: 13d 1%h 1m

@Dan | Cosmonaut Stakes &

i.  Whenl/if the warning is cleared (meaning the client has been updated) a
“solved” alert is sent, informing relevant relayers that the client in question
is now updated and isn’t close to expiring.

Akash Interchain Status By CS & (APP. 08/09/2024 14:15
SOLVED: Client O7-tendermint-53 was on life support, but a blockchain hero
swooped in to save the day just in time.

Details

Source Channel: channel-17
Source Chain: akashnet-2

= Client: 07-tendermint-53

¢ Client Expiring In: 13d 18h 49m

Counterparty Channel: channel-184
Counterparty Chain: cosmoshub-4

» Client: O7-tendermint-385

2 Client Expiring In: 13d 18h 58m
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2. COMMANDS - used to manage the bot and retrieve relevant information:
a. Manage Channels
i.  Add (only available to the Cosmonaut Stakes team, as prior configuration
need to be done)

| $add channel-126

Akash Interchain Status By CS & (APP
& SUCCESS! channel-126 is now monitored!




ii.  Delete (only available to the Cosmonaut Stakes team, so possible
malicious intents from external parties are controlled)

| $delete channel-126

Akash Interchain Status By CS & (APP 9
| SUCCESS! channel-126 is NOT monitored anymore!

iii.  Display all monitored channels

:‘ & Todayat
| $channels

Akash Interchain Status By CS & [APP) Today - )7
The message below is automatically deleted after 120 seconds ...

#1 osmosis-1

Source Channel: channel-9
Source Chain: akashnet-2
Packets Pending: 0O

i Client Expiring In: 13d 22h 57m

Counterparty Channel: channel-1
Counterparty Chain: osmosis-1
Packets Pending: 0O

¥ Client Expiring In: 20d 22h 57m

#2 cosmoshub-4

Source Channel: channel-17
Source Chain: akashnet-2
Packets Pending: 0O

2 Client Expiring In: 13d 22h 58m

Counterparty Channel: channel-184
Counterparty Chain: cosmoshub-4
Bl Packets Pending: 0O
. Client Expiring In: 13d 23h 8m

#3 juno-1

iv.  Display specific channels

® s
| $channel channel-37

Akash Interchain Status By CS & (APP) Today at 22:3
The message below is automatically deleted after 120 seconds ...

Channel #1

Source Channel: channel-37
Source Chain: akashnet-2
Packets Pending: 0O

¥ Client Expiring In: 13d 14h 32m

Counterparty Channel: channel-5
Counterparty Chain: kava_2222-10
Packets Pending: 0O

. Client Expiring In: 13d 14h 32m

b. Manage Discord Usernames to relevant channels, so relayers get notified when
there’s stuck commitment packets or clients are about to expire.



i. Add Relayer

G Tods :
| ‘! $addrelayer channel-37 @Dan | Cosmonaut Stakes &

\J SUCCESS! Going forward, you'll START being alerted when there are stuck
packets on: channel-37

Akash Interchain Status By CS & [APP) Today at 22:33

ii. Delete Relayer

] 8 :
$deleterelayer channel-37 @Dan | Cosi aut Stakes &

Akash Interchain Status By CS & (APP) Today at 22:33
\J SUCCESS! Going forward, you'll STOP being alerted when there are stuck
packets on: channel-37

iii. Display all saved relayers

$relayers

Akash Interchain Status By CS & [APP| Tc
channel-9 (osmosis-1) : NONE
channel-17 (cosmoshub-4) : danoly
channel-35 (juno-1) : NONE
channel-37 (kava_2222-10) : danoly
channel-60 (umee-1) : NONE
channel-61 (omniflixhub-1) : NONE
channel-63 (kaiyo-1) : NONE
channel-126 (archway-1) : NONE

c. Get a breakdown of all the bot’s functionality:
$help S

Akash Interchain Status By CS & (APP
@ 7he message below is automatically deleted after 120 seconds ...
1. Manage monitored channels

&8 Add Channels
$add channel-1

Remove Channels
$delete channel-1

B pisplay Channels and related information
$channels

B pisplay Specific Channels and related information

$channel channel-1 channel-2 channel-3 ...

2. Get notifications for channels you're relaying on

&8 Add Relayer Details
$addrel. r channel-1 channe channel-3 ...

You can easily see which channels are relevant to you on a blockchain explorer, or inside your relayer configuration.

Remove details

$deleterelayer channel-1 channel-2 channel-3 ... @userl @user2 @user3 ...

B pisplay Relayers Info

$relayers

By Cosmonaut Stakes ® (https://www.cosmonautstakes.com)



