- For web instances | use UserData script. | can’t use Ansible here because of
dynamically spawning in an auto-scale group. UserData does next:
- mount efs
- enable Apache
- setup and enable CloudWatch Agent
- All main settings and creds have to be in
infrastructure/terragrunt/dev/vars.tfvars. These files were added to
gitignore.
- AMI contains all dependencies needed for WordPress instances.
- In the task | should use Ansible to create AMI. But | create AMI with packer and it
takes one command.
- Dashboard module isn’t dynamic, so if an auto-scale group spawn a new instance
dashboard do not add this one to metrics.

Setup

1. AWS Console

1. Request domain in Route53

2. Sign certificate for that domain in Certificate Manager

3. Inthe SMM Parameter Store save passwords for DB and MySQL. Use these key
names in template (db_password_name and mysql_password_name)

2. AMI

1. To generate fresh new AMI for project you need to go inside ami and run:

packer build .

3. Create vars file

1. Inside infrastructure/terragrunt/dev create vars.tfvars with
variables for infrastructure with template.

4. Terragrunt deploy first half

1. Inside infrastructure/terragrunt/dev folder run next:

terragrunt run-all plan \
--terragrunt-include-dir s3 \
--terragrunt-include-dir vpc \

-—terragrunt-include-dir rds \

--terragrunt-include-dir bastion \
-var-file="$ (pwd) /vars.tfvars"




5. Add static files to bucket

6. Ansible

1. Inside ansible folder check if all instances accessable:

ansible -i inventory all -m ping

2. To deploy wordpress run next:

ansible-playbook -i inventory main.yaml

7. Terragrunt deploy second half

1. Inside infrastructure/terragrunt/dev folder run next:
terragrunt run-all plan \

--terragrunt-include-dir app \

--terragrunt-include-dir dashboard \
-var-file="$ (pwd) /vars.tfvars"

8. Now your wordpress site is deployed and available!

https://it-syndicate-disablak.com/

Template vars.tfvars

min autoscale size =

max autoscale size =

bucket name log =

db password name = "db

mysgl user = "admin

mysgql password name = "m
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Infrastructure screenshots

Instances (3) info @
Q. Find Instance by attribute or tag (case-sensitive) All states ¥
Name 2 v Instance ID | Instance state - | Instanc... VY | Status check | Alarm status | Availabili... ¥ | Public IPv4 DNS v PublicIPv4 ... ¥ Private IP address
‘web i-049ae457bd0c5d43b @ a t2.micro View alarms +  us-east-1b - - 10.0.102.63

bastion i-04f03602a4ecbd58b @ a t2.micro View alarms + us-east-1a ec2-107-21-61-237.co... 107.21.61.237 10.0.1.52

‘web i-Obc28dbbff954268c @aQ t2.micro View alarms +  us-east-1a - - 10.0.101.100

demoapp-alb

Listeners (2) Rules (2) Target groups (1) info Targets (2)

Priority default el 2 targets

HTTPS:443 Forward to target group o demoapp-tg 1-017845094940e4f32 Port 80

Conditions (If) ®0 ®o0 @0 Qo

HTTP:80 If no other rule applies

I-Ocaab585d9a5445cc Port 80
Priority default
© Redirect

Conditions (If)
If no other rule applies

Log groups (4)

By default, we only load up to 10000 log groups.

Q. Filter log groups or try pattern search Exactmateh
Log group Log class v | Anomaly detection

[fawsfec2 fapache-access Standard Configure

[faws/ec2 fapache-error Standard Configure

Jaws/route53 /querylogs Standard Configure

[faws/vpc/flowlogs Standard Configure

E14DHMAKLDELD4 ('standard

General Security Origins Behaviors Error pages Invalidations Tags Logging

Behaviors
Q, Filter behaviors by property or value
Preced... Path pattern Origin or origin group | Viewer protocol policy
wp-content/* S3-disablak-static-content Redirect HTTP to HTTPS
wp-includes/* S3-disablak-static-content Redirect HTTP to HTTPS

Default (*) ALB-tf-1b-2025081115042879150... Redirect HTTP to HTTPS




disablak-dashboard v

CPU Usage (system)

Percent

o823

o

1033465b47£244¢78 (web)

Apache Error Logs

: @timestamp
2025-08-13711
2025.08-13711
2025.08-13711
2025.08-13711

syndicate-disat

& it-syndicate-disablak.com

930

13:53.886+03:00
13:48.442+05:00
13:48.442+03:00

13:48.442+03:00
13:48.442+03:00
13:45.449405:00
13:40449+405:00
13:40.449+03:00
13:40.449+03:00

58:05.267+03:00
580251040500
58:01.257+05:00

57:50035+03:00
57:49.033+03:00
57:49.033403.00

blak.com

10:00
©-0429542b56955dd42 (web)

CPU Usage (idle)

Percent

992

10:30 09:00

: @message
[Wed Aug 13 08:13:43.031061 2025) [corenotice] [pid 8715:tid 8713] AH000S4: Command lin
2965884 2025] [suexecnotice] [pid 8713:1id 8713] AHO12:
7 2025] [lomethod_heartbeatnotice] [pid 87134id 8
8 2025 systemd:notice] [pid 8715:tid 8713] AH10497:
5.031041 2025) [mpm_eventnotice] [pid 8713:1id 8713] AHOO489: Apac
3801192 2025] [core:notice] [pid 10516:td 105161 AH00094: Command
9 2025) [suexec:notice] [pid 10516:1id 10516] AHO1232: suE
[Wed Aug 13 08:13:33.778297 2025) [lomethd_heartbeat:notice] [pid 10516:1id 10516] AHO.
[Wed Aug 13 08:13:33.779207 2025) [systemd:notice] [pid 10516:tid 10516] AH10497: SELinu

: @message
T /xnirpc.php HTTP/1.1
T /xmirpe.php HITP/1.1
] "POST //xmirpe.php HTTP/1.1 26
0] “POST //xmirpc.php HTTP/1.1
000] *POST //xamlepe.php HTTP/1.1 200 401 *
amirpe.php HTTP/1.1* 200 401 -+ "Am.
[13/A41g/2025:08:57:48 +0000] ‘POST //amirpe.php HTTP/1.1° 200 401 = A
[13/Aug/2025:08:57:47 +0000] ‘POST //sirpe.php HTTP/1.1* 200 401 * A
/Aug/2025:08:57:48 40000] "GET /wp-includes/images/blank gif HTTP/1.1°2.

CPU Usage (User)

percent

0930 10:00 1030 0900 0930 1000 1030

3465547724478 (web) @ 1-0429542b56955d04 3465547724478 (web) @ 1-0429542b56955dd42 (web)

: @logStream
pac
pache-error

Jec2/apache-error
/aws/ec2apache-error
2/apache-error
aws/ec2 apache-error
faws/ec2 apache-error
faws/ec2/apache-error

Jec2/apache-error

: @logStream
Sy —
aws/ec2apache-access
aws ec2apache-access.

104280348236
104280348236

104280348254

faws/ec2/apache-access

faws/ec2/apache-access

Welcome

Welcome to the famous five-minute WordPress instalation process! Just il in the information below and
you'll be on your way to using the most extendable and powerful personal publishing platform in the world.

Information needed

Please provide the following information. Do not warry, you can always change these settings later.

sito Title
Username
Userames can have only alphanumeric characters, spaces, underscores, hyphens,
periods, and the @ symbol
password 2*380)8NsZu7nkHi)A 9 tiide |
strong
Important: You will need this password to log in. Please store tin a secure location.
Your Emai
Double-check your email address before continuing
Search engine Discourage search engines from indexing this site
vsibilty

tall php?ste

Itis up to search engines to honor this request.

Success!

WordPress has been installed. Thank you, and enjoy!

Username disablak

Password Your chosen password.

Login

Local timezone v | (G| v) (22

(o]




>~ t-syndicate-disablak.com/wp-c

+ New

®ashboard
Home
Updste
posts
Media
Pages
Comments
Appearance
Plugins
Users
Tools
Settings

Site Health Status

Ata Glance

# 1pos
L]

Activity
Recenty Published

ody, 131 Hellovorid:

Recent Comments

g

4, s is o comment. To get
comments, please vt the Comments screen n

B i-syndicate-disablak.com

@ gsaak S EdtSte O 1 B0+ New

et storted with moderating, ediing, and deleing Open Channels P Find Some

H v e

Howdy, disablak [l

X Dismiss

Welcome to WordPress!

Learn more about the 6.8.2 version.

Author rich content with blocks and E Customize your entire site with block n Switch up your site’s look & feel with Styles
patterns themes Tweak your site o give ta whole new looki Get creative —
Block patterns o pra-configured block layouts. Use them Design everyihing on your ite — from the header down to o aboutanew color palette o font?

0 getinspired or create new pages in  flash. thefooter, alusing blocks and patterns. Edit siyles

v+ auickontt ~

Ste heath checks wil automaticaly rn perodcallyto | Title
Gather information about you ste. You can aiso visit

Molntemacien yet. ' Sto Health screen t gather information about your
it now. Content ] Drag boxes here

Wordpress Events and News Avoa

Attend an upcoming event nearyou. Q Select loca

Portand, Are You Ready? The

Watt:Hatisn T

Meetups B WordCamps @ News

L0 H o @

Howdy, isabiax Bl Q.

disablak Sampla Page

Blog

Hello IT-Syndicate!

Id ke to join you!

disablak Blog Events

Apout Shop
FAQs Patterns

Authors Themes




	Report 
	Notes 
	Setup 
	1. AWS Console 
	2. AMI 
	3. Create vars file 
	4. Terragrunt deploy first half 
	5. Add static files to bucket 
	6. Ansible 
	7. Terragrunt deploy second half 
	8. Now your wordpress site is deployed and available! 

	https://it-syndicate-disablak.com/  
	Template vars.tfvars 
	Infrastructure screenshots 


