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The US is launching strikes on cartels, decking US-Mexico relations.

Linthicum 10-28 [Kate Linthicum; Foreign Correspondent for the Los Angeles Times based in Mexico
City, 10-28-25, “Mexican president condemns U.S. strikes that killed 14 alleged drug traffickers”, Los
Angeles Times,
https://www.yahoo.com/news/articles/mexican-president-condemns-u-attack-141701976.html, DOA:
10-28-25] shaan

The Trump administration has widened its war against alleged drug traffickers, killing 14 people in attacks on four
boats off Mexico's Pacific coast, a move condemned by Mexican President Claudia Sheinbaum.

The Pentagon said Tuesday that it carried out the strikes in international waters in the eastern Pacific Ocean on Monday. The U.S. and
Sheinbaum initially said that one survivor had been rescued by Mexico's navy, though the navy later clarified that its search for the lone survivor
was ongoing.

Sheinbaum denounced the strikes and ordered officials from her administration to discuss them with
the U.S. ambassador to Mexico.

"We do not agree with these attacks, with how they are carried out," Sheinbaum said. "We want all international treaties to be complied with."

The Pentagon did not give exact coordinates of the attacks. Sheinbaum said only that they occurred in "international waters." In a post on X,
Mexico's navy said that at the behest of the U.S. Coast Guard it was conducting a search-and-rescue operation 400 miles south of the Pacific
resort city of Acapulco.

The Pentagon declined to share the nationalities of the victims, any evidence that they were in fact trafficking drugs and whether they were
suspected of allegiance to a particular cartel.

[The latest strikes mark a new escalation of the U.S. military campaign against alleged Latin American
drug runners, which White House officials have branded "narco terrorists." In recent months, President Trump has formally designated

several drug cartels as terrorist groups and the military has ordered thousands of troops, war ships and fighter

jets to the Caribbean sea in an effort to combat them.

At least 57 alleged traffickers have been killed in 13 strikes in the Caribbean and the Pacific, mostly off the coasts of Venezuela and Colombia.
Most experts agree that the strikes violate U.S. and international law because the military is not supposed to target civilians — even alleged
criminals — who are not at war with the United States.

Trump has said that he does not plan to ask Congress for a "declaration of war," and that he alone has
the authority to declare drug traffickers as enemy combatants.

The strikes have provoked outcry throughout Latin America, with Venezuela's authoritarian leader, Nicolas Maduro,
insisting that they are political in nature and designed to push him from power. After Colombian President Gustavo Petro criticized the U.S. for
"murdering" civilians in strikes off the coast of his country, the U.S. Treasury Department responded by sanctioning him and several members of
his family, and Trump threatened to impose punishing tariffs on Colombian imports.

Before this week, Sheinbaum had avoided a full-throated condemnation of the Trump administration's
high-seas attacks.

U.S. officials have warned for months that they may carry out strikes on drug trafficking targets in Mexico, which is the principal smuggling
corridor for America-bound drugs, including cocaine and synthetic drugs such as methamphetamine and fentanyl.

The Trump administration has ramped up CIA surveillance drone flights over Mexico, formally designated drug cartels as “foreign terrorist”
groups and floated the possibility of deploying troops there to fight organized crime.

Mexico is “essentially run by the cartels,” Trump has said, insisting that the United States should “wage war” against them.



_ — a nationalist position that has played well with her base.

That causes domestic instability and escalation of conflicts---only closer cooperation
and intel-sharing with Mexico solves.

Livermore 25 [Doug Livermore; National vice president for the Special Operations Association of
America, 1-14-2025, "US intervention against Mexican cartels carries major risks. Here’s how to mitigate
them.," Atlantic Council,
https://www.atlanticcouncil.org/blogs/new-atlanticist/us-intervention-against-mexican-cartels-carries-m
ajor-risks-heres-how-to-mitigate-them/, DOA: 10-28-2025] shaan

Is direct military intervention against Mexican drug cartels the answer to ending the US opioid crisis and improving security along the border?

Several members of the incoming Trump administration have suggested _erationl
forces . The proposals are similar to how the United States has previously engaged in counterterrorism and

counterinsurgency abroad, reflecting just how much the drug trade—especially fentanyl originating from China—has negatively impacted US
communities.

But such unilateral military action _ as the ‘_

-. In addition, even considering military action would first require strengthening complementary efforts with the Mexican
government and domestically among local and federal government agencies in the United States.

Mexican- are not merely criminal organizations; they- as paramilitary entities -
financial resources global supply chains and sophisticated logistical networks that extend into the
United States. itis unlikely that such groups would passively absorb US attacks. Instead, as history shows, cartels are highly likely to
retaliate both preemptively and reactively. They possess a M when _Lew
_ within the United States,_ far beyond what proponents of a

purely military solution may anticipate.

Given their extensive experiences and expertise in combating elusive terrorist networks, oftentimes operating quietly in the shadows while
supporting partners on the ground, US special operators are ideally suited for this fight. However, US special operators and their families would
likely find themselves in the cartels’ crosshairs. But there are ways that the United States should prepare for such retaliation before Washington
even considers such action.

A proven capacity for retaliation

Mexican cartels have demonstrated an uncanny ability to adapt and retaliate against perceived threats, as demonstrated throughout Mexico’s
history.

Soon after Felipe Calderén became president of Mexico in 2006, he declared a “_,” deploying military forces against cartels. The

a in violence. The cartels retaliated by— military
personnel, and government officials. Entire — and public officials were assassinated in

broad daylight. Beyond physical violence, cartels also employed psychological tactics, using brutal killings and public displays of bodies to instill
terror among the population.

On October 17, 2019, Mexican forces arrested Ovidio Guzman Lépez, the son of drug lord and former cartel leader Joaquin “El Chapo” Guzman.
The Sinaloa Cartel swiftly unleashed widespread violence. Using armored vehicles, machine guns, rockets, and other heavy weapons,
approximately seven hundred cartel “sicarios” conducted widespread attacks against civilian, government, and military targets across Culiacan.
The cartel’s campaign of terror overwhelmed Mexican authorities in what has become known as the “Battle of Culiacan” and “Black Thursday.”
This incident underscored the cartels’ operational sophistication, which ranges from coordinating large-scale attacks to leveraging public fear.
And amid all the violence, the government released Guzman.

Throughout Mexico’s recent history, cartels have routinely retaliated against perceived threats to their operations, including media organizations
and civilian populations. Of the reporters who have been slain, some had written negative reports about the drug cartels themselves, while
others have exposed corruption among those politicians that the cartels pay off. By controlling narratives and instilling fear, they secure



compliance and deter resistance. In some years, Mexico has proven itself to be even more deadly for reporters than active warzones such as
Syria and Ukraine.

Given these examples, it is not difficult to imagine how cartels might respond if US forces launched cross-border operations. The difference,

however, is that the retaliation could happen within US borders.

Hitting home

The to the consequences of engaging in direct military action against Mexican cartels, and such a

campaign would not see the cartels simply ceding the initiative and sitting on their side of the border waiting to be attacked. The very

dru , spanning from cities (such as Los Angeles and Chicago) to rural communities,

cartels with the _ potential retaliatory - Cartels have a history of assassinating government officials
in Mexico, and_ likely _ in the United States against political figures,
law-enforcement leaders, and even military personnel. Extensive cartel underground

-based could readil such against targets inside the United States.

Beyond physical attacks, cartels could engage in _, employing such capabilities to_

otential
through intimidation and corruption. Cartel cyber activity could bear significant effects for the target of such operations; and if the target (for
example, a government department or agency) suspends its normal operations to repair its security walls, those effects could expand across
communities.

as part of criminal dealings. Their financial power also enables them to influence local politics and law enforcement

Increasingly, Mexican drug cartels have turned to the “cybercrime as a service” economy, infiltrating government and commercial institutions to
advance their criminal interests. By potentially coordinating cyber activities with campaigns of terror in cartel-influenced US neighborhoods,
these groups could sow panic and destabilize communities, driving Americans to call for a cessation of operations against the cartels in Mexico.

What must come first

US militar to combat the cartels robust

the new led by President Claudia Sheinbaum (who has expressed a desire to fight
organized crime more aggressively). Joint task forces, _, and specialized training programs can bolster

Mexico’s counter-narcotics capabilities. Equally important is addressing systemic corruption within Mexico, which has long hindered efforts to
dismantle cartel operations. By empowering its partners, the United States
the that unilateral actions alone often provoke. When and where no other options exist, the

United States should launch appropriate unilateral operations against high-value cartel targets at the invitation of the Mexican government and
in support of counter-narcotics objectives shared by the United States and Mexico.

The AFF solves---it dismantles cartels from within and increases data collection. Cartels
rely on current networks which means they can’t switch communications.

Walker 20 [Summer Walker; Head of Security and Rights Initiatives for the Global Initiative, 2020,
"Transformative Technologies: How digital is changing the landscape of organized crime,"
https://globalinitiative.net/analysis/cyber-tech-organized-crime/, DOA: 10-29-2025] shaan

How the growth of digital technologies has changed market dynamics

While the emergence of online markets on both the surface and the dark web, together with the growing availability of a range of digital and
information communication technologies, has not transformed the underlying infrastructure of the international drug-trafficking trade, it has
catalyzed a number of shifts in market dynamics.

Man technology and — El Mencho, of_
- his senior traffickers b group.32_, and

. WhatsApp is used

by dealers and users in many countries as a means through which the various risks related to drug transactions (including arrest and hijacking)
are diminished.

easily installed, this is a simple and direct way in which to



_are increasingly likely to__ﬁ_n_a_nﬂ_a]_- including with the use of payment apps

on smartphones, like EcoCash, which is common in Zimbabwe.33 This allows consumers and dealers to avoid carrying cash, reducing the risk of
cash being used as evidence in the event of arrest, and of being hijacked.

Turning to darknet markets, these have the greatest effect on the final links in the supply chain, and on consumer markets.

Online markets have transformed the drug market from a network economy, in which_

typicall thereb
to a conventional market where dealers compete on price, quality and service. This has eroded the incumbent advantage and lowered barriers
to entry.34

Social-media platforms are being used to recruit new sellers. Research in the UK found that social media has reportedly been used to advertise
the luxurious lifestyles of drug dealers and to groom child dealers as a way of cutting out the middleman, thereby penetrating local markets
directly.35 In two separate trafficking arrests in the US, the person arrested claimed to have responded to an advertisement on Facebook for
‘people looking for work’ or ‘an opportunity to make money’, and ended up trafficking illicit drugs for cartels in Mexico.36 Social media is thus
able to create new opportunities for transactional relationships between criminal groups and new ad-hoc employees.

Recreational users buy illicit drugs on darknet markets for a combination of reasons related to safety, quality and ease of purchase. The online
market allows for both between players in the

M(thus possibly reducing risks associated with open-air drug markets), and in some cases has allowed for enhanced accountability in
rating a seller’s product or products — an interesting potential benefit from a public-health perspective. However, the ease with which vendors
are able to post fake reviews and information online is poorly understood by users, and this can easily increase a user’s chance of being
misinformed.37 Purchases tend to be based on ‘price, details of product, vendor reputation, feedback from other buyers, and available “trip
reports” (descriptions of personal experiences with the effects of specific substances)’.38 Some listings are even described as ‘fair trade’ or
‘conflict free’. The prevalence of illicit-drug supply on social-media platforms, which are heavily used by those between the ages of 16 and 24,
could result in growing markets among younger drug users.39 Built-in design features on these platforms, including ‘suggested friend’ functions
and hashtags to expand reach, can be used by dealers to expand their customer base.

The advantages for sellers on darknet markets are that they can avoid detection and minimize risks, such as ‘arrest and violence, and threat to
profits and reputation’.40 As noted above, this may have lowered barriers to entry for small-scale players in the drug-trafficking markets; a
hypothesis supported by the limited use of the darknet by larger criminal groups.

According to RAND, both buyers and vendors of illicit drugs on the darknet share a common profile. This has been identified as someone young,
male, hailing from English-speaking or West European countries, well-educated, entrepreneurial and with strong IT skills.41 This is, to a
significant extent, shaped by the prevalence of darknet markets for final-leg distribution in consumer countries. Some research suggests that
online vendors are either established dealers with access to the product, or newcomers who are expanding their base beyond selling to
friends.42 There is concern that a younger and more tech-savvy consumer base could access illicit substances more easily, but evidence has not
yet revealed this to be a trend.

T e darl calty Il bitcoin or ot - N

the groduct. In some cases, including in the case of the original Silk Road, payments are held in escrow by darknet administrators until the
product is received. Then, the purchased substance is mailed through either private or public mail systems. Pr n liver
to a number of anonymous locations, including anonymous post-office boxes, automated booths or “packstations”.

B llapsin raphical distan riminal smaller dealers to supply local markets while
trading on the drug-traffickin . They also rely on small-parcel post, which has a significantly low surveillance rate,

thereby further reducing the risk of engagement.43

Reduced operating costs means drug prices are predicted to decrease.44 Online dealers require fewer employees and benefit from lower
overheads, as is also the case with licit online businesses.

Legal and enforcement challenges

When trying to tackle operations conducted on the surface web, -

_ e-commerce platforms and social-networking sites. However, such cooperation _
_ or at the discretion of the respective platform.



When platforms have cooperated in attempting to mitigate their use by drug-trafficking operators, _
to these changes . For example, in 2017, Facebook disabled certain key search terms — for example, ‘OxyContin’,

‘Xanax’ and ‘fentanyl’ — on its search engine and replaced some search results with adverts for substance-abuse treatment. Sellers adapted
quickly by putting the name of their product in their Facebook profile name, thereby enabling searches to function as before.45

The use of dynamic coded language and emojis by dealers operating online, including on social media, presents a further challenge to both law
enforcement and social-networking platforms in identifying accounts supplying illicit drugs.46

Large-scale law-enforcement operations have successfully shut down a number of marketplaces on the dark web, but this has led to the
fragmentation of the darknet market. This is evident in the growth of the number of ‘vendor shops (shops run by a single vendor), and
secondary markets, i.e. nonEnglish-language markets catering to a particular nationality or language group’.47

There is significant concern among law-enforcement entities that sellers distributing illicit drugs on the darknet will react
to such shutdowns by moving away from large marketplaces, and instead offer products to consumers directly

over apPs, such as Telegram. The already widespread use of encrypted networking platforms,
including WhatsApp and Snapchat, by the illicit drugs market the by law

enforcement, particularly as platform_ typically _ user data in the context of police

investigations. These messaging apps are therefore extremely difficult for police to monitor.

Chaos causes proliferation and emboldens adversaries.

Robert Haddick 10, Former advisor of the State Department, “This Week at War: If Mexico Is at War,
Does America Have to Win It?,” Foreign Policy, 9/10/10,
https://foreignpolicy.com/2010/09/10/this-week-at-war-if-mexico-is-at-war-does-america-have-to-win-it
/, tristan

Most significantly, a Strengthening Mexican insurgency would very likely affect America’s role in the rest of the

world An side of the _cartel - corrupted government
and media, 8110 a breakdowrn in security, WOUId ii=y CaUSE many i tne unied staes {0 qUEstion the importance
. military and foreign policy_in the world.

Should the southern border become a U.S. president’s primary national security concern, _
_ elsewhere in the world - no doubt _and inward-looking _ potentially

disruptive
can apply what it has recently learned about insurgencies to stop this one from getting out of control.

. Secretary Clinton has looked south and now sees an insurgency. Let’s hope that the United States

Extinction.

Stephan Cimbala 23, PhD, Professor at Penn State University, “Politics Between Nations: Power, Peace,
and Diplomacy?,” Springer, 6/xx/23, https://tinyurl.com/eur8r2cu, recut auraine

Unstable ¢ommand andcontrol bericlear forces could be joined at the hip ionationalist or religious

hostility in_Asia. During the Cold War, the Americans and Soviets competed on the basis of political ideology: communism versus
capitalism. Both of these ideologies were rooted in Western philosophy and history and neither, with the exception of lunatic fringes on both
sides, anticipated an inevitable final day of judgment between the two systems. Despite significant differences in military strategic doctrine, the
USA and the Soviet Union established an ongoing process of nuclear arms control that helped to stabilize their political relationship and to avoid
conflicts based on misinformation and mistaken assumptions about one another’s intentions. In a sense, more than four decades of “nuclear
learning” occurred as between the two nuclear superpowers that lasted to the very end of the Cold War and even beyond the demise of the
USSR.7

In Asia, the next decade or two may witness the combination of absolute weapons in the hands of leaders
with apocalyptic motivations or regionally hegemonic ObieCtiVES. To be clear: it is not asserted here that the leaders of nuclear

”

powers in Asia will be less “rationa

logical or logically intended connection between political ends and means.8 Leaders in Asia will have political obiectives that

than their European counterparts. Rationality is a loaded, and a subjective, term. In politics, it implies a



differ from those of the Cold War Americans and Soviets: not illogical in their own terms, but |€ss road tested against accidental,
inadvertent, or deliberate escalation to nuclear war under the stress of political crisis and ambiguous
intelligence.267

Military strategy is the realm of logical paradox and oxymoronic truths. Strategies and policies intended as defensive can, in this paradoxical

world, appear provocative and offensive to other states. For example, leaders in ASia mig ht misconstrue or agply mista kenly
the strategy of preemption. it is not an offensive strategy but a defensive one. Preemption is motivated by the expectation that the

opponent has already launched an attack or is about to. It is dangerous on account of its “defensiveness”: leaders
misperceive that they are already under attack based on deficient and misleading indicators of warning,
or on mistaken assumptions§ about enemy intentions and capabilities.9

Another possible path to war based on the twenty-first century military realities is the deliberate use, or threatened use, of weapons of mass
destruction, including nuclear weapons. We noted already that this use might occur as part of “anti-access” or “area denial” strategies in Asia.

Hostile powers could employ the threat of nuclear first use against American alli€s or forward deploying the US
forces in order to deter American intervention in the region, against their interests.

This is an obvious stratagem for China to use in case it decides to forcibly disarm Taiwan or otherwise create a military fait accompli in the
Western Pacific contrary to the US interests.10 China would not need to use nuclear or other weapons of mass destruction in order to
accomplish a number of its possible objectives in the region, absent the US military intervention. The challenge for China would be to deter or
defeat US military intervention in favor of Taiwan or another threatened interest. More accurate ballistic missiles of various ranges, improved air
defenses and C4ISR (command, control, communications, computers, intelligence, surveillance and reconnaissance) and expertise in cyberwar

could augment Chinese access denial capabilities—with or without nuclear weapons.11 In addition, the combination of nuclear and

cyber capabilities in a USA—China confrontation could create a scenario of escalation from conventional
war into a nuclear crisis. As Andrew Futter has noted:

This is a particular concern given the fact that China is thought to share some parts of its C2 system for both nuclear and conventional forces.
This risk is, in turn, likely to have implications for China’s ‘No First Use’ nuclear posture, particularly when cyber is combined with US ballistic
missile defence plans and conventional global strike capabilities.12

Nor is this all—some Chinese policy and strategy discussions suggest a potential for seamless transition from

conventional to nuclear war, once an enemy has attacked China’s vital interests. China’s expectation is that the most important
regional wars of the future will be conventional conflicts under the shadow of nuclear deterrence. Therefore China may adhere to a notion of
“double deterrence” based on the combined or sequential use of conventional and nuclear missile brigades, with nuclear weapons as “a
backstop to support conventional operations.” 13

North Korea, whose small nuclear arsenal might also play an “access denial” role, is the best current example of an otherwise strategically
insignificant state whose nukes have placed it in a pivotal position for regional stability. Without an agreement to verifiably dismantle its
declared nuclear weapons capability, North Korea threatens serial production of nuclear weapons for access denial to the Americans, for
political intimidation of South Korea and Japan, and for possible sale to third parties, including terrorists. The USA and South Korea could defeat
North Korea in a war if it came to that, but such a war on any scale would be devastating for South Korean civilians. Therefore, Seoul prefers
détente and an open door for eventual unification of the two Koreas, as opposed to coercive diplomatic or military pressure against Pyongyang.

It may turn out that North Korea eventually abandons its apparent commitment to membership in the ranks of nuclear powers, although the
nuclear saber rattling of Supreme Leader Kim Jong-un is disconcerting in this respect. It is also too early to tell whether the P-5 plus one (the
USA, Britain, France, Russia, China, and Germany) agreement with Iran in 2015 to freeze its nuclear ambitions short of weaponization will have

transitory or enduring effects. |f these two cases slip the leash of nonproliferation, others are almost certain to
follow, and the geostrategic logic of political rivalry in Asia and in the Middle East will be tightly bound

up with a high probability of WMD, including nuclear, use. The USA and allied diplomacy with regard to
actual and potential nuclear states in Asia will have to combine carrots with sticks in order to induce, or

dissuade, a repeat performance of July and August, 1914 but on a grander scale.14 A Worst-case scenario is not inevita ble;
there is no deterministic relationship between more weapons and a greater likelihood of bad decisions.15

The next section provides some operational definitions for variables and models one possible, although not necessarily inevitable, Asian nuclear
arms race if proliferation is not contained.

Proliferation in Asia



The Cast of Characters

In this section, a model of eight potential nuclear states in Asia, circa. 2025-2030, is posited for heuristic purposes. It is not a point prediction,
but a device for generating hypotheses and insights. The states in question include the acknowledged and de facto nuclear weapons states with
strong military presence in Asia: the USA, Russia, China, India, Pakistan, and North Korea. In addition, nuclear weapons have also spread to the
following nuclear-threatened or nuclear-aspiring states in Asia: Japan and South Korea. These assumptions might be falsified in the future: more,
or fewer, states in Asia might acquire nuclear weapons in the next fifteen years or so. However, for ascertaining the effects of interactions
among Asian powers with respect to nuclear deterrence, these selections appear to be substantively appropriate.

<<FIGURE OMITTED>>

The USA behaves strategically in Asia, to be sure, and deploys significant forces there. And some might reasonably argue that globalization will
drive more the US security challenges into Asia, now that post-Cold War Europe is presumably debellicized. But the USA is still a unique actor,
capable of marshaling conventional as well as nuclear forces with global reach and precision strike. This uniqueness in capability and in an
expansive definition of its international security interests puts the USA in a singular category: but not necessarily, as some have argued, as a
global hegemon.16 Truly international hegemony is beyond the scope of any single power today, because power includes both “hard” economic
and military power and “soft” power of cultural values, diplomacy, and moral suasion.17

Figure 1, below, is a matrix of interactions among eight existing and possible future nuclear states in Asia.

In theory, each of the eight states above might have a deterrence problem or potential problem with any one, or more than one, of the others.

Deterrent situations could be dyadic, involving two powers, or more complicated. The size and shape of opposed

political coalitions would determine the military requirements for each state. for exampl h nan h

d K dN. 1INAId WOUIQ Propdid PAIANCE dZdIN nina and Pak

dN. Russia would have conflicting priorities: political

and economic commitments to India and China; concern about instability on the Korean peninsula; suspicions about PRC intentions but
preferring détente between Moscow and Beijing; and opposed to Japan’s going nuclear.

<<FIGURE OMITTED>>

Each cell in the matrix of possible deterrent threats or actions might be filled in by P (generally positive expectations about the threat of an
immediate deterrence situation, although all states exist in a general deterrence condition requiring at least passive vigilance); or N (generally
negative expectations about the threat of an immediate deterrence situation); or A (ambivalent expectations). The resulting matrix might
appear as it does in Fig. 2, below.

Expert analysts could disagree about the values assigned to cells in the matrix, and today’s values might not be the same as tomorrow’s. The
matrix is illustrative, not definitive. The three-option ordinal scale offered here could be refined into an interval scale of trust or suspicion with
regard to the expectation of involvement in an immediate deterrence situation. For example, each cell might be scored from one to ten with one
representing the most positive affect (least fearful of a challenge from the designated state) and ten representing the most negative threat
assessment (most pessimistic about a challenge from the state in question). A panel of expert judges could assign various values for each cell in
the matrix and over long periods of time, providing a longitudinal analysis based on pooled judgments.

Judgments like those discussed above are not merely exercises for analysts. Political leaders and military planners make these kinds of
judgments every day. Threat assessments, even against nominal allies, are accompanied by espionage against allies, adversaries, and nonaligned
states. Note how alliances, both soft and hard, complicate assessments as simplified in the preceding matrices. If, for example, many of the
“ambivalent” states (positive or negative) with respect to various partners were to shift suddenly into the positive (P) or negative (N) column,
dramatic adjustments in the definition of adversaries and in the requirements for deterrence would result. Something like this happened in the
years immediately preceding World War |, when alliances that had previously been inchoate and flexible began to harden and reify into
antagonistic blocs. As a result, the flexibility of alignment necessary for stability in a multipolar system disappeared into the rigidity of
dichotomous thinking about friends and enemies.

Threat assessments pertinent to nuclear deterrence assume reliable intelligence about the actual intentions and capabilities of adversaries.

Intelligence about states’ intentions is notoriously suspect, on the evidence of history. intentions of policy
makers are often deliberately veiled, especially if those intentions include plans for preemptive attack. In theory, military capabilities should be
more “objective” to enumerate and to assess than are the intentions of states. But capabilities can also lend themselves to misestimation.

Man ates have gone to war based on faulty net assessments that underestimated enemy capabilitie

and overestimated their own. The capabilities of military forces are bound up with the skills of the commanders who are using them
and the political leaders to whom those commanders are accountable. As to the latter: Napoleon and Hitler, despite the excellence of their
militaries, managed to drive their armed forces into the ground and their states into political defeat by insisting upon objectives and war plans
that were beyond the reach of their military capabilities.




In the case of nuclear forces, capabilities are measured not only by their destructiveness in war but also by their credibility in deterrence. Since proving a negative is difficult, the absence of war
in a given case may, or may not, suffice to prove that deterrence “worked.” Nevertheless, most political leaders and military planners would prefer to achieve their objectives while avoiding an
outbreak of nuclear war: unless those leaders and planners are highly risk acceptant or motivated by absolutist goals not amenable to compromise. Since nuclear deterrence is preferable for
most to nuclear war, capabilities for nuclear deterrence matter more than capabilities for nuclear war fighting. However, the matter is complicated by the fact that a convincing nuclear
deterrent must be capable of performing its retaliatory missions when called upon to do so.

Measuring the relationship between nuclear capabilities and their contribution to deterrence involves several steps, carried out in the next section. Hypothetical nuclear forces are posited for
these eight possible nuclear-armed states in 2025-2030 and are subjected to force exchange modeling in order to see how well they would be expected to perform under various conditions.
From these findings, some hypotheses and generalizations about stability in a future multipolar nuclear Asia can be inferred.

Forces and Outcomes

For purposes of analysis, a notional force mix of land-based missiles, sea-based missiles, and bomber delivered weapons is assigned to each of the eight states. The US and Russian forces are
assumed as constrained by New START limits on deployed warheads and intercontinental launchers and New START counting rules (at least through 2026).18 Over-specification and excessive
detail for each arsenal would be mistaken, for several reasons. First, the precise weapons systems deployed by each power in the years ahead will be determined by their future threat
perceptions, economic and technological capabilities, and political ideologies and affinities. In addition, for states with intra-regional rivalries, land-based missiles and bombers with short or
medium ranges suffice to deliver “strategic” blows as well as the longer range intermediate and intercontinental launchers. Third, not every state may prefer a “triad” of land and sea-based
missiles and bombers, but we have assigned each state in the analysis a “triad” of sorts in order to “level the playing field” of force survivability. For these and other reasons, our notional forces
are broad-gauged composites and not point predictions about detailed capabilities.

Table 1, below, summarizes the sizes of the operationally deployed strategic (i.e., capable of strategic or decisive effect) weapons for each state. The sizes of their total forces and their mixes of
launchers vary with our estimates of their future capabilities and strategic settings. For example, states with large national territory (Russia, China) can deploy land-based missiles more
survivably than states with less territory (Japan). And states with advanced technology can deploy with more confidence a fleet of ballistic missile submarines than states with a less developed
research and development capability.

In addition, Table 1 also calculates the numbers of surviving and second strike retaliating warheads for each state. Each of the notional prewar forces is subjected to counterforce first strikes
from state or states “X” (unknown). The surviving and retaliating forces left to each state after absorbing a first strike are calculated using standard methodology for estimating how many
land-based missiles (ICBMs or missiles of shorter range), submarine-launched missiles (SLBMs), or bomber delivered weapons remain. Although we do not know the exact identity of future
attackers against any one or more of these states, analysts can estimate with reasonable confidence (based on historical studies and knowledge of weapons and commandcontrol system
performances) the probable percentages of surviving weapons systems in each case. The methodology used here is extrapolated from road tested force exchange models used in other
studies.19

As might be expected, the larger forces have more total survivable and retaliating warheads, compared to the smaller prewar forces. However, not all weapons systems survive equally. Much
depends on each state’s mix of launch platforms and, as well, the conditions under which retaliatory launch takes place. Four possible conditions are examined in Table 1: (1) forces are on
generated alert and launched on warning (so-called maximum retaliation); (2) forces are on generated alert, but are launched only after riding out an attack (intermediate retaliation); (3) forces
are on day to day or normal peacetime alert, but are launched on warning of attack (also intermediate retaliation); (4) forces are on day to day alert and ride out the attack (minimum
retaliation).

<<TABLE OMITTED>>

The summaries in Table 1 provide important indicators about static stability, but are not necessarily informative with respect to dynamic nuclear stability. To estimate the latter, we need two
measures of dynamic stability as between the performances of nuclear retaliatory forces. The first measure is generation stability: the ratio of the number of weapons surviving and retaliating
after riding out the attack, compared to the decision for launch on tactical warning of attack, under each of two conditions: (1) forces are on day to day alert; or, (2), forces are on generated
alert. The difference between the two conditions is expressed as a percentage: the higher the percentage, the more stable the situation. The second measure of dynamic stability is “prompt
launch stability,” or the numbers of weapons surviving and retaliating on day to day alert, compared to generated alert, under each of two conditions: (1) forces ride out the attack and then
retaliate; or, (2), forces are launched on tactical warning of attack.

The measures of dynamic stability enable us to go beyond the mere calculation of second strike survivability and to ask about the relational expectations of potential adversaries. In particular,
we can see the relationship between alternative force sizes and force structures, in addition to the options available to decision makers with respect to their dependency on prompt compared
to delayed launch, or on generated alert compared to day to day alert.

Estimation of dynamic stability will, of course, require more fine-grained analysis of dyadic relationships as between potential adversaries. For example, in 2017 the US relationship with North
Korea deteriorated in the wake of repeated North Korean missile and nuclear tests and predictably negative USA and United Nations responses. Was nuclear deterrence stability as between the
USA (and its Asian allies) and North Korea at risk of inevitable failure, given a continuation of North Korean brinkmanship and military adventurism? Part of the problem was the lack of
intelligence about North Korean decision-making. North Korean leader Kim Jongun might understand the US logic of nuclear deterrence rationality very incompletely, if at all. On the other
hand, Kim Jong-un might understand American deterrence rationality but not accept it: his version of brinkmanship was self-taught, without the nuclear learning that the USA, the Soviet Union,
and China had gone through during the Cold War.

We might use the simple matrix below to illustrate some of the challenges facing the US leaders in dealing with North Korea on issues of nuclear crisis stability. On one axis, we have the basic
assumption about the decision rationality of the North Korean leadership. On the other axis, we note whether the USA would prefer to rely on prompt or delayed launch in the face of credible,
but not entirely certain, warning of nuclear attack.

From the perspective of the preceding matrix, it might appear that cells #1 and #4 produced “consistent” or “symmetrical” outcomes. That is: other things being equal, we might expect the US
authorization for prompt instead of delayed launch, under plausible conditions of North Korean attack, if there were no assumption that North Korea understood and accepted the US
deterrence rationality. By similar reasoning, we might expect a US preference for delayed launch if the USA assumed that North Korea understood correctly and accepted the US deterrence
rationality. On the other hand, cells #2 and #3 are “inconsistent” or “asymmetrical” in raising the possibility of the US preference for delayed launch despite American doubts that North Korea
understood correctly or accepted the US deterrence rationality, or the possibility of the US preference for prompt retaliatory launch even if American leaders believed that North Korea
understood and accepted US rationality. (In the preceding discussion, “accepted” does not connote approval: it simply means that North Korea accepted the fact of the US deterrence being
what it is, regardless North Korea’s opinion of it).

<<FIGURE OMITTED>>

The matrix depicted in Fig. 3 is merely illustrative of the challenges that nuclear-armed states in Asia might face in their efforts to manage a nuclear crisis. Additional dimensions might be added
to the matrix: for example, about the quality of the US intelligence with respect to North Korean intentions and capabilities. A comprehensive matrix of this sort would be as multi-dimensional
as the ingenuities of policymakers, analysts, or scholars wanted to make it. However, a smaller matrix is more parsimonious in getting at the variables that matter for the discussion at hand.

Preliminary Findings and Indications

Several conclusions follow from the preceding analysis. First, strategies matter. States can guarantee larger numbers of surviving and retaliating warheads against plausible first strikes by
alerting more forces sooner or by launching “on warning.” However, these operational predilections may be destabilizing from the perspective of secure crisis management. On the other hand,



military planners will press for alerted and rapidly launched forces as an alternative to losing their deterrents. For example: although, apart from the USA, Russia is and will probably remain as
the largest fish in the Asian nuclear pond, its long-range air forces are at risk under any conditions of day to day alert. So, too, are those of its partners and rivals in Asia.

Second, force structures also matter. Sea-based missiles are more survivable than land-based missiles. Where states can afford to build, deploy, and control a ballistic missile submarine force, it
improves survivability and reduces their dependency on hair trigger alert or launch postures. An alternative to SSBN forces for smaller or less developed economies is additional reliance on
cruise missiles. Cruise missiles can be based at sea on surface ships or on submarines, on aircraft or on land. They are “slow fliers” compared to ballistic missile “fast fliers” and highly survivable
because of their flexible deployments and small signatures. Deployed in sufficient numbers and on diverse platforms, cruise missiles could preclude first strike vulnerability for even the smallest
nuclear states. And cruise missiles are highly accurate.

Third, nuclear war is unlikely to occur by means of a surprise attack “out of the blue” absent prior political confrontation. Therefore, states’ forces will, in most instances of nuclear crisis
management, already be highly alerted. The most probable decision among operational postures as listed above will be that between riding out the attack and retaliating or launching on
warning of attack. The results summarized in Tables 1 and 2, above, show that all states suffer a considerable penalty by waiting to ride out the attack as opposed to launching on warning of
attack. However, the same tables also show that, even after riding out an attack on generated alert, each state retains numerous surviving and retaliating weapons. So: in the most likely “real
world” situation of riding out an attack (with alerted forces), the smaller as well as the larger nuclear powers can guarantee unacceptable damage to any rational attacker.

Fourth, the quality of national military command and control systems matters a great deal in maintaining nuclear stability with eight, or fewer, nuclear powers in Asia. Command and control
systems must provide for negative control against accidents or usurpation of authority, and for secure positive control to guarantee at least minimum or assured retaliation. Nuclear command
and control systems are based on the soft power of knowledge-intensive technologies instead of the hard power of metal and mass. Disorganized or rigid command-control systems may push
decision makers into unnecessary reliance on simplified options and fast triggers. Political accountability, especially during a nuclear crisis, matters just as much. Whose fingers are on the
button in, for example, North Korea or Pakistan? Who is in charge? Who has the authority and control to start a war—or to end one? The answers to these questions may determine the
prospects for peace in Asia.

<<TABLE OMITTED>>

Conclusions

Th lear w nsin Asi kin f international n ri
The is that of a decision taken for nuclear mistaken of imminent

attack to disable a rising and presumably threatening opponent. m- nuclear danger in Asia iS
that of rowin related to this, the possibility of

_.20 However, there is no reliable metric for relating the numbers of nuclear weapons states to the probability of nuclear first
use. States’ internal decision-making processes will drive these decisions, for better or worse. Although the international system imposes certain
constraints on the behaviors of current and aspiring nuclear weapons states, the system is also the derivative of their respective national
priorities and threat perceptions.

In addition, the possibility of regional arms races in Asia and elsewhere increases the significance of the
nuclear paradox in American defense planning. From one perspective, the US nuclear modernization is required,

not only to deter nuclear attack or blackmail against the USA, but also t0_prevent coercion or war against its regional
non-nuclear allies. Withdrawal of the American nuclear umbrella and the extended deterrence provided by superior US
nuclear forces could increase the risk of war in strategic Asia. On the other hand, the USA must also pursue with Russia (and

perhaps others) nuclear arms limitation and reduction agreements: otherwise, the spread of nuclear weapons to new state and possibly
non-state actors will be encouraged.
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Cartels are geopolitical threats upheld by foreign actors, the aff solves.

University of Michigan 25, 04-02-2025, [John Joyce School]"No Peer Rivals," Liverpool University,
https://www.liverpooluniversitypress.co.uk/doi/epdf/10.3828/9780472077397, accessed 11-2-2025
//rqli

It may be surprising for many to learn that, according to the Center for Disease Control, during the 2020-21 time frame the leading cause of
death for American adults between 18 and 45 was not COVID-19, but fentanyl overdoses: this synthetic drug killed on average an American

adult every eight minutes in that time span.84 And since 2021 the number of US victims of (mostly fentanyl) overdose, over 100,000,

exceeds thenumber of Americans killed in action during the bloodiest year of World War Il.85 Given these
catastrophic statistics, it’s unsurprising the US gOV-ernment now recognizes international drug trafficking particularly fen-tanyl,

asan “unusual and extraordinary threat to the_national security, foreign policy and economy of the United States.”86

Therefore, the drugcartels that conduct most of this trafficking, and their Chinese partners who provide the fentanyl, its precursors, and

increasingly financing and money-laundering assistance, must be considered a high-priority, Urgent strategic threat. s7

The nexus between [MléXican drug cartels and the cCP transforms the opioid epidemic into a national security threat, in addition to
being a devastating public health and economic problem. According to Drug Enforcement Agency agent Michael Ferguson, it would not be an
exag-geration to conceptualize it as a chemical weapon given its deadly impact on ordinary Americans: “Fentanyl is manufactured death. . ..

Whatever can be likened to a Weapon of mass destruction and the effect it has on people, it’s fentanyl.”88 Other
analysts, such as Lt. Col. Nathan Rusin of the US Air Force, go even further in linking China’s unwillingness to crack down on

fentanyl to a deliberate strategy of the Chinese Com-munist Party to launch “drug warfare” against the
I "

United States, as gart of its overall “unrestricted warfare doctrlne based on usmg unconven-tional and

In his view, “China is Qushmg I||ICIt fentanvl into the U. S in an effort to destablllze, undermlne and weaken

the fabric of America’s social and political systems.”s9

While the primary motivation for this connection may indeed be financial, it is increasingly evident to both US analysts and senior mili-tary
officials that the Washington-Beijing struggle for power in the era of Great Power Competition certainly shapes what some call “a reverse
Opium war” 90 The author of the most comprehensive study of this con-nection so far, Fentanyl and Geopolitics: Controlling Opioid Supply
from China, Vanda Felbab- Brown, is clear on the connection between the two: “, Beijing thinks of counternarcotics
collaboration as downstream from its geostrategic relations. Unlike the U.S. government, which seeks

to delink the issue from geopolitics, China views the fentanyl crisis through the lens of its growing
rivalry with the United States.”91

Even if the CCP were not intentionally tolerating the transfer of fentanyl to the drug cartels fueling the opioid epidemic in the
United States, the connections between these two adversaries would still be worrisome enough to harm US
i i i Is. 92 Testifying before

Con-gress in 2021, Admiral Craig Faller, the commander of U.S. Southern Command, warned: “TWO of the most significant threats are

China and transnational criminal organizations. ... Transnational criminal orga-nizations (TCOs) pose a direct threat to our
national security. . . . They drive illegal migration, and they allow bad actors like China to gain influ-ence” 93 Therefore, the

drug cartels pose a geopolitical threat as well because their violent activities are setting the conditions for
Beijing to advance its anti-American agenda and challenge US hegemony in the Western Hemisphere.

Given the increasing severity of the threat posed to the US home-land and its national security by the Mexican drug cartels, UNSU rprisingly

the US government has been searching for new ways to more effectively address it. Former secretary of defense
Mark Esper’s memoir even claims that President Trump inquired about a military option to destroy the car-tel labs inside Mexico.94 More
recently, Congress considered legislation giving the president authority to use the US military against cartel mem-bers in Mexico, a step
advocated by former US attorney general William Barr who argues that these “narco-terrorist groups are more like ISIS than like the American




mafia.”95 A separate piece of legislation backed by some experts but criticized by others recommends legally designating them as foreign
terrorist organizations. 96 For advocates of this measure, the law enforcement

_: the new cartels are “composed of former Mexican spe-cial forces with U.S. military training. The Jalisco New

Generation Cartel maintains an arsenal of heavy machine guns, drones, and grenades. In addition to regular massacres of Mexican civilians, the
cartel is respon-sible for downing a Mexican military helicopter with a rocket-propelled grenade launcher and the grenade bombing of a U.S.
embassy.”97 And even if their goal is mostly to maximize profit and not political control or to conduct mass casualty attacks on American soil,

the practical impact of their actions and capabilities does indeed rise to the level of a national security
threat worthy of countering most aggressively, including with military force. Moreover, designating them as terrorist

organizations would also allow for more effective measures to defund the fentanyl trade by giving the Treasury Department more authorities
and tools.98

The United States cannot achieve its major grand strategic goals in distant corners of the world unless it
establishes security, stability, and prosperity first in its own immediate neighborhood. in other words,
offensive realism dictates that Washington first of all needs to effectively control its own regional sphere
of influence: the their emergin are

to Washington in its own region, and hence eed'tobe addressed with's Miich greater sense of lifgency
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The impact of inaction is devastating.

Mark R. Warner 23, Senator, “Warner Calls for Increased Border Security to Stop Flow of Fentanyl from
Southern Border,” 10/20/23,
https://www.warner.senate.gov/public/index.cfm/2023/10/warner-calls-for-increased-border-security-to
-stop-flow-of-fentanyl-from-southern-border, tristan

Overdose deaths, particularly among young people, are increasing across our Nation. in total, the Centers for
Disease Control and Prevention estimated that more than 112,000 people died from a drug overdose between May 2022 and

May 2023, with fentanyl and other synthetic opioids causing the vast majority of overdoses. Furthermore, according to a new analysis
reported in September 2023, Pennsylvania, Ohio, Wisconsin, Arizona, Nevada, and Virginia were among the 37 states in which accidental drug
overdoses were the largest cause of death for people under 40-years-old in 2022. In Montana, accidental overdoses of young people under 40
increased by 121% from 2018 to 2022.

The increasing rates of overdose deaths are clearly being driven, in part, by fentanyl trafficking across our

border. From FY 2019 to FY 2022, U.S. Customs and Border Protection (CBP) seizures of fentanyl nearly tripled. So far in FY 2023, CBP has
already seized over 25,000 pounds of fentanyl. In March, it was reported that CBP seized more than 21 million fentanyl tablets in the Nogales, AZ
port of entry over the prior five months—more than the number of tablets seized during the entire previous year. Highlighting the complex
situation that CBP must navigate when seizing fentanyl, officials have indicated that individuals are smuggling pills inside seat cushions, car
batteries, metal walkers, and even hollowed-out bicycle frames. Furthermore, CBP data has shown that drugs are overwhelmingly being
smuggled through U.S. ports of entry—particularly in Arizona and California—and we must do more to ensure that our CBP Officers have the
funding, tools, and technology necessary to be able to stop this surge of fentanyl into our country.

Cartel violence is deadly.

Michael Scott 24, Member of FT’s Editorial Board, “Mexico’s drug cartels are thriving,” Financial Times,
5/23/24, https://www.ft.com/content/fe04c6ed-73f8-4e17-852b-ce16fd6¢c3515, tristan

But Mexico’s organised crime problem has worsened dramatically during the five and a half years of populist leftwinger

Andrés Manuel Lopez Obrador’s presidency, security experts say, and has become so serious that it threatens the country’s future.
Polls show that security is a top voter concern ahead of the presidential election on June 2.

For more than a decade, the dominant drug groups have been fragmenting, generating a host of smaller splinter gangs who fight over turf.
Today, the two largest and most powerful cartels, the Sinaloa cartel and the Jalisco New Generation cartel (CING), are jostling with smaller rivals
such as the Viagras, the Squirrels and the Scorpions.

Many of the cartels have expanded into lucrative new businesses. In a 2024 report, the US Drug Enforcement Administration called the Sinaloa
and Jalisco cartels “transnational criminal organisations” because they are “involved in arms trafficking, money laundering, migrant smuggling,

sex trafficking, bribery, extortion, and a host of other crimes”. The cartels control more territory than ever before, about a
third of the country according to one estimate from the US military.

"Thgrg’g bggn an gxpgngn;igl dg;grigrg;ign," says Manuel Clouthier, a former state deputy and businessman in the
northwestern state of Sinaloa, which is home to the eponymous drug cartel. “Mexico is becoming a failed state”

As the cartels’ economic power has grown, so has their international reach. Mexico’s two top cartels now run a network of illegal activities
stretching across South America that is challenging governments and alarming citizens. Battles between local affiliates of the CING and the
Sinaloa cartel have turned previously peaceful Ecuador into one of the world’s most violent countries.

The cartels source chemicals needed to make synthetic drugs such as fentanyl from China and India and have strong connections to European
mafia such as the Italian ‘Ndrangheta, investigators say. Anne Milgram, head of the DEA, told a US Senate committee in February last year that
“the Jalisco cartel has influence through associates, facilitators and brokers on every continent except Antarctica”.

In the US, Mexico’s deteriorating security and flourishing drug trade have become an election issue, with Republicans calling for a tougher line.
Some in the party have gone as far as calling for US military forces to nab cartel leaders in Osama bin Laden-style commando operations.



While official statistics on crimes such as murder are questioned by independent researchers, experts agree that the power of organised crime
now represents a serious risk not only to the population but to business and the economy. It is one of the reasons, experts say, why the country
is failing to capitalise fully on its potential to draw manufacturing away from China.

A Mexican business leader, speaking off the record because of the sensitivity of the subject, says security has deteriorated dramatically under
Lépez Obrador and that the government has played down the problem. “Nobody is talking about drug trafficking or fuel theft,” he says.

The president has painted a picture of an administration doing all it can to tackle the problem, while blaming his predecessors for creating it. He
has so far avoided paying a serious political price for the deterioration. His approval rating remains at 65 per cent, according to poll aggregator
Oraculus, and has barely changed in the past three years.

“The [government has] been above all trying to control the narrative,” says Falko Ernst, senior Mexico analyst at Crisis Group. “Security policy
has been watered down to a PR exercise for electoral purposes.”

In reality, he adds, Lépez Obrador’s policies have allowed criminals to continue “getting a much stronger, much more direct and much more
aggressive foothold within institutions”.

Officially, security is a top priority for Lopez Obrador. Each weekday at 6am the president chairs a security cabinet with military and police chiefs
and key ministers. Twice a month his security team presents a “zero impunity” report with a blizzard of statistics covering everything from
arrests to the exact number of security forces and vehicles deployed.

“Nowhere in the world is there a security cabinet where the [president] heads up daily tasks,” said Rosa Icela Rodriguez Veldzquez, Mexico’s
security minister, at the April 30 security briefing. Since taking office, she added, the president had presided over 1,353 security council
meetings and not missed a single one.

At the start of his administration, Lopez Obrador set out a new strategy which he called “hugs not bullets”. The idea was to tackle the root
causes of crime, replace the federal police force with a new military-run National Guard and to minimise bloodshed by avoiding direct
confrontation with the cartels. Instead, he appealed to cartel members to “think of their mothers”.

Lépez Obrador intended his more peaceful approach as an alternative to Calderdn’s 2006-2012 “war” and to his immediate predecessor Enrique
Pefia Nieto’s strategy, which had failed to contain rising murder rates.

But the president drew fierce criticism for greeting personally the mother of jailed Sinaloa cartel boss Joaquin “El Chapo” Guzman in 2020 —
something he said was a humanitarian gesture towards a woman then in her nineties.

Eduardo Guerrero, a security expert at Lantia Consultores, says Lépez Obrador’s policy of hugs not bullets “had the . .. undesired effect of
expanding the geographical presence of organised crime to new areas, precisely because the army wasn’t confronting criminals”.

Criminal groups are also interfering more brazenly in elections. This year’s campaign, which includes races for federal and state congresses,
governorships and mayoralties, has been the deadliest ever. So far 36 candidates and another 45 people linked to the election have been
murdered, 15 more kidnapped and dozens of others threatened, according to think-tank Laboratorio Electoral.

Another key battleground is official statistics. Lopez Obrador’s six—year term will be Mexico’s most violent ever in terms of total murders,

with more than 175,000 killed so far. But the president has seized on figures showing a small reduction in homicides in the last three
years from a record level in 2020.

Experts point out that the murder figures do not include the record nUmber of people reported as missing, almost

115,000 by last year, 43,000 of whom disappeared during Lopez Obrador’s presidency. They also note that the proportion of “crimes against
life” reported as manslaughter or “other crimes” has been rising as murders fall, suggesting homicides are being reclassified.



1AC---Data Sharing
Advantage [X] is DATA SHARING.

The UK’s attempt to mandate a backdoor stifles US-UK relations and data transfer.

Jones 25 [Connor Jones holds an MA from the University of Sheffield, 08-12-2025, "White House could
stymie the UK’s anti-encryption plans?", No Publication,
https://www.theregister.com/2025/08/12/could_the_white_house_put/ DOA: 10-29-2025] Ewan

Security experts, privacy geeks, and pretty much everyone who has the faintest clue about how E2EE works knows that backdooring the likes of
iMessage and WhatsApp is impossible. Data is either end-to-end encrypted or it isn't. There is no in-between.

That has not stopped multiple ruling parties in the- pushing on with anti-encryption rhetoric.

And yet, despite heavy backlash from the tech industry and beyond about the feasibility of undermining encryption, the country's
lawmakers have affected change.

After it _ earlier this year, the tech giant threw the technically confused UK

government a bone by shuttering its Advanced Data Protection iCloud feature for all Brits.

However, it seems Home Office staff are now coming to terms with the fact that the

- to further strongarm Amercia's tech companies.
Insiders told the Financial Times, speaking on condition of anonymity, that .Ir_u_m_p___

- which the president has previously likened to Chinese-style policymaking, is the main obstacle in achieving its encryption-busting
ambitions.

Officials know the US doesn't want anyone touching its tech companies. - historically at least -

firm

indeed on its encryption ban ambitions further

_ - its ability to set its own laws without having to bend the knee to the US.

There is not an abundance of cases whereby the UK's legislature has been forced to back down in the face of political pressure overseas,
although some might say Huawei's removal from Britain's 5G networks — with the government issuing legal notices to vendors after US sanctions
in combination with a severe diplomatic push — might be an example of this. Another semi-recent example came in 2022 concerning the UK's
plan to ship asylum seekers off to Rwanda.

The EU said that plan broke international law and the European Court of Human Rights (ECtHR) issued an interim measure to stop the first
deportation flights until UK courts could assess the legality of it all.

The legislation was passed by Rishi Sunak's UK government last year, but the new incoming Prime Minister Kier Starmer binned the program not
long after taking office, as promised in his election run.

Ironically, the EU tabled its own regulation earlier this year to send illegal immigrants to "return hubs," one of which is rumored to be...
Rwanda.

Back to the point at hand, legal experts who spoke to The Register when the UK-Apple encryption furor kicked off in January, said the UK could
risk another run-in with the ECtHR if it went ahead with its encryption plans, putting it on a similar level to Russia.

Will Richmond-Coggan, partner at Freeths specializing in privacy and cybersecurity disputes, told us: "Insisting on this level of access, even with
judicial supervision of the process, may well place the UK on a collision course with previous decisions made in the European Court of Human
Rights, which has previously ruled (in the case of a similar attempt by Russia to broaden the scope of its domestic surveillance capabilities) that
this contravened people's privacy rights."

A reminder: in its pursuit of an encryption backdoor, workaround, or however it's dressed up, the UK has been compared by its closest political
ally to China, while legal experts say the potential for human rights violations would put it on par with Putinland.



That's not even considering all the other countries that are known for questionable policies to human rights, free speech, surveillance, et al.

Separate from the unwelcome company the UK would keep, such ,

with Home Office officials reportedly futur with th

Tulsi -I the US's director of national intelligence, previously -of the Apple technical capability
notice (TCN) that _ prior to it being issued.

She added that if the UK mandated it " of public
Putting aside the potential embarrassment of the US shutting down decade-long UK policymaking efforts, privacy advocates will rejoice if the
UK's attempts to bypass E2EE are foiled or otherwise buried.

It flaws the data sharing and causes privacy erosion, which turns case---only alignment
solves.

Velasco 10-9 [Gwen Velasco; LLB Graduate at the City Law School, 10-9-2025, "The BluePrint Brief", No
Publication, https://theblueprintbrief.com/articles/apples-encryption-fight-with-uk-reignites-over-ic/
10-30-2025] Ewan

Commercial Impact

For Apple, the challenge is as reputational as it is legal. Disabling Advanced Data Protection for U.K. users effectively downgrades local security
standards, risking customer confidence among privacy-conscious consumers and developers.

. U.S. have compliance with

“ which governs cross-border data access. |f wer mply, i l
under U.S. and U.K. law.

()

ross jurisdiction hnical an
compliance key-management systems and the chance of

_. For global tech companies, the message is clear: privacy features are no longer just product design choices, they are
regulatory flashpoints.

a patchwork of encryption .

How Legal Teams Get Involved

As Apple’s appeal progresses, multiple legal and compliance functions are actively engaged:
Regulatory & Compliance Counsel

Coordinate with the Investigatory Powers Commissioner’s Office (IPCO) to interpret compliance requirements while defending Apple’s
encryption position.

Assess potential conflicts with the Human Rights Act, GDPR, and international data-transfer rules.
Prepare reporting frameworks if encryption changes materially affect user privacy.

Product & Privacy Counsel

Collaborate with engineers to evaluate whether any design changes could introduce new legal exposure.
Conduct privacy impact assessments and ensure users are properly informed about any alterations.

Draft user communications that maintain transparency without compromising Apple’s legal position.



Litigation & Risk Teams

Manage the Tribunal case and prepare for potential follow-on claims from consumers or advocacy groups.
Monitor how any ruling might set precedent for future encryption or data-access disputes.

Assess global litigation risks if the case encourages similar demands from other jurisdictions.

Government Relations & Policy Teams

Engage with U.S. and EU regulators to aligh approaches to lawful access and encryption.

Manage policy dialogue to preserve Apple’s privacy reputation while maintaining compliance
diplomacy.

Track potential reforms to the Investigatory Powers Act and anticipate long-term compliance shifts.

The plan solves---only a US backdoor mandate facilitates effective data transfer and
resolves legal issues.

Salgado 25 [Richard Salgado; holds a JD from Yale University and a BA from the University of New
Mexico , 7-31-2025, "Patching the U.K.s Zero-Day Security Exploit With the U.S.-U.K. CLOUD Act
Agreement", Default,
https://www.lawfaremedia.org/article/patching-the-u.k.-s-zero-day-security-exploit-with-the-u.s.-u.k.-clo
ud-act-agreement/ DOA: 10-29-2025] Ewan

CLOUD Act Essentials

The CLOUD Act provisions at issue here were designed to reduce problems caused by U.S. “blocking statutes.” Before the act, U.S. service
providers could be prohibited from disclosing certain user data in response to foreign government-issued legal process, even when the request
came from a rule-of-law jurisdiction in a case that all would recognize as serious and legitimate. Countries instead had to rely on diplomatic
mechanisms like mutual legal assistance treaties, which are famously slow, leaving them ill-suited for some fast-moving investigations. With few
realistic options, jurisdictions may turn to unilateral measures, including tactics that undermine cybersecurity.

The CLOUD Act addresses this by conditionally lifting the blocking statutes for any country that qualifies

for and signs an executive agreement with the United States. To qualify, a country must demonstrate respect for civil
liberties and due process, among other requirements. Once an agreement is in place, U.S. providers may honor data reguests from that
country without running afoul of the U.S. blocking statutes. As Sen. Hatch observed when introducing the bill, for the CLOUD Act to effectively
address this issue worldwide, there need to be many agreements. Most of the vision that Sen. Hatch and the co-sponsors of the act enunciated
remains very much in reach if the U.S. moves to enter into more agreements.

To advance the legislative goal of protecting the security of data, and encryption in particular, the CLOUD Act stipulates that an

agreement “shall not create any obligation that providers be capable of decrypting data or limitation that

prevents providers from decrypting data.” Although this provision has been characterized as ”enc;yption neutral” by the U.S.
Department of Justice, Congress intended it to preserve the ability of providers to protect data security through encryption, as the comments
of Sen. Hatch reflect.

That the provision didn’t go further hardly makes it neutral. There’s a like requirement in the statute that says an order issued by the foreign
government under an agreement may not be used to infringe freedom of speech; that doesn’t support a conclusion that the public policy of the

United States is neutral as to free speech. The reported action by th U.K. §ggking to rgggirg AQQ|§ to remove gngryp;ign

from one of its products puts this security goal in peril.

The concerns about the security of cloud services have only grown stronger in the years since the statute was enacted, driven by an increased
reliance on cloud services and a series of high-profile incidents. These include the SolarWinds supply-chain compromise (2020),

the Log4Shell vulnerability affecting major cloud providers (2021), the Colonial Pipeline ransomware attack (2021),

the MOVEitsoftware-as-a-service breach (2023), the so-called typhoon attacks, including the Salt Typhooncampaign in which Chinese state
actors exploited Microsoft’s cloud-based authentication systems to obtain communications of senior U.S. officials (2024), the U.S.



Treasury breach via a cloud vendor (2024), and the Microsoft SharePoint breach involving foreign access to Department of Defensesystems
(2025), among many others.

The CLOUD Act Agreement Between the United States and the United Kingdom

Because the U.S. and the U.K. have a CLOUD Act agreement, the U.K. can issue, directly to U.S. providers, requests that comply with the terms of
the agreement. The existence of the agreement means that providers may disclose the requested information without being in violation of the
blocking statutes. The U.K. has availed itself of this arrangement, issuing over 20,000 requests as of October 2024.

Consequently, Ithe U.K. were successful in _remove security from a product

for example, b ing in to data that would otherwise be end-to-end encrypted

- use the agreement to - the now-vulnerable directly. The agreement

itself, however, includes a safeguard mechanism that allows the U.S. to protect data from foreign efforts to undermine the security and privacy
protections provided by American companies.

Specifically, the agreement has a provision that either the U.S. or the U.K. can invoke to resolve concerns about implementation or disputes, and
if not resolved to its satisfaction, to exclude categories of requests from the scope of the agreement. The pertinent provision is Article 12.3:

In the event that the Parties are unable to resolve a concern about the implementation of this Agreement or a dispute, either Party may
conclude that the Agreement may not be invoked with respect to an identified category of Legal Process, including Legal Process that are issued
on or after a particular date. Notification of that conclusion must be sent by the Designated Authority of the Party that has so concluded to the
Designated Authority of the other Party. The notified Party shall not invoke the Agreement with respect to any Legal Process within the
identified category upon receipt of such notification. Such a conclusion may be revoked at any time, in whole or in part, by the Party that
reached the conclusion through a notification of the revocation to the other Party’s Designated Authority. Any data produced to the Issuing
Party shall continue to be subject to the conditions and safeguards, including minimization procedures, set forth in this Agreement.

This open-ended provision gives either the U.S. or the U.K. the opportunity to exercise oversight over the other’s use of the agreement. A party
may identify a “concern” that it believes has arisen in the course of implementation, or the existence of “a dispute.” In this instance, there
already is substantial evidence in bipartisan congressional and executive statements of the level of U.S. disquiet about the U.K. order to Apple.

Invocation of Article 12.3 as a Stopgap Measure

The U.S. thus may invoke Article 12.3 of the agreement to determine, either by agreement with the U.K. or through a unilateral conclusion,
hat use the CLOUD Act agreement to seek data from any U.S. provider on which it is
attempting to or has imposed or privacy features, or mandates that the provider build

capabilities for the U.K. to surveil customers. -Ew enforcement and intelligence agencies therefore -

surveillance capabilities the extent that such are

i

‘E

Exercising Article 12.3 in this manner ensures that the U.K. could not circumvent the U.S. democratic process or override the considered choices
made by elected representatives in the United States by requiring those companies to adopt additional or broader surveillance capabilities
beyond what U.S. law mandates. Such an understanding could be memorialized in a diplomatic note, acknowledged by the United Kingdom, and
forming an integral part of the agreement.

Effective data sharing resolves cooperation.

Byman 25 [Daniel Byman is a lawyer and researcher, 3-6-2025, "Improving U.S. Intelligence Sharing
With Allies and Partners", Default,
https://www.lawfaremedia.org/article/improving-u.s.-intelligence-sharing-with-allies-and-partners, DOA:
10/31/25] phab

The Trump administration’s recent decision to cut off intelligence sharing with Ukraine will get less attention than its halting of military aid, but
it will also be consequential. If anything, the United States should be increasing intelligence cooperation not only with Ukraine, but also with
other key partners.

its own security and that of key -a_nd
artners. Effective sharin enables s to threats
_ between nations. Despite its importance, intelligence sharing does not live up to its



https://www.ft.com/content/c58fccea-00c4-4fad-bc0a-0185b7415579
https://apnews.com/article/us-military-aid-halt-ukraine-explainer-123551e5d86b49fdaa977eae685d32a8

m&nﬂﬂL As Sean Corbett and James Danoy—former senior British and U.S. intelligence officials, respectively—have written, “With few

exceptions, and despite the best of intentions, intelligence sharing is uneven, remains the exception rather than the norm, and the
prospect of simultaneity at the point of need is remote.” Drawing on a larger research project that drew heavily on interviews with U.S. and
allied officials and experts, this piece critically examines the current state of U.S. intelligence sharing, identifies key challenges, and proposes
solutions to improve the effectiveness of these partnerships.

As a former head of the U.K. Secret Intelligence Service put it, intelligence is “a team sport.” The U.S. intelligence community operates within a
complex web of alliances, including the Five Eyes (composed of the United States, Australia, Canada, New Zealand, and the United Kingdom).
The Five Eyes, however, are an exception: Bilateral cooperation is the preferred form of intelligence liaison, primarily for security reasons. The
more widely information is disseminated, the more likely it is to be revealed through spying, media leaks, or other unauthorized disclosures.

Intelligence relationships help preempt threats ranging from terrorism to cyber and conventional war.
Intelligence collaboration allows for resource pooling, which reduces individual states’ intelligence

burdens. Sharing also lays the groundwork for shared threat perceptions, which in turn makes
cooperation and planning easier. Sharing also expands collection opportunities. For example, some partner states

have a presence in countries like Iran, which gives them intelligence reach where it is denied to any official Americans. Further,

intelligence-sharing agreements reinforce alliances and serve as instruments of diplomatic engagement,
signaling commitment and trust.

The impact of sharing failures, though difficult to measure, can be felt in several pernicious ways. Allies and partners may be slow to realize

dangers posed by revisionist powers such as China, Russia, and Iran. Advanced planning based on varied intelligence
assessments can hinder cooperation in a crisis. As one European official told me, “All plans depend on intelligence. Bad
intelligence means bad plans.” An ineffective division of labor may cause collection and analysis to suffer from both gaps and overlap.
Information may be shared too slowly to matter, especially in a rapidly changing situation. Intelligence sharing can bolster overall diplomacy
between allies; without it, an important pillar of that relationship is weakened.

Intelligence sharing, however, is governed by a labyrinth of policies, laws, and bureaucratic frameworks that can hinder timely information
exchange. U.S. prioritization in both collection and sharing is often unclear, confusing both U.S. and allied officials. The classification system,
such as the U.S. marking of “NOFORN” (not releasable to foreign nationals), often prevents intelligence dissemination, even to close allies. The
United States, as one U.S. official put it, “does not have any info sharing policies at all. It has information security policies and information
sharing exceptions to these policies.” In addition, the system itself has uneven and confusing standards and much harsher penalties for
over-sharing than for under-sharing, making the default to NOFORN even more likely and “wild overclassification” common, as one U.S. official
told me.

Trust is the bedrock of intelligence collaboration. Henry Kissinger once remarked that “there is no such thing as friendly intelligence agencies.
There are only the intelligence agencies of friendly powers.” Beyond spying, concerns over leaks, misuse, or politicization of shared intelligence
can also erode trust. The Snowden disclosures in 2013, for example, strained relations between the U.S. and some of its closest allies,
highlighting vulnerabilities in intelligence handling. Another problem is the global nature of U.S. interests: European officials worry that the
United States will focus too much on Asia, and Asian partners worry the United States will focus too much on Europe.

Intelligence sharing is increasingly dependent on secure and interoperable technical systems. However,

technological disparities among allies, coupled with differing cybersecurity standards, create significant interoperability challenges. As one Five

Eyes official told me, “Just because we have an intelligence sharing agreement doesn’t mean we have intelligence sharing systems.”m

absence of standardized data-sharing protocols and encrypted communication systems further
xacerbates inefficiencies in real-time intelligence dissemination.

Differences in intelligence cultures and bureaucratic structures across nations complicate collaboration. While the U.S. intelligence community
operates under a relatively centralized framework, despite the bureaucratic weakness of the director of national intelligence, other countries
have even more balkanized systems, and many services are politicized. Divergent priorities and intelligence methodologies can hinder seamless
integration and coordination. Sir Stephen Lander, the former director general of the U.K. Security Service, remarked in 2004 that some countries
“collect haystacks and store them, while others collect hay and store needles, while others again only ever collect needles and not very many of
them. The risk of sharing haystacks with needle keepers is that they would not be able to use the material effectively or would be swamped.”

Strained UK-US bilateral relations embolden Russia.

Financial 25 [Financial is a news organization, quoting Angela Stent, who holds an MA and PhD from
Harvard University, a MSc from the London School of Economics, and a BA from Girton College,


https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/beyond-noforn-solutions-for-increased-intelligence-sharing-among-allies/
https://www.csis.org/analysis/improving-us-intelligence-sharing-allies-and-partners
https://isc.independent.gov.uk/wp-content/uploads/2023/12/ISC-International-Partnerships.pdf.
https://doi.org/10.1080/01495933.2019.1633186
https://www.tandfonline.com/doi/pdf/10.1080/08850609008435147
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/beyond-noforn-solutions-for-increased-intelligence-sharing-among-allies/
https://www.foreignaffairs.com/reviews/patrick-radden-keefe-cult-of-secrecy-america-classification-crisis
https://www.foreignaffairs.com/reviews/patrick-radden-keefe-cult-of-secrecy-america-classification-crisis
https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/beyond-noforn-solutions-for-increased-intelligence-sharing-among-allies/
https://www.newamerica.org/weekly/intelligence-business-friends-are-hard-come/
https://www.congress.gov/congressional-report/114th-congress/house-report/891/1
https://www.tandfonline.com/doi/pdf/10.1080/09557570701828642?casa_token=XMqSAk07gdYAAAAA:x93OYk7I_Jd6s4Tk9vB-iCebXNv4EwbtMqxxfFk9-DSmClxeN39ZS3zD-fBIxDSj73JJjkUXMPxv
https://www.tandfonline.com/doi/pdf/10.1080/09557570701828642?casa_token=XMqSAk07gdYAAAAA:x93OYk7I_Jd6s4Tk9vB-iCebXNv4EwbtMqxxfFk9-DSmClxeN39ZS3zD-fBIxDSj73JJjkUXMPxv
https://www.tandfonline.com/doi/abs/10.1080/0955757042000296964

4-17-2025, "The UK-US "Special Relationship" in Crisis", FINCHANNEL,
https://finchannel.com/the-uk-us-special-relationship-in-crisis/125236/uk-politics/2025/04/ DOA:
10-30-2025] Ewan

Expert Insight: Angela Stent, a senior fellow at the Brookings Institution and Russia expert, argues that “Putin sees a fragmented NATO as a strategic

win.” i i iti ili (e.g., RAF
Lakenheath and Mildenhall), n reliability. security partnership could

h ’s rapid r n ilities in Europe. stent
emphasizes that Russia’s disinformation campaigns amplify transatlantic discord, portraying the US as an unreliable partner to European audiences.

Russian Gains: A d NATO to pursue aggressive actions in astern Europe, particularly in Ukraine and

the Baltics. With the UK—a staunch NATO advocate and major military contributor—potentially sidelined by tensions with the US, _

ern resistance. For example, the leadership in Ukrainianforces_
weapons like Storm Shadow could logistical

can Europe’s securit bilateral to individual

|

. For instance, Russia has historically used gas exports to cultivate influence, as seen with Germany’s Nord

Stream projects before 2022. _, focused on navigating US tariffs and EU relations, is such n

overtures. Additionally, Russia’s cyberattacks and hybrid warfare tactics—such as disinformation campaigns targeting European elections—fac

Russia can position itself as an alternative trade partner for European nations desperate to mitigate economic fallout. For example, Russia’s discounted oil and gas
exports, redirected from Europe to Asia since 2022, could be offered to select European countries willing to weaken sanctions. The UK, facing domestic pressure to
stabilize its economy, might indirectly benefit from European neighbors softening their stance on Russia, reducing the collective Western economic front. Moreover,
Russia’s propaganda can amplify anti-American sentiment in Europe, framing the US as the source of economic woes and Russia as a pragmatic partner.

>

front terms in otentiall

Western military . to Ukraine, . the UK'’s resources are stretched and .commitment - For instance,

if US-UK coordination on arms supplies like ATACMS missiles or Challenger tanks falters, Ukraine’s battlefield capabilities diminish, giving Russia a military edge.
Additionally, Russia’s domestic propaganda can portray transatlantic discord as evidence of Western decline, bolstering Putin’s narrative of Russian resilience.

Russian aggression causes great power war.

Lorenz 22 [Wojciech Lorenz, PhD, analyst for the Polish Institude of International Affairs, January 2022,
“Deterrence in the Baltic Sea Region A View from Poland,” The Polish Institute Of International Affairs,
The Hague Centre for Strategic Studies,
https://hcss.nl/wp-content/uploads/2021/12/04-Deterrence-in-the-Baltic-Sea-Region-HCSS-2022.pdf/
DOA: 10-31-2025] Ewan

Although can be perceived as intimidation tactics, it has also the
- that Moscow could decide . open _ with NATO. Large- scale exercises could be used for political signaling

to intimidate and divide the Alliance but they also increase the risk of aggression by shortening warning time for military attacks and offering convenient cover for
offensive operations12. Under the pretext of acting in self-de- fense, Russia can move forces to NATO members territory and by threatening other allies with long
range dual-capable weapons (for example, Kalibr cruise missiles and Iskander ballistic missiles), divide NATO and discourage it from the attempts to regain control

over the lost terri- tory13. Hybrid strategies, which so far have been kept under the threshold of open confronta-
tion, could facilitate surprise and quick escalation, delaying or in response

and to re-establish the status quo ante. In such case, Russia would be negotiatin the

osition of could that NATO members accept - legally binding pan-European or
regional security _ in exchange for the end of hostilities. in this aspect, Russian threat towards NATO differs from

the threat posed by China to Taiwan. While China’s goal is to take control over Taiwan by political means or through mili- tary force, Russia’s goals do not necessarily
require the occupation of NATO’s member state territory. It may be enough for Russia to provoke limited conflict, threaten the Alliance with the escalation and use it
as a bargaining chip during the negotiations on the political resolution of the crisis. There are, however, important similarities. Both states may try to establish
control over the areas perceived as crucial for their security (Ukraine, in case of Russia, and the South China Sea, in case of China) and when not met with strong
resistance they can feel encour- aged to use force to achieve their ultimate goals.



https://hcss.nl/wp-content/uploads/2021/12/04-Deterrence-in-the-Baltic-Sea-Region-HCSS-2022.pdf/

The decision by Russia whether to use force against a NATO member would be influenced by a number of operational and political factors, which include the
assessment of NATO’s military capabilities necessary to defend Allied territory and to fight a war under the threat of escalation up to nuclear level. Equally important
would be the perception of US commitment to NATO and the assessment of the Alliance’s political cohesion, which might be decisive for allies’ determination to
launch a collective defense mission. Russia’s calculations could be, for example, influenced by the US engagement in a conflict with China in the Indo-Pacific,
especially if the US would be unable to commit sufficient potential to support NATO collective defense mission, whereas NATO would be divided over the form and
scale of support for its US ally14 .

The Baltic Sea region offers Russia a number of options to increase tensions under the threshold of open conflict, test NATO's resolve, provoke a limited war with
NATO and threaten the Alliance with further escalation. Baltic States have some Russian-speaking minorities, which could be used for provocation and exploited as a
pretext for aggression. Relations with Belarus makes it possible for Kremlin to use Belarusian security services as a proxy against NATO states such as Poland,
Lithuania and Latvia. Russia can use Belarusian territory and Kaliningrad Oblast, a heavily militarized exclave, to close the so-called Suwalki Gap - a corridor leading
from Poland to the Baltic States, cutting them off from NATO reinforcements. The mixture of defensive/offensive capabilities placed in Belarus and Kaliningrad could
be used to create an anti-access/area denial zone (A2/AD) over the Baltic States and Poland increasing the risks and costs for the Alliance to launch a collective
defense operation15 .

Russia also demonstrates that is has the ability to fight with NATO in different regions from the High North, through the Baltic Sea and the Black Sea regions to the
eastern Mediterranean. h ility is n ry for R i fend i If i l rin xerci

signal that in many regions at the same time. it also offers the

opportunity to provoke conflict in a region different than the Baltic Sea area, to achieve strategic surprise.

After the annexation of Crimea, Russia augmented its A2/AD capabilities in the Black Sea, and tries to take control over Ukrainian territorial or international waters
and to deny NATO access to the Black Sea basin16. Russia could provoke crisis by attacking a NATO ship, present it as an action in self-defense and, should the
Alliance decide to reassure allies and deter Russia by strengthening its presence in the region, use it as a pretext for further escalation, with a viable option of troops

landing on NATO shores. Similarly, as in the Baltic Sea region, _ hybrld strategies to influence a threat

perce Qtion of NATO popu lations and deci- sion-makers, and exploit political divisions in NATO states and across the Alliance to delay or weaken

NATO’s response. |t would use _ and _attacks and military signalling. bemonstration

of long-range precision strike capabilities, which are able to hit target across Western Europe, supported with nuclear signalling (overflights of nuclear capable

bombers, tests of ballistic missiles) Would send a is prepared to should it face

a defeat, it could contemplate the .o_f_ to de-escalate it.
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Platforms are increasing encryption, which decks efforts to combat CSAM.

Steven Wasserman 24, President of the NAAUSA, “Why end-to-end encryption is the next battlefield
for tech justice,” The Hill, 2/22/24,
https://thehill.com/opinion/technology/4482935-why-end-to-end-encryption-is-the-next-battlefield-for-
tech-justice/, tristan

The Senate Judiciary Committee came head-to-head with an all-star lineup of tech titans recently to discuss the widespread proliferation of child
sexual abuse material (CSAM) on their platforms. But while senators raised a variety of concerns, end-to-end encryption received almost no
airtime, with only one senator and one social media company raising the issue.

Despite the lack of attention, encrypted messaging remains the single greatest barrier to law enforcement action
against those who commit online crimes.

Social media companies are increasingly adopting end-to-end encryption to provide better privacy protection to

users. Indeed, law enforcement has praised end-to-end encryption to prevent identity fraud and theft. But too often the technology

translates to a complete lock-out of law enforcement.

Acompany can effectively block law enforcement from obtaining evidence, even by court-ordered wiretap or search
warrant. This obscures law enforcement’s ability to prevent and prosecute crimes — particularly those crimes that

are frequently committed on social media and messaging apps, such as child sexual exploitation, terrorism-related offenses and drug
trafficking.

Even Discord CEO Jason Citron acknowledged this risk during the hearing, saying end-to-end encryption “blocks anyone including
the platform itself from seeing users’ communications.”

“It’s a feature on dozens of platforms but not on Discord. That’s a choice we’ve made,” he said. “We don’t believe we can fulfill our safety
obligations if the text messages of teens are fully encrypted because encryption would block our ability to investigate a serious situation, and
when appropriate report to law enforcement.”

Itis true. If the social media companies themselves cannot access encrypted data, it is impossible to believe law
enforcement could gain access to criminal evidence.

Nonetheless, in December, Meta announced its decision to make end-to-end encryption the default setting across its messaging

platforms. This decision comes among widespread concern by law enforcement and victim advocacy groups that the lNOVe will §gvgrgly

diminish the ability of law enforcement to investigate and prevent dangerous and violent offenses, such as
Child Sexual @buse and terrorism.

An international alliance of 15 law enforcement agencies dedicated to addressing global threats from child sexual abuse, named the Virtual
Global Taskforce, which includes the Federal Bureau of Investigation and Immigration and Customs Enforcement’s Homeland Security
Investigations, described Meta’s decision as a “purposeful design choice that degrades safety systems and weakens the ability to keep child
users safe.”

The taskforce shared the story of David Wilson, one of the most QI‘O"fiC child sexual abuse offenders the UK’s National

Crime Agency has ever investigated, who used Facebook to contact and groom thousands of children. He created fake
profiles pretending to be a teenage girl to manipulate victims into sending him sexually explicit material of themselves. Victims were sometimes
blackmailed into abusing their friends and siblings, and were frequently traumatized by the experience.

The UK National Crime Agency Was able to successfully prosecute Wilson because law enforcement was able to
access the evidence contained within over 250,000 messages through Facebook.

End-to-end encryption makes investigations like these all but impossible. still, Meta CEO Mark Zuckerberg

acknowledged during the hearing that minor users have access to encrypted messaging across their various platforms, such as WhatsApp.



Previously, Meta had been one of the largest reporters of CSAM material online. But like Google and Apple, who previously routinely provided
law enforcement access to data on mobile phones when under a court-ordered search warrant, the move toward encryption has locked out law
enforcement.

Meta’s response? According to its safety strategy, “[L]aw enforcement may still be able to obtain this content directly from users or their
devices.” Essentially, Meta expects law enforcement to request data on criminal activity from the criminals themselves.

Meta, along with other social media companies in attendance at the hearing, claim they are using artificial intelligence and other technology
innovations to identify and remove predators online. While these are commendable steps, they are not a substitute for criminal prosecution.

Ultimately, public safety should not be entrusted to a private company. LAW enforcement must have a process for obtaining
lawful access to encrypted data.

That allows predators to go free.

Jennifer Daskal 22, Former Director of the Tech, Law, and Security Program at American University,
Professor of Law, Former Deputy Homeland Security Advisor, “Protecting Children in the Age of
End-to-End Encryption,” 10/27/22,
https://www.american.edu/wcl/impact/initiatives-programs/techlaw/projects/protecting-children-in-the
-age-of-end-to-end-encryption.cfm, tristan

End-to-end encryption obscures the content of communication among all parties—the child, the trafficker, and

the demand-side offender. When the child is party to the communication, that may provide an opportunity to obtain the content. However, a

strong majority (88%) of respondents to the aforementioned SUFVIVOF Survey reported they would not want their
trafficker prosecuted,45 which means they may not be willing to cooperate with law enforcement. in-person

interventions may therefore provide some of the more promising solutions to combat this pattern of harm.

Encryption prevents content moderation.

Jennifer Daskal 22, Former Director of the Tech, Law, and Security Program at American University,
Professor of Law, Former Deputy Homeland Security Advisor, “Protecting Children in the Age of
End-to-End Encryption,” 10/27/22,
https://www.american.edu/wcl/impact/initiatives-programs/techlaw/projects/protecting-children-in-the
-age-of-end-to-end-encryption.cfm, tristan

Measuring the global scope of child sexual exploitation and abuse with accuracy is extraordinarily difficult due to variations in definitions and
data collection practices across jurisdictions.12 Here is what can be stated with certainty: in 2021, NCMEC13 received over 29 million

regorts of suspected child sexual exploitation, UP from 21.7 million regorts in 2020, and more than 10 times the number received

a decade prior.14

This dramatic increase in reports is not exclusively due to a concomitant increase in hands-on abuse or distribution of CSAM (although
increases in these activities may account for some of the change). Instead, this increase is likely % in part, tO ESPs adopting h!gm
efficient detection tools.15 PhotoDNA, a CSAM detection tool that relies on “perceptual hashing” technology, was
developed in 2009 and has been widely adopted throughout the tech industry.16 Esps use this program, as well as
programs like it, t0 automatically scan content on their platforms to detect CSAM. This method has proved extremely
accurate, reliable, and fast.17 it is this process that Meta has used with Facebook Messenger and that is credited for the |arge
amount of reportmg by Meta to NCM EC; in 2021, Facebook made 22.1 million reports (out of the 29.2 million received total from
ESPs) to NCMEC.18

In end-to-end encrypted environments, ESPs cannot detect and report CSAM using perceptual hashing techniques.
As more and more tech cOmpanies implement end-to-end encryption, the vVolume of reports to Ncmec will likely drop

dramatically. Regulations in Europe provided a realworld test case to examine the impact on reporting when

hash-matching methods are disrupted. In December 2020, the ePrivacy Directive in the European Union (EU) went into effect and, for a time,




limited esps' ability to use hash-scanning technology to detect CSAM. NCMEC examined EUrelated reports submitted by

ESPs in the weeks before and after the directive went into effect and found that the number of Feports deceased by 51% in the first six
weeks.19

That prevents life-saving action.

NCMEC ND, Nation’s largest and most influential child protection organization, “End-to-End
Encryption,” National Center for Missing & Exploited Children,
https://www.missingkids.org/theissues/end-to-end-encryption, tristan

End-to-end encryption is a term used to describe blocking or preventing any third-party recipient from viewing,
reading or becoming aware of information that one individual has sent to another. in response to growing concerns
about online data security, many technology companies are adopting this strategy with potentially dire circumstances.

The use of end-to-end @NCrYPtioN would prevent the companies or any third-party from detecting illegal activity occurring

0N their Qlatforms including the activity of people who use the internet to perpetuate online demand for graphic sexual abuse material of
children.

We believe personal security is extremely important and support efforts to improve online privacy. But, if this solution is implemented with no

exceptions for detecting child sexual exploitation, millions of incidents of abuse will remain hidden, leaving these young
victims without any help or protection from these horrific crimes.

CSAM is devastating. Independently, encryption enables widespread distribution.

Komal Mishra 24, Researcher, “Hidden Horrors: Comprehensive Reports and Statistics on CSAM,” SSRN,
7/18/24, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4898385, tristan

Addressing child sexual Abuse Material (CSAM) is crucial due to its profound and lasting impact on victims, the
pervasive nature of its distribution, and the broader societal implications. Tackling this issue involves
protecting vulnerable children preventing future abuses and holding perpetrators accountable.

Victims of csam suffer severe and long-lasting psychological, emotional, and physical harm. The abuse depicted in

CSAM is not a one-time event; the circulation of these materials perpetuates the trauma. MMQDMWDMI
depresswn and post-traumatic stress disorder (PTSD) due to the knowledge that i 1Mages of their abuse Ar€ permanently

accessible online. This ongoing victimization can hinder their ability to recover and lead a normal life.

The prevalence of Child Sexual Abusive Material (CSAM) is a pressing global issue, reflecting the widespread and growing nature of child
exploitation and abuse. While precise figures are difficult to ascertain due to the clandestine nature of these activities, various studies, reports,
and statistics shed light on the scope of the problem.

Internet and Dark Web: The internet, especially the dark web, has significantly increased the ibili n
of CSAM. Offenders use encrypted communication and anonymous browsing to share and trade abusive

material.

Social Media Platforms: Social media and instant messaging apps have become channels for the rapid dissemination of CSAM, often through
covert groups and networks.

Global statistics of CSAM
In 2022, 64.5% of reported CSAM websites were in Asia, 5.2% in Europe, 8.3% in North America, and 10% in Africa.

Between 2020 and 2022, India reported 13.1 million pieces of CSAM website content, the Philippines reported about 7 million, and Pakistan
reported 5.3 million.



In 2023, the National Center for Missing and Exploited Children (NCIMIEC) m_cﬁlm over Mﬂmmﬂs&fsuspected S‘Jj_l_ld

sexual exgloitation to CyberTipLine and over 104 million CSAM-related files from registered Electronic Service Providers.



Factory Farming




1AC---Factory Farming
Advantage [x] is FACTORY FARMING.

The AFF enables hacktivism.

Vincent ‘16 [Roland Vincent; Animal Rights Activist; 01-03-2016; "Hacktivism. The Future of Direct
Action?"; Armory of the Revolution;
https://armoryoftherevolution.wordpress.com/2016/01/03/hacktivism-the-future-of-direct-action/;
accessed 10-19-2025] leon

Cyber of animals! This is a great and timely idea.

<<TEXT CONDENSED NONE OMITTED>>

As noted in previous blogs, animal rights activists have not made enough progress using other means. The big organizations in this country and abroad have decried animal abuse for years, and the Internet has disseminated their
information. YouTube videos reveal levels of human cruelty to animals that is sickening and could never be adequately conveyed in the written word. PETA, founded in 1980, emphasized animal rights over welfare and asserted that
animals are not ours to exploit. HSUS added more rights messages to its previous welfare orientation. The most neglected and abused animals of all-farm animals—finally got more notice: Farm Animal Reform Movement was
founded in 1981, Farm Sanctuary in 1986, Compassion Over Killing in 1995, Mercy for Animals in 1999. The list continues to grow and includes sanctuaries and shelters for domestic and wild animals. So advocates dispensed leaflets,
wrote letters, promoted veganism, protested, and rescued. The Animal Liberation Front’s dedicated activists went further and broke the law in their raids to free animals and destroy equipment and records, ruining months, perhaps
years, of research data. However, they had to work fast to avoid being caught. They were often limited by terrain, security measures, and escape routes. When apprehended, they went to prison. What have we to show for it all? We
have shelters still filling with doomed kittens and abandoned grey-muzzled dogs; sanctuaries agonizing over which desperate horse or tiger they can afford to save; transport trucks with their cargo of misery pulling onto freeways
every day; slaughterhouse workers prodding billions of terrified victims to the hell of the kill floor; bureaucrats deciding which wild animals will live or die.

<<LINE BREAKS CONTINUE>>

So __ism should be the step. Hackers could -the companies and individuals who deserve to be

punished the most, such asthe - complex. They could account , delete payrolls, put embarrassing
interoffice memos on the Internet, - perhaps _- would would be . The

pain would fall on CEO and worker alike, as all are complicit in the abuse.

-could virtuall in the world. They would have no fear of security guards or cameras.

They would not have to watch the clock or worry if they could run fast enough. They could throw their laptops and flash drives into bags and
escape from one country to another as the need arose.

The hackers could also take a lesson from - (Stop Huntingdon Animal Cruelty). This group conducted S

Huntingdon Life Sciences, @ large business who sold animals for _ SHAC targeted employees and family,

but they also - secondary targets, as well, such as artners, insurers, even caterers and cleaners. When

those companies tired of the protests and severed ties with Huntingdon, |t_s_ Do we see possibilities here?

Lots of opportunities?

Attacks work.

Creswell ‘21 [Julie Creswell; Business Reporter Covering the Food Industry; 06-03-2021; "Ransomware
Disrupts Meat Plants in Latest Attack on Critical U.S. Business"; The New York Times;
https://www.nytimes.com/2021/06/01/business/meat-plant-cyberattack-jbs.html; access at
https://archive.ph/DYjw6; accessed 10-18-2025] manan + leon

» cyberattackon the o+ jargest meat processor forced e Shutdown ofnind beef plants in the United
States on Tuesday, according to union officials, and disrupted production at poultry and pork plants. The attack could Upset the nation’s
meat markets and raises new questions about the vulnerability of critical American businesses.

The company, JBS, said the majority of its plants would reopen on Wednesday. _at JBS could
“_" ﬂh&lﬁﬁl&bﬁ_@_f_- according to analysts at Daily Livestock Report.

_ at JBS was a ransomware attack, the White House said — the second recent such attack M
-_ Last month, a ransomware attack on Colonial Pipeline, which transports gas to nearly half the East

Coast, triggered gas and jet-fuel shortages and panic buying.



Factory farms are dependent.

Yang ‘25 [Xufei Yang; Assistant Professor, SDSU Extension Environmental Quality Engineer; 06-24-2025;
"Protecting Your Data: The Role of Authentication and Encryption in Agricultural Cybersecurity"; South
Dakota State University Extension;
https://extension.sdstate.edu/protecting-your-data-role-authentication-and-encryption-agricultural-cyb
ersecurity; accessed 10-18-2025] leon

Before we dive in, here are the different types of used :

Farm Operation Data: rmation cro ields, soil health, irrigation schedules, - weight, and feed
consumption, helping farmers make better decisions.

Sensor and IoT (Internet of Things) Data: Comes from technology like weather stations, drones, water meters, and livestock trackers, providing
real-time monitoring of farm conditions.

_: Includes data -all financial _ of the farm, such as loans, debts, assets, profitability,

and account balances. It contains valuable information about the financial position of the farm.

Personal Data: Involves details about employees, customers, and other individuals connected to the farm, important for workforce management
and customer relations.

These datd are form ODEIGHIONS, managing finances, AN MAintaining business

reIationshiQs. However, if stolen or hacked, they can lead to serious disruptions, financial losses, or even identity theft. Data protection is
essential to keeping farms running smoothly and securely.

<<TEXT CONDENSED NONE OMITTED>>

hatis D: is eal, trustworthy, and comes from the rght source. It also transmission. idely used to protect data integrity. Bel h Iture. Passwords
and multi Tod s are rea loud servers, GPS-guided machinery,d in lvestock barns, and RFID systems. With thenticati tera log in. The
system d checks if it . for keeping: d d: H
P Mult-Factor Authentication b 1), Asketch Hactor know, are, and have. For Figure 1
Multif for secure login. The ., what you have, (Court CCBYNC4.0) MFAIsa provide two or more Besides your password, you might have
to enter a one-time code sent to your email or phone, confirm a a phone app, or digital signature is a unique “fingerprint” codt ' hels itural data, prevent fraud, g and
supply chain records by converting d readings) into a short, a hash, which s then locked using a private key. 3 b to ensure it matches.
o being detected. in agriculture include: Data from soil i and Modern farm machines
can automaticaly keep logs of what they do, such as GP: later. Ag IoT network, such as drones, weather stations, and soil sensors, s assigned a
P 10 the network and share data. This hel data or hackers, Verlfication v.On shared h smart card h d makes it
like an online ID card issued by a a digi tinclud f the name of the person or device, a public key, who issued the certificate, ,anda While similar
invoh Role-based 1 (RBAC) RBAC h employees, o guests, T h
can only see or do what s needed for their assigned role within an organization or supply ch and safe. Bel Livestock farm . such , feed use, health checks, and vaccinations. Only the farm owner
‘or manager can have full Ag loT systems: weather ] valves, and water RBAC For example, only the 8 an
. Supply chains: In a system, , truck drivers, retail and tool. pecific jobs. Thi farm to fork. For example, a etailer can see the full hstory
of where the meat came from, but they cannot change any of the records. What is Data Encryption? Digital padiock over a circuit board, (Courtesy: Jaydeep loshi, Pixabay)

<<LINE BREAKS CONTINUE>>

Data a more advanced form of ‘secret code’ or ‘ciphers’, is the process of transforming data using a secret key into a coded
format that no one can understand unless they have the correct key to unlock and read it. Encryption alone does not stop hackers

from accessing data,Mit- the _ and useless to them.

<<TEXT CONDENSED NONE OMITTED>>

There are two main ways to keep data safe using secret keys. The first way is like using the same key to lock and unlock a door. This is called symmetric encryption, where the same secret key is used to both encrypt and decrypt the
data. The second way uses two different keys: one to encrypt the data (called the public key) and another to decrypt it (called the private key). This is known as asymmetric encryption and is a bit like having a mailbox: anyone can
drop a letter in (encrypt it), but only you have the key to open it (decrypt it). Both methods are widely used to keep information secure in the real world. So, what exactly is a secret key? It is a string of letters, numbers, and/or
symbols used by an encryption algorithm to transform data. Consider the algorithm as a set of rules for locking and unlocking information, and the key tells it exactly how to do that. Like a strong password, a longer and more
complicated key makes it harder for someone to break in. However, stronger keys may take more time and computer power to use. Most importantly, the key must be kept secret. If hackers get access to it, they could decrypt and
read your sensitive information. Common Encryption Algorithms For simplicity, only two commonly used encryption algorithms are discussed here: SSL/TLS (Secure Sockets Layer/Transport Layer Security) For instance, you have
probably noticed some websites start with https:// instead of just http://. That extra “s” means the site is using SSL or TLS to keep your connection secure and protect your information as you browse. With SSL/TLS, the data
transmitted between a web server, like SDSU Extension, and a browser on your computer or phone is encrypted, so that no one else can spy on what you are doing. AES (Advanced Encryption Standard) AES is a symmetric encryption
method that uses the same key to encrypt and decrypt data. It is widely used to keep data safe during transmission between farm devices, like sensors and controllers, and their associated computers or software programs. AES
works by breaking data into fixed-sized blocks and encrypting them using keys of different lengths. Like passwords, the longer the key, the stronger the protection. Example: How AES helps keep data secure Imagine a soil probe in
the field sends a real-time reading of “SP1 62.5 43.8%". Here, SP1 is the sensor ID, 62.5 is the temperature in Fahrenheit, and 43.8% is the moisture content. If this information is sent as plain text, anyone can intercept and read it.
Now, let’s use AES encryption with a secret key of “ILoveSouthDakota”. The same data is transformed into “mLgLoX5qKbn5gceFW6Lvxg==", a scrambled message unreadable to hackers. If we change the secret key to
“ILoveNorthDakota”, the encrypted result becomes “VXnOeQNi+: g==", which is y different. This shows that the correct key is essential to unlock and read the original data. Note: This example is created
using the online AES encryption tool courtesy of Devglan. Data Encryption Examples Below are a few examples of data encryption in agriculture: Encryption of images Various types of cameras, such as RGB, thermal infrared, depth,
multispectral, and hyperspectral, are now widely used in precision agriculture for monitoring crops and livestock. These images can show detailed information about farm conditions, which producers may want to keep private.
Encrypting the images helps protect this sensitive data from unauthorized access. Figure 2 shows a comparison of two crop images before and after being encrypted using AES. The encrypted version is completely unreadable. Even if
hackers can intercept the image online or steal it from a memory card, they will not be able to understand it without the correct key. Four images. Two on the left show a live view of crop fields. Two on the right are scrambled due to
AAES encryption. Figure 2. Images of crops before (left) and after AES encryption (right). (Courtesy: Alahe et al., 2025)

<<LINE BREAKS CONTINUE>>

Encryption 6f GRS iocations



ops dzta plays a ke role'in guiding farm SQUIPMEN ie setriving tractors and drones. It s MPORANE to encrvpt
the data or tampering (also known as spoofing). For example, many farms use differential or RTK GPS

base stations that send highly accurate location signals to a machine like a planter in the field. These ;ignal; are often gngryp;gd SO that
Nno one can manipulate them. This helps ensure the equipment stays on the right path.

Securing cloud-stored farm records

Farm management often large amounts of rmation , such as crop yields, field
maps, financial records, and inventory. To protect this data from unauthorized access, cloud S€IVIC€ providers often encrypt the data

before saving it. This ensures that even if someone breaks into the cloud system, the saved data remains unreadable without the correct
decryption keys. Some examples of farm management software that use encryption include Farmbrite, PickApp, and CropTracker.

That outweighs---it’s most suffering in the US.

Asp ‘22 [Karen Asp; Vegan Journalist; 04-27-2022; "Is Smart Farming Making Life Worse for Farmed
Animals?"; Sentient Media;
https://sentientmedia.org/is-smart-farming-really-smart-for-farmed-animals/; accessed 10-19-2025]
leon

As its name may imply, _ is the-of nolo riculture, and it’s something that’s been around

since the Industrial Revolution. The biggest difference between then and now, though? “Motorized devices are being replaced with artificial
intelligence (Al),” says Ben Williamson, U.S. executive director of Compassion in World Farming, an organization aiming to end factory farming by
2040.

As a result, concentrated animal feeding operations (-), which is where Sentience Institute estimates that roughly_
us. farmed - live m- more easily, nology like smart robotic feeders and robotic milkers for dairy

cows. Data about the environment inside factory farms and the animals themselves Can also be collected more readily. For
instance, sensors linked to computers could indicate if the equipment is malfunctioning, and smart wearable tags and trackers on the animals
(think of them as Fitbits for farmed animals) could reveal potential health issues and spot early signs of illness. And while VR headsets are
undoubtedly too costly to provide for every farmed animal, they’re another way technology is changing the way we farm animals.

<<TEXT CONDENSED NONE OMITTED>>

The above examples only touch the surface of how technology is being used in the animal agriculture industry, but no matter the mode, the goal is the same. “Smart farming is designed to increase the yields and productivity from
farmed animals,” Williamson says. And there’s proof it’s working. For instance, a farmer in Turkey was quoted in the Newsweek article as saying that prior to using VR headsets with his cows, he was getting 22 liters of milk per day.
Yet after two of his cows used VR headsets, which he says gave them an emotional boost and lowered their stress because they were watching green pastures, their average milk production rose to 27 liters. And in an article posted
by the European Commission, the author points to one study which found that when cows were outfitted with smart ear tags and feeders, milk yield increased by one percent and milk quality by 20 percent. Where animal welfare
fits into the smart farming equation Companies producing smart farming technology do mention improved animal welfare as one benefit. But Dawkins argues that whether smart farming improves or damages animal welfare will
depend on three factors. “Three developments will be crucial to the ethical evaluation of smart farming in its treatment of animals: the definition of ‘welfare’ it adopts, computer recognition of welfare, and crucially, whether the
welfare of farmed animals is actually improved by the application of smart farming technology,” she writes. There are, of course, many ways animal welfare has been defined, but no matter the definition, it’s akin to how you would
define human welfare. “It essentially comes down to the animals’ happiness and level of suffering,” says Jacy Reese Anthis, social scientist, co-founder of the Sentience Institute and author of The End of Animal Farming. “Animals
want to live unconfined, be in good health, and have healthy social relationships, none of which animal agriculture allows.” Even a step toward better health, something that smart farming promotes, comes with an ulterior motive,
namely profits. “If you have sick animals, that’s fewer animals you'll be able to sell,” says Williamson, adding that Compassion in World Farming engages with the world’s leading food companies to adopt meaningful animal welfare
policies while tracking progress against those commitments to ensure compliance. “So animal welfare is a consideration with smart farming, but not in the same way you or | might consider it to be a plus, as the incentive to keep
animals alive and healthy revolves around economics, and | think sometimes the purpose of keeping animals alive and healthy enough is just to have more of them to use.”

<<LINE BREAKS CONTINUE>>

Ultimately, smart farming could wind up ing animal . “Because YoUu don’t need as many humans

involved with smart farming, Mﬁn-the _n&Aﬂls which means animals will be confined

even ,” says Anthis, adding that more animals also means greater disease breakouts, which can lead

to health issues for humans. “Any _w in decreasing their suffering will h

The US outweighs.

Roberson ‘22 [Claire Roberson; Communications Manager for Animal Equity; 09-19-2022; "Can
Slaughter Truly Be Humane?"; Animal Equity;
https://animalequality.org/blog/can-slaughter-be-humane/; accessed 10-26-2025] leon



But -, -, _among _ In the United States alone, approximately 427 animals,
including fish, are killed every second in slaughterhouses — over_. And their death is anything but ‘humane’

Farmed Animals Experience Fear In Their Final Moments

Inside the slaughterhouse -are orced into pens. They have just d on a cramped

transport truck _QQA@Q[ While they wait in the pens, the pigs can hear the screams of those being slaughtered. They

tremble as they wait for their turn and look for a way to escape. And when it’s their turn, they fight back, resist leaving the pen or try to run.

Workers Abuse Animals Moments Before Slaughter

A number of Animal Eguality investigations have also exposed animal these_ of the

animals’ lives. Animal Equality released the most extensive investigation inside Mexican slaughterhouses after filming in 34 facilities.
Investigators found workers beating and kicking animals and shocking them with electrical devices. Pigs, cows, and sheep were

often killed while fully conscious

Animal suffering is more severe.

Dawkins ‘17 [Richard Dawkins; British ethologist, evolutionary biologist, and author, an emeritus
fellow of New College, Oxford, and was the University of Oxford's Professor for Public Understanding of
Science, 09-02-2017; “Richard Dawkins: No Civilized Person Accepts Slavery So Why Do We Accept
Animal Cruelty?”; transcribed from https://www.youtube.com/watch?v=_4SnBCPzBI0&; accessed
08-18-2025] leon

There’s absolutely-as far as | can see -a nonhuman - a dog or a chimpanzee or a cow, should be any-
_than we can, when you think about what pain is actually doing. Pain feels like something primitive, feels like

something like seeing color or smelling a rose or something like that. It doesn’t feel like the kind of thing for which you need intellect. And

actually you can go even further than that. You might say Since - is there to - the — ln
animal which is a- and animal which is not particularly intelligent might actually_ in order
to deter it from doing that again than a human who is intelligent enough to learn quickly not to do that again. It’s even possible that
nonhuman animals are capable of feeling more intense pain than we are. I’'m not sure how far | want to push that argument, but | think at least |

can say there’s absolutely no reason to suppose that they feel less pain than we do and we should give them the benefit of the
doubt.

Reform is impossible.

FW ‘22 [Food and Water Watch; Non-Governmental Organization Group Dedicated to Solving Climate
Change; September 2022; "Lab Meat Won’t End Factory Farms — But Could Entrench Them"; Food and
Water Watch;
https://www.foodandwaterwatch.org/wp-content/uploads/2022/10/RPT2_2209 LabMeatUPD-WEB.pdf
; accessed 09-04-2025] leon

Consumers would first need to accegt these novel products. They must appeal to people who enjoy meat and be comparable in taste

and cost.28 This is a tall order. Scaling up and equipment and sterile environments —

such as those used in the biopharmaceutical industry.29 Moreover, _ are increasingl not just sustainability
but nutrition; they are seeking fresh, _ with short ingredient lists.30 C_u];tur_e_dj_nd_p_l_a_n:;b_a&d

meats are neither.

second, even if these new meat alternatives gain widespread acceptance, there is no guarantee that it will replace
consumption of farmed - which is Western . One study found that

-were-, most_would _ a - burger QVer a sy]jur_e_d&ml_a_nl—based one. This might help




explain why fast food sales of plant-based alternatives are flatlining and chains are dialing back their offerings; as the novelty wears off,

customers are choosing the familiar.31 Meanwhile, U.S. per capita meat consumption reached an all-time high in 2020.32
Plant-based meat seems to be complementing — not replacing — meat in people’s diets.

Finally, factory farms are baked into the u.s. food system through various federal policies and economic
i_ns_enmgs.ae. This dooms any market-based solution from the very start. For instance, U.S. mﬂm&mﬂaﬂmﬂﬂm
domestic demand, and surpluses are exported. so even if everyone in the United States switched to meat alternatives,
Big Ag would continue to produce meat. Likewise, reducing or eliminating meat consumption will not affect
incentives to stick with the current ecologically depleting farming systems that prop up factory farms, such as the

overproduction of commodity CropsS on monocultures.34 Both cultured and plant-based meat rely on many of the same commodities
used in livestock feed and may further entrench these systems.35

Wild animals have positive value to life.

Browning & Veit ‘23 [Heather Browning, researcher in animal sentience and welfare at the London
School of Economics; Walter Veit, Lecturer (Assistant Professor) in Philosophy at the University of
Reading; 03-12-2023; PubMed Central; Positive Wild Animal Welfare;
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC10008771/; DOA: 2-20-2024; //ArchanSen]

For those who argue that suffering prevails in nature, they may accept all that we have presented above and still hold
that most animals will have net-negative lives. This is because the majority of animals born are of so-called

‘r-selected’ species a fact that forms the basis of the primary argument presented by those in favour of the view we are opposing in this
paper (e.g. Horta 2010, 2015). Johannsen (2020b) explicitly lays out the central argument (p. 12):

Premise 1: A life that’s filled with suffering and ends shortly after birth is not a flourishing one, and it may not be worth

living.
Premise 2: Most r-strategists live lives that are filled with suffering and end shortly after birth.

Premise 3: Most sentient individuals born into the world are r-strategists.

Conclusion: Most sentient individuals born into the world do not live flourishing lives, and their lives May not be worth
living.

In this section we Will challenge this argument on two grounds. rirstly, we deny that this strategy does
necessarily result in a large amount of suffering (denying premise 2), and secondly, by showing that even where it
is the case, it is insufficient to outweigh the positive welfare in the lives of other surviving animals.

R-selection is a life-history strategy in which animals produce a very large number of offspring, with low
parental investment, where most will die quickly but a few will make it through to the next generation.

This is particularly common in smaller species, such as invertebrates, as well as fish, amphibians and reptiles. In contrast there are K-selected
species, like humans, that produce a small number of offspring with high parental investment in each, to ensure a high rate of survival. While

these strategies are part of a larger spectrum, most animals can be described as tending toward one end or the other. These strategies

ensure that most animals born will be more toward the r-selected end, as a single parent can produce
hundreds or in some cases even millions of offspring, with the expectation that only a few will survive. While a large

proportion of these may not even survive to birth/hatching, it still leaves a large number that will be born and will die shortly after. This is

taken to mean that most animals that ever exist will have short lives with a lot of suffering - dying quickly
from predation, or starvation when competing for resources against their siblings and conspecifics. Their lives are taken to be almost entirely
suffering, and thus the number of animals with net-negative lives will outweigh those surviving members who have positive lives (Horta 2010).

Related to this is the economic model created by Ng (1995), purporting to demonstrate that suffering must dominate in nature, based on

evolutionary and ecological factors, particularly the fact of excess production of offspring. He takes it as given that animals that



particular evidence for this claim, simply reflects that “it is difficult to imagine a positive welfare for such
a life” (Ng 1995 p. 271). As we will discuss, even if this is true for the individuals, this does not necessarily mean that their negative
experiences outweigh overall the positive experiences of their surviving relatives. Yet, many animal ethicists cited it as scientific

f’ th nimals in the wild will suffer and that we would require radical interventions. After all, Ng himself claimed that “if

we can reduce the number of such miserable individuals, other things being equal; we can increase the level of over-all welfare” (p. 271). But as
our previous sections demonstrated, such intuitions may well not be well-motivated.

Importantly, Ng’s model relies on the ‘Buddhist premise’, that proposes that under a set of assumptions about the costs of enjoyment and
suffering, there will be an excess of suffering over enjoyment. This he takes to imply that the pleasures associated with successful action will be
less than the suffering associated with unsuccessful action. This premise was revised in a later paper (Groff and Ng 2019), showing the original
model to contain mathematical errors undermining his Buddhist premise. The authors admitted that the balance between positive and negative
experiences may instead go either way, depending on the living conditions of the animal. The original model "when fixed, negates the original
conclusion. Instead, the model offers only ambiguity as to whether suffering or enjoyment predominates in nature” (Groff and Ng 2019, p. 39).

In particular, we need to better understand the production function of pleasure and suffering. Without further understa nding of
the costs and benefits of affective experiences within the contexts of each different organism, it is not
possible to theoretically hypothesise which is likely to dominate. However, despite this reversal, much of the damage
has been done, With the original model still being cited in favour of the claim of the predominance of wild

animal suffering, with the revised model still being largely ignored.

The primary reason to doubt that this reproductive strategy creates overwhelming suffering is that the

_ Horta (2010) claims that these animals will have
“little (or no) happiness in their lives” (p. 81), but as we have discussed in the previous section, wide otential
_ available to wild animals. In the short period of their lives, - may therefore also
experience small pleasures of exploring, finding food tc. and not only dizzying fear, paifi and hunger.

Pleasure and suffering are not directly correlated with survival and reproduction, but with the different experiences associated with these (e.g.

finding food, avoiding predation, avoiding disease and injury, finding social companions). |t therefore does not follow that an
individual who does not survive or reproduce will not have opportunities to experience pleasure —for

instance, @YOUNE animal may have many instances of satiety, comfort, Social BORGIN «:c. dcitionaly, thoueh

Horta (2010) takes it to be the case that death by starvation or predation will be painful enough to

outweigh any sources of pleasure, we have given reasons in sect. 2 to doubt this. _

taken by predators are likely to rolonged . For animals with ver
short lives, this may not hold, but then neither will they have lives with very many experiences so even if all
experiences are characterised by suffering, they will not amount to much in the overall total.

It is also possible that r-selected (i.e. that their conscious experience is dim, and the

high of their highs and low of their lows correspondingly reduced). It is unclear exactly at
- emerges, and this is likely to be different for different species — - from pre-hatching .

_(Mellor 2019). where Jarval forms have underdeveloped neural anatomy and sense

organs, it is less likely that they will have the full capacity of an adult member of their species. Without a better understanding of the
neurophysiology of sentience, this possibility remains open.

There is also the p055|b|||tythat_ for younger animals to develop full sentience.

complex f it is the case that large
mmmmmfﬁgnngmuwdi and in cases where this will be through no fault of their own (i.e. there is mostly an amount of
randomness as to which animals will perish and which will survive, rather than being a result of the decisions made and actions taken by the

animals themselves) then there is less advantage for animals to develop the capacity to suffer at this stage. As
pointed out by Groff & Ng (2019), there is the possibility that as the number of doomed offspring increases, the suffering of each decreases, as
the costs of producing suffering would be unlikely to benefit the organisms in these circumstances. Again, this is speculative and would require

further research into the adaptive function of sentience, however is a potential way in which the net suffering of '|uvenile




r-selected animals may be lower than often claimed. until this is better understood, it cannot be taken as strong grounds for
supporting the argument for net suffering in wild animals. While Horta (2015) considers this possibility, he takes it that the overwhelming

numbers of such individuals would still lead to net suffering. However, we think that with the additional considerations of less painful deaths
and more positive life experiences than is often allowed, there is less reason to be confident in this conclusion.
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Advantage [x] is ANTITRUST.

Monopolization will cause market crash in years.

Acemoglu ‘25 [Daron Acemoglu; PhD, Turkish American Economist and Professor at MIT; 02-08-2025;
"The real threat to American prosperity"; Financial Times;
https://www.ft.com/content/4e3f1731-3d63-4b31-88ce-c3f5157d8170; access at
https://archive.ph/WRDhC; accessed 10-28-2025] leon

Others saw- ’_” that emerged in Trump’s second term as the real culprit. With all Al and cryptocurrency

regulations lifted and the Trump Department of Justice declaring that it would not apply any antitrust pressure, the tech industry

d further a few came to_entire- -not only-
down new usefu NNOVALIONS b.: [aid the S6edSTof e bic tech crash 0f 2030 of dollars

- off the economy as it became clear that most of the huge investment in Al wasn’t paying off.
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But the real extent of the damage became clear only with the tech meltdown of 2030. Economists and historians have now shown that a lot of

this was the outcome of institutional failures and growing concentration in the industry. all

. acceleration _currency sgeculation, there was initially a boom in the tech sector. But within a few years the

industry had become even more consolidated than before, and both insiders and outsiders came to realise that only companies favoured by the
administration could survive.

began in first by using their financial might, then by luring competitors’ workers and
innovators (who curiously stopped producing valuable patents once they had joined these mega-firms) and ultimately by stealing their

intellectual property. By this point, US courts had lost most of their objectivity, and because the mega-firms were the administration’s

friends and allies, they benefited from favourable rulings even when they were blatantly stealing from smaller competitors and
engaging in predatory pricing and vertical foreclosure to drive them out of the market.

By late 2029, many commentators were questioning what was going on in the - industry which had in Al

_for this in terms of innovation or productivity growth. There was huge enthusiasm and

investment in cryptoassets, which were one by one revealed to be scams costing regular Americans billions of dollars. The Al empire had no
clothes by this point, because the competitive energy had been sucked out of it. It took a while longer for the market to realise

that, but when it did, stock .

Ephemeral messaging is the root cause---it makes enforcement impossible.

Rainer et. al 24 [Carlos, Eliot Turner, Darryl Anderson, Geraldine W. Young, Partners at Norton Rose
Fullbright, “Antitrust enforcers flag Slack, encrypted email and other ephemeral messaging apps and
warn of potential obstruction of justice charges and fines for a company’s failure to preserve such




communications during litigation or government investigations,”
https://www.nortonrosefulbright.com/en-us/knowledge/publications/193cd517/antitrust-enforcers-flag
-slack-encrypted-email-and-other-ephemeral-messaging-apps, 2024] etkin

On Friday, January 26, 2024, federal antitrust enforcers issued joint press releases Wa rning of potential obstruction of justice
charges and fines_for @ company'’s failure to preserve information during the pendency of litigation and government

investigations, specifically calling out collaboration tools such as Microsoft Teams, Signal, Slack and other ephemeral

messaging applications utilized on online communication platforms or similar technologies that allow, permit or even
facilitate the immediate and irretrievable destruction of communications and documents.

The Department of Justice (DOJ) Antitrust Division and the Federal Trade Commission (FTC) announced that each agency was updating language
contained in the agencies’ standard preservation letters and specifications for all second requests, voluntary access letters and compulsory legal
process, including grand jury subpoenas, to address the use of collaboration tools and ephemeral messaging platforms, which updates the
agencies stated were necessary to reinforce longstanding obligations requiring companies to preserve materials during the pendency of
government investigations and litigation, particularly in light of these new methods of collaboration and information sharing tools.

The agencies observed that while documents created through use of online messaging platforms and related technologies have fallen squarely

within the agencies’ prior document requests, companies have not always properly retained these types of documents

during government investigations and litigation. collaboration tools and instant messaging apps such as Mlicrosoft
Teams, Signal and Slack were identified specifically as ephemeral messaging technologies that enable the immediate and

E €vapie de J O and ele on purge o oMMmMuNICations ana docuMents. Deputy Assistant Attorney
General (AAG) Manish Kumar of the Antitrust Division remarked that the agencies “expect that opposing counsel will preserve and produce any
and all responsive documents, including data from ephemeral messaging applications designed to hide evidence,” warning that any failure to do

so “...may result in obstruction of justice charges” Deputy AAG Kumar noted further that “[tlhese Updates to our legal process
will ensure that neither opposing counsel nor their clients can feign iZNOrance when their clients or companies choose

to conduct business through ephemeral messages.” Where opposing counsel and companies fail to preserve and produce information contained
in ephemeral messaging applications, the FTC warned that it may pursue civil spoliation fines in civil litigation and may refer the conduct for
criminal prosecution through the FTC’s Bureau of Competition’s Criminal Liaison Unit.

Employee COMMUNICAtIONS —through both official and unofficial channels—are routinely targeted by federal enforcement
agencies in litigation and investigations. As technology continues to improve and evolve, new methods of collaboration and

information sharing tools will continue to be created, adopted and used by companies and their employees, including tools that allow for
company communications and documents to evaporate or disappear instantaneously via ephemeral messaging capabilities. The manner and

methods in which companies permit, monitor, preserve and archive these types of cOmmunications are

becoming increasingly more important to government enforcement agencies as evidenced by the DOJ’s inclusion of specific
guidance earlier last year for assessing how companies govern employees’ use of personal devices, communication platforms and messaging
applications. On March 3, 2023, the DOJ released an update to its Evaluation of Corporate Compliance Programs guidance (ECCP Guidance),
which serves as guidance for prosecutors when evaluating a corporate compliance program.2 The updated ECCP Guidance includes new
guidance for assessing how companies govern employees’ use of personal devices, communication platforms and messaging applications. The
newly updated ECCP Guidance explains how the DOJ, going forward, will consider when evaluating corporate compliance programs and
investigating potential misconduct, a company’s specific policies and procedures related to the use of personal devices, online communications
platforms and messaging applications, including ephemeral messaging applications. Under the newly updated ECCP Guidance, the DOJ now will
consider the following:

Whether and how policies relating to personal devices and communications platforms are “tailored to the [company’s] risk profile and specific
business needs”;

Whether and how the policies (and other mechanisms) ensure that business-related data and communications are “accessible and amendable
to preservation,” including specific inquiry into “[w]hat preservation or deletion settings are available to each employee” and also “the rationale
for the company’s approach to determining which communication channels and settings are permitted”;

Whether and how the company’s policies with respect to same have been communicated to employees; and

Whether and how the company has enforced its policies on a regular and consistent basis, including specific inquiry into whether and to what

degree messaging agglications—including ephemeral messaging applications—have "imgaired in any way the organization’s



regultory sgencies

civil enforcement or

These encryption technologies are the death knell of anti-trust.

Weick and Nicolaides 24 [Daniel, Special Litigation Counsel in Attorney General's Antitrust Bureau,
Jamie, Disputes Lawyer at Hausfeld, “Vanishing act: The impact of ephemeral messaging on civil antitrust
conspiracy litigation,”
https://www.hausfeld.com/fr-fr/what-we-think/competition-bulletin/vanishing-act-the-impact-of-ephem
eral-messaging-on-civil-antitrust-conspiracy-litigation, 2024] etkin

But-civil - conspiracy - do not feature such clear evidence. in those cases, plaintiffs must -

. Circumstantial evidence comprises 1) proof of parallel conduct in a concentrated industry

(like nearly simultaneous price increases), 2) proof of each defendant’s awareness of the other firms’ conduct, and 3)
proof of “plus factors” making conspiracy a reasonable inference from the first two elements.[8] The relevant plus

factors may include evidence that the alleged conspirators engaged in actions contrary to their unilateral interests, evidence that the alleged
conspirators had a motivation to conspire, evidence regarding frequent communications between firms, and other traditional conspiracy

evidence.[9] Ultimately, because consciously parallel conduct without an agreement does not violate the Sherman Act,[10] “a laintiff

seeking damages for a violation of § 1 must present evidence ‘that tends to exclude the possibility’ that the
alleged conspirators acted independently”[11]

Increasing use of_ products could obviousl (i.e., the
content of written messages), -it could also laintiffs’ involving “interfirm

communications.”[12] While Ca rtelists may use telephone communications or face-to-face meetings to coordinate their activities without

creating a written record, or may delete their SMS text messages to avoid production of the message contents,
phone carrier records, hotel receipts, documentation of trade association conferences, and other evidence can at least show the fact that the
alleged conspirators had the opportunity to and did communicate, as well as the frequency of those communications. Likewise, while employees
can delete their emails, businesses can act to retain emails created on their servers, and other forensic evidence may still show that the deletion

of email communications occurred. But as the Google Play Store litigation illustrates, ephemeral messaging app“cations—especially

those USin nology—can such of the

communications atall.

- technologies will _participant- engage in the communications necessary
to _their _ without creating any record of having communicated. Not only would_

deprive plaintiffs of the content of the communications, but it will deprive them of the ability to prove that the
communications occurred in the first place. Ephemeral messaging apps could therefore- the - of civil

laintiffs earl thus prevent them from even targeting
the right individuals for discovery in -ing their -

Missing evidence of party communications also could deprive civil litigants of the important benefits of government enforcement actions, where
government agencies can use subpoena power to thoroughly develop the evidentiary record before they proceed with a civil complaint or

criminal charge.[13] The DOJ has historically insisted on criminal prosecution of price-fixing agreements, meaning that - where the
evidence does rise to the level of proof typicall

_. While certain civil matters like the Apple/e-books conspiracy (where the hub-and-spoke theory and the

new technology made the applicability of the per se rule against price-fixing debatable)[14] or the recent litigation over alleged price-fixing on
generic pharmaceuticals (where the size and importance of the impacted commerce drew suits from the vast majority of U.S. state attorneys
general)[15] may involve government enforcers, agencies following current policy will likely focus on price-fixing matters with the sort of direct

evidence that could support a criminal conviction. If apps

beyond a reasonable doubt that _ then there may be N0 governmental enforcement for
private litigants to rely on in developing their cases.



The AFF bans ephemeral messaging---other countries prove.

James Andrew Lewis et. al 17, PhD from University of Chicago, Senior Fellow at CSIS, “The Effect of
Encryption on Lawful Access to Communications and Data,” CSIS, 2/8/17,
https://www.csis.org/analysis/effect-encryption-lawful-access-communications-and-data, tristan + leon

Third, _ Some chat and e-mail apglications alr'e moving to adopt

transient messaging by automatically deleting messages from devices and servers immediately after they are viewed (e.g.,
Snapchat and Wickr). Ephemeral messaging platforms and data retention policies that favor minimization

regardless of encryption. Ethe data, even ifit is not encrypted, iS deleted,
it cannot be grovided to law enforcement. Importantly, this affects both metadata and the content of communications.

<<TEXT CONDENSED NONE OMITTED>>
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One shortcoming of the U.S. encryption debate is its overwhelmingly American focus. Encryption is not just an American issue. - other

countries favor limits on the use of Wnrecoverable encryption and have moved to BIGEKIESUSE. sometimes ths
involves laws and regulations, while other times it involves secret agreements between governments and companies. In other cases, -
are legal requirements that service PIOVIUEIS desien and ODEIALE their systems i@ Way that allows them/to
_ for the government.

f ’s Intern rs live in ntries with laws th llow them some

sort of_ from companies or individual users. Most people live in countries where encryption use is restricted in

some way, although how these restrictions are enforced varies widely. To assess global attitudes toward encryption, we looked at 15 countries
that account for more than 60 percent of global Internet users. Of these 15 countries, 7 (who are home to roughly half of the world’s internet
users) have laws that allow them to require encryption providers to maintain the capability to decrypt data. The other 8 countries are smaller,
accounting for about 16.6 percent of global Internet users, and many of these countries, while not requiring recoverability, use other policies to
manage encryption.

Monopolies crush growth---antitrust is key.

Jordan ‘25 [Jilayne Jordan; Graphics and Communications Specialist at Camoin Associates; 09-03-2025;
"6 Reasons Monopolies Are Bad for Consumers and the Economy"; Camoin Associates;
https://camoinassociates.com/resources/6-reasons-monopolies-are-bad-for-the-economy/; accessed
10-28-2025] leon

_ is formed when one compan for a particular product or service. This company

becomes the only option for consumers, and without competition, it can charge any price it wants, reduce quality, and/or limit choices without
fear of losing customers. The _ for forming monopolies and power.

<<TEXT CONDENSED NONE OMITTED>>

Monopolies can be created using both mergers and acquisitions. A merger occurs when two separate companies merge to form a single entity.
One example of this is when Kraft Foods and The H.J. Heinz Company merged to become The Kraft Heinz Company in 2015. Not all mergers



create monopolies, but those that do (usually referred to as horizontal mergers) occur when businesses that directly compete with each other
decide to join forces. An acquisition occurs when one business buys another, the buyer absorbs the purchased company’s assets, and the
purchased company then ceases to exist. Acquisitions can be friendly or hostile. Hostile acquisitions (or “takeovers”) happen when a company
buys a majority of the target company’s stock shares or makes an offer to shareholders without the approval of the company’s executives.
Examples of acquisitions include InBev’s hostile takeover of Anheuser-Busch in 2008 and AT&T’s friendlier acquisition of Time Warner in 2018.
Why Are Monopolies Bad for Consumers and Our Economy? Monopolies disrupt the balance of a competitive market, which harms consumers
and our country’s economy in six ways: 1. Higher Prices

<<LINE BREAKS CONTINUE>>

Without competition, can as as they want knowing their customers have no other options.

2. Lower Quality and Reduced Efficiency

Competition pushes companies to improve products, offer quality customer service, and operate efficiently. Without it, _
or differently.

3. Fewer Choices
If one company controls an entire market, you’re stuck with their product or service whether you like it or not.

4. Barriers to Entry

When one company controls an entire market, i nearty impossible for new businesses to compete anc surive

This lack of competition slows innovation and economic growth. In a competitive market, companies strive to outdo each other, which often
benefits customers and consumers.

5. Unfair Power Dynamics Affecting Other Areas of the Economy

_ can too much distributors, customers, and even governments. This power
imbalance can- policies and at the expense of others.

6. Job Losses

When companies are merged or acquired to form a monopoly, the _ typically has direct Iocal and regional €CONOMIC
impacts, -mg closing stores/facilities/factories and _

<<TEXT CONDENSED NONE OMITTED>>

How Does the US Government Regulate Monopolies? Antitrust Laws The federal government regulates monopolies through antitrust laws
aimed at preventing anti-competitive behavior, promoting market competition, and ensuring consumer welfare. They include: The Sherman Act
(1890) is the cornerstone antitrust law in the US. It prohibits any contract, combination, conspiracy, or monopoly that restrains trade or
commerce. This includes banning anti-competitive agreements and price fixing. The Clayton Act (1914) supplements the Sherman Act by
addressing more specific anti-competitive practices, such as price discrimination, exclusive dealing arrangements, and mergers that reduce
competition. In addition, most states have their own antitrust laws, which are enforced by state attorneys general or private plaintiffs. In the
case of the Kroger-Albertsons merger in my community, both the federal government and the State of Washington filed separate antitrust
lawsuits against the company that were tried at roughly the same time in different courts. Enforcement Agencies and Processes

<<LINE BREAKS CONTINUE>>

The Federal Trade Commission (FTC) and the Department of Justice (DOJ) are tasked with enforcing our country’s _ and

ing instances of and deceptive business practices.

These two enforcement agencies tend to focus on different industries or markets and consult with each other before opening new investigations
to avoid duplication of effort.

Premerger notification filings, correspondence from consumers or businesses, Congressional inquiries, or news reports about consumer or
economic subjects can trigger a federal antitrust investigation by either agency.
If the investigation reveals that antitrust laws have been violated, the agencies may attempt to negotiate with the company to rectify the

situation through a consent agreement. If the company is unwilling to do that, . federal formal

_ similar to a federal court trial but before an administrative law judge. Like a tygical court case, evidence is



Mﬁ’ﬂwﬂﬂﬂ (the government agency) and the defendant, testimony is given, and witnesses are examined and

cross-examined.

If the judge determines antitrust laws have been violated, 8 ceéase-and-desist order may be issued or the judge may ask the
agencies and the company to submit potential remedies and then determine what steps will be taken. The company can

then appeal the judge’s decision. In successful appeals, the judge’s decision may be overturned completely or the penalties reduced.

Economic decline causes global hotspot escalation.

Jiang ’25 [Shuguang; Marie Claire Villeval; Zhengping Zhang; Jie Zheng; March 3; Doctorate, Professor
at the Centre for Economic Research, Shandong University; PhD, Research Professor in Economics at the
National Center for Scientific Research, University of Lyon; PhD, Associate Professor at Shandong
Technology and Business University; PhD, Professor at the Centre for Economic Research, Shandong
University; Hal Science, “War and Peace: How Economic Prospects Drive Conflictuality,” p. 1-4,
https://hal.science/hal-04967990/file/War_and_peace_WP3March25.pdf]

Although peace and development are central themes of our time, Various forms of conflict - between nations, ethnic groups,
organizations, and individuals— remain gervasive. High-profile geogolitical tensions, such as the ongoing conflicts between
Russia and Ukraine and in the Middle East, serve as stark reminders of the preciousness of peace. The
shifting global landscape and power struggles among major nations are particularly concerning. Thucydides’s
Tﬁg, a concept popularized by political scientist Graham T. Allison (Allison, 2015, 2017), draws from the ancient Greek historian Thucydides,

who noted that the rise of a new power often led to conflict with an established one. The idea has gained

significant attention in contemporary international relations, particularly in the context of the perceived rivalry between the United States and
China.

Historical accounts underscore the recurring nature of power transitions leading to conflict. For example, the

rise and fall of British naval mastery, as discussed by Kennedy (2017), and broader analyses of war and change in world politics by Gilpin (1981)
illustrate the Thucydides Trap.1 Allison (2015) refers to 16 historical cases over the past 500 years where a rising power
challenged an established power, finding that 12 F@sulted in war. The two World Wars are also prominent

historical CAS€S. These historical perspectives highlight the potential for instability and conflict during significant power shifts.

This deterministic view has been challenged by scholars like Lee (2019) and Chan (2020) who argue that conflict is not inevitable and

that other factors, particularly @COnomic ggndi:igng, can inflggngg th Lra'gg;gry. This argument is further supported by

analyses of historical power shifts, such as Britain’s response to its relative decline (Friedberg, 2021) and the dynamics of power transitions in

Asia (Shambaugh, 2005).2 This opens the door to investigating whether economic conditions can alter the course toward
conflict or COOPeration in power dynamics.

Economic conditions are undeniably crucial in determining international conflicts. World War I, for example, Was
significantly influenced by the Great Djm Economic prospects also influence domestic politics and conflicts. Collier and

Hoeffler (2004) suggest that economic conditions largely rmine th rtunity for rebellion in civil confli
while Blattman and Miguel (2010) and Ray and Esteban (2017) identify lower income levels and weak €CONOMIcC growth as strong

Qredictors of civil wars. Gartzke (2007) and Mitra and Ray (2014) highlight the role of economic development in reducing war and
mitigating communal violence. The role of economic factors in power transitions is more complex. Gilpin (1981) and Kennedy (2017) argue that
disparities in economic growth can disrupt the balance of power, potentially leading to instability and conflict.

Building on this, we explore how economic prospects affect the likelihood of cooperation and conflict between rising and established powers.
We hypothesize that growth prospects encourage cooperative strategies, as both parties stand to benefit from

mutual gains. Economic interdependence driven by positive economic prospects can foster stronger trade
relations, investment, and collaboration in technology and infrastructure, creating a stabilizing effect where both

powers have a vested interest in maintaining peace. Conversely, bleak economic prospects can intensify
competition over limited resources. An established power may perceive the rising power’s growth as a




EhF€at 1o s dominance, DIOMPHiNG preemptive actions sl a rising power facing Economic difficulties
may adopt aggressive strategies to secure resources and markets gscalating tensions.

<<TEXT CONDENSED NONE OMITTED>>

Better understanding the interactions between the dynamics of power and economic trajectories provides valuable insights into the potential for cooperation or conflict on the global stage.3 However, numerous confounding factors
make it difficult to isolate the causal effect of economic prospects on the natural occurrence of conflicts. It is also impractical to create real conflict scenarios in the real world to test these hypotheses. Therefore, we used a
laboratory experiment to simulate interactions between two entities undergoing a power shift under varying economic prospects. While this experiment cannot capture the full complexity of international or commercial relations, it
does allow us to study the causal relationship between economic prospects and conflict in a power-dynamic context under controlled conditions. To achieve this, we designed a dynamic power rivalry game where two players in fixed
pairs, A and B, simultaneously decide how to allocate a pie in each period by either choosing to “Maintain Status Quo” or “Challenge”. If both maintain the status quo, the pie is shared equally. If one or both challenge, the pie size
shrinks by a social loss coefficient, and the remaining pie is distributed according to the players’ relative strength, which shifts over time. Player A represents the rising power, starting with low relative strength, which increases each
period. Player B, the established power, starts with high relative strength, which declines over time. Across the 21 periods of the game, their strengths undergo a symmetrical reversal, with Player A starting at 0.2 and Player B at 0.8,
each shifting by 0.03 per period. Players incur a cost when choosing to challenge. We compared three economic prospect conditions across between-subjects treatments, independent from the players’ actions: in the Constant
treatment, the pie size remains constant across periods at 20,000 tokens; in the Decline treatment, the pie size starts at 30,000 tokens and decreases by 1,000 tokens per period; and in the Growth treatment, the pie starts at 10,000
tokens and increases by 1,000 tokens per period. The Nash equilibrium of the game predicts that Player B will challenge in the first eight periods, while Player A will challenge in the last eight, with both players maintaining the status
quo in the remaining periods. Notably, the different economic prospects do not alter this equilibrium. In contrast, our results show that the proportion of challenges from both players, as well as the overall conflict incidence rate, is
highest in the Decline treatment and lowest in the Growth treatment. The differences between these treatments are significant across various metrics. Only the Growth treatment reaches a conflict rate significantly lower than the
Nash equilibrium. Specifically, Player A (the rising power) challenges significantly more than the equilibrium in both the Decline and Constant treatments but challenges insignificantly less than the equilibrium in the Growth
treatment. Player B (the established power) challenges less than the equilibrium in all treatments but only significantly so in the Growth treatment. Further analyses of the behavior of different types of players with absolute
advantage, characterized notably as “money maximizers” who always challenge or “peace lovers” who never challenge, support the robust pattern that growth prospects reduce conflict. We also show that the initial action is crucial
in determining subsequent behaviors. Though triggering a conflict is socially inefficient, growth prospects help enhance social welfare. Exploring the mechanisms driving the different impacts of decline and growth prospects, we
reject potential explanations in terms of differences in wealth accumulation. A behavioral model with psychological costs for challenging and reciprocity helps rationalize why different economic prospects lead to divergent routes in
terms of conflict and cooperation when relative powers shift. This model shows that an established power is less likely to challenge when expecting its rival’s reciprocity. Given its expectations of the rival’s psychological costs, an
established power is less likely to initiate a challenge in the Growth treatment than in the other treatments.

<<LINE BREAKS CONTINUE>>

To test the real-world relevance of the dynamics observed in our experiment, we conducted a preregistered online survey experiment in the
United States with a representative sample of 813 individuals. After presenting each of two scenarios describing long-term global economic

prospects —one optimistic and the other pessimistic —, Fespondents reported their beliefs about the probability that
_nited Itates _ into conflict over the next decade. In line with our
laboratory experiment findings, respondents perceived a significantly higher likelihood of conflict -
_ than in the growth scenario. Moreover, most respondents believed that majorw&mp_sjjﬂsﬂm

engage in conflict when global economic prospects are declining and least likely under global economic
prosperity and growth trends.

Extinction!

Clare '23 [Stephen Clare; Effective Altruism Writer; June 2023; "Great power war"; 80000 Hours;
https://80000hours.org/problem-profiles/great-power-conflict/; accessed 12-05-2024] leon

A modern _ could -Iear weaponl _, autonomous weapons, other
new -nologles deployed on an unprecedented scale.

It would probably be the most destructive event in history, shattering our world. It could €ven us with R

<<TEXT CONDENSED NONE OMITTED>>

We've come perilously close to just this kind of catastrophe before. On October 27, 1962 — near the peak of the Cuban Missile Crisis — an American U-2 reconnaissance plane set out on a routine mission to the Arctic to collect data
on Soviet nuclear tests. But, while flying near the North Pole, with the stars obscured by the northern lights, the pilot made a navigation error and strayed into Soviet airspace.1 Soviet commanders sent fighter jets to intercept the
American plane. The jets were picked up by American radar operators and nuclear-armed F-102 fighters took off to protect the U-2. Fortunately, the reconnaissance pilot realised his error with enough time to correct course before
the Soviet and American fighters met. But the intrusion enraged Soviet Premier Nikita Khrushchev, who was already on high alert amidst the crisis in Cuba. “What is this, a provocation?” Khrushchev wrote to US President John F.
Kennedy. “One of your planes violates our frontier during this anxious time when everything has been put into combat readiness.” If the U-2s path had strayed further west, or the Soviet fighters had been fast enough to intercept it,
this incident could have played out quite differently. Both the United States and the USSR had thousands of nuclear missiles ready to fire. Instead of a nearly-forgotten anecdote, the U-2 incident could have been a trigger for war, like
the assassination of Franz Ferdinand. Competition among the world’s most powerful countries shapes our world today. And whether it’s through future incidents like the lost U-2, or something else entirely, it’s plausible that it could
escalate and lead to a major, devastating war. Is there anything you can do to help avoid such a terrible outcome? It is, of course, difficult to imagine how any one individual can hope to influence such world-historical events. Even
the most powerful world leaders often fail to predict the global consequences of their decisions. But | think the likelihood and severity of great power war makes this among the most pressing problems of our time — and that some
solutions could be impactful enough that working on them may be one of the highest-impact things to do with your career. By taking action, | think we can create a future where the threat of great power war is a distant memory
rather than an ever-present danger. Summary Economic growth and technological progress have bolstered the arsenals of the world’s most powerful countries. That means the next war between them could be far worse than World
War Il, the deadliest conflict humanity has yet experienced.

<<LINE BREAKS CONTINUE>>

Could such a war actually occur? We can’t rule out the possibility. M_
could a uickl . Or international could decide they’re better
off-mg than negotiating.
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By any measure, _ be by far the most destructive, dangerous event in human history, with the potential to
cause billions of deaths.

The probability that it would, on its own, - humanity'- or unrecoverable collapse, is contested. But there seems to
be some possibility — whether - afamine caused by _ l by- humanity’s-

enough that something else, like a catastrophic pandemic, would be far more likely to reach €xtinction-levels (read more in our
problem profile on nuclear war).
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Adaptation is an imperative.

Ann Louise Wagner 20, Representative for Missouri’s second congressional district, “Lawful Access to
Encrypted Data Act,” xx/xx/20, https://tinyurl.com/ycyr9pyh, tristan

Encryption technology is an important tool for safeguarding data and promoting cybersecurity. However, bad actors exploit

“warrant-proof” forms of encryption to shield dangerous and illegal activities from legitimate law
enforcement investigation. These crimes include human trafficking, child sexual abuse, drug trafficking,
terrorism, and numerous others. increasingly, service providers and device manufacturers are refusing to
cooperate with law enforcement in accessing encrypted evidence, even when issued a warrant
supported by probable cause. without this assistance, investigations into some of the most serious crimes affecting
our communities around the country @€ substantially frustrated, delayed, or even prevented entirely. This puts our communities
and our national security at risk.

Coronavirus lockdowns have substantially heightened risks for children who are targeted online for sexual exploitation. Victims of exploitation
and their families have pleaded with service providers, device manufacturers, and other technology companies to take responsible steps to

make sure their platforms are not abused by bad actors. But many of these companies continue to Qrioritize profits and the absolute
privacy of abusers OV the Safety, security, and privacy of children. This market failure allows criminals to operate
with impunity and must be corrected through legislative action.

During a Senate Judiciary Committee hearing in 2019, Manhattan District Attorney Cyrus Vance argued that @S the technology industry

evolves, the law must evolve with it. This has been the case throughout American history. When private

sector NArMS that cannot—or Will not—be addressed by industry are identified, Congress must act to preserve

QUb”C safety. In the communications industry, Congress passed the Communications Assistance for Law Enforcement Act to preserve
wiretapping capability; in the financial services industry, Congress required banks to adopt systems to detect money laundering and provide
data to law enforcement; in the pharmaceutical industry, Congress passed laws requiring manufacturers to go through an FDA process to ensure
drugs were safe; in the agriculture industry, Congress passed the Pesticide Control Amendment of 1954 establishing safety limits; and in the
construction industry, Congress passed the Clean Air Act of 1970 to protect Americans from asbestos exposure. This is government’s role when

an industry cannot police itself and is exposing Americans to danger. Similarly, as the technology industry evolves, the Lawful Access to
Encrypted Data act would ensure law enforcement can still properly investigate and prosecute criminal
activity while maintaining the privacy rights of Americans.

Alternatives can’t solve.

Erik J. Dahl 20, Professor at the Naval Postgraduate School, Pre-doctoral fellow at the Belfer Center at
Harvard’s Kennedy School of Government, PhD from Tufts University, BA from Harvard University, “The
Key to Lawful Access: An Analysis of the Alternatives Offered in the Encryption Debate,” Defense
Technical Information Center, 8/1/20, https://apps.dtic.mil/sti/html/trecms/AD1126508/, tristan

The literature on the encryption debate often asserts that the government should seek other options for obtaining the information it needs
instead of mandating lawful access. Lawful hacking is one such option, when law enforcement and intelligence agencies exploit vulnerabilities to

defeat encryption and access data in a readable format. Literature on the subject argues that lawful hacking is an adequate balance
between the two sides of the encryption debate. However, when analyzed in the context of case studies of counterterrorism and criminal
investigation, it falls short because of its unreliability in accessing data and its infeasibility in implementing
the method across U.S. police agencies.

Other alternatives also fall short. Metadata, or data about data, also fails to replace lawful access adequately since it dO€S
not reveal the important content of communications, specifically, valuable evidence in criminal
investigations and actionable intelligence in counterterrorism pursuits. Compelling users to disclose




passcodes of devices permitting access js unusable in instances where users are not present to unlock a device. in
addition, the courts have not settled on the implications for civil rights. Accessing backup data in the cloud is also
_ad_e_q_uag as it |s§_a_$_|]y_ay_Q|d§_d_angf§ﬂQ_U§jﬂgﬁ and must often be affirmatively engaged to back up devices fully. While
all these @lternatives are in use today by law enforcement, they do not meet the needs of public safety and homeland
secu rity aggngigg, even if viewed in unison.

AND current backdoors prevent effective surveillance while actively abandoning
company safety. Lawful access is a legitimate front door that flips privacy, security,
inevitable crackdown incentives, & backdoor creation.

Corn ’17 [Geoffrey S. Corn; George R. Killam Jr. Chair of Criminal Law; Director, Center for Military Law
& Policy Texas Tech University School of Law. Professor Corn served in the U.S. Army for 21 years, retiring
in the rank of Lieutenant Colonel. He served as the Army’s senior law of war expert advisor, tactical
intelligence officer in Panama; supervisory defense counsel for the Western United States; Chief of
International Law for US Army Europe; Professor of International and National Security Law at the US
Army Judge Advocate General’s School; and Chief Prosecutor for the 101st Airborne Division; Encryption,
Asymmetric Warfare, and the Need for Lawful Access, 12-1-2017; William & Mary Bill of Rights Journal,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4905083; accessed, 10-21-2025] Aaron

*E2EE = end to end encryption
1. FOURTH AMENDMENT REASONABLENESS AND THE BALANCE OF INTERESTS

Assessing the legality of government efforts to surveil “dark” spaces, whether motivated by law enforcement

or counterterrorism interests, must begin with the Fourth Amendment. in one of my previously published articles, which
has since evolved into a chapter for the book, The Cambridge Handbook of Surveillance Law, | argue that the Fourth Amendment imposes no

barrier to enactment of laws requiring feasible government access to encrypted data 6 he focus of that chapter
evolved from

the substantial public debates surrounding the San Bernardino iPhone “incident.”27 Many critics of the government, including the aforementioned chapter’s
co-author, questioned the wisdom and legality of government efforts to demand access codes to the E2EE embedded in the iPhone used by the deceased terrorist in
that incident.28

For me, this issue raised the important question of whether the government has the authority to, and ought to, require encryption designers and manufacturers to
preserve the means to enable government agents to IanUIly dCCeSS private data stored on the devices they market. While MaNy critics of such

a proposal lamented the idea of government mandated “backdoor” access to private data,29 | viewed
hi r iremen ild into the encryption an | fron I.30

inmy view, Dackdoor access connotes clandestine or surreptitious ACC@SS 31 This, I argued, IS exactly what the
government will be compelled to pursue and exploit when access through a proverbial front door is

impossible i front door i i secure front it i

possible to achieve a mutually satisfactory, balanced alternative:

To be clear, this “split key” proposal is not a subterfuge method of creating backdoor access to data. Unlike a backdoor, which generally refers to an undisclosed
vulnerability in an application or device, afront door is a Well-documented and clear mechanism for both encrvptin_g
and decrygting data, whether it be data in motion (communications) or at rest (stored data). To be secu re, encrygtion should be
SUbiECt to rigorous testing. Thus, its presence should be open to the public and available for attack, both in laboratories and in the real world.

This is the only real way to evaluate the trustworthiness of encryption, with vulnerabilities being corrected as they are discovered, to strengthen the protocol and its

implementation constantly. Essentially, a front door is the digital equivalent of a big, ingeniously engineered lock
on the only entrance to an otherwise secure building. It is a lock that has been tested by every available




lock picker and found to be secure, with any identified weaknesses being constantly fixed. Such a lock
is_always SUperior to a secret entrance in the rear of a building.33

Such front door access would better serve the interests of both privacy and security, as each would be effectively balanced.34 First, by "Sgllttlng" the

encryption key and @ntrusting part ofitto a neutral organization devoted to privacy protection, the individual wil

be provided enhanced protection by imposing a greater burden on the government to access the key.35 Second, by reguiring comglia nce with normal

Fourth Amendment justifications and authorizations to engage in surveillance and seizure of any
data, the data will be protected with no less vigilance than the protection of the home:ss

Of course, creating a front door will inevitably facilitate government access to private data when grogerly and |anU||! authorized. This
reality is contrary to the objectives of many privacy advocates.37 some even argue that such a creation s, in effect, a

subterfuge backdoor:

These opponents frame efforts to preserve such access as a call for the creation of “backdoors” that can be exploited by the U.S. and any other government. They
argue that the creation of backdoors will introduce unacceptable vulnerabilities in products and systems and point to examples where, in the past, such vulnerability
have been exploited by hackers.

As | have argued previously, such a suggestion is shortsighted, as it is this approach that actually further enables exploitation by hackers. 39 When front

door access is eliminated from E2EE (or any other type of data storage), a determination that access to
that data is necessary and lawful will compel gOVernment agents to work to identify, if not create,
backdoor accesS.40 In such situations, there are strong incentives for that access to be clandestine,

because disclosing the access point will in turn alert the manufacturer to a vulnerability requiring a
security patch.41 It would be unwise for the government to reveal the backdoor, only to then disclose

it.42 As a result, an actual privacy vulnerability, subject to exploitation by non-government

actors, may persist.43

Furthermore, it is likely that the government may identify such “backdoor” vulnerabilities even when not
engaged in surveillance efforts directed against specific targets as part of overall data protection

operations. Without confidence that data access could be facilitated through lawful front door access,
the government would have a powerful incentive not to share this information with the
manufacturer or service prgviggrg. In short, front door access incentivizes government cooperation

with the private sector to identify and prevent backdoor breaches, which ultimately enhances
protection of private data from unlawful or unauthorized access.44

Reasonable people will inevitably differ on the proper balance between privacy and public security implicated by encryption technology, as well as how encryption

facilitates exploitation of “dark spaces” by dangerous and nefarious actors. However, it is legitimate that a balance between these interests

should be the goal of law and policy makers. Those who argue that no government effort to ensure
lawful access to these dark spaces can be tolerated without sacrificing essential liberty are comfortable

with technological creation of impenetrable zones of privacy. While such zones will obviously maximize
the protection of privacy from government intrusion, they will do so at a cost. As | argued in my prior

h r, 1 beli n impenetrable zone of priv. is inconsistent with the underlying rationale of th

Fourth Amendment:

Balancing the competing interests of COllective societal security and individual liberty is central to the Fourth
Amendment touchstone of reasonableness. The notion that the Fourth Amendment provides an individual right to an impenetrable zone of

privacy is therefore inconsistent with the text and judicial interpretation of the amendment. Instead, balance remains the operative concept:_PI ion

against unreasonable search and seizure inherently acknowledged that the people can be subjected to



reasonable searches and seizures. Inshort, the amendment never imposed an absolute restraint on
government surveillance, even when directed against the interests protected by the amendment’s text
(persons, homes, papers, and effects). instead, the people were provided an absolute right to be secure against unreasonable
govern ment intrusions into those places and things protected by the Fourth Amendment.45

That key constitutional provision certainly does not mandate government action to guard against the creation of such a zone, nor does it require the government to
tolerate such zones.46 Thus, from a regulatory perspective, the Fourth Amendment is probably best understood as neutral on the question of whether government
should seek to mandate preservation of access to encrypted zones of privacy.47

But what the FOUrth Amendment has historically tolerated—reasonable government measures to investigate
and discover crime and other threats to QUb'IC security— should be instructive in this debate.48 Reasonableness, after all, is as the

Supreme Court reminds us, the “touchstone” of the Fourth Amendment.49 That touchstone of reasonableness, in turn, is consistently defined by balancing
individual privacy with societal interests in effective law enforcement.50 With the exception of dangerous medical procedures to recover evidence from within a

suspect’s body,51 even the most carefully protected zone of privacy—the home—is subject to government intrusion when properly authorized.52 If the most

fundamental source of protection from government intrusion into a citizen’s privacy is defined by a
reasonable balance between privacy and security, advancing this balance should be the ultimate

objective of lawmakers addressing the difficult question of how to deal with “dark spaces.” requiring

preservation of encryption keys to facilitate lawful government access to private data is, in my view, a rational manifestation of this balance of interests, In
contrast, allowing for the continued creation and enhancement of technology that seeks to create
impenetrable zones of privacy distorts this balance.

Ultimately, there are only three virtually undeniable constants in this debate.53 First, the market will

continue to incentivize the development of encryption technology that frustrates, and ideally
prevents, government access to private communications.54 Second, while these innovations will be

intended to preserve the privacy of law abiding citizens, the dark spaces they create will offer

exploitation opportunities for individuals and groups engaged in activities that threaten society.55

And third, the government will constantly endeavor to access these dark spaces, precisely
because of the risks inherent in allowing such exploitation.56 Furthermore, the nature of national

security threats, most notably terrorist threats targeting the U.S. homeland, have magnified the
government’s interest in penetrating these spaces.57

II. ASYMMETRY AND THE ADAPTIVE ENEMY

Concern over feasible access to encrypted communications is no longer simply a question of balancing privacy against the interests of effective law enforcement.

Today, the endant with “dark space” communication anscend

intertwined with counterterrorism efforts.58 this should come as no surprise. The United States is engaged in an
ongoing armed conflict against multiple transnational t€rrorist organizations.ss while the notion that response to

this threat qualifies as an armed conflict remains controversial for many international law experts, the fact remains that the U.S. perCE“IES the nature of

the threat posed by both al-Qaeda and ISIS as transcending that of ordinary criminal activity.60 nstead, the NAtional
decision to treat the ongoing battle against these threats as .»armed conflict indicates -
willingness to use expanded means and legal authorities to disrupt and disable these groups.61

Of course, these enemies do not engage in and employ analogous debates or handwritings over the appropriate legal framework for their terrorist

activities. Instead, they embrace tactics that constantly seek to exploit enemy vulnerabilities in order to offset

the superior material and information capabilities of their opponents—a phenomenon characterized by

the term, "asvmmetric warfares2 Interestingly, there is no consensus definition of asymmetric warfare.63 However, as the following summary
indicates, it generally refers to conflict between conventionally disparate enemies, with the inferior enemy seeking to offset its weakness by identifying and
exploiting vulnerabilities of the conventionally superior opponent: Asymmetric warfare is generally understood to be a conflict in which the strengths and sizes of the




opponents do not mirror each other. The side with the conventional disadvantage is probably incapable of winning through direct, conventional warfare. It must seek
victory through other methods that exploit weaknesses in the superior conventional power’s capacity to prevail. Examples include the Maoist Peoples’ War against
the Imperial Japanese Army, the Vietnamese dau trahn strategy in the First and Second Indochina Wars, and al-Qaeda’s tactics in the WOT [(War on Terror)].64

So characterized, there is nothing new about asymmetric tactics, which have been part of military theory and doctrine dating back to the writings of Sun Tzu.65
However, the struggle against today’s transnational terrorist threats has resurrected the focus on how to effectively address asymmetric threats, threats that
challenge our national security capabilities well beyond the “battlefield.” 66 A Rand Report explains the characteristics and challenges associated with this modern
permutation of asymmetric warfare:

<<<TEXT CONDENSED FOR READABILITY NONE OMITTED>>>

<<<LINE BREAKS CONTINUED>>>

This aspect of asymmetry intersects directly with the issue of government surveillance access to “dark spaces” Re@motely radicalized,
homegrown terrorists are assessed as among the most significant terrorist threats faced by Western
Nations.72 rurthermore, attacks in Paris, Brussels, and other major cities d@Mmonstrate the risk of small, well-organized attack
cells operating in relative plain sight.73 Whether it is a lone wolf, or a small cell of organized
operatives, communication is obviously essential for their success. And, because it is no mystery that

the government is constantly seeking to identify and preempt terrorist attacks, it must be self-evident to
such individuals that identification and exploitation of dark communication zones will substantially

enhance their likelihood of success. Investigations into several attacks, such as the ISIS Paris

bombings and the Brussels airport bombing, indicate that operatives relied on WhatsApp for vital
communications. 74

The ready aVailability of E2EE with no built-in front door access will almost certainly be viewed by
those engaged in terroristic activities as the communications method of choice. Like all aspects of
asymmetric warfare, they will seek to exploit what is viewed as a self-inflicted vulnerability to the

maximum extent. The more confident they are in the immunity of their communications from

timely government surveillance, the more likely it is they will rely on such dark spaces. sut this also means
that the ggvgrnmgnt I§ all that more |Ik§|y to ingrgggg gffgrt§ to pgng;rg;g §Q§h SPACES. And this really frames the

ultimate question in the ENCIY. Qtion debate: does increasing the difficulty of lawful government access ultimately advance or compromise legitimate privacy

interests? The answer to this question may be derived in part from the multipronged legal framework the U.S. relies on for counterterrorism operations.75

Other countries have moved past the US already, causing privacy erosion

Velasco 10-9 [Gwen Velasco; LLB Graduate at the City Law School, 10-9-2025, "The BluePrint Brief", No
Publication, https://theblueprintbrief.com/articles/apples-encryption-fight-with-uk-reignites-over-ic/
10-30-2025] Ewan

Commercial Impact

For Apple, the challenge is as reputational as it is legal. Disabling Advanced Data Protection for U.K. users effectively downgrades local security
standards, risking customer confidence among privacy-conscious consumers and developers.
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If Apple were to comply, it could face

he stakes also extend beyond the U.K awmakers have wa
could conflict with the CLOUD Act, which governs cross-border data access.

contradictory legal obligations under U.S. and U.K. law.




compliance risks. Divergent key-management systems and data-handling rules increase the chance of system

lu]_ng_ta_bj_l_m_e_s For global tech companies, the message is clear: privacy features are no longer just product design choices, they are
regulatory flashpoints.

If Apple concedes even partially, i Id embolden other governmen k similar leadin
a patchwork of encryption standards that undermine global privacy protections.

How Legal Teams Get Involved
As Apple’s appeal progresses, multiple legal and compliance functions are actively engaged:
Regulatory & Compliance Counsel

Coordinate with the Investigatory Powers Commissioner’s Office (IPCO) to interpret compliance requirements while defending Apple’s
encryption position.

Assess potential conflicts with the Human Rights Act, GDPR, and international data-transfer rules.
Prepare reporting frameworks if encryption changes materially affect user privacy.

Product & Privacy Counsel

Collaborate with engineers to evaluate whether any design changes could introduce new legal exposure.
Conduct privacy impact assessments and ensure users are properly informed about any alterations.

Draft user communications that maintain transparency without compromising Apple’s legal position.
Litigation & Risk Teams

Manage the Tribunal case and prepare for potential follow-on claims from consumers or advocacy groups.
Monitor how any ruling might set precedent for future encryption or data-access disputes.

Assess global litigation risks if the case encourages similar demands from other jurisdictions.

Government Relations & Policy Teams

Engage with U.S. and EU regulators to align approaches to lawful access and encryption.

Apple’

Track potential reforms to the Investigatory Powers Act and anticipate long-term compliance shifts.

To protect liberty, security comes first

Etzioni 16 [Amitai Etzioni. First University Professor at GW. Former Thomas Henry Carroll Ford
Foundation Professor at the Harvard Business School, Senior Advisor to the White House, Professor of
Sociology at Columbia University, Chairman and founder of the International Society for the
Advancement of Socioeconomics. Dr. Etzioni is the author of 19 books, and was ranked by a 1982 study
as the leading expert of 30 who made "major contributions to public policy in the preceding decade.";
Spring 2016; “End to End Encryption, the Wrong End”; South Carolina Law Review;
https://scholarcommons.sc.edu/cgi/viewcontent.cgi?article=4179&context=sclr; DOA: 10/26/2025]
doobz

D. How Liberty is Lost




The ideological case in favor of UE draws on the numerous changes made in American law and that of numerous other countries following the
9/11 terrorist attack that have been considered excessive, the Snowden revelations, the absence of major terrorist attacks on US mainland for
more than a decade, and the rise of general support for libertarian and civil libertarian ideas. These are summed up by the argument that the US
is sacrificing liberty to enhance safety.'1 1

A common narrative goes as follows: first, the government, in the name of national security or some
other such cause, trims some rights, which raises little alarm at the time. Then a few other rights are
curtailed. Soon, more rights are lost and, gradually, the whole institutional structure on which liberal

democracy rests tumbles. (Statements that the US has already been turned into a police state, that Americans lost their right to
privacy and free speech, and so on and on, are so overblown they need no refutation).

However, there are very few instances of nations that lost their liberty because of such incremental
of rights. the that typicall

around: democratic and policies an

challenges they are undermined. .- There are many cases in which liberty was lost when governments

did not provide basic security to their people. when their countr

was in anarchy following the retr fth R.1 when their ntr.
suffered a major crime wave; after the collapse of the USSR.1 4 _
after two vears of revolutionary upheaval. Many in Libya ia, and Irag miss the safety of the old
regimes.

th ttacks, when th lic was most concern t itional attacks from sl r

terrorist cells on short order, many Americans were willing to support a strong government, including

"
one thdt WOUIG SET 451Ae Mdny Dd Ao aud g0

"- . certain - to gain security.""16

However, in the subsequent period, as the government did take numerous and varying measures to enhance public safety and no new attacks

occurred, to the rights-centered regime. As the government

vigorously enacted measures to protect the public the public's support for constitutional democracy was reaffirmed. That is, when the
government reacted firmly to a major challenge, support for constitutional democracy was sustained rather than undermined. In short, to
protect our rights, the government needs to provide a reasonable level of security.

US adoption is key to global standard-setting.

Jim Baker et. al 19, Former General Counsel at the FBI, “Moving the Encryption Policy Conversation
Forward,” 9/10/19,
https://carnegieendowment.org/research/2019/09/moving-the-encryption-policy-conversation-forward
?lang=en, tristan

Attend to International Dynamics

While this paper focuses on the United States, the _is not happening in @ vacuum; it-(and be affected by)

by non-U.S. technolo . (Recent papers published by the Encryption
Working Group assess the environment in Australia, Brazil, China, Germany, India, and the European Union.6) - proposed-

should be 2 U setting born folenhiance commonality'and - feduice the burden’of

_. Policymakers should consider the viability of any proposal in light of users and devices crossing borders. They should

further consider that . policies by other nations, including those with weaker

judicial protections and records on human rights. Finally, policies should be considered in light of the effect they will have on U.S. foreign policy
interests.
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Consumers don’t care that much about their privacy.

Eric Manpearl 17, Senior Fellow at the Robert S. Strauss Center, J.D. from the University of Texas
School of Law, M.A. from Lyndon B. Johnson School of Public Affairs, “Preventing 'Going Dark': A Sober
Analysis and Reasonable Solution to Preserve Security in the Encryption Debate,” SSRN, 11/15/17,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3068578, tristan

A lawful access requirement's potential harm to the market share and economic viability of U.S. companies is the strongest argument for not
mandating such a requirement. Certainly, the Snowden disclosures had a negative imgact on U.S. companies in their immediate
aftermath, but confidence in u.s. companies seems to have rebounded. In the fourth quarter of 2016, Facebook
reported that it had 1.86 billion users who logged on at least once a month." 5 9 This is UP from the 1.16 billion users who

logged on at least once a month m the second quarter of 2013, when Snowden first disclosed NSA programs. 1 6 0 In 2015, 70% of Facebook
users logged on daily, which is an increase from the 63% who logged on daily in Aurst 2013, in the immediate aftermath of the Snowden

disclosures.' Also, Google announced in February 2016 that Gmail has over one billion active USers. 16 2 This is 2N
increase from the 900 million active users Gmail had in 2015, when it became the most popular email service in the United States, and
from the 425 million active users Gmail had in 2012, prior to the Snowden disclosures. 163 Of these Gmail users,
75% accessed their accounts on mobile devices, too." These statistics do not indicate that consumers are deeply distrustful
of U.S. companies and refuse to use U.S. products and services.

Further, a recent study surveying 1510 participants, including both information technology security experts and non-experts, from the United

States, United Kingdom, and Germany, found that privacy and security only pl minor role in people's

to use a particular mobile instant messenger.165The r._vrimary reason that participants gave for using a mobile instant
messenger Was whether friends were using the messenger:1 66 46.1% of participants from the United States, 48.2% of
participants from the United Kingdom, and 54.9% of participants from Germany stated this was the main reason they used a particular mobile
instant messenger. 167 On the other hand, only a small percentage of participants stated the main reason they used a mobile instant
messenger was because of Qrivacy and secu rity.l 68 Only 5.6% of participants from the United States, 3.4% of participants from the

United Kingdom, and 13.1% of participants from Germany stated this was the main reason that they used a particular mobile instant
messenger.1 69

Consumer pressure may not truly be driving the move toward more encryption; instead, companies may be pressuring each other to move in
this direction. CONSUMETS seem to care more about being able to be connected to friends, having easy to use and
reliable products, and having sleek interfaces and useful applications, and seem willing to sacrifice some
privacy and security in exchange. If consumer pressure is not driving this shift, then perhaps the fear that u.s. companies will
lose market share and that the economic viability of U.S. companies would be hurt bV a lawful access requirement is

overstated. As long as U.S. companies continue to lead in the areas consumers care about the most, while still making the most secure
products and services possible that comply with a lawful access requirement, U.S. companies will likely continue to dominate the technology
market.

People don’t think apps are secure even with encryption.

Dr. Verena Zimmermann et. al 18, Professor at ETH Zurich, “Finally Johnny Can Encrypt: But Does
This Make Him Feel More Secure?,” ACM Other conferences, 9/27/18,
https://dl.acm.org/doi/abs/10.1145/3230833.3230859, tristan

End-to-end (e2E) encryption is an effective measure against privacy infringement. In 2016, it was introduced by WhatsApp

for all users (of the latest app version) quasi overnight. However, it is unclear how non-expert users perceived this change, whether they
trust WhatsApp as a provider of E2E encryption, and how their communication behavior changed. We conducted semi-structured interviews

with twenty WhatsApp users to answer these questions. We found that about half of the Qarticigants gerceived that even
with E2E encryption, their messages could still be eavesdropped, for example by hackers and other criminals,



governmental institutions, or WhatsApp's employees and cooperation partners. Many participants correctly identified sender and recipient as
weakest points after the introduction of E2E encryption, but misconceptions were still present. For instance, users thought that messages were
transmitted directly between two devices without being forwarded or stored on a server, or interpreted 'end-to-end' as a temporally end of

communication. The maiority of users stated to mistrust WhatsApp and its E2E encryption and presumed image-related
reasons for the cost-free implementation. While most participants did not change their communication behavior, they

reported to use protection strategies such as sending sensitive content via alternative channels even after the introduction of E2E encryption.

Impacts are minimal.

Wire ’25 quantifies [Wire; Encryption Blog; 03-07-2025; "Protecting Business Communication: The
Encryption Challenge & Solution"; Wire;
https://wire.com/en/blog/why-most-business-communication-is-still-unencrypted; accessed
10-27-2025] leon

You may find it surprising, but according to various estimates, petween 60 and 80 percent of business communications
(chat, voice, video, email, document sharing, etc) is still unencrypted. in many cases, even solutions that provide
encryption are often vulnerable.

Last year’s Salt Typhoon hack of multiple U.S. telecommunications companies highlighted significant
vulnerabilities in our communication infrastructures. These intrusions granted attackers access to sensitive phone calls, text
messages, and extensive user metadata underscoring the critical need for robust security measures.

If your organization uses Teams, you may think you’re well protected, but if you take a minute to scan this blog post by secure data specialists
Virtru, you’ll see that you may not be as secure as you imagined. If your team uses Slack, maybe you should read this post from the Mimecast
blog about high-profile Slack data breaches over the last few years.

And if your response to these threats was to switch to consumer tools like WhatsApp and Signal, they may still expose user metadata or be
susceptible to exploitation by advanced persistent threat groups.

So, why is so much business communication still unencrypted? The answer is actually pretty simple. IM@St communications Qlatforms
were designed to be efficient at communications, and security has always been a secondary concern - usually

addressed after system design has matured. At Wire, we look at security differently. At Wire, security and usability have always gone hand in
hand. The end result is a platform that delivers the security organizations require while offering the ease of use and flexibility teams need to
work efficiently.

We’re in a recession.

Hawkinvest 25.10/06/2025. Long-time stock market investor focused on strategic buying
opportunities with dividend and value stocks. "The U.S. Is In Recession: 1 Million Layoffs In 2025 And LEI
Data Says It All". Seeking Alpha.
https://seekingalpha.com/article/4828069-the-us-is-in-recession-1-million-layoffs-in-2025-and-lei-data-s
ays-it-all

Summary

The U.S. economy is likely already in a recession, masked by Al-driven capex and delayed official
recognition by the NBER.

The Leading Economic Index and jobs data are flashing clear recession signals, with layoffs rising and
hiring plans at their weakest since 2009.

Despite deteriorating economic fundamentals, the stock market remains overbought and complacent,
fueled by Al optimism and expectations of Fed rate cuts.

Investors should not wait for an official recession call to de-risk portfolios, as historical parallels suggest significant downside risk ahead.



Democracy




2AC---AT: Democracy

Trump is tanking democracy AND nuked the ability of the US to promote democracy
abroad.

Brands 25 [Hal Brands; Senior Fellow AEI studying US foreign policy; 9-28-2025; American Enterprise
Institute - AEl; https://www.aei.org/op-eds/global-democracy-is-failing-will-the-us-save-it-or-kill-it/;
DOA:11-16-2025] auraine

Billions of people now lived in countries that were relatively free, humane and insulated despotic cruelty and arbitrary rule. The strength

The clash of ideas has always been shaped by the clash for power: From ancient times to the present, the dominant form
of government has tended to follow the preferences of the era’s dominant states. During the 20th century, and

especially since World War I, i i loball aiding its growth in distant r.
and holding its most lethal foes at bay. But for the last two decades, democracy’s influence has slipped
aggressive rati wers have surged. Now, democracy’s global fortunes are being threatened b

changes in America itself.

President Donald Ttump h ken a wreckin Il to America’s democracy-promotion infr:
Trump’s antidemocratic behavior — his nearly boundless assertions of executive authority, his threats

against political opponents — have made it far from unthinkable that the US might take an illiberal turn.

The global ascent of democracy was inextricable from America’s rise as a liberal superpower. The forecast for free institutions will
be dire if th r f the intensifying struggl h he world’s political future — or, much
worse, if it becomes a force forilliberalism around the globe.

The alternative is worse---the government will just move to more invasive surveillance.

Corn 17 [Geoffrey S. Corn; George R. Killam Jr. Chair of Criminal Law; Director, Center for Military Law &
Policy Texas Tech University School of Law. Professor Corn served in the U.S. Army for 21 years, retiring in
the rank of Lieutenant Colonel. He served as the Army’s senior law of war expert advisor, tactical

intelligence officer in Panama; supervisory defense counsel for the Western United States; Chief of
International Law for US Army Europe; Professor of International and National Security Law at the US
Army Judge Advocate General’s School; and Chief Prosecutor for the 101st Airborne Division; Encryption,
Asymmetric Warfare, and the Need for Lawful Access, 12-1-2017; William & Mary Bill of Rights Journal,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4905083; accessed, 10-21-2025] Aaron

Advocates of the first option MaAY believe that it provides the best protection against privacy compromise, either the result of unlawful government action or

private intrusions. However, these advocates may not have fully contemplated the risk that foreclosing government
access to data through normal, law enforcement-type modalities may push the government intg

rsuing extraordinary surveillance m res justified by an assertion of war powers. There is no
reason to expect that the government will ignore the potential security advantages of surveillance
targeted at “dark spaces.”95 Indeed, the nature of the international terrorist threats confronting the

nation—threats emanating from organizations that rely heavily on commercial communications
ilities n nly for command an ntrol for recruiting and inciting violent terrori



Nithout an ability to on normal law ement agencies and pro age in such
surveillance, the government will not simply “give up” the effort. Instead, the incentive to invoke
yartime powers and utilize g eillance capabilities, including military capability, will be increased.

Like the Bush-era PSP, a future President would need only determine that the information sought by the
government was related to an enemy involved in an ongoing armed conflict with the United States. and this
might not be all that difficult finding to make. First, as has been demonstrated with the seemingly endless expansion of authority derived
from the pQ§!—21 11 Authorization for Use of Military Force,96 it has DOt been terribly difficult to link terrorist organizations 1O that

authority.97 Second, even a presidential determination that a terrorist threat fell beyond the scope of that authorization would_NOt bar a President
from invoking war powers as a justification for surveillance efforts.98 Because it is now well established
that international terrorist organizations may present the United States with a threat of an “armed

attack,” a President would be able to invoke the inherent constitutional “defensive” war power to
disrupt or disable such a threat threats, FISA establishes the sole means for authorizing surveillance.ss sut,

this is not necessarily an insurmountable obstacle. First, President Bush never conceded a lack of constitutional authority for his program, but simply chose to

acquiesce to the use of FISA as the means to obtain surveillance authorization.100 second, EISA may very well

provide ample authority to utilize extraordinary measures to penetrate “dark spaces” to include the use

The idea that democracy creates peace is unserious---modeling failures, aggressive
norm-setting, lack of empirics, AND transition wars.

Walt 10-28 [Stephen M. Walt; doesn’t think there’s an impact to economic decline and American
political scientist serving as the Robert and Renee Belfer Professor of international relations at the
Harvard Kennedy School; 10-28-2025; Foreign Policy; “Democratic Peace Theory, R.I.P;
https://foreignpolicy.com/2025/10/28/democratic-peace-theory-r-i-p/; DOA:10-28-2025] auraine

Some social science theories have remarkable staying power; others turn out to have a more limited shelf life. Sometimes a once-promising idea
just doesn’t seem to lead anywhere—Talcott Parsons’s structural-functionalist approach to sociology might be one example—and eventually
most scholars abandon it and move on. Or a novel theoretical argument can sound compelling when it first appears, but subsequent research
reveals its logical or empirical limitations. In other cases, the real world delivers a harsh verdict on a bold claim—remember the “end of history”

thesis?—although some discredited theories can survive, zombie-like, because powerful interests find it useful
to keep them alive.

Why do | bring this up? Because | have recently found myself wondering what exactly has happened to democratic peace theory (DPT). As
students of international relations all know, DPT was a major intellectual preoccupation for IR scholars from the mid-1980s until well into the
21st century. Beginning with Michael Doyle’s seminal works on the topic (refining arguments originally developed by Immanuel Kant), the idea
that “democracies don’t fight each other” inspired a vast outpouring of scholarly articles and books, along with a number of important critiques.

In its modern form, DPT rested on the empirical observation that well-established democratic states did not
fight wars with each other, a finding that one prominent scholar called “the closest thing we have to an

empirical law in the study of international relations.” Proponents developed several competing explanations for this
intriguing observation, sometimes married with other factors such as economic interdependence. Unlike many social science theories, DPT
quickly left the ivory tower and was seized upon by politicians seeking to justify U.S. efforts to spread democracy around the world or to expand

institutions like NATO. The theory’s seductive appeal was obvious, for it implied that a world made up entirely

of liberal states would be free from war. As President George W. Bush put it at the beginning of his
presidency, “Our goal is to turn this time of American influence into generations of democratic peace.”




Not surprisingly, DPT’s bold claims attracted no shortage of critics. Some scholars Mﬂjﬂﬂ_ﬂlﬂ_
_ the empirical finding were _, while others suggested that the

gliven tnere were
enuine . Others suggested that the _ between democracies
W iven that m fth -World War Il wer America’

m, or the result of specific coding decisions and shifting definitions of
”democracy.” Others pointed out that although well-established democracies might not have fought each other in the past,-
_ seemed to be _I which implied that spreading democracy
might pavioff in the long run, but getting there Would'be'a bumpy process.

This intellectual battle raged on in the pages of scholarly journals and monographs, and eventually reached something of a dead end, as the
results of competing | increasingl ndent on th mptions and m lin

I i m
technigues being employed. My own view, for what it’s worth, is that the more_ for a democratic peace

were but democracies might be somewhat less likely to fight each other because it was somewhat harder, though not
impossible, for them to overcome public resistance to a war.

More importantly, | thought that DPT did not tell us very much about what a world composed entirely of democracies would be like, because
such a world has never existed and absence of war between democracies had been reinforced by the constant presence of potentially

dangerous non-democratic rivals. m however, even Kantian -
might view each other with some suspicion and _ invidious _ among themselves.
Sharing democratic principles does M might parliamentary and presidential republics
begin to. each other . different and QOSSibly _? If so, then spreading democracy far and wide might not be the
panacea that DPT’s most enthusiastic proponents believed. And like some other scholars, IM_

to violent in the name of peace, and that
such efforts would graduall which is precisely what has

happened.

Companies already hand over decrypted communications.

Goode ‘24 [Lauren Goode; Senior Correspondent at WIRED; Michael Calore; Reporter for Consumer
Technology at WIRED; 09-05-2024; "Seriously, Use Encrypted Messaging"; WIRED;
https://www.wired.com/story/gadget-lab-podcast-657/; access at https://archive.ph/jvPVE; accessed
10-27-2025] leon

Michael Calore: So typically, | know things are probably different in France than they are in the United States, and they're different in every
territory, but typically goes to a platform and they ., ”- the goods on this list of

- who we can see _," what's the liability there? What does the platform typically have to provide

law enforcement?

Andy Greenberg: Well, typically, just . I mean, this is the law, that if law enforcement asks for information in your

jurisdiction, where you are a legal entity, you have to comply with laws that you hand it over. And Google, Facebook, Twitter, all of these

have to to law enforcement _ Sometimes they fight it, sometimes they go to

court on behalf of their users, if they even have an opportunity to fight their requests in court. But generally, this is just the routine that these
companies hand over all sorts of cloud data or online data to law enforcement all the time as a part of their investigations. Telegram is based in
the UAE. | think that they perhaps thought they could, through a jurisdictional evasion, get away with not complying, but Pavel Durov is even a

French citizen. So when he flew to France, he took his life in his hands by having flouted these laws. that communications

actuall with those laws usually M "Oh, well, we don't have what

you're asking for."

Lauren Goode: Right. That was the case of Apple and the San Bernardino shooting several years ago, basically saying, “Our messaging is so
encrypted, we don't even have access to this.”



Andy Greenberg: Exactl.Like,“Sorry, WElJONE even KNOW WhARtHAt datAs 1's encryored. [ end=to-end enciyoted

most importantly. That means it's encrypted from one end user to the other with the company in between not even being able to decrypt the
information and look at it themselves or share it with law enforcement. That is part of why end-to-end encryption jS SO
powerful. It's why Mark Zuckerberg has, at some point, said that he wants to make Facebook—all of Meta stuff, in fact, Instagram,

WhatsApp—fully end-to-end encrypted, because then he doesn't have to worry about moderation. Hedgﬁ_n'_t_h@m;uu_o_[w_a_bgyx
these data requests. of course, it sounds good for privacy as well, but it also takes a huge legal compliance load off of his

company too.



Hacking



2AC---AT: Hacking---General

Lawful access is a legitimate front door that flips privacy, security, inevitable
crackdown incentives, & backdoor creation.

Corn ’17 [Geoffrey S. Corn; George R. Killam Jr. Chair of Criminal Law; Director, Center for Military Law
& Policy Texas Tech University School of Law. Professor Corn served in the U.S. Army for 21 years, retiring
in the rank of Lieutenant Colonel. He served as the Army’s senior law of war expert advisor, tactical
intelligence officer in Panama; supervisory defense counsel for the Western United States; Chief of
International Law for US Army Europe; Professor of International and National Security Law at the US
Army Judge Advocate General’s School; and Chief Prosecutor for the 101st Airborne Division; Encryption,
Asymmetric Warfare, and the Need for Lawful Access, 12-1-2017; William & Mary Bill of Rights Journal,
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4905083; accessed, 10-21-2025] Aaron

*E2EE = end to end encryption

1. FOURTH AMENDMENT REASONABLENESS AND THE BALANCE OF INTERESTS

Assessing the |egality of government efforts to surveil “dark” spaces, whether motivated by law enforcement
or counterterrorism interests, must begin with the Fourth Amendment. in one of my previously published articles, which

has since evolved into a chapter for the book, The Cambridge Handbook of Surveillance Law, | argue that the Fourth Amendment imposes no
barrier to enactment of laws requiring feasible government access to encrypted data.26 he focus of that chapter

evolved from

the substantial public debates surrounding the San Bernardino iPhone “incident.”27 Many critics of the government, including the aforementioned chapter’s
co-author, questioned the wisdom and legality of government efforts to demand access codes to the E2EE embedded in the iPhone used by the deceased terrorist in
that incident.28

For me, this issue raised the important question of whether the government has the authority to, and ought to, require encryption designers and manufacturers to

preserve the means to enable government agents to | f Il private data stored on the devices they market. While MANY Qri!l§§ Qf §Q§h
a proposal lamented the idea of government mandated “backdoor” access to private data,29 | viewed

this as a requirement to build into the encryption an actual front door.3o

In my view, backdoor access connotes clandestine or surreptitious ACCESS.31 This, | argued, IS exactly what the

government will be compelled to pursue and exploit when access through a proverbial front door is

2 How D
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possible to achieve a mutually satisfactory, balanced alternative:

To be clear, this “split key” proposal is not a subterfuge method of creating backdoor access to data. Unlike a backdoor, which generally refers to an undisclosed

vulnerability in an application or device, a front door is - well-documented and clear mechanism for both encrypting and

decrypting data, whether it be data in motion (communications) or at rest (stored data). To be secu re, encrygtion should be subiect

to rigorous testing. Thus, its presence should be open to the public and available for attack, both in laboratories and in the real world. This is the only real
way to evaluate the trustworthiness of encryption, with vulnerabilities being corrected as they are discovered, to strengthen the protocol and its implementation

constantly, Essentially, a front door is the digital equivalent of a big, ingeniously engineered lock on the only
entrance to an otherwise secure building. It is a lock that has been tested by every available lock picker
and found to be secure, with any identified weaknesses being constantly fixed. Such a lock is always

superior to a secret entrance in the rear of a building.33

9, 1

Such front door access would better serve the interests of both privacy and security, as each would be effectively balanced.34 First, by ”SEIIttlng” the

encryption kgy and gn!;ru;!;ing part ofitto a ngu;ral Qrganizatign dgvgtgd to privagy prg;ggtign,the individual will

be provided enhanced protection by imposing a greater burden on the government to access the key.35 Second, by reguiring comglia nce with normal



Fourth Amendment justifications and authorizations to engage in surveillance and seizure of any
data, the data will be protected with no less vigilance than the protection of the home 36

Of course, creating a front door will inevitably facilitate government access to private data when properlv and |anU||V authorized. This
reality is contrary to the objectives of many privacy advocates.37 some even argue that such a creation s, in effect, a

subterfuge backdoor:

These opponents frame efforts to preserve such access as a call for the creation of “backdoors” that can be exploited by the U.S. and any other government. They
argue that the creation of backdoors will introduce unacceptable vulnerabilities in products and systems and point to examples where, in the past, such vulnerability
have been exploited by hackers.

As | have argued previously, such a suggestion is shortsighted, as it is this approach that actually further enables exploitation by hackers. 39 When front

door access is eliminated from E2EE (or any other type of data storage), a determination that access to

that data is necessary and lawful will compel government agents to work to identify, if not create,
backdoor access.40 In such situations, there are strong incentives for that access to be clandestine,
because disclosing the access point will in turn alert the manufacturer to a vulnerability requiring a
security patch.41 It would be unwise for the government to reveal the backdoor, only to then disclose
it.42 As a result, an actual privacy vulnerability, subject to exploitation by non-government actors, may
persist.43

Furthermore, it is likely that the government may identify such “backdoor” vulnerabilities even when not
engaged in surveillance efforts directed against specific targets as part of overall data protection
operations. Without confidence that data access could be facilitated through'lawful front door access,
the government would have a powerful incentive not to share this information with the manufacturer or

e e provide n_sho ont door acce ncen es government cooperation with the private

sector to identify and prevent backdoor breaches, which ultimately enhances protection of private data
r unauthoriz 44

Reasonable people will inevitably differ on the proper balance between privacy and public security implicated by encryption technology, as well as how encryption
facilitates exploitation of “dark spaces” by dangerous and nefarious actors. However, it is legitimate that a balance between these interests
should be the goal of law and policy makers. Those who argue that no government effort to ensure

lawful access to these dark spaces can be tolerated without sacrificing essential liberty are comfortable
with technological creation of impenetrable zones of privacy. While such zones will obviously maximize

the protection of privacy from government intrusion, they will do so at a cost. As | argued in my prior
chapter, | believe an impenetrable zone of privacy is inconsistent with the underlying rationale of the
Fourth Amendment:

Balancing the competing interests of cOllective societal security and individual liberty is central to the Fourth
Amendment touchstone of reasonableness. The notion that the Fourth Amendment provides an individual right to an impenetrable zone of

privacy is therefore inconsistent with the text and judicial interpretation of the amendment. Instead, balance remains the operative concept: grotection
against unreasonable search and seizure inherently acknowledged that the people can be subjected to
reasonable searches and seizures. Inshort, the amendment never imposed an absolute restraint on
government surveillance, even when directed against the interests protected by the amendment’s text

(persons, homes, papers, and effects). instead, the people were provided an absolute Fight to be secure against unreasonable
government intrusions into those places and things protected by the Fourth Amendment.45

That key constitutional provision certainly does not mandate government action to guard against the creation of such a zone, nor does it require the government to
tolerate such zones.46 Thus, from a regulatory perspective, the Fourth Amendment is probably best understood as neutral on the question of whether government
should seek to mandate preservation of access to encrypted zones of privacy.47



But what the FOurth Amendment has historica olera 3 3k nt measu 0 in iga

and discover crime and other threats to QUb'IC security— should be instructive in this debate.48 Reasonableness, after all, is as the
Supreme Court reminds us, the “touchstone” of the Fourth Amendment.49 That touchstone of reasonableness, in turn, is consistently defined by balancing
individual privacy with societal interests in effective law enforcement.50 With the exception of dangerous medical procedures to recover evidence from within a

suspect’s body,51 even the most carefully protected zone of privacy—the home—is subject to government intrusion when properly authorized.52 |f the most
fundamental source of protection from government intrusion into a citizen’s privacy is defined by a

reasonable balance between privacy and security, advancing this balance should be the ultimate
objective of lawmakers addressing the difficult question of how to deal with “dark spaces.” requiring

preservation of encryption keys to facilitate lawful government access to private data is, in my view, a rational manifestation of this balance of interests, || |
contrast, allowing for the continued creation and enhancement of technology that seeks to create

Z

Ultimately, there are only three virtually undeniable constants in this debate.53 First, the market will
continue to incentivize the development of encryption technology that frustrates, and ideally
prevents, government access to private communications.54 Second, while these innovations will be
intended to preserve the privacy of law abiding citizens, the dark spaces they create will offer

exploitation opportunities for individuals and groups engaged in activities that threaten society.55 And
third, the government will constantly endeavor to access these dark spaces, precisely because of the
risks inherent in allowing such exploitation.56 Furthermore, the nature of national security threats, most
notably terrorist threats targeting the U.S. homeland, have magnified the government’s interest in
penetrating these spaces.57

Il. ASYMMETRY AND THE ADAPTIVE ENEMY

Concern over feasible access to encrypted communications is no longer simply a question of balancing privacy against the interests of effective law enforcement.

Today, the_risks attendant with “dark space” communications transcend criminal threats and are inextricably
intertwined with counterterrorism efforts.58 this should come as no surprise. The United States is engaged in an

ngoin rm nfli inst multiple transnational i rganization 59 While the notion that response to this

threat qualifies as an armed conflict remains controversial for many international law experts, the fact remains that the U.S. gerceives the nature of the

threat posed by both al- and ISI ranscending that of ordinary criMinal activity.60 Instead, the National
decision to treat the ongoing battle against these threats as .» armed conflict indicates - willingness to
use expanded means and legal authorities to disrupt and disable these groups.61

Of course, these enemies do not engage in and employ analogous debates or handwritings over the appropriate legal framework for their terrorist

activities. Instead, they embrace tactics that constantly seek to exploit enemy vulnerabilities in order to offset
the superior material and information capabilities of their opponents—a phenomenon characterized by

the term, ”asy mmetric warfares> Interestingly, there is no consensus definition of asymmetric warfare.63 However, as the following summary
indicates, it generally refers to conflict between conventionally disparate enemies, with the inferior enemy seeking to offset its weakness by identifying and
exploiting vulnerabilities of the conventionally superior opponent: Asymmetric warfare is generally understood to be a conflict in which the strengths and sizes of the
opponents do not mirror each other. The side with the conventional disadvantage is probably incapable of winning through direct, conventional warfare. It must seek
victory through other methods that exploit weaknesses in the superior conventional power’s capacity to prevail. Examples include the Maoist Peoples’ War against
the Imperial Japanese Army, the Vietnamese dau trahn strategy in the First and Second Indochina Wars, and al-Qaeda’s tactics in the WOT [(War on Terror)].64

So characterized, there is nothing new about asymmetric tactics, which have been part of military theory and doctrine dating back to the writings of Sun Tzu.65
However, the struggle against today’s transnational terrorist threats has resurrected the focus on how to effectively address asymmetric threats, threats that
challenge our national security capabilities well beyond the “battlefield.” 66 A Rand Report explains the characteristics and challenges associated with this modern
permutation of asymmetric warfare:

<<<TEXT CONDENSED FOR READABILITY NONE OMITTED>>>




<<<LINE BREAKS CONTINUED>>>

This aspect of asymmetry intersects directly with the issue of government surveillance access to “dark spaces.” Remotelv radicalized,

homegrown terrorists are assessed as among the most significant terrorist threats faced by Western
nations.72 Furthermore, attacks in Paris, Brussels, and other major cities d€monstrate the risk of smaII, weII-organized attack

cells operating in relative plain sight.73 Whether it is a lone wolf, or a small cell of organized
operatives, communication is obviously essential for their success. And, because it is no mystery that

the government is constantly seeking to identify and preempt terrorist attacks, it must be self-evident to
such individuals that identification and exploitation of dark communication zones will substantially
enhance their likelihood of success. Investigations into several attacks, such as the ISIS Paris bombings

and the Brussels airport bombing, indicate that operatives relied on WhatsApp for vital
communications. 74

The reacy availability of E2EE with no built-in front door access will almost certainly be viewed by those
. . . .. ica Li I ¢

asymmetric warfare, they will seek to exploit what is viewed as a self-inflicted vulnerability to the

maximum extent. The more confident they are in the immunity of their communications from timely

government surveillance, the more likely it is they will rely on such dark spaces. sut this also means that the
government is all that more likely to increase efforts to penetrate such spaces. And this really frames the ultimate

question in the ENCIY. Qtion debate: does increasing the difficulty of lawful government access ultimately advance or compromise legitimate privacy interests?
The answer to this question may be derived in part from the multipronged legal framework the U.S. relies on for counterterrorism operations.75

Companies will innovate solutions.

Joris Van Hoboken 14, Professor of Law at Brussels School of Governance, Associate Professor at the
Institute for Information Law, “Privacy and Security in the Cloud: Some Realism about Technical Solutions
to Transnational Surveillance in the Post-Snowden Era,” Hein Online, xx/xx/2014,
https://heinonline.org/HOL/Page?handle=hein.journals/maine66&div=24&collection=journals, tristan

IV. CLOSING BACKDOORS AND SHAPING FRONT-DOORS

When looking at the measures discussed in the previous Section, it becomes clear that there are technical possibilities to design cloud services
in ways that limit the ability of cloud providers to access the data of their customers. This Article takes the position that the gngging
discussions over cloud security and the increased worries over transnational surveillance are likely to Spur further

innovation and subsequent adoption of such solutions in the marketplace.

High-security demanding customers such as government agencies and corporate and organizational users with particularly strict demands for

information security are likely to drive these market responses.214 Customers will insist upon better guarantees of
security and confidentiality and may refuse to do business with popular, U.S.-based cloud services subject to

far-reaching government surveillance POWETrS. Indeed, they may be barred from doing so under new proposals in Europe and

elsewhere requiring their citizens to rely on local cloud services.215 In the market for individual users of cloud resources, there may

generally be an increasing demand for better security and privacy safeguards as a result of the widely discussed
examples of mass surveillance of online interactions and communication. In addition, law and regulation may increasingly require that certain
types of disproportionate lawful access to cloud data be excluded if cloud providers want unrestricted access to the market.



T-Attackers USE encryption to coordinate---access solves.
Toulas ’24 [Bill Toulas; infosec news reporter @ BC; 12-3-2024, "Police seize Matrix encrypted chat
service after spying on criminals," BleepingComputer,

https://www.bleepingcomputer.com/news/security/police-seize-matrix-encrypted-chat-service-after-spy
ing-on-criminals/, accessed: 10-12-2025] william

An international law enforcement operation codenamed 'Operation Passionflower' has shut down
MATRIX, an encrypted messaging platform used by cybercriminals to coordinate illegal activities while

evading police.

It should be noted that MATRIX is a different entity from the secure open-source, decentralized, real-time communications protocol with the
same name, which is perfectly legal to continue using.

The operation was conducted across Europe, including France, the Netherlands, Italy, Lithuania, Spain,
n rmany, and w rdin Eur | and Eurojust.

A crime enabler
The police tracked down MATRIX after recovering the phone of a shooter who attempted to assassinate journalist Peter R. de Vries in July 2021.

After analyzing the phone, they discovered it was customized to connect to an encrypted messaging service called Matrix.

A joint investigation team (JIT) between the Dutch and French authorities allowed the QO"CE to monitor and intercept 2.3

million messages in 33 different languages sent through the devices. However, no technical details were provided on how they could do
so.

"For three months, authorities were able to monitor the messages from possible criminals, which will
now be used to support other investigations." reads an announcement by Europol.

"During a coordinated operation supported by Eurojust and Europol, the messaging service was taken down by Dutch and French authorities
and follow-up actions were executed by their Italian, Lithuanian and Spanish counterparts."

MATRIX's 40 servers spread across Europe facilitated the communications of at least 8,000 user
accounts, who paid between $1350 and $1700 in cryptocurrency for a Google Pixel-based device and a six-month subscription to the service

installed on the phone.

Pre-E2E adoption thumps.

Eric Manpearl 17, Senior Fellow at the Robert S. Strauss Center, J.D. from the University of Texas
School of Law, M.A. from Lyndon B. Johnson School of Public Affairs, B.A. from Rice University,
“Preventing 'Going Dark': A Sober Analysis and Reasonable Solution to Preserve Security in the
Encryption Debate,” SSRN, 11/15/17, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3068578,
tristan

Benjamin Wittes, a senior fellow at the Brookings Institution and cofounder of Lawfare, has raised the point that maior Internet
companies currently have the ability to decrypt information.1 42 Google has the ability to decrypt Gmail and
Gchat communications because this allows Google to target users for advertisements. 14 3 Also, Gmail is able to

filter spam, which can contain malwa I'e, because Google can read emails ‘plaintext, which would not be possible with end-to-end
encryption. Further, Google offers the full text search of files stored in the cloud, which requires access to plaintext, too, and could not occur

with end-to-end encryption. 14 5 There have not been security issues with Google's services thus far. 14 6 Despite a

lack of security problems, Google has announced that it will offer a messaging application, Allo, that will use opt-in (not default) end-to-end
encryption, and video calling application, Duo, that will use default end-to-end encryption. 14 7 Facebook's Messenger used to be
able to be decrypted by Facebook.1 4 8 Although the company has started testing opt-in (not default) end-to-end




encryption for Messenger, Facebook has POt indicated this move is because the service was insecure. 14 9 in addition, Apple
continues to enable iCloud backups to occurin @ manner that can be decrypted. once again, there have not been
security issues with the service."s Thus, there does not seem be evidence that these major Internet cOmpanies’

services are insecure because they have the ability to decrypt information. some of the fears of insecurity seem to
actually stem from a disdain for lawful surveillance. However, lawful surveillance is not a cybersecurity risk.




2AC---AT: Alternatives Solve

Alternatives fail.

Mack 20 [william Mack; Master of Arts in Security Studies; Naval Postgraduate School; “The Key to

Lawful Access: An Analysis of the Alternatives Offered in the Encryption Debate”; pp 86-87;
https://apps.dtic.mil/sti/citations/AD1126508; DOA:11-19-2025] auraine

E. CONCLUSION

While this thesis has examined the alternatives individually, some of the literature on the subject suggests that the alternatives should be
viewed in unison. That is, policy going forward should maintain that all these alternatives should be implemented instead of just a singular
option as the solution. Where one alternative is not successful, another may be. When lawful hacking does not result in accessing a device, for

example, collecting metadata may provide investigators and prosecutors with the evidence they need to move forward. However, as the

analysis and the case studies illustrate, these alternatives have too many drawbacks even when grouped
as a whole because NONE@ can ensure Complete access to the content that law enforcement needs.

Another gauge of the effectiveness of these alternatives in totality is that government agencies are

already using all the alternatives yet still sounding the alarm for lawful access because of the challenges
it continuallv faces in decrvpting data. while these options are offered as alternatives to lawful access, they already serve as

methods for investigation and intelligence collection on a regular basis, and are often fruitful methods as well. However, the case

studies illustrate that in many instances, these methods are ultimately ineffective at granting agencies
the range of access to the content of communications and mobile devices that those agencies need.

Empirics prove.

Economist 24, British News Organization, “The largest sting operation you’ve never heard of,” The
Economist, 7/16/24,
https://www.economist.com/culture/2024/07/16/the-largest-sting-operation-youve-never-heard-of,
tristan

In 2018 the FBI went one better with Operation Trojan Shield. “Dark Wire” by Joseph Cox, a technology journalist and the co-founder of 404
Media, a website, tells the story of how AMErican and Australian officials quietly established Anom, an encrypted

messaging service, to attract criminals seeking to evade surveillance on traditional platforms.

The app promised whizzy features, such as messages that would auto-delete and the ability to send voice notes that
scramble a user’s voice. In reality, all the data was funnelled to a server in Lithuania, which was an open book to the m The result

Was an intelligence bonanza, with the FBI processing as many as 1m messages a day in 45 languages. That led to the arrest of more
than 1,000 people and the seizure of hundreds of firearms by the time the operation was wound up, and the subterfuge
revealed, in 2021. [t was the largest law-enforcement sting operation ever.

Mr Cox, who spent years doggedly tracking the story and getting to know its players, many of them unsavoury international gangsters, has
written a vivid account of the saga. The pages pop with dramatic irony: criminals trade cocaine and confess to lurid murders
in the belief that their incriminating texts and messages are safe from prying eyes. one agent confesses “chuckling to

myself, as these guys in whatever foreign country are going back and forth, talking about the FBI”.

Drug smugglers and hitmen speak for themselves, their personalities memorably captured by their own messages. Maximilian Rivkin, known as
“Microsoft”, a sociopathic Swedish polyglot, plots crimes in Croatian, English, Spanish and Swedish. “He punctuated his assassination plans with
heart and thumbs-up emojis,” writes Mr Cox. At one stage, Mr Rivkin requests a bulk discount for ordering multiple murders at once.

“Dark Wire” conveys the moral ambiguities and grubby trade-offs inherent in this sort of intelligence work. “The FBI was happy to allow some
crimes to play out...if it meant collecting intelligence on other ones,” writes Mr Cox. “Some crimes ultimately weren’t worth burning the



entirety of Anom over.” On around 150 occasions the FBI had to intervene to stop a threat to life, passing QngI@_LLS of murder plots tO
local authorities around the world, often disguising the source of the intelligence.

The book also raises deeper questions about the nature of secrecy, privacy and the law. If you want to communicate securely with someone
without others eavesdropping, it makes intuitive sense to choose a device optimised for that purpose, such as Anom. The problem is that the
people who go to such lengths to communicate privately often tend to be those who have something to hide, such as spies or criminals. Those
devices, like Crypto AG machines before them, thus become particularly attractive targets for intelligence agencies and police forces. That, at
least, is how it used to work.

Nowadays “end-to-end” encrygtion—the method of enciphering your messages so that they look garbled to anyone who should

intercept them en route—iS widely available on apps such as Meta’s WhatsApp, Apple’s iMessage and Signal. The result is that criminals
and law-abiding citizens mingle on the same platforms.

Mr Cox says that security agencies see “large-scale, bulk interception missions” like Operation Trojan Shield as the future of

the fight against organised crime. But can they pull off such a big coup again? Criminals will no doubt be warier of digital Trojan
horses.




Military




2AC---AT: Military

Military systems are distinct.

Eversden '21 [Andrew Eversden, graduate of American University. 8-11-2021, "US Army awards $774
million encryption device contract", Army Times,
https://www.armytimes.com/battlefield-tech/it-networks/2021/08/11/us-army-awards-774-million-encr
yption-device-contract/, doa 10-31-2025] //ALuo

WASHINGTON — The U.S. Army chose Sierra Nevada Corp. and General Dynamics Mission Systems to
build its next-generation encryption device that will secure the joint force’s future tactical network, the

service announced Wednesday.

The two companies will participate in the development, production and sustainment of the Next Generation Load Device-Medium, a
cryptography tool to secure the service’s network from adversaries’ cyber and electronic warfare threats. The contract, worth up to $774.2
million over 10 years, was awarded by Program Executive Office for Command, Control, Communications-Tactical.

The advanced cryptology device that will replace the Army’s legacy Simple Key Loader devices. The new
capability will allow network managers to reconfigure cryptographic products, remotely download new
software and improve operational environment awareness, according to a PEO C3T press release.

“The NGLD-M will enable delivery of the strongest NSA-generated cryptographic keys to tactical, strategic, and enterprise network systems
operating from secret to the highest levels of security classification,” said Paul Mehney, communications director for PEO C3T. “Through

over-the-air capability, modern cryptographic algorithms will be transferred by NGLD-M to counter the threats posed by increased proliferation
of adversarial cyber and electronic warfare.”

The vendors will share an initial $74 million award for development and low-rate initial production, scheduled for fiscal 2024 along with an
operational test.
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and foreign miIitary partners. The Army expects to stick with its multivendor approach through the production process and could add
vendors in the future as industry capabilities mature, Mehney said.

“NGLD-M will be the biggest materiel change in cryptographic key delivery in twenty years,” Michael Badger, product lead communications
security, said in a statement. “It will transform COMSEC both in the strength of keys NGLD-M can handle and in

the security of its delivery mechanisms.”

The release of the NGLD-M request for proposals was delayed last summer after the Army decided to adjust its acquisition strategy. The RFP
was released in November.
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China’s ahead. Postdates.

Riggi '25 [Justin Riggi, 9-23-2025, "How China Is Outperforming the United States in Critical
Technologies", ITIF,
https://itif.org/publications/2025/09/23/how-china-is-outperforming-the-united-states-in-critical-techno
logies/, doa 10-26-2025] //ALuo

China has emerged as the leading global power in the creation of emerging technologies, dramatically
outperforming the United States in the vast majority of critical technological fields. A key indicator of

this is that China is dominating the United States when it comes to scientific publications.

This is concerning as it threatens to erode U.S. leadership across the innovation landscape. ITIF conducted a comprehensive analysis of China’s
innovation capabilities last year, and that research concluded that China’s strategic, state-backed scientific
advancement across advanced sectors—driven by bold industrial policy, generous government
subsidies, and ecosystem integration—has resulted in a surge of global patents, indicating it has
transitioned to become a global innovation leader. china is demonstrating dominance in robotics, leading in battery supply,

innovating public health by doubling clinical biotech trials, OUtpacing in quantum communication with a 1,200-mile QKD

corridor, experiencing near-peer achievement in Al output, and narrowing gaps in semiconductors and chemicals.

Similarly, according to the latest findings from Australian Strategic Policy Institute’s (ASPI) Critical Technology Tracker, which evaluates 64 critical technology categories across 8 domains (e.g.,
artificial intelligence and robotics), show that China leading in 57, while the United States leads in only 7 technology sub-categories. This is concerning because these critical technologies are
the key input to advanced sectors that China is quickly overtaking.q When evaluating the top 10 percent of high-quality scientific publications, ASPI finds that China surpasses the United States
across all 8 critical technology domains. The gap is particularly pronounced in the energy and environment domain, where China accounts for 46 percent of top-tier publications compared to
just 10 percent for the United States. Despite U.S. leadership in Al, China produces more top publications, contributing 30 percent versus 18 percent for the United States. (See figure 1.)9 Figure
1: Share of the top 10 percent of quality publications across eight critical domains9 China’s dominance is even more evident at the subdomain level. Across the 64 subcategories, there are
multiple areas in which China leads the United States by more than 50 percentage points in their respective shares of the top 10 percent of publications. For example, China leads by 60
percentage points in hypersonic detection and tracking technologies. It holds a 56 percentage point lead in high-specification machining processes, which is a key component of advanced
manufacturing. (See figure 2.)9 Figure 2: Subfields in which China’s share of the top 10 percent of quality publications is more than 50 percentage points greater than the U.S. shareq
Fortunately, there are some areas where the United States retains a lead over China. In 7 of the 64 critical technology categories, American researchers produce a higher share of the top 10
percent of quality publications. Notable advantages include vaccines and medical countermeasures, quantum computing, and atomic clocks—all areas where the United States leads by at least
10 percent. Furthermore, smaller U.S. leads exist in natural language processing, genetic engineering, nuclear medicine and radiotherapy, and small satellites. (See figure 3.)9 Figure 3: Subfields
in which the U.S. share of the top 10 percent of quality publications is greater than China’s shareq] Additionally, ASPI identifies 24 technologies at high risk of becoming monopolized by China
and another 19 at medium risk. This assessment is based on China’s share of the world’s top 10 research institutions and its publication lead over the next-closest competitor. Many of the
high-risk technologies have clear defense applications, such as radar, advanced aircraft engines, drones, swarming and collaborative robots, and satellite positioning and navigation. (See table
1.)9 Table 1: Technologies at risk of becoming monopolized by China according to ASPI

China’s progress is the result of decades-long investments in education and research aimed at building

technological capability. These investments are now vielding significant returns, with implications for
military, economic, and scientific leadership. China’s aggressive talent recruitment programs, such as

the Thousand Talents Plan, have successfully lured foreign-educated science and technology experts to
help accelerate progress in specific industries, particularly semiconductor manufacturing. Furthermore, China’s heavy emphasis on STEM

education has led it to award more STEM degrees than any country in the world—more than four times the number awarded in the United
States.

Importantly, the Chinese government has also established strong linkages between academia, industry,
and the military as part of its “Military-Civil Fusion” strategy. By eliminating institutional barriers

between the civilian and military sectors, China has stimulated the rapid development of emerging
technologies in service of its national defense and strategic ambitions.

Critical infrastructure isn’t online---can’t be hacked.

Flaherty 19 [Kate O'Flaherty, cybersecurity and privacy journalist @ Forbes, 7-3-2019, U.S.
Government Makes Surprise Move To Secure Power Grid From Cyberattacks, Forbes,
https://www.forbes.com/sites/kateoflahertyuk/2019/07/03/u-s-government-makes-surprise-move-to-se
cure-power-grid-from-cyber-attacks/, Willie T.]
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technologies. it comes after numerous attempts by foreign actors to launch cyberattacks on so-called

critical national infrastructure (CNI).

Nations have been trying to secure the industrial control systems that power CNI for years. The challenge lies in the fact that these systems were
not built with security in mind, because they were not originally meant to be connected to the internet.

N overnmen N ad 0 e POW D

It is with this in mind that the U.S. has responded with a new strategy: rather than bringing in new technology

and skills, it will use analog and manual technology to isolate the grid's most important control systems.
This, the government says, will limit the reach of a catastrophic outage.

"This approach seeks to thwart even the most sophisticated cyber-adversaries who, if they are intent on
accessing the grid, would have to actually physically touch the equipment, thereby making cyberattacks

much more difficult,” said a press release as the Securing Energy Infrastructure Act (SEIA), passed the Senate

floor.
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The U.S. leads the Al race, but China’s right behind.

Schnedler 25 [Christian (leader in cybersecurity innovation), Duyane Norman (author and speaker
within the Intelligence Community on innovation), 10-27-2025, “Winning the Innovation Race: Why
America’s Allies Are the Key to Beating Beijing”, The Cipher Brief,
https://www.thecipherbrief.com/us-china-tech-race, accessed 10-30-25] wrong

Precision U.S. airstrikes against Iran’s nuclear program last June demonstrate American technological prowess built on decades of 20th Century
Cold War Era investment and innovation. Today, the U.S. continues to originate new technology, vet it finds itself in a

race with rivals such as China and Russia to dominate Al, quantum computing, robotics, semiconductors, cyber, and other frontier technologies

poised tO define global Ieadershig in the 21st Century.q To prevail and prosper in this new geopolitical struggle, the U.S. must build
and maintain networks of investors, customers, and collaborators among allies with common values and interests. By forging such networks,

the U.S. can accelerate the technology innovation and implementation velocity crucial to outpacing its

[iyals and their formidable manufacturing capacity, human talent base, and financial resources.q Opportunities (and Risks) of Buyer Alliancesq

Much of Washington’s bigartisan CONSENSUS on the necessity of American technology leadership has rightly focused on the

’

nation i “build the future” at home, safely beyond China’s sphere of predation in East Asia, creating American jobs

and national wealth, and on terms that ensure these technologies reflect American values.q National innovation initiatives, such as the

CHIPS Act, support domestic production of advanced semiconductors, and the Trump and Biden Administrations
have rightly advocated robust domestic Al innovation initiatives within our own borders.q But the other side of
the 21st Century innovation race is a sprint to forge Strong alliances abroad, with buyers who will accelerate domestic efforts

by investing in, buying, deploying, and fine tuning U.S. innovations at a greater scale and profit than would ever
be possible were U.S. builders limited to merely selling to U.S. government agencies and corporations at home.q Mmﬁmﬂl,ijﬂlﬂ

and gotential allies in Europe, Asia, the Middle East, and beyond share secu rity CcoNncerns about aggressive states such as China,
Russia, Iran, and North Korea, and many share U.S. concerns related to the economic, intelligence, and security implications of future
dependence on technologies developed in China.q While Chinese-based technology builders such as Huawei and DeepSeek have potential to

outpace U.S. competitors in the coming years, the Western innovation ecosystem continues to produce the finest and
greatest variety of technology solutions. BY leveraging allied investments in new digital infrastructure and national security,

guality, variety of options, and open standards to enable these states to implement the technologies
Ibwimmgujﬂnizg while protecting themselves from aggression and maintaining their digital sovereignty.q Shmlsl_thg
U.S. fail to forge these essential partnerships, Chinese rivals will outflank America’s technology builders, penetrate

dNd gdin permdnen QOtNOIC N Toreign Mmdarke dNa €50d D N 8100d ecnnology negemony over the world’s
frontier technologies, and the future.q A Common Defense of Buyer Alliances Strengthens US National Securityq These technology buyer
partnerships are not merely about hardware and software sales, market penetration, technology jobs, and reinvestment of newly created
wealth at home. By deploying U.S. national security technologies across a wide range of allies abroad, the cost of building, maintaining, and
enhancing them at home will decline as their efficacy, lethality, and capacity to deter aggression will surge.q It was the open markets of
globalization that enabled Chinese firms to build up tremendous commercial manufacturing capacity in everything from electric cars to
computing and telecommunications systems, robotics, ships, pharmaceuticals, and drones. The CCP has leveraged this manufacturing capacity
and technical expertise to build new military technology capabilities to threaten the U.S. and its allies. China’s dual-use manufacturing capacity
is on vivid display in Ukraine, where the country’s warfighters favor inexpensive, highly-functional drones built with components manufactured
in China.q U.S. cybersecurity, Al, and defense tech software technologies are only as impactful as their feedback loops—their capacity to ingest
massive amounts of threat and performance data in order to learn and improve their defensive capabilities moving forward.q In the same way
U.S. drone technologists are observing and learning how drones are performing (and under-performing) in contested Russia-Ukraine battlefield
environments, deploying American security technologies along all fronts of geopolitical conflict will make U.S. defenses at home smarter, faster,
more creative, more autonomous, and more lethal based on their ability to learn how our adversaries are operating and understanding the
weapons and tactics they are likely to use against America’s military and homeland.q Finally, establishing U.S. technologies’ dominance in more
countries ensures the U.S. will define technology standards as they are adopted more broadly. As they are adopted, the U.S. and its allies are in
a better position to collaborate, surge resources as needed, and execute to resolve threats faster in times of tremendous crises.q The Race

Aheadq We applaud the Trump Administration’s efforts to build on existing domestic “technology builder”



https://www.thecipherbrief.com/us-china-tech-race

C . This “technology buyer”
dlplomacy was on dlsplay in April when President Trump, accompanied by Ieadlng technology executives from OpenAl, Nvidia, and others,

visited members of the Gulf Cooperation Council (GCC) to establish substantial technology partnership deals. We strongly support the the

Administration’s efforts to negotiate sector-specific Qartnershlgs in A semiconductors, cybersecurity, and rare earths
( ; : ) 3lia, and others.q Winning the
21st Century innovation race WI|| ensure America's Iong -term natlonal securlty, economic prosperity, and
freedom to determine its own destiny. Policymakers have achieved a rare consensus that existential geopolitical rivalries demand

the US maximize the unique strengths of its private sector with public sector advocacy and investment at home. But because the geopolitical
struggle with China and others is global and the stakes of the competition so high, America must forge partnerships that accelerate its
investments and efforts at home to effectively meet the challenges confronting her abroad.

supply chains Wi

Voting affirmative hinders competitiveness.

Levine 25 [Joshua (research fellow in technology policy @ the Foundation for American Innovation),
“Al, Encryption, and Data Flows: Policy Imperatives for U.S. Leadership,” The National Interest,
02-26-2025,
https://nationalinterest.org/blog/techland/ai-encryption-and-data-flows-policy-imperatives-for-u-s-lead
ership, DOA 10-22-2025] abhi

Avoid Regulations Undermining End-to-End Encryptions cybersecurity is an increasingly imnportant paradigm for
lawmakers interested I protecting the American public as well as competing in geopolitical competition with China.
End-to-End Encryption (E2EE), a type of messaging that ensures information sent between two parties is
private from everyone but the two exchanging parties, is vital to protecting non-public information and
ensuring individual privacy. A rash of cyberespionage operations conducted in recent yearsg\[ state-sponsored hacking groups
aligned with nations such as China, Iran, and Russia, as well as independent groups interested in extorting public and private

actors, have put millions of Americans’ personal information at risk. Such operations have also created vulnerabilities in critical infrastructure
around the country, leading the US government to recommend private encrypted messaging services for official business. q At the same time,
legislative efforts in the US and abroad, most recently in the United Kingdom, have attempted to force software providers to create “backdoors,”
for law enforcement to access encrypted networks to prevent the use of such tools for illegal means. While these proposals are looking to solve

a serious problem, the second-order effects ofdestroying E2EE would be significant. This would make millions of

Americans and people around the world more vulnerable to cyber attacks. Undermining digital tools that
can be trusted to support American digital security, anonymity, and privacy would be a boon to our

Chinggg ggmpgtitgrg, not to mention other nations that would benefit from American companies’ and government actors’ weaker
information security. Domestically, state and federal lawmakers should not advance legislation that would undermine services that utilize E2EE.

Globally, the United States should dissuade foreign governments from passing laws that would require American firms to create

backdoors into encrypted services.s Strengthen Agreements Related to Cross-Border Data Flowsq Access to high-quality
trainin is an imperative for continued development of Al m Is for private and public-sector use.

Chinese tech dominance results in nuclear.

Kroenig 21 [Matthew; Winter; professor of government and foreign service at Georgetown University
and the director of the Scowcroft Strategy Initiative at the Atlantic Council; Strategic Studies Quarterly,
“Will Emerging Technology Cause Nuclear War?: Bringing Geopolitics Back In,” Vol. 15, Issue 4,
https://www.airuniversity.af.edu/Portals/10/SSQ/documents/Volume-15_Issue-4/D-Kroenig.pdf, DOA
04-18-2025] wrong

If Moscow acquired a newfound ability to more easily invade and occupy territory in Eastern Europe, for example (or if Putin believed Russia
had such a capability), it is more likely RUSS{@ would be tempted tow Likewise, Lf&h.l.nﬂw

enhanced ability through new technology to invade and occupy Taiwan or contested islands in the East or
Sou l;h thna Seas, Beijing’s leaders might also find this opportunity tempting. If new technology enhances either power’s anti-access,


https://www.airuniversity.af.edu/Portals/10/SSQ/documents/Volume-15_Issue-4/D-Kroenig.pdf

area-denial network, then its leaders may be more confident in their ability to achieve a fait accompli attack against a neighbor and then block a

US-led liberation. These are precisely the types of Shifts in the balance of power that can lead to war. As mentioned
previously, the predominant scholarly theory on the causes of war—the bargaining model—maintains that imperfect information on the balance
of power and the balance of resolve and credible commitment problems result in international conflict.52 New technology can exacerbate these
causal mechanisms by increasing uncertainty about, or causing rapid shifts in, the balance of power. Indeed as noted above, new military
technology and the development of new operational concepts have shifted the balance of power and resulted in military conflict throughout
history. Some may argue emerging military technology is more likely to result in a new tech arms race than in conflict. This is possible. But

Moscow and Beijing may come to believe (correctly or not) that new technolo rovides them a usable
military advantage over the United States and its Allies and partners. In so doing, they may Underestimate Washington. it
Moscow or Beijing attacked a vulnerable US Ally or partner in their near abroad, therefore, there would be a risk
of major war with the potential for nuclear escalation. The United States has formal treaty commitments with
several frontline states as well as an ambiguous defense obligation to Taiwan. If Russia or China were to attack these
states, it is likely, or at least possible, that the United States would come to the defense of the victims. While many question the
wisdom or credibility of America’s global commitments, it would be difficult for the United States to simply back down.
Abandoning a treaty ally could cause fears that America’s global commitments would unravel. Any US

president, therefore, would feel great pressure to come to an Ally’s defense ...

he purpos o T deterence

the likelihood of armed ion against US regional allies, major power war, and an increased risk of nuclear escalation.

n4China would tend to

employ technology toward advancing revisionist aims. Technological advances in these countries are therefore much more likely to disrupt the prevailing international order and nuclear strategic stability
threaten nuclear strategic stability.

e, Techologae . ies weore. should ging o
edge over their adversarie: 410 AENY emessing mitary 1€CNOIOGY 10 fusss s ChiNA - - sanecONsequences of failure could be shifts in the

international balance of power, conflict among great powers, and an increased risk of nuclear war.

The impact is human extinction.

Clare 25 [Stephen Clare (former research fellow @ the Forethought Foundation) 03-xx-2025, “Great
power war”, 80,000 Hours, https://80000hours.org/problem-profiles/great-power-conflict/, accessed
08-12-25]

A modern great power war coOuld see nuclear weapons, bioweapons, autonomous weapons, and other
destructive new technologies deployed on an unprecedented scale.s It would probably be the most
destructive event in history, shattering our world. It could even threaten us with extinction.s we’ve come

perilously close to just this kind of catastrophe before.q On October 27, 1962 — near the peak of the Cuban Missile Crisis — an American U-2
reconnaissance plane set out on a routine mission to the Arctic to collect data on Soviet nuclear tests. But, while flying near the North Pole, with
the stars obscured by the northern lights, the pilot made a navigation error and strayed into Soviet airspace.19 Soviet commanders sent fighter
jets to intercept the American plane. The jets were picked up by American radar operators and nuclear-armed F-102 fighters took off to protect
the U-2.9 Fortunately, the reconnaissance pilot realised his error with enough time to correct course before the Soviet and American fighters
met. But the intrusion enraged Soviet Premier Nikita Khrushchev, who was already on high alert amidst the crisis in Cuba.q “What is this, a
provocation?” Khrushchev wrote to US President John F. Kennedy. “One of your planes violates our frontier during this anxious time when
everything has been put into combat readiness.”q If the U-2’s path had strayed further west, or the Soviet fighters had been fast enough to
intercept it, this incident could have played out quite differently. Both the United States and the USSR had thousands of nuclear missiles ready
to fire. Instead of a nearly-forgotten anecdote, the U-2 incident could have been a trigger for war, like the assassination of Franz Ferdinand.q
Competition among the world’s most powerful countries shapes our world today. And whether it’s through future incidents like the lost U-2, or
something else entirely, it’s plausible that it could escalate and lead to a major, devastating war.q Is there anything you can do to help avoid such
a terrible outcome? It is, of course, difficult to imagine how any one individual can hope to influence such world-historical events. Even the most
powerful world leaders often fail to predict the global consequences of their decisions.q But | think the likelihood and severity of great power
war makes this among the most pressing problems of our time — and that some solutions could be impactful enough that working on them may
be one of the highest-impact things to do with your career.q By taking action, | think we can create a future where the threat of great power war

is a distant memory rather than an ever-present danger.q Summaryg EcConomic growth and technological progress have
bolstered the arsenals of the world’s most powerful countries. That means the next war between them could be far

worse than World War 1I, the deadliest conflict humanity has yet experienced.q Could such a war actually occur? We can’t rule out the
possibility. Technical accidents or diplomatic misunderstandings could spark a conflict that quickly escalates.

Or international tension could cause leaders to decide they’re better off fighting than negotiating.s.........
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.. HOW bad could a modern great power war be? over time, two related factors have greatly increased humanity’s capacity
to make war. 33 First, scientific progress has led to the invention of more powerful weapons and improved military efficiency. Second,
economic growth has allowed states to build larger armies and arsenals. Since World War I, the world economy has grown by a factor of more
than 10 in real terms; the number of nuclear weapons in the world has grown from basically none to more than 9,000, and we’ve invented
drones, missiles, satellites, and advanced planes, ships, and submarines. Ghengis Khan’s conquests killed about 10% of the world, but this took

place over the course of two decades. Today that proportion may be killed in a matter of hours. First, nuclear weapons could be

used. Today there are around 10,000 nuclear warheads globally.34 At the peak of nuclear competition between the United States and the
USSR, though, there were 64,000. If arms control agreements break down and competition resurges among two or even three great powers,
nuclear arsenals could expand. In fact, China’s arsenal is very likely to grow — though by how much remains uncertain. Many of the nuclear
weapons in the arsenals of the great powers today are at least 10 times more powerful than the atomic bombs used in World War 11.35

Should these weapons be used, the consequences would be catastrophic. By any measure, such a war would be by
far the most destructive, dangerous event in human history, m the potential to cause billions of deaths. The probability that it would, on its
own, lead to humanity’s extinction or unrecoverable collapse, is contested. But there seems to be some possibility — whether th rough a
famine caused by nuclear winter, or by reducing humanity’s resilience enough that something else, like a
catastrophic pandemic, would be far more likely to reach extinction-levels (read more in our problem profile on
nuclear war). Nuclear weapons are complemented and amplified by a variety of other modern military
Igﬂj_ng_lggjﬁ, including improved missiles, planes, submarines, and satellites. They are also not the only military technology with the

potential to cause a global catastrophe — DiOWeapons, too, have the potential to cause massive harm through




mwwjﬁm&_ What’s more, humanity’s war-making capacity seems poised to further increase in the coming

years due to technological advances and economic growth. Technological progress could make it cheaper and easier for more states to develop
weapons of mass destruction. In some cases, political and economic barriers will remain significant. Nuclear weapons are very expensive to
develop and there exists a strong international taboo against their proliferation. In other cases, though, the hurdles to developing extremely
powerful weapons may prove lower. Improvements in biotechnology will probably make it cheaper to develop bioweapons. Such weapons may
provide the deterrent effect of nuclear weapons at a much lower price. They also seem harder to monitor from abroad, making it more difficult

to limit their proliferation. And they could spark a global biological catastrophe, like a major — possibly
existentially catastrophic — Pa ndemic. Artificial intelligence systems are also likely to become cheaper as well as more powerful.

It is not hard to imagine important military implications of this technology. For example, Al systems could control large groups of lethal
autonomous weapons (though the timeline on which such applications will be developed is unclear). They may increase the pace at which war is
waged, enabling rapid escalation outside human control. And Al systems could speed up the development of other dangerous new
technologies. Finally, we may have to deal with the invention of other weapons which we can’t currently predict. The feasibility and danger of
nuclear weapons was unclear to many military strategists and scientists until they were first tested. We could similarly experience the invention
of destabilising new weapons in our lifetime. What these technologies have in common is the potential to quickly kill huge numbers of people:

A nuclear war could kill tens of millions within hours, and many more in the following days and months. A ru naway bioweagon could

prove very difficult to stop. Future autonomous systems could act with lightning speed, even taking humans out of the
decision-making loop entirely. Faster wars leave less time for humans to intervene, negotiate, and find a resolution that limits the damage. How
likely is war to damage the long-run future? When a war begins, leaders often promise a quick, limited conflict. But escalation proves hard to
predict ahead of time (perhaps because people are scope-insensitive, or because escalation depends on idiosyncratic decisions). This raises the
possibility of enormous wars that threaten all of humanity.
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	The US is launching strikes on cartels, decking US-Mexico relations. 
	That causes domestic instability and escalation of conflicts---only closer cooperation and intel-sharing with Mexico solves. 
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