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Introduction 
Artificial intelligence has been advancing rapidly in recent years and is becoming increasingly 
ubiquitous and impactful. People around the world use AI-based search engines, image 
recognition, and machine translation on a daily basis. AI is used extensively in medical 
diagnosis, the financial markets, business analytics, and manufacturing. Many cars have at 
least a limited form of AI-powered self-driving ability. Closer to the cutting edge of research, 
there have been impressive and well-publicized advances in natural language generation, game 
playing, and medical research. (See e.g., [1]–[3].) 
 
However, researchers have discovered that these new capabilities come with many new or 
exacerbated challenges. For example, tiny changes to an image can trick classification 
algorithms into misclassifying the image, and subtly mis-specifying the algorithm’s goals can 
lead to surprising and unwanted behavior. Modern AI algorithms are often very opaque to 
human understanding, they often have difficulty generalizing to environments that they have 
never encountered before, and they can be extremely difficult to test for compliance with 
regulations. There are also many challenges related to security, human-machine interactions, 
ethics, and governance. These problems have stymied the advance of potentially very beneficial 
AI applications, and they have led to increased worries about the potential damage that AI 
applications may cause.  
 
The purpose of this report is to provide a summary of the current state of AI safety and 
assurance research, including descriptions of the different types of challenges as well as current 
research directions. The report is intended for three primary audiences: Institute for Assured 
Autonomy leadership and project managers; policy makers with general AI knowledge; and 
technical and academic communities across the computer science, engineering, and technology 
policy domains. 
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Scope and Terminology 
This report is primarily focused on autonomous systems that utilize machine learning (ML), 
since machine learning is the key driver behind many of the most difficult challenges facing AI 
and autonomous systems more broadly. As a secondary focus, we will discuss autonomous 
systems and AI/ML systems more broadly as they relate to or are similar to the challenges faced 
by ML-enabled autonomous systems. (See Figure 1.) 
 

 
Figure 1: This report focuses specifically on ML-enabled autonomous systems. We do not focus as much on 

autonomous systems or AI and ML systems more broadly, except as they relate to the ML-enabled autonomous 
systems challenges we discuss. 

 
In this report we will use the following general definitions: 

●​ Autonomous system (AS): A system that can make decisions independently or with 
minimal supervision from human operators.[4] 

●​ Artificial intelligence (AI): A software system that can reason in ways comparable to the 
way that humans think, or comparable to some idealized standard of rational thinking.1[5] 

●​ Machine learning (ML): A set of methods that can automatically detect patterns in data, 
and then use the uncovered patterns to predict future data, or to perform other kinds of 
decision making under uncertainty.[6] 

●​ Critical system: A system whose failure may lead to injury or loss of life, damage to the 
environment, unauthorized disclosure of information, or serious financial losses.[7] 

●​ Safety-critical system: A system whose failure may result in injury, loss of life, or serious 
environmental damage.[7] 

●​ Assurance: Justified confidence that the system will perform as expected.[4] 
 
Note that even though we mostly focused on ML, we will nevertheless continue to use the term 
“AI safety” because that is the term that is commonly used. 
 

1 Unfortunately, the term “artificial intelligence” is somewhat ambiguous and is used by different authors to 
mean different things. Additionally, what is considered “comparable to the way that humans think” 
changes as computers become more capable and people stop considering certain capabilities as 
something human-like. More recently, some people have started using the term “artificial intelligence” to 
refer almost entirely to machine learning, to the exclusion of other types of “good old fashioned AI” 
(GOFAI). 
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Also note that this report does not exclusively focus on technical challenges and solutions, but 
on all challenges related to critical and especially safety-critical AI-enabled systems. This 
includes issues of ethics and accountability, governance, and risk analysis, among others. 

Background 

Artificial Intelligence and Machine Learning2 
Earlier periods of major AI research focused primarily on symbolic reasoning, which uses 
high-level “symbols” to represent human knowledge and reasoning in ways that computers can 
process. The “expert systems” perspective, which uses inferences based on large numbers of 
special-purpose rules derived from experts, achieved great commercial success in the 1980s. 
However, expert systems failed to scale up to very complex applications, primarily due to an 
inability to deal well with uncertainty or to learn from experience. This led to a period of “AI 
winter” when enthusiasm and funding dried up. Although other types of AI have since taken over 
the forefront of AI research, these types of symbolic “good old-fashioned AI” (GOFAI) are still 
widely used in many applications. 
 
Other types of algorithms that are often considered under the label of “AI” include various types 
of search algorithms, evolutionary algorithms, constraint optimization algorithms, and rule-based 
planning algorithms, among many others. AI is often also considered to encompass the areas of 
automated planning, natural language processing, computer vision, and robotics, regardless of 
the algorithm employed. 
 
More recently, the AI field has been dominated by machine learning algorithms. Traditionally, ML 
has been divided into three categories: supervised learning, unsupervised learning, and 
reinforcement learning (RL). 
 
Supervised learning refers to when the AI learns how to map inputs to appropriate outputs by 
observing labeled input-output pairs. For example, supervised image classification algorithms 
learn to correctly categorize images by observing thousands or millions of images together with 
their associated categories. Unsupervised learning refers to finding patterns in data without 
explicit feedback, for example by observing that certain images have characteristics that cluster 
together, without being given any labels for that cluster. Finally, reinforcement learning refers to 
learning a course of action from a series of rewards or punishments, for example learning how 
to play a game by playing it many times and receiving rewards for winning. 
 
There are many different approaches to machine learning. Some of the major approaches 
include regression analysis, clustering techniques, support vector machines, and probabilistic 
and causal inference algorithms. 
 

2 This section and the next are primarily based on [5]. 
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Parallel to these advances, work on robotics has also accelerated in recent years. The early but 
very limited semi-autonomous robots of the 1940s and 50s have been replaced with robotic 
industrial arms, dexterous grasping arms trained with deep learning techniques, self-driving 
cars, robotic delivery drones, surgical robots, and multi-limbed robotic creatures that can 
operate in a wide range of environments. 

Artificial Neural Networks and Deep Learning 
One of the most successful machine learning techniques has been artificial neural networks 
(ANNs). The idea of ANNs started in the early days of AI research, and was inspired by 
biological neural networks in the brain. At a basic level, ANNs are networks of interconnected 
nodes or “neurons,” each of which is assigned a set of numerical weights. When provided with 
an input (typically a large vector or matrix), each node applies a function that uses the weights 
to output a value. The value is then passed on to the next node or is used as one of the outputs 
of the system. During training, the system as a whole is assigned an objective function that is 
used to “grade” how well the system did at accomplishing its objective, and then that grade is 
used to tweak all of the weights in the system in order to better achieve the objective on the next 
attempt. This process is repeated again and again (possibly millions of times) until the system 
converges on a set of weights that achieves the best output for its assigned objective. 
 
Neural networks turned out to be impractical for anything really useful when they were first 
proposed, and they languished as a backwater of AI research until the popularization of the 
back-propagation algorithm in 1986.3 Deep neural networks, also known as deep learning (DL) 
algorithms, really took off in 2012, when a DL-based image recognition algorithm far surpassed 
all previous algorithms in the influential ImageNet competition.[8] DL involves many layers of 
neural nets connected to each other, with the total number of parameters sometimes numbering 
in the billions for some of the largest networks. The invention of the internet and the subsequent 
availability of massive amounts of “big data,” along with greatly increased computing resources 
using GPUs, has allowed DL algorithms to dramatically increase in capability and applicability 
over the past decade. 
 
DL has exploded into virtually every area of AI research, with very impressive results in many 
fields including image recognition, natural language processing, machine translation, and 
automated planning. DL has also started to be used for reinforcement learning, including for 
game playing, robotics, and a large number of other applications. 

3 Back propagation had been independently invented several times before that, but it did not become 
widely known until the 1986 publication of a nonmathematical presentation of the idea in Nature. 
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Figure 2: Deep learning is a type of machine learning, which is a subset of artificial intelligence more broadly. Figure 

adapted from [9]. 

AI Safety and Assurance Research Communities 
As we will discuss in detail in the rest of this report, these advances have led to numerous new 
or increased challenges in AI safety and assurance. Fortunately, several different research 
communities have begun to research these new challenges from different angles. The computer 
science and machine learning communities have approached the issues primarily from a 
technological framework, with a focus on technical algorithmic challenges. The systems 
engineering and safety engineering communities have tried to build on their existing techniques 
to find ways in which regulators can assure that AI algorithms are functioning correctly, and to 
find ways to adequately conduct testing, evaluation, verification, and validation (TEVV) for 
AI-enabled autonomous systems. The ethics and policy communities have also been heavily 
involved in related research from their own perspectives. 
 
In addition to these research communities, in recent years the subject of AI Safety has received 
a lot of attention from researchers interested in the long-term future of AI and the possibility of 
global catastrophic risks caused by very advanced AI. Research into these topics started 
primarily within certain internet-based communities, but has since expanded into a rapidly 
growing body of interdisciplinary research.4 
 
While initially these disparate research communities were only vaguely aware of each others’ 
work, more recently members of all these communities have begun hosting joint conferences 
and interacting on a regular basis. Organizations such as the Johns Hopkins Institute for 
Assured Autonomy (IAA), the Assuring Autonomy International Programme (AAIP), and the 
Consortium on the Landscape of AI Safety (CLAIS) are attempting to systematize and integrate 
these disparate fields. This report can be viewed as an important part of this systematization 
and integration. 

4 For a fascinating history of this research community, see [10]. 
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Key Challenges 

Increased Capabilities, Increased Challenges 
In the past, autonomous and AI-enabled applications were constrained to operating within 
carefully controlled settings. Before using such a system in the real world, designers could sit 
down with domain experts and brainstorm almost everything that could possibly go wrong and 
all the adverse events in the environment that might affect the system. The system could then 
be designed in such a way as to avoid those issues. Traditional software systems also allow for 
formal verification guarantees. While these guarantees don't cover all possible applications, 
traditional software (including older types of AI and ML systems) are sufficiently understandable 
to humans that experts are able to analyze them. 
 
Following design and verification, the system could be tested in situations that closely mimic the 
situations it would encounter in practice, and any problem that the tests uncovered could be 
addressed. If a problem could not be adequately addressed, then often it was possible to further 
constrain the system's operating environment or domain of application so that it would not be 
used in situations that might result in harm. This process of brainstorming what could go wrong, 
verification, and testing might be very resource intensive and require many iterations to get 
right. However, it can be done with enough success that users can be fairly confident that the 
final product will be within the range of what regulators deem to be acceptable risk. 
  
Modern AI systems, however, have proven to be much more difficult to assure. Numerous 
aspects of modern systems contribute to this increased difficulty: 
  

●​ Complex environments and applications: As AI increases in capabilities, it is applied 
to new and much more complex environments. For example, while aircraft have had 
autopilot systems for many years, these have been designed to work only in the 
relatively constrained environments of airport runways and the open air. Now, however, 
AI is being applied to self-driving cars, which operate in the much more complex 
environments of busy cities, involving numerous other cars and obstacles and a myriad 
of unusual driving situations. Because of these more complex environments and 
applications, it is much harder to anticipate all the things that might go wrong or all the 
adverse situations the system might encounter. In many cases the difficulty of 
brainstorming what could go wrong becomes great enough that it is practically 
impossible to do completely. 

●​ Very large solution space: Modern ML algorithms are powerful optimizers that can 
successfully search a very large solution space to meet whatever objective they are 
given. Many of these algorithms discover solutions that completely surprise the 
designers. For example, in one of the famous 2016 matches between AlphaGo and the 
world champion Go player Lee Sedol, the AI made a move that all of the professional 
observers thought must have been a coding error, but which ended up leading to 
AlphaGo winning the match. AI algorithms discovering very surprising solutions is not 
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such a new phenomenon.5 However, the greatly increased optimization power of recent 
algorithms has made this problem much more acute. 

●​ Extremely complex learned models: The models learned by earlier ML algorithms 
were relatively simple. For example, linear regression attempts to map the relationship 
between just two variables using a simple linear equation. Newer algorithms, however, 
are learning incredibly complex models that no human could hope to completely 
understand within a reasonable time, or even at all. This makes all the other challenging 
aspects of modern AI even more difficult, because we don't really understand what the 
AI is doing so as to anticipate what it might do in real-world settings. 

●​ Online learning: The problem of anticipating what an AI system would do under 
different conditions is made much more difficult when dealing with ML systems that 
continue to update their own models after deployment (online learning). 

●​ Emergent behaviors: The challenges presented by these factors are made even more 
difficult when AI systems interact with other AIs or with humans. It is extraordinarily 
difficult to anticipate the emergent effects that can result when multiple highly-capable 
AIs interact with each and with humans in complex environments. 

Challenge Examples 
These factors lead to many new challenges. The following paragraphs give brief descriptions of 
some of these. 
 
Specification challenges: Specification challenges arise when trying to ensure that an AI 
system’s behavior aligns with the operator’s true intentions.[12] Every optimization algorithm 
requires one or more objective functions for which it is trying to optimize in some way. However, 
it is often difficult or intractable to accurately capture what we truly want the system to optimize 
for. Instead, designers often use proxy objectives that are easier to specify. But this can lead to 
problems. When a powerful optimizer is given an objective function with a large possible 
solution space, the optimizer will often find extremely novel solutions that were completely 
unanticipated by the designers. If there is any gap whatsoever between what the operator 
actually wants versus what the designer specifies in practice, then the optimizer is liable to find 
very novel and potentially dangerous solutions within that gap. Several examples of such 
behavior have been observed in modern AI systems.[13],[14] 
 
Approaches to goal specification issues mostly focus on the idea that the AI should try to infer 
the operator’s preferences rather than have the operator try to explicitly specify those 
preferences.[15] Particular approaches to learning human preferences (or value learning) 
include different forms of inverse reinforcement learning[16] and imitation learning,[17] along 
with several other ideas.[18] 
 
Out of distribution (OOD) robustness: Modern AI / ML systems are often very brittle and don’t 
generalize very well to new situations. However, as AI systems are being used in increasingly 
complex situations, it becomes almost inevitable that these systems will encounter new 

5 See for example the evolved radio [11]. 
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situations. These situations are “out of distribution,” meaning they do not come from the same 
distribution of environments that was used to train the system.6 
 
There are several reasons why modern AI systems are so brittle. First, ML can only learn from 
the data it uses for training. If the training data does not adequately represent the situations that 
the AI will encounter after deployment, then the AI will likely not be able to generalize 
appropriately. Because of the complexity of the environment, it is difficult or impossible to 
adequately represent all eventualities in the training data. Additionally, the complexity and 
black-box nature of the learned models makes it difficult or impossible for humans to assess 
why a particular model is not generalizing properly. 
 
This challenge is well-known in the ML research community and has received a lot of attention. 
There are many active research directions on this problem. Some of the most important include 
uncertainty estimation (trying to accurately reflect how confident the AI is in its assessments, so 
that it can know when it is unsure about something), transfer learning (training a ML algorithm 
on one task and then adapting some of the learned information for a different task), and 
meta-learning (learning better learning strategies). Other research directions include anomaly 
detection, robustness certification, and domain adaptation, among others. (See for example, 
[19], [20].) 
 
One particular subtopic within this discussion which has received significant attention is 
adversarial examples. These are cases where an adversary tries to trick an AI into making 
mistakes. Research has shown that modern AI systems are very susceptible to being tricked in 
predictable and easily reproducible ways. While originally discussed in the context of security 
against adversaries, researchers have also shown that the natural environment can create 
similar results as well.[21]7 

 
Interpretability: Many of the challenges related to AI safety and assurance are greatly 
exacerbated by the fact that powerful modern AI systems are essentially black boxes, where it is 
extremely difficult or even impossible for humans to fully understand how the AI arrives at its 
solutions and decisions. A large amount of current ML research is directed at devising at least 
partial solutions to this challenge. Some approaches focus on ways to understand what specific 
parts of neural networks are doing, while others attempt to build interpretable models by design, 
or to build interactive visualization tools that allow humans to explore what the AI is “thinking”. 
The difficulty of interpretability is also compounded by the complexity of trying to pin down what 
degree or type of interpretability is needed for different types of models or for different 
applications.[22] 
 
AI security: The increasing complexity of ML models and the reliance on large amounts of 
training data (potentially from diverse sources) have led to unique vulnerabilities that pose great 
threats to the security of AI systems. The use of online learning techniques further exacerbates 
these issues. As mentioned in regard to out of distribution robustness, research on adversarial 

7 See also the section on AI security below. 
6 The problem of OOD robustness is also known as generalization, domain shift, or distributional shift. 
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vulnerabilities and defenses for artificial neural networks has been a high-profile topic of 
consistent interest since the discovery and characterization of the issue in 2013.[23] Additional 
challenges relate to generating and defending against inference time attacks (e.g. adversarial 
patches), training time attacks (e.g. Trojans[24], [25]), and generating false or synthetic media 
(e.g. “deepfakes”[26]), among other challenges. Initial investigations into online data poisoning 
attacks[27],[28] have begun to look into security concerns resulting from online learning and 
adaptation. Of particular interest from the perspective of ML-enabled autonomous systems are 
the research into the impact of adversarial vulnerabilities in real-world environments (see for 
example a recent ECCV workshop focused on computer vision applications[29]). 
 
Human-machine interactions: As AI-enabled autonomous systems are increasingly applied to 
assist or perform complex cognitive tasks, unique safety challenges will arise as a consequence 
of the resulting complex human-machine interactions (HMI) for safety-critical applications. The 
envisioned interactions between human and AI agents are expected to be more dynamic, less 
structured, and often stochastic in nature. 
 
Aside from ensuring the physical safety and social comfort (“perceived safety”) of humans, there 
are numerous remaining open challenges in HMI related to AI safety and assurance. For 
example, AIs need to be able to infer or predict the actions and intentions of the humans they 
are interacting with. For many applications there are issues of smooth and reliable hand-off from 
machines to humans or vice versa - especially given known human psychological weaknesses 
in this area. There are also issues related to ensuring that humans do not come to trust AI 
systems where they are unreliable, or conversely to not trust AI systems where they are in fact 
reliable.[30]–[33] 
 
Systems and Safety Engineering: Systems engineering is an interdisciplinary field that 
focuses on design, integration, and management of complex systems over their lifecycles. 
Safety engineering further emphasizes the identification of safety hazards and prediction of their 
potential impact, with the ultimate goal of minimizing risks and severity of impacts.[34] Over the 
past few decades, safety engineering has developed a rich set of analysis methodologies and 
tools (e.g., probabilistic risk assessment, failure mode analysis, fault-tree analysis, and reliability 
engineering) to ensure the safety of complex systems across safety-critical domains such as 
energy infrastructure and aviation industry.  
 
Traditional systems and safety engineering is still extremely valuable as an organizing principle 
when considering safety and assurance of advanced ML-enabled systems. However, significant 
revision and generalization is necessary to accommodate unique aspects of ML development 
and applications, such as online learning, the heavy dependency on training data, and the 
greatly increased complexity and uncertainty involved in new system models and applications. 
Recent efforts from the autonomous systems research community have begun to address these 
challenges, for example [35], [36]. See also [37]. 
 
Testing, Evaluation, Verification, and Validation (TEVV): Verification refers to determining 
that a system meets operational and design requirements, while validation involves showing 

Johns Hopkins University Institute for Assured Autonomy​ ​ ​ ​ ​ 9 

https://www.zotero.org/google-docs/?bwhfwS
https://www.zotero.org/google-docs/?vmqwxJ
https://www.zotero.org/google-docs/?22K3FI
https://www.zotero.org/google-docs/?VVOQkL
https://www.zotero.org/google-docs/?TweNNu
https://www.zotero.org/google-docs/?HYb8DH
https://www.zotero.org/google-docs/?npuJyr
https://www.zotero.org/google-docs/?l4CeWN
https://www.zotero.org/google-docs/?BAQVTn
https://www.zotero.org/google-docs/?Gv84sq
https://www.zotero.org/google-docs/?vKHpV7


 

that the system performs as expected and meets the needs of users. Goals for verification often 
relate to safe and suitable operations. Such safety requirements become restrictions on the 
behavior of the autonomous system, so the adherence to these requirements must be verified. 
Validation testing is also needed in order to understand if the performance of an autonomous 
system meets user expectations. 
 
Traditionally, TEVV requires that engineers and designers sit down with domain experts and 
discuss all of the things that could plausibly go wrong within the constraints of the operating 
environment. As mentioned earlier, however, the increased complexity and black-box nature of 
modern AI systems, combined with the increased complexity of the operating environment, 
makes this brainstorming process extremely difficult or infeasible. 
 
Some approaches to this issue involve work on red teaming, adversarial testing, improving audit 
trails, and various institutional verification mechanisms.[22] There has also been some recent 
progress in formal verification techniques for neural networks (e.g.,  [38], [39]). Progress on 
many of the other challenges mentioned above would help with TEVV as well, especially 
progress on AI interpretability. 
 
Governance and regulation: Beyond all of the technical engineering challenges mentioned 
above, there are also many challenges related to the governance of AI. Governing bodies need 
to determine the correct guidelines, regulations, and specific requirements needed to ensure the 
safety, security, and ethical implementation of powerful AI applications. There need to be formal 
ways to verify that applications and organizations are performing as required, and there needs 
to be legal standards worked out for who should be held accountable when something goes 
wrong. Additionally, it will likely be necessary to create mechanisms and institutions that prevent 
stakeholders from cutting corners or reneging on commitments so as to maintain their edge 
against competitors or adversaries. 
 
Longer-term concerns: In the longer term, very advanced AI is likely to increase the difficulty 
of all of the above challenges, as well as the consequences of mistakes. For example, 
specification issues for very advanced AI systems may require encoding all human preferences 
- a nearly impossible task.8 Governmental challenges may also require new forms of 
international governance and cooperation. 
 
Additionally, there are some challenges that may only become salient with very advanced 
longer-term AI systems. For example, control issues become critical if highly autonomous 
agents are ever made capable enough that they may be able to “outsmart” their designers.[40] 
Some AI researchers have also argued that the theoretical foundations of decision theory, game 
theory, and AI theory will need to be reworked in order to accommodate autonomous agents 
that learn about themselves as well as the environment (“embedded agency”[41]) and to 
accommodate optimization agents that may themselves be capable of creating new optimizers 
(“mesa-optimization”[42]). 
 

8 This is known as the Alignment Problem. 
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Related Work 
There are many existing literature reviews that address AI safety and assurance challenges 
from different perspectives. From the perspective of safety and systems engineering, for 
example, there are [35]–[37], [51]. From the technical machine learning perspective there is 
[15], [52]–[54]. And from the longer-term risk perspective there is [55], [56]. There are also 
numerous reviews that address particular challenges or for particular applications, many of 
which have been cited above in the relevant sections. 
 
To our knowledge, however, no other report aims to be a comprehensive review of the entire 
field of AI safety & assurance as this report does. Additionally, to our knowledge no other report 
aims to incorporate perspectives and topics from all of the relevant disciplines. 
 
There are also several thorough recommendation reports for policy makers, for example [57]. 
However, those reports are specifically meant to provide a succinct review of the issues for the 
purpose of policy decision making, with a focus on making specific policy recommendations. By 
contrast, this report aims to be useful both for engineers and for policy makers who want to get 
a deeper understanding of the issues. 
 
One other international effort that is closely related to this report is the CLAIS Knowledge Graph 
System (CKGS) project from the Consortium on the Landscape of Artificial Intelligence Safety 
(CLAIS). Similar to this report, the CKGS is meant to be a comprehensive view of the fields of AI 
safety and assurance, and is meant to address multiple perspectives. This report is meant to 
dive deeper into the challenges and solutions than the knowledge graph, but ultimately the two 
projects are meant to complement each other. 

Overview of Sections 
[The section outline for the rest of this report is still tentative. See here for a more detailed tentative 
outline and a description of the intended scope.] 

Representative Use Cases 
In Part V of this report we will focus in on the following three representative use cases as 
illustrations and concrete applications for the issues and challenges discussed in the rest of this 
report: 
 
1) Health informatics: AI systems have long been used in healthcare. At present they are 
being used for radiology, diagnosis, natural language processing for electronic health records, 
drug discovery, and the potential for “personalized medicine,” among other applications.9 For the 
most part these systems are dedicated computer programs designed for one task at a time, 
mostly related to passive perception and prediction tasks. This makes such AI programs ideal 

9 For a recent overview of AI applications in healthcare, see [43]. For a survey on cutting-edge 
applications of deep learning in healthcare, see [44]. 
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for considering safety and assurance challenges related to passive AI systems used in 
safety-critical applications. (For example, misdiagnosis or false negatives in image recognition 
software.) 
 
2) Self-driving cars: While limited self-driving abilities have been available for several years, 
the promise of fully autonomous self-driving cars is still a ways off. To a large degree the delay 
is due to the lack of sufficient safety, security, and assurance guarantees for such vehicles. 
Self-driving cars may be excellent at driving under normal or controlled driving conditions, but 
they do not do so well in unusual conditions. They also present difficult challenges related to 
human-AI interactions and to the integration of AI into larger systems of components. The auto 
industry has poured an enormous amount of resources into developing autonomous vehicles 
and fixing the safety gaps, generating a large amount of literature in the process.10 
 
3) Smart cities: Artificial intelligence and machine learning, along with the Internet of Things 
(IoT), have allowed cities to start incorporating “smart” applications as never before. Many cities 
have been investigating such applications for different aspects of urban management and 
design, including city planning, energy management, traffic, waste management, environmental 
protection, and emergency services.[50] AI and ML have also allowed these services to be 
intelligently integrated and managed in an autonomous or semi-autonomous manner. This 
makes smart cities an ideal use case for considering issues that arise when multiple AI systems 
interact with each other and with society as a whole. 
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II. Algorithmic Challenges 

1. Specification Issues 
Aryeh Englander 

Introduction 
 
As mentioned in the Overview, specification challenges arise when an AI algorithm achieves its 
specified objectives in a way that is not aligned with the designer’s true intentions. Every 
optimization algorithm requires one or more objective functions which the algorithm is trying to 
optimize in some way. However, it is often difficult or intractable for designers to fully capture 
their intentions in an explicit objective function. Additionally, when a powerful AI optimizer is 
given an objective function with a large possible solution space, the optimizer will often find 
extremely novel solutions that were completely unanticipated by the designers. If there is any 
gap between the AI’s specified objective and what the designer actually wants, then the AI is 
liable to find unanticipated and potentially dangerous solutions within that gap.11 
 
Specification challenges come in a few varieties. Specification gaming occurs when the 
algorithm technically achieves the objective as specified, but in a way that differs from the 
operator’s true intent.12 For example, in one case researchers trained a reinforcement learning 
agent to play a boat racing game by trying to maximize the agent’s score. While human players 
naturally try to get the most points primarily by winning the game, the game also awarded points 
for hitting certain waypoints. The AI discovered that in one particular location it could enter an 
infinite loop of hitting waypoints, thereby maximizing its score without ever ending the race. In 
retrospect, the proxy goal of maximizing score was flawed, but this was not at all obvious 
beforehand.[4] Numerous other examples of specification gaming have also been observed in 
modern AI systems.[5] 
 
Another type of specification issue occurs when the algorithm does achieve the intended 
objective, but does so in a way that causes unintended negative side effects along the way. For 
example, an operator may assign a robot the task of moving from point A to point B may, but 
forget to specify that the robot should not knock over anything along the way.[6] 
 
Specification challenges are not limited to reinforcement learning. They have also been 
repeatedly observed in evolutionary algorithms [7], and there has been discussion of how they 
might arise in modern language models [8]. Some AI bias and fairness issues can also be 

12 In the reinforcement learning context, specification gaming is also often referred to as reward gaming or 
reward hacking. 

11 Specification challenges are closely related to the challenge of intent alignment - i.e., ensuring that the 
algorithm’s intent is aligned with that of the designers.[1] Specification challenges in AI are also related to 
a broader phenomenon known from statistics and the social sciences, often referred to as Goodhart’s 
Law: “When a measure becomes a target, it ceases to be a good measure.”[2] See [3] for an analysis of 
Goodhart-type phenomena and how they relate to AI. 
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viewed as a type of specification gaming. For example, in 2015 a Google image recognition 
algorithm mistakenly categorized some black people as gorillas. Part of the problem was that 
the designers specified that the algorithm should optimize for average accuracy across all 
image categories, rather than specifying that the algorithm should prioritize the accuracy of 
certain categories (e.g., humans) over others.[9] 
 
The types of problems caused by misspecified objectives can also occur due to training data 
that does not fully capture what the designers intend the algorithm to learn, or from baked-in 
assumptions, hyperparameters, or other algorithmic details that end up leading the algorithm to 
solutions that are not aligned with the type of solutions that the designers intended.[5], [8] Many 
of these issues are partially covered in other sections of this document. See especially the 
sections on out-of-distribution robustness, data management, and bias and fairness. 
 

Existing Approaches 
 
The traditional approach to misspecification is to use testing, evaluation, verification, and 
validation (TEVV) techniques to determine if and when an algorithm is safe. If the algorithm is 
found to be safe only under certain operating conditions, then the algorithm is regulated so as to 
restrict its use to situations where those operating conditions are met. Monitoring and failsafe 
mechanisms are also often put in place as a further precaution. 
 
However, as discussed in the Overview, the traditional approach is inadequate for many modern 
AI-enabled systems. The increase in AI capabilities and complexity often makes it difficult or 
impossible to anticipate possible failure modes, especially for systems that continue to learn 
after deployment or which interact with humans or other AI-enabled systems. Additionally, the 
increased complexity of the environments in which these systems are deployed often makes it 
infeasible to test a sufficiently broad range of scenarios that the system is likely to encounter. 
 
Because of these issues, some researchers have started to shift away from directly specifying 
the algorithm’s objectives, and to instead have the algorithm infer the preferences of its human 
operators from data. 
 
One straightforward approach to learning human preferences is known as imitation learning, 
where the AI tries to mimic the way that humans approach the task. Imitation learning, however, 
is limited by the inability of humans to provide sufficient demonstrations to cover all scenarios 
that the agent might encounter after deployment. Imitation also cannot generally allow the agent 
to improve beyond human performance levels.[10] (See [11] for a survey of imitation learning.) 
 
Another approach is reward learning, where the AI infers the objective (rather than a particular 
policy or set of rules) by observing a dataset of relevant human choices. Inverse reinforcement 
learning (IRL), perhaps the most popular goal learning approach, uses demonstrations from 
humans which implicitly contain a set of choices. Other datasets for observing human choices 
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include preference comparisons [12], proxy rewards [13], and natural language [14], among 
others. (See [15]–[19] for more on IRL and other reward learning approaches.) 
 
Assistance games (or cooperative inverse reinforcement learning [20]) are a variation on reward 
learning where the human simultaneously helps the AI learn the objective and accomplish the 
task. Standard reward learning, by contrast, first learns the objective and only afterwards tries 
(without human assistance) to achieve that objective. (See [18] for an analysis of assistance 
games vs. reward learning.) 
 
Rather than focus on learning human preferences, some approaches to specification issues 
focus instead on trying to avoid negative side effects, for example by penalizing impacts on the 
environment [21] or on the ability to reach other goals [22]. See also [23]. 
 

Open Challenges 
 
One problem with goal learning and assistance games is that they typically assume that the 
observed humans accurately know the true objective and are optimizing towards it. This is 
questionable given what we currently know about human cognition. [17], [18] identify additional 
challenges facing the goal learning and assistance games approaches. 
 
Most current research has focused on reinforcement learning algorithms and on interactions 
between individual AI agents and individual humans. Comparatively little has been written about 
specification gaming in other types of AI algorithms, such as language models, and in 
multi-agent or human-machine teaming scenarios. (For some research on these topics, see [8], 
[24]–[28].) 
 
A sufficiently advanced AI system may learn to run its own optimization processes in pursuit of 
achieving its overall objectives. Ensuring that learned optimization processes of this type remain 
aligned is an even more difficult challenge than trying to align the AI’s overall objectives.[29] 
 
Very advanced AI systems may also be capable of deliberately trying to fool their operators into 
thinking that they are aligned when in fact they are not, or to interfere with attempts by human 
operators to correct issues after deployment. AI systems that actively try to avoid human 
interference are known as incorrigible systems, and preventing such behavior is a particularly 
difficult challenge.[30] If a sufficiently advanced AI system has the ability to modify its own 
reward-generating mechanism, it may even try to “hack” the system to generate rewards 
regardless of its own actions.[31], [32] 
 
Several approaches have been proposed for dealing with specification challenges in very 
advanced AI.[33] Notable research programs in this direction include iterated amplification and 
debate [34], [35] and recursive reward modeling [16]. However, this work is still in its infancy and 
much more research will be required to address the issues. 
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