SlabVault Privacy Policy

Last updated: December 2025

1. Overview

SlabVault (“we,” “our,” or “the App”) provides tools to scan PSA-graded trading cards (“slabs”),
estimate market values, and manage a personal collection.

This Privacy Policy explains what information we collect, how it is used, and the choices
available to users.

2. Information We Collect

2.1 Account Information
When you create or sign in to a SlabVault account, we collect:

e Email address
e Firebase-assigned User ID (UID)

e Basic profile fields such as creation date, last active date, and Pro subscription status

This data is stored within Firebase Authentication and Firebase Firestore.

2.2 User-Generated App Data
When using the App, we store:

e PSA certification numbers you enter or that are detected via OCR
e Cards you add to your collection (title, grade, cert, set, price, etc.)

e Slab thumbnails saved locally to your device



e Value information you manually edit

e Buy % and Trade % settings stored in on-device AppStorage

Images captured during scanning remain local to your device unless required for internal
processing. They are not uploaded to our servers.

2.3 Subscription Information
If you subscribe to SlabVault Pro, Apple provides us with:

e The product ID of your purchase

e Confirmation that your subscription is active, expired, or restored

We do not receive or store any billing information or Apple ID details. All billing is handled by
Apple.

2.4 Feedback

If you submit in-app feedback, the message and (if signed in) your user ID and email are stored
in Firestore to help improve SlabVault’s functionality.

2.5 Analytics (Anonymous)
We may collect anonymous analytics such as:
e App crashes

e Feature usage counts

e Performance metrics
None of these analytics include your slab images, collection details, or personal card
information.




3. Permissions and Device Access

Permission Purpose Notes

Camera Capture PSA slab images for OCR Images remain local,
not uploaded

Photo Library Import saved slab photos Imported images

remain local
Local Storage / Save scans, thumbnails, and collection data Stored on-device
App Storage

Network Access Load publicly accessible information from PSA  No API keys; no
pages, online marketplaces, and collectible personal data
resources transmitted

Permissions can be changed at any time in iOS Settings — SlabVault.

4. How We Use Information

We use collected information to:

e Authenticate your SlabVault account

Display PSA information and market estimates

Maintain your collection and personalized values

Manage Pro subscription access

Improve overall stability and performance

We do not sell or rent personal information.



5. Data Storage & Security

e Account data is stored in Firebase Authentication and Firestore, encrypted at rest and
in transit.

e Collection data, slab thumbnails, scans, and local preferences are stored only on your
device via SwiftData or AppStorage.

e Publicly available slab details and market information are loaded by retrieving the same
content any user could access using a standard web browser.

e \We do not use private APlIs, do not send identifiable user information to external

services, and do not use external card-pricing APIs.

We follow Apple’s recommended security practices for user authentication, local storage, and
encrypted network communications.

6. Data Retention & Deletion

e Your Online Account: remains stored while your SlabVault account exists.
e Local Data: removed when you uninstall the app.

e Account Deletion: a full account-deletion feature is planned for a future update. Until
then, you may sign out at any time to stop syncing new data.

7. Children’s Privacy

SlabVault is intended for users aged 13 and older.
We do not knowingly collect information from children under 13. If such data is discovered, it

will be deleted.




8. Public Data Sources & Third-Party Services

Public Data Sources (non-API)

SlabVault retrieves pricing and card details by accessing publicly available web pages that
any user can view through a browser.
This includes public pages related to:

e PSA certification lookups

e eBay sold listings

e ALT marketplace displays

e PriceCharting product pages

e Online hobby resources

SlabVault does not use API keys, private endpoints, authenticated sessions, or
user-authenticated scraping.
No personal data is shared when viewing these public pages.

Third-Party Services Used Internally
We use these services strictly for account management and in-app purchases:

e Firebase Authentication (account login)
e Firebase Firestore (basic profile + feedback storage)

e Apple StoreKit (subscriptions and purchase restoration)

Each operates under its own privacy policy.

9. Your Rights

You may:

e View and edit your account information inside the app



e Sign out at any time

e Request account deletion once the feature is available in a future update

10. Policy Changes

We may update this Privacy Policy as SlabVault evolves.
Changes will be reflected in the version date at the top of this document.
Continued use of the App indicates acceptance of any updated policies.

11. Contact

SlabVault does not provide direct email support at this time.
Support, questions, and feedback can be provided through the in-app Feedback form.
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