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KHUBEPBE3OITACHOCTDB U ITPO®PUIIAKTUKA KUBEPIIPECTYIIHOCTH

Cmanig 1.

KWUBEPBE3OMACHOCTb

WU NPOPUNAKTUKA
KMBEPMNPECTYNHOCTU

EoMHBIA geHb
HHGOPMUPOBAHWA HaceNneHuA

Horbpb 2025 .

DJIEKTPOHHBIE CEpPBHUCHI, WHTEPHET-OAHKUHI, yAaleHHas pabora u yuela,
OHJIAMH-PETUCTPALINY, WHTEPHET-MAara3vHbl M MAapKETIUIPMCBI — BCE 3TO HACTOJIBKO
MPOYHO BOIUIO B HAIy MOBCEAHEBHOCTH, YTO MHOT/A TPYAHO MOBEPUTH, KaK KWIH 0€3
ATOTO panbie. Yem Oolnbliie morpykaemcsi B MUp UH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTUH (Oanee — UKT), TeM OOJbIIIE CTAHOBUMCS ysI3BUMEE.

KubGeparaku Ha uHPOPMANMOHHYI0 CTPYKTYpPY — O3TO OJHAa W3 CaMbIX
3HAQYUTENbHBIX U TOCTOSHHO PACTYIIUX Yrpo3 s miodanbHO#M Oe3omacHocT B XXI
Beke. Ha ¢one BceoOmelt nudpoBuzanmm 3Ta mpoblieMa HE MPOCTO HApPACTAET, a
ABOJIIOIMOHHAPYET, HA YTO BIMUACT IIMPOKOE MCIOJIB30BAHUE HCKYCCTBEHHOTO MHTEIUIEKTA
(danee — HH), TaK KaK 3JIOYMBINUIEHHUKH HAYMHAIOT UCIIOJIB30BaTh €0 ISl CO3/IaHMS
0oree WM3OMIPEHHBIX BPEIOHOCHBIX MPOTpamMM, AaBTOMATH3allMM aTaKk W aHajau3a
YA3BUMOCTEM.

Kubeparaku npeBpaTuiivch U3 mpoOJieMbl TEXHHUECKUX CIEIUAINCTOB B OJHY U3
IJJaBHBIX CTPAaTErMYE€CKUX YIPO3 HALUMOHAIbHOM, SKOHOMHUYECKOM M OOIECTBEHHOU
0€30MacCHOCTH JIFDOOM CTPAHBHI.

Ilo pesynbsraram HCCIENOBaHUs, IPOBEACHHOTO B MNPOLUIOM roxy, bemapyce
HaxoguTca Ha 3-m mecre B perrtnHre crpan CHI, koTopble yame BCero moaBepraroTcs
KkuOeparakam.

Kaxnas naras araka B bemapycu npuxoguTcs Ha roccekTrop (22%). Ha Bropom
MecTe — cdepa MPOMBIIUICHHOCTH (14%), a Ha TPEThe CTpOoUYKe — (PMHAHCOBASI OTPacib
(11%). MHOTO aTak Tak)Xe HaleJEHbl Ha CEKTOp TEJICKOMMYHHUKAlUW, cepbl HAyKu U
oOpazoBaHus (8%).



Kaxxnass Bropas kuOeparaka (57%) TPUBOAUT K YTE€UKE KOH(PHUICHIIMAIBHBIX
JAaHHBIX. Pexe OHM HapylIaloT OCHOBHYIO ACATENBHOCTb (16%) WA HECYT MNpsSIMBbIE
dbuHaHCOBBIE TIOTEpU (8%). bonee MONTOBHHBI YKpaJE€HHBIX CBEACHHN COCTAaBISIOT
MEPCOHANIbHBIE JaHHBIE W KOMMEpUeckas TaiHa. AKTyaJdbHOM MpoOIEeMOil ocTaercs
Kpaxka JICHEeT ¢ OAaHKOBCKUX KapTOUEK U AIEKTPOHHBIX KOIICIHKOB.

Cmanig 2.

POCT KWBEPATAK B BEENTAPYCH

Nozruwa Benapycu: 3-& mecto 8 CHE no
HONWHECTEY kHiEpaTan

[l OCHOBHBIE LIENM ATAK:
Foccexrop — 2%

MpomsiwaenwocTs — 14%
PuHaHE - 11%

. NOCNEOCTEMA:
¥TeuHa gaHHBIX — 57% ciydaes

HapyweHne pagotel — 16%
duHaHcoBbie noTepn — 3%

CormacHo  pgaHHbiM  3a 2024 roxn, Hama pecnyOnuka 1O YPOBHIO
kubepOe3onacHocTu 3ansuia 70-e Mmecto u3 166 ctpan B peritunre NSCI (National Cyber
Security Index, Hayuonanvnuiii unoexc kubepbezonacnocmu), YCTYIIUB 110 9TOMY UHIEKCY Cpeau
ctpad CHI" nums Monnose, Azep6aiipkany u Poccun.

Poct u ycioxHeHume MeTOA0B KHOEpyrpo3 TpeOylOT omnepexamomero u
KOMILJIEKCHOT'O pearupoBaHus.

B Benapycu npuHST psifi CHCTEMHBIX Mep, U 00pb0a ¢ Kubepyrpo3aMu BeleTcs Ha
HECKOJIbKUX ypoBHsX. Tak, Ha rocyiapcTBeHHOM YypoBHe Yka3zom IIpesuaenra
Pecniyonuku benapyce Ne 40 «O kubepOe30macHOCTHY peanu3yercs KOMIJIEKCHbIN
MHOI'OYPOBHEBBIil MeXaHHM3M NPOTHBOAEHCTBUS KHOepaTakaM Ha IOCYIapCTBEHHBIE
OpraHbl W OpraHU3allid, KPUTHYECKYI0 HHGOpMAIMOHHYI0 HH(ppacTpykTypy. Coznan
HanmonanpHeiidi 1meHTp oOecrneueHrs KuHOepOE30macHOCTH W pearupoBaHUs Ha
KHOCPUHIUACHTBI  (danee — Hayuonanenwui yewmp  xubepbesonacnocmu). HamaxeHo
MEXIYHApOIHOE COTPYAHUYECTBO B 3TOM cdepe.

Coznanbl HE0OXOIMMBIE TIPABOBBIE YCIOBUS JIJISl 3aLIUTHI IEPCOHAIBHBIX TaHHBIX U
0€30MacHOCTH JIMYHOCTH W OOIIecTBa MpPU HX HCIOJIb30BaHUM. 3akoH PecmyOnuku
bemapyce «O 3amure mNEepPCOHAJBHBIX JaHHBIX», npuHATBIA B 2021 romy,
YCTAHABIMBAET T'PaHUIIbl, OINpPEACIAIONINe, KaKyl0o HH(OPMALMIO O YEJOBEKE MOKHO
coOuparb M pacrpocTpaHsTb. Bmecte ¢ TeM, 4TOOBI 3al[uTa MEPCOHAIbHBIX JAHHBIX
ObL1a mo-HacrosimeMy 3(h()EeKTUBHOM, HYKHBI OOIIME YCUIIMA — HE TOJBKO TOCYAapCTBa,
HO U TpaKJIaH.

[IpoTHBOAEHCTBUE OCYIIECTBIISIETCS U HA KOPIIOPATHBHOM ypoBHe. Opranusanuu
U TIPENIIIPUSATUSI MHBECTUPYIOT B KHOEpOE30MacHOCTh U 00yYEHHE COTPYIHUKOB.



s 60ppOBI ¢ KuOEpyrpoamMud Ha HHIAUBHAYAJIBHOM YpPOBHe TpeOyeTcs
MOBBINICHUE UGPOBONM TPaAaMOTHOCTU HACENICHUSI, COONIOEHUE DIIEMEHTAPHBIX MPABUII
UG POBOM TUTHUEHBI.

CoBpeMeHHBIE aCTIeKThI KH0ep0e30NacHOCTH

Kubeprnipectyryienus:  TpaHCHAIMOHAJBHBI,  3JIOYMBIIUICHHUKA  MCIOJIB3YIOT
aHOHHMaﬁSGpBI (cepeucw, noszeoJjiAliouue CKpolnib JUYHbLE Oamnnvle noavszosamens u obecneuumo
anonummnocmos 6 Mumepneme) W HAXONATCS 3a pyOekKoM, UYTO KpaWlHE 3aTpydHSEeT HX
3a7iep KaHUeE.

ITo manaeiM CrneactBeHHoro komurera Pecnybnuku benapych, oTMedaeTcs yxon
6onee 80% BwIMOrarenscTB U Oosnee 90% MOIIEHHUYECTB B «OHJIANMH»-CXEMY, Y€MYy
CIIOCOOCTBYET B TOM YHUCJIE€ HU3KUI MPOLEHT OCBEIOMJIEHHOCTU TPAXKJaH O MPECTYIHBIX
CXeMax, a TaKKe pa3BUTHE CIOCOOOB COBEPILICHUS TAKUX XUIIECHUM.

Kaptuna pacrpocTpaHeHHBIX BUAOB KHOepnpecTymieHuid B benapycu nmoBropsieT
100aJIbHBIE TPEHbI, HO C AKIEHTOM HAa MECTHBIC IJIATEKHBIE CHUCTEMbl U MPUBBIYKU
HACEJICHUS.

[lo maHHBIM IJIABHOTO YIPaBIEHUS IO MPOTHUBOJICUCTBUIO KHUOEPIPECTYIMHOCTU
KpUMHUHAJILHON MUIUIIMM MuHHCTEpCcTBa BHYTpeHHUX nen Pecnybnuku benapycs, 3a 9
MECSIEB TEKyIIEro roma B benapycu 10 CpaBHEHHIO C AHAJOTUYHBIM IEPHOJIOM
MIPOIIIJIOTO T0JIa KOJUYECTBO KMOEPIPECTYIICHUH CHU3MIOCH MOYTH Ha 11% (3a 9 mecayes
2025 200a 3apecucmpuposano 6onee 13 mvic. cayuaes (13 420), mpemv u3 xomopwix (4 121) — 6
2.Muncke).

[To cTatucTUKE MKEHUUHBI (65%) Yalle BCErO CTAHOBATCS K€PTBAMHU MOILIEHHUKOB,
KOTOPBbI€ BBIMAHUBAIOT JEHBIM IMyTEM ICUXOJOTMYECKUX MaHUMYIANHUN 1o TeraedoHy
(77,9%), KyIUIU-TIPOAaXH TOBApPOB W OKa3aHUsl YCIYT (65,6%), OIaroTBOPUTEILHOCTH
(100%). MyxKYuHBI (84,8%), KaK NPaBUJIO, CTAHOBATCSA KEPTBAMH MOIIECHHUYECTBA,
CBSI3aHHOTO C UCITOJIb30BAHUEM CANTOB 3HAKOMCTB.

Cmaiig 3.

HEHLWMHI
TenedioHHEE MOWEHHWEW — J7,9%

NOPTPET EPTBbLI MOLUWEHHWYECTBA
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NoBYWKH (46,2%)

Bo3pacmmuuie epynnwt nomepnesuiux:
awou cmapuie 50 nem uawe cmMaHoBAMCA HcepMEaMU Mele)OHHbIX MOUEHHULEeCMS,

06M(1Ha, ()OBQp'JHGOCWlu, J1eceHo o nomouiu pO()CI’VlGeHHuKaM,'
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Mmonoodexce 0o 30 nem ya36uma om MOUWEHHUYECKUX OUCMAHYUOHHBIX COENOK C
Hedguxcumocmvto (56,3%), ncegdo-unsecmuyuil 8 «OuUpdCU» U «po3vlepbluiell UNU AKYULLY
(65,4%);

auya cpeonezo eo3pacma (30-49 nem) — Hauboree maccogas epynna cpeou
nomepnesuiux om HKT-mowenHuuecmea c 3aKaOUeHuemM epanicOaHCKo-npagosulx 002080p08
(53,1%).

be3padbommnvie u neyuawueca yawe nonadaiomes 8 uneCmuyuonHvle 108yuKu (46,2%),
umo mooicem OblMb CEA3AHO C NOUCKOM UMU UCTNOYHUKOG 00X00d UNU Y8lleYeHUeM a3apmHbIMU
cxemamu.

ITo cmoco0amM coBepiieHMs] MOIIIEHHUYECTBA Yall€ BCErO MPOUCXOASIT OT MMEHU
JOJIZKHOCTHBIX  JIMII (28,2%). AdepucTsl  NPEACTABISIIOTCA  COTPYAHUKAMHU
MIPAaBOOXPAHUTENbHBIX OpraHoB (MBI, CK, J®P, KI'b) u paOOTHHUKaMU OaHKOBCKUX
opraHuzanuii. MOIIIEHHUKH CTajdd 3BOHUTH OT HMEHHM pa0OTHUKOB CIyX0 rasa,
BOJIOKaHaJla, YHEProHAa/130pa, MOOMIIBHBIX OMEPATOPOB CBS3M IO MPEIIOTOM OKOHYAHUS
CpOKa JIOTOBOpa W MpEAJaraloT JJisi €ro MPOJJICHUs COOOMMTh HMU(PPOBOM KOA U3 CMC.
[Tocne mepenaun Koja *KepTBE 3BOHUT COOOIIHWUK MOIICHHUKA M YXKE MPEACTABISICTCS
[IPaBOOXPAaHUTENIEM, 3allyTMBA€T TEM, YTO YEJIOBEK II€peaan JUYHbIE NTaHHBIE U Ha €ro
uMsa OyayT OQOpMIIEHBI KpEIuThl. A dYTOOBI WX wH30€kaTh mpeiaraet opopMHUTH
BCTPEUHBIE KPEAUTHl M MOJYYCHHBIC JICHbIM IEPEBECTM HA YKA3aHHBIM CYET WU
OaHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMEHHM PYKOBOAUTEJIEN (Fake boss) (yupedsicoenuti obpazosanus,
30pasooxpanenus, Kynbmypel, npeonpusmuti) MOIICHHHUKH 3allyTHUBAIOT IIOJO3PCHHUEM B
(bMHAHCUPOBAHUU SKCTPEMHUCTCKON JEATETLHOCTH, MPOBEICHUEM OOBICKA U HU3BSTHEM
JICHET, TakXKe TMpeaJiaraloT JaHHbIA (akT JaepkaTh B TallHe W TOOOMIATBCA C
OTPECIICHHBIM COTPYAHUKOM IIPABOOXPAHUTEIBHBIX OPraHOB, KOTOPBIA SIKOOBI st
COXpaHEHMUS [JECHEXKHBIX CPENCTB IIpeAjlaracT «BPEMEHHO» MEPEBECTH JCHBIU Ha
3alUIICHHBIN CUET.

B TtenedonHoM pasroBope He MOBEpSHTE HE3HAKOMBIM JIUIAM, KeM Obl OHU HE
MIpEeACTaBUIINCh, €CJIHU BBl HE KJICTC TAKOI'O 3BOHKA.

Tperb MOIIEHHUYECTB (27,6%) COBEPIIAETCS MO BUAOM MPOAANKH TOBAPOB B CETH
Instagram wim Telegram (uawe sceco mowennuxu «npodaiom» asmoszanuacmu, cadogvle Kavenu,
HOB0200HUe elu, MOpPenpooyKmuvl U Opy2ue mosapbl). 3J10yMBIIHJIeHHI/IKI/I npeajararoT
MOTEHIIUAJIbHBIM MTOKYIATEISIM NIEPEBECTH MPEIOIIaTy 3a TOBap U 0OEIIAIOT €ro BbICIATh
0 MOYTE WK KyphepOM, MOCJIE Yero OOIIeHNE MPEKPAIIACTCs, U «KIUEHT» OCTAeTCsl HU
C 4EM.

Cnpasouno:

Taxoice Haubonee pacnpocmpanerHvle nPecnynHble CXembl:

360HKU om umenu oOanxka, compyonuxa MB/l, KI'b u uneix zocyoapcmeennvlx
0pP2aH08, K0204 MOUIEHHUK, UCNONb3YS MEXHON02UI0 NOOMEHbl HOMepd, 360HUm ¢ Homepa,
noX0Jice20 Ha OQuUYUATbHLLL HOMEp OaHKa u coodbujaem o0 «NOOO3PUMENbHOU ONEPaAyuUUu» ¢
Kapmotul, «OIOKUpoBKe cuemay Ui «NONblimKe 6310Ma», a Ol «3AWUmbly UIU «OMMeHbl
onepayuuy npocum coodowums CVV-x00, oanuvie uz SMS-coobuenus ¢ K00om noomeepiucoeHus,
napons U3 UHmMepHem-OAHKUH2A UIU Nepesecmu OeHbelU HA «0e30nacHwliy (Ha camom oene
NOOKOHMPONbHBIL MOUWEHHUKY) Cuen,;



Quwunzosvie SMS-coobuwenun u nucoma, xocoa npuxooum SMS-coobwenue unu
IeKMPOHHOE HNUCbMO C COODWeHueM O «OIOKUpOBKe Kapmvly, «npobieme ¢ HAI020MY,
«sblucpvlile 8 Jlomepeey», KOMopoe COOePHCUM CCHbLIKY HA (QUUIUHLO8bIL UHMepHem-pecypC
(catim — KIOH), KOMOPbLU 8bI2IA0UM KAK OQUYUATbHBIN UHMEPHem-pecypC OAaHKdA, HAl020801l
UHCNEeKYUU UIU Opy2020 20CYOApCMBEHHO20 Op2aHa, 20e mpebyemcs 68ecmu JIO2UH, Napoib,
OaHHble NIAMENCHBIX CPEOCM8, NOCIe 8600a KOMOPLIX COBEPUIACCA XULYeHUe;

MOUIEHHUYECMEA 8 COUUANbHBLIX cemax u meccenoxncepax («Vibery, «WhatsApp»,
«Telegramy), Koeoa 310yMbIUIEHHUK 831AMbLBAECT AKKAYHM 8 COYcemu uiu cozoaem ¢hetikoaulil,
NOX0JCULl HA He2o, nuuiem ONUSKUM POOCMEEHHUKAM OM UMEHU 61d0elbyd aKKAyHmd, 4mo
CPOUHO HYIHCHBL O€Hb2U HA «OUeHb 8ANCHOEe 0en0y (nonai & cioxchyio cumyayuro, nonan 6 JJTI u
0p.), Npocs HUKOMY He 360HUMb, U0 AHAIOSUYHASL Npeobloyuell cxemd, Ko2oa MUUUEHbHO
CMAHOBAMCS OpPY3bsl, A MOWEHHUK OM UMEHU Opy2d nuuiem, Ymo 3acmpsii 3a 2panuyetl, y He2o
VKpanu 0enbau/00KyMeHmbl, U NPOCUM CPOUHO Nepesecmu cCpeoCcmead;

¢heitkosvle unmepHem-mazazunvl, Ko20d co30Aemcs KpAcusvlil catim-o0HOCMPAHUYHUK
Unu 2pynna 8 coyuanvbHou cemu (3adacmyro 6 «HMHcmazpam»), ¢ 02poMHbIMU CKUOKAMU HA
akmyanvbHulll Y HaceleHus mosap (mexwuxa «Appley», cadosas mebens, HadysHvle Oaccelinvl,
bpenoosas oodexcoa u 0p.), a nNocie Npedoniamsl Mosap He NPUXOOum, a Caum Uiy cpynnvl
ucuezaiom, 160 coOOUeHUs Hcepmabl Oaiee UCHOPUPYIOMCA,

MOUWIEHHUYECMEA OO GUOOM 20CYOapPCMBEHHBIX OP2AHO08, KO20A Hcepmee Nocmynaem
360HOK OM UMeHU «Ccyobuy, «compyonuxka MBI]», «uanozosolly ¢ mpebogaHuem CpoUHO
oniamumo Hexkutl UKMuUeHuIL 0012, WMpag) uiu NOWLIUHY, Y2POXCAs APECHmoM CYemos UlU
Opy2umM HAKA3aHUueMm, npocsim yCmaHo8UmMb NPUNONdCeHUe 07 YOaleHHO20 00Cmyna (Hanpumep,
«AnyDesky» unu «TeamViewery) Ons «nposepku cuemay, ymo oaem um NOJHGIN KOHMPOb HAO
VCMPOUCMBOM NOMEPNEGUIE20;

dunancogvie nupamudvl u UHEECMUUUOHHbIE MOUWIEHHUYECMEA, MAKUe KAK
NPeONIoNCEHUSL «B8bICOKOOOXOOHBIX UHBCCMUYUILY 8 KPpUNMOAuomy, Oupdcu uiu cmapmansl ¢
2apanmupoB8aHubiM 8blCOKUM 00X000M. Tlpu smom Ha nepgom smane mMo2ym oasice 8bINIAYUUBAMb
Hebonbulue NPoYeHmsbl, Ymobbl nomepnesuiull 6Hec euje DONbULE OCHENCHBIX CPeOCmE U NPUse
POOCMEEHNHUKOS, OpY3ell U 3HAKOMbIX, NOCJIe 4e20 NPOEeKm 3aKpbleaemcs, a OeHedN CHble CPeoCcmad
ROXUWAIOMCSL;

6bIM02AMENbCMEO HA UHMUMHOU NOUe ((CEeKCMOpuieH»), Ko20a MOUIeHHUK Yepes
coycemu 3HAKOMUMCSL C JHCEPMBOU, 8MUpaemcs 8 0ogepue, CKIOHAem K 00WeHuro 8 sudeouame
UHMUMHO20 Xapakmepa Uiy K Omnpagke OmKpOSeHHbIX (pomo, 3anucviéaem sudeo uiu oenaem
CKPUHWLOMDbL, d 3ameM WUAHMAXCUPYen.

OmnaceHus BbI3BIBAIOT HaOWparoye 000pOTHl BLIMOTaTeIbCTBA

(526 cryuaes) C WCIONB30BaHUEM HH(POPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA:
MNOTEPNEBIINX TOJ PA3TUYHBIMU MpPeNIoraMi BBIHYXJAOT Ha JIMYHBIX YCTPOMCTBax
[Phone BoifTu He B cBOIO yueTHywo 3amuch. [locne Bxoma IPhone Omoxupyercs: kak
MOXUIIEHHBI M CTAaHOBUTCS HE MPUTOAHBIM. i1 pa3OIOKHPOBKU 370YyMBIIUICHHUKA
TPEOYIOT BBIKYII.

[ToaTOMy HM B KOEM Cllydae HeJIb3fl BXOAUTH HA CBOEM YCTPOICTBE B YYXKYIO

YYEeTHYIO 3allUCh, BJIJIENICL] YUETHON 3alIUCU MOXKET 3a0JIOKHPOBATh YCTPOKCTBO.

Cnain 4.



BMAbl KWBEPNPECTYNNEHWMA,
COBEPLUAEMUbIE B CTPAHE

- 3BoHKM oT wmeHi Bakua, coTpynHuia MBS, KIE u
%

HHEX MCYAA PCTHEHHEY ORTaHOB
prwmHroase SMS-coofiueHna u nucswa

MDILIEHHWHECTED B COUMENGHEI CETEY 1
MECCEH M paN

E MGILEHHUMECTER TP OHAARH-NORYIREE HE
NACLEARER N0 NEOAARE TOB3E0E

)
[H;] felincesie WHTERHET-MMara3WHE

% LB HHMHECTEA O, BHAGM FOCyE PCTBEHHLY
OPraHoe

PHHAHCOBEE NHPEMHIN W HHESCTHLMOHHE
MDILIEHHHWYECTED

BLAOFETERBCTED HE MHTHMHDH NOYES

CrnenyeT OTMETHTbH, YTO (PDMIIMHI ¥ MOIIEHHUYECTBO ¢ 0AHKOBCKHMH KapTaMH
SIBJISIIOTCSI CaMOM MacCOBOM Kareropueit kudepmoiieHHudecTa B Pecnyonrke benapychs.

[Ipn >TOM Hapsigy C JAHHBIMU MPECTYMHBIMM CXEMaMHU MOIIEHHHUKH aKTHUBHO
UCIIOJIB3YIOT M TakoW MeTon (UIIMHra, MpPU KOTOPOM KOH(PUACHIMAIbHBIC JaHHBIC
OeNOpyCCKUX Tpak/iaH JOOBIBAIOTCS 3JIOYMBIINIJIEHHUKAMH TOCPEACTBOM TeIe(OHHBIX
3BOHKOB. DTOT BHJI MOIIICHHUYECTBA HA3bIBAETCS «BUIITUHI.

Craiig 5. Buneoponuk.

A3BYKA
LNDOPOBOU

Cnpagouno:

Buwunz — smo ycmuas paznosuonocmov Quuiunea, npu KOmMopou 310YMbIUULIEHHUKU
nocpeocmeom — meneOHHOU  C6:A3U,  UCHONL3YA — Npuemvl, Memoobl U  MEeXHOL02UU
ACUXONO2UYECKO20 MAHUNYIUPOBAHUS, NOO PAHLIMU NPEON02aAMU, UCKVCHO Upasi ONPe0eleHHY IO
ponb (Kak npasuno, compyoOHuxka OaHKa, MeXHUYecKkoeo CHeyudalucma u m.o.), BbIHYHCOArOm
yenoseka cooowums UM C80U KOHPUOeHYUalbHble DAHKOBCKUE UIU NEPCOHANIbHbIE OaHHbLE TUDO
CMUMYUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OeUCMBUll CO C80UM OAHKOBCKUM CHemoM Uiu

OaHKOBCKOU Kapmoll.

[lo wmepe pa3Butus UHPOPMANUOHHO -KOMMYHUKAIIMOHHBIX TEXHOJIOTHM
BO3PAacTAlOT M BO3MOKHOCTH KHOepnpecTymHMKOB. HekoTropble MOIIEHHHUYECKHE
CXEMBI TIOJTYYHIIN HOBYIO KHU3Hb Oaroapsi HCKyCCTBEHHOMY WHTEJICKTY.

Pacrer KonM4YeCcTBO CiyyaeB MOILIEHHHUYECTBA C HCIOJb30BAHUEM TEXHOJIOTHM
Deepfakes — 370 co3gaHHBIE MCKYCCTBEHHBIM HHTEJUIEKTOM TOJOCOBBIE COOOIIECHUS U
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BUJICO3BOHKH OT SIKOOBI KOJUIET, Ipy3€d M POACTBEHHUKOB, KaK MPaBHUIIO, C IPOCHOOH O
CPOYHOM JICHEKHOM IIEPEBOJE U AP.

[Tpu BuIEO3BOHKE ciieqyeT oOpalarh BHUMAHUE HA TaKUe JETalll, KaK HEYETKOe
WIM CMa3aHHOE H300pa)KCHHE JIMLA TOBOPAILIETO, OTCYTCTBUE WJIM HEECTECTBEHHAs
MHMUKA JTULA.

[TomHUTE, YTO COTPYIHUKH OAHKOB U NPABOOXPAHUTENbHBIX OPIaHOB HE 3BOHST
4yepe3 MECCEHDKEPBhl C MCIOJIb30BaHWEM BHIEOCBA3U. IIpM coBeplIeHUM AEHEKHOIO
nepeBoaa Moj BJMSIHUEM MOLICHHUKOB HEO00X0AHMO He3aMeNJIMTEeIbHO 00paTHuThCH
B OPraHbl BHYTPEHHMX JeJI Ui COXPAHEHUS JEHEKHBIX CPELICTB.

Jlaxke Kkorma MCKYCCTBEHHBIM MHTEJUIEKT HCIONb3YeTCsl BO 0J1aro, HYKHO OBITh
OCTOpOXHBIM. Eciii paOOTHUK OpraHu3alyy AyMaeT, YTo 3arpy3uT JOKyMeHT B yaT GPT
U OH BC€ OBICTPO CHENAET, TO 3TO MPSAMOM MyTh K yTe€UKe KOHPUICHIMATbHBIX TaHHbIX.
JIOKyMEHTBI OTIIPABATCS Ha CEPBEPBHI B JAPYIOM IOCYAApCTBE, U 3aKOHBI HAIIEH CTPaHbI
y’K€ HE MOT'YT TapaHTHpPOBATh UX O€30MACHOCTb.

Cnaiin 6.

MCNONBb30OBAHUE
WCKYCCTBEHHOIO MHTE/NJIEKTA

W Uenesoi duwmnnr Gea owmnbok:
NEPCOHANMIMPOBIHHEE W IPIMMATHIECKH GESyNpeHbIe
PACCERM, OBXOAAILHE TNABHEIR MapHEp Yrpo3bl.

B Mowesnmiecrae wepes Deepfake:

EHEPAUMA BHAED M FONOCA PYROBOCTES 114 A .
CAHMUMOHHPOBAHMA HESIHOHHBD dHHANCOBE ONEpaIHE. 4 i

W HMH-BoTel AR coumancHeR MHMEHEPHK; 4ty
BEAEHHE OCMECNEHHEE OW3ANOITE 1A BeIMaHHBIHKR | |
KOHPHORHUMANEHOR WHDDMALIMH.

IIpesunent benapycn A.llJlykamenko, Boictynags Ha III  MuHckoi
MEXKTyHAIIPOIHON KOH(PEPEHITNH 10 €Bpa3uiCKOi 0€30MaHCOCTH, KaK OHY U3 KIFOUEBBIX
3a/lad B II€JIOM 0003HAYMJI HEOOXOAMMOCTh MPUHSATHS MEpP B 00JIACTH MCKYCCTBEHHOTO
unrennekra: «Heynpaenaemaa 2onka ¢ ymoii cghepe npeepauiaem e20 u3 none3Ho20
pecypca 6 opyycue. B nepcnexkmuge — maccoeozo nopasicenusny.

Cnann 7.
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Heynpasnaemaa 20HKa & 3moii
chepe npespawjoem e2o (npum. -
UcKyecmeaeHHLIl URmennexnm) U3
none3Hoz0 pecypca & opyxue.
B mepcnekmuse — maccosozo

MOPaXeHuA, , ,

Mpezuderm Pecmyfinusu Beanpycs 4.1 vE0Leswa,
1 Muscrms mesdyrwapodHoe Koddepesds no
eapoanicwoed OezonacHoomu, 28 oumaipa 2025 2

Corpynnukamu MuHHCTEpCTBa BHYTPEHHUX Jel W HanmonambHOTO OaHKa
PecnyOnmuku  benapych npuHHMaioTCs Mepbl, HampaB/ieHHble Ha OJIOKMPOBaHHe
MolIeHHu4Yecknux omepaumid. B bemapycu ¢ 1 mapra 2024 1. pgelictByer Yka3
IIpe3naenta Ne 269, koTopslif peocTapisieT 0aHKaM BO3MOXKHOCTh MTPUOCTAaHABINBATh
NOJIO3PUTENbHBIE MEPEBOABI M COBMECTHO C IPABOOXPAHUTENIBHBIMU OpraHamMu
paccienoBaTb WHUUACHTHI. JlaHHBIM MEXaHM3M MO3BOJISIET JOCTaTo4yHO 3()(HEKTUBHO
B3aMMO/IEICTBOBATh TpakJlaHaM C OpraHaMu BHYTPEHHHX JI€]I, a UM, B CBOIO OUEpE/ib, «B
pexxuMe 24 Ha 7» mepenaBaThb YKa3aHHYIO HMH(OpMainnio OaHKOBCKOMY CEKTOpY H
noiay4yarb OT Hero 3¢@dekTuBHO M ObICTPO HMH(OPMALMIO O JUIAX W HUHCTPYMEHTaX,
KOTOpBIE 3aJCCTBOBAaHBl B MPOTHBOIIPABHOW JesATenbHOCTH. W camoe TiaBHOE —
OpeINpUHAMATh MEphI, HANpaBICHHBIE HAa COXPAHEHHE YK€ TMOXHIIEHHBIX ICHEKHBIX
CPEZCTB y TpakJlaH M HEJOMYIICHUS MTEPEeBOIa UX Ha 3apyOeKHbIE cUeTa.

B cBs3u ¢ HEOOXOAMMOCTHIO 3alIUTHl OT MOIICHHUKOB OaHKH YCTaHABIMBAIOT
JUMHUTHI TIO CHATHIO JICHeT B OaHKoMaTax Ha Tepputopun bemapycu.

boprba ¢ »TUMU mOpecTyrieHUsIMA TpeOyeT He TOJbKO 0o0Jiee COBEpUICHHBIX
TEXHOJIOTUH 3alllUThl, HO U (YHIAMEHTAJIBHOTO TMOBBIIIECHUS HU(PPOBON I'PaMOTHOCTH
HACEJICHUS, MMOCKOJIbKY UMEHHO YEJIOBEK OCTAaeTCsl Haubosee yI3BUMbIM 3BE€HOM B JIFO00M
cucreMe 0e30MacHOCTH.

HudpoBasi rpaMOTHOCTH HACEJTCHUS

Kubep0e3onacHocTh — 3TO OTBETCTBEHHOCTh KaKA0ro U3 Hac. OHa HAUMHAETCS
C TaKMX MPOCTHIX BEIIEH, KaK BHIOOP HAIEKHOTO MapoJisl AJs AOMAIIHEH 3IIEKTPOHHOMN
mouThl. BaXXHO MNOMHUTH, YTO OAMH W TOT K€ TMapoJib HENb3sl HCIIOIb30BaTh
OJTHOBPEMEHHO i pabodeil MouThl, JUIsl PErUCTpallUd Ha pPA3IUYHBIX calTaXx U B
MecceHmkepax. K ciloBy, TMUHbIE JaHHBIC Yallle BCETO MOMAJAI0T K 3J0YMBIIIJICHHUKAM
13 0a3 JaHHBIX Mara3uHOB (Mbl ocmaéiseM (Gamunuio, umMs u omuecmeo, aopec u meneghon npu
peaucmpayuu 0Jist NOIYYeHUsE OOHYCHBIX UTU CKUOOYHBIX KAPH).

Heobxonuma »snemeHTapHas nuppoBasi IMrueHa, IMpu KOTOPOH coOroaeHHe
NMPOCTBIX MPABWJ MOBEACHUS B CETH IMO3BOJISICT 3AlUTUTHh MEPCOHAIBHBIC JAaHHBIC,
(hMHAHCHI U YCTPONCTBA OT KHOSPMOIIICHHUKOB.

Oco0yro akTyaJlbHOCTh TeMma IU(GPOBOM TUTHMEHbI MPUOOpPETAaeT B OTHOIIECHUU
MO/IPACTAIONIEr0 IOKoJIeHHs. JleTu cerogHss HE TOJIBKO aKTHUBHO OOIIAIOTCS B
MECCEHDKepaxX, HO W TMOrPYKalTCAi B MHpP OHIANMH-UTD, TAe HX KPyr OOIICHHUS



pacmupsieTcss 3a c4eT He3HakoMueB. C(Cpenum HHUX  MOTYT  CKpBIBaTbCid U
KUOEPIPECTYITHUKH,  CTpEeMAIIMEcs  HMCIOJIb30BaTh  peOCHKa A MOJIy4YeHUs
KoH(puUACHITMATbHOM nHpopMaluu. Heokpermninas ncuxuka, moJIBEpKEHHOCTh BHYIIIEHUTO
¥ MaHUTTYJTUPOBAHUIO JIETAIOT UX JIETKOU «I00BIUeH» IS 3TI0YMBIIIJICHHUKOB.

Cnaiin 8.

BE30OMACHOCTb AETEHA B CETHU —
3TO HE 3AMNPETEI, A AOBEPWE U NMPABHUNA
BRIETPAMBAATE OTHPBITHIE OTHOWENKMA: pefedo
futi] FHAT 6T PACCHAEATE BamM O MofkoiE
d HAHA3aHHA.

VETAHOMMTE YBTHWE MPaNMLB: 0 CYHTE BEMA

OHNARH, PA3PEILIEHHBIE CAATHI W NPH

HcnoneaydTe TEXHWMECHWE CPefCTER:

Be3zonmacHocTh, JeTeii B CeTH — 3TO0 He TMPOCTO 3ampeThbl, a CO3IaHHe
3alMINEHHON cpeabl M 00yYyeHHe NMPABWJIbLHOMY NMOBeleHUI0. B cembe HeoOXoaumMo
BBICTpAWBaTh JAOBEPUTEbHbIE OTHOIEHUS ¢ peGeHKoM. JleTH HE JOKHBI HCKaTh
IMOHMMAaHHS Y HE3HAKOMIICB B CETH, a OBITh YBEPEHBI, UYTO MOT'YT paccKa3aTh POJIUTEIISM O
0001 CTpaHHOH WIJIM HETIPUSATHON CUTYaIlMU B CeTH 0e3 cTpaxa ObITh HAKA3aHHBIM.

Ba’kHo 10roBOPUTHCS M YCTAHOBHUTH YeTKHE MPAaBWJIA. KaKWE CANTHI MOXKHO
mocemnarb, CKOJIBKO BpPEMEHHM TMIPOBOAWTH OHJIAMH, KakWe NPWIOKECHUS MOXKHO
WCITOJIb30BATh.

JJIsi MaIaaIux aeTeid peKoMeHyeTcsl CO3/1aBaTh aKKayHThl BMECTE M 3HATh MX
napoiau. Mcmonp3oBaHuE CHENMUAJM3HPOBAHHOIO MPOrPaAaMMHOIO odecrevYeHUus
POAMTEJHLCKOTO KOHTPOJIA TO3BOJIMT OTPAaHUYMBATH BPEMs 3a DKpaHOM, (DHIBTPOBATH
KOHTEHT, OJIOKHPOBAaTh HEXKEJIaTCIIbHBIC CalThI.

CymecTByer MHOKECTBO NMPeCTYNMHBIX cxXeM, MCIIOJIb3YEMBIX
KHOSPMOIIICHHUKAMH B OTHOIIIEHNH HeCOBEPIIEHHOJIeTHHUX JeTeii.

Cnaiing 9.
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PACNPOCTPAHEHHbIE CXEM bl KUEEPMPECTYM/EHWMIA NPOTHUE QETEM

uBecnAaTHEIE » NOAE I PefkoBbie SANPOCE OT # Apyseis FpynamHr [ |

Ltk BEAEHHTE HE $HUEFHICIFD Lk BIRTIO I DEETRCN SO HIPHEW R L memnusn cobm 5 CHpTHIEE, B2iTH B

TR P LY W DS T AR i BB TR AL HGH BTN BV DR BH i R DI, WTHH A B T [ TR i TR PR T
B ST ANBBAT. TR e et T )
CencroplueH HubepByanuur DecTpyHTHBHEIA HOHTEHT
@ |
ek
Vi i
! ! e
L BT i ) BB TE: Deferind © g i AT W TGN Bbd (BB TE: Ljeas: somamss m OnEcHLS CocbugcTas,
[ —— ICMNDACT PRI IR TRILNS B TRRTT TRIE AL PYILE CPHLALL RACRARE H
[ ] p—— i rarmrass e eyprasas i

Cnpagouno:

udpoBoi

Cnocobuvl kubepnpecmynienuii 6 omHouteHuu demeti U NOOPOCMKO8.

«becniamuvle» ROOAPKU U PO3BIPBIUIU, KO20Ad DPeOeHKY Ol NOJIYYeHUs Gblucpbluld
npeonazaemcst nepeimu no CColike U 68eCmu NIAMENCHble U UHble OaHHble €20 pooumenell.
OchosHas yenb — yKpacmos OaHHble OAHKOBCKUX KAPM UIU Y4emHbIX 3anucell;

«gheiikosvley 3anpocvl om Opyseil, Ko20a ¢ UCNONb308AHUEM G3IOMAHHO20 AKKAYHMA
opyea pebeHKa npocsim nomodb (nepesecmiu OeHelCHble CPeOCmBa), a pebeHoK, Jcellds HoMoUb,
MOodcem He YCOMHUMBCA 8 TUYHOCMU NPOCAUe20;

«2PYMUHZY, K020d 63DPOCIbI 3NOYMbIUIEHHUK NOO0 BUOOM CEEPCMHUKA 8MUPAEMCs 6
oosepue K peDeHKy 6 coycemsax Ul uecpax, NOCMeneHHo 6vleedbleaem IUYHYIO UHpopMayuio,
MAHUnyIupyem, 6ul3vlédem uyecmeo ONU30CMU, A 3amem MOdCem GbINPAuUeamy UHMUMHbIE
gomo/eudeo unu HaA3HAYAMbL JUYHYIO BCIIPEY), YMO MOXNCEm NPUBECMU K COBEPULEHUIO 8
omHuouleHuy pebenKa 0eticmeull CeKCyaibHo20 XapaKkmepa, Komopbvie pebeHOK 6 CUNLY 803pacma
He MOodcem OYeHUBaAmy, KaK COYUANbHO-3HAYUMbLE, CYUUMAsL NPOUCX00aujee Uepou;

«CEKCMOopuIen», K020a npecmyntux, noay4us UHmumHsie homo uiu uodeo (0006pPoBoILHO
omnpaegienHvle peOeHKoM WU Yepe3 6310M KaMepbl), HAUUHAen WAHMANCUPOsams pebeHKd,
8LIMO2ASL KAK MAmepuaivbhble O1aza, mak u yciyey, 8 mom 4ucie CeKCyaibHo20 XapaKkmepa,

KubepOynnune (unu mpasns), Ko2oa co30ar0mcs epynnvl U NAOIUKu OJisl HACMeulex,
VHUBUMENbHBIX KOMMEHMApUes, OMIPAGIsOmcss Yepo3vl 6 JUYHBIX COOOWeHUsX, 4moobl
APUYUHUMb PEOEHKY NCUXOLO02UUECKYI0 DOb, YUMo HEPEOKO MOHCEM 3aKOHUUMCA 0enpeccuetl Uil
oasice camoyouticmeom;

606neuenUe 8 ORACHbBIE COOOULECMEa, NPoNazaHoupyiowue Oenpeccushvie medeHus,
CYuYuod, aHOPeKculo, Hacuiue Ui IKCMpemMusm, Komopule npenoOHOCAMCs pebeHKy KaK Ymo-mo
«MOOHOE», «KpYmoey U «3anpemHoey.

Cnaiig 10.
4 KNKOYEBBIX NPABUNA BE3ONACH
B CETU AETEW M NOAPOCTKOB
Baxxno
C X 1
Hay4HTh feTei HE nyGiwiyi 2e2EC, LIKOY, FEOMETHH, AHHSIE ACHYMEHTORMM
NAaHhi CemMiH.
MNaman anropurs «CTOM-CNPOCH-PACCKAK
FpaMOTHOCTH 51 CTON, ecii uTe-To HacTopaskeaet. CNPOCH v poguTensd,

BCnM wenoHATHO, PACCHARK ezpocnim o moBoil yrpoaa
WK AMckombopTe.

Hontpoampyi kpyr obuemnma
DoBaeni B 4pyseA TOMBHD TEX, KOO IHAELE NHEHO.
HarTpsoi NpHeaTHO CTi NEsodiam.

Brarsai KpHTHYECHOS MBILLAEHHE

Ha marm sy miid M s b i T S b s A i nwnsd Hae oamn A midl el il
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KPUTUYECKOMY MBIIUICHNUIO. VIM HYXHO noHuUMarb, 4T0o VHTEpHET — 3TO OTpasKeHHe
peaJibHOTr0 MHPA: B HEM eCTh U XOPoIlNe, U NJI0OXHe JIIAH, U MPABUJIA 0€30IACHOCTH
31ech TAK Ke Ba)KHbI, KaK M Ha yJauune. He skoHOMbTEe Ha BpeMEHH, yalie U OOJbIIe
pa3roBapuBaiiTe co CBOUMH JA€ThMU!

Takxe B 3amuTe OT MPECTYNHBIX TOCATATEILCTB, B HWHGOPMUPOBAHUU U
JOTIOJIHUTEIIbHOM BHUMAHHUH HYKIAIOTCS Y JIFOJU MMOKUIIOTO BO3PACTA.

ke

3a mocnemaHee BpeMs B PECIyOIMKE IPOM3OILIN 3HAYUTEIIbHBIC ITO3UTHBHBIC
CABUTH: YHAJOCh OOMMMH YCWIMSIMH TICPEJIOMHUTh TCHJICHIIMIO pPOCTa YHCIa
KHOSPIPECTYIJICHUH, 3aMETHO BBIPOC YPOBEHb HHU(PPOBOI 3alIUTHI, ITEMOHCTPUPYET
OTEPaTUBHOCTH W aJalTHBHOCTH K TEKYIIMM BbI30BaM OEIOPYCCKOE 3aKOHOAATEIHCTBO B
obnactu kubepOe3omacHOCTH U Jp. IlpumedarenbHO, YTO Hall OMNBIT OOPHOBI C
KHOEPIIPECTYIMHUKAMU aKTUBHO MPUMEHSIOT B IPYTUX CTPaHAX.

Kak ormerun IIpesmpaent PecnmyOimkm bBeaapycs  A.llJIlykamenko,
«abconomuylo 3auumy om Kudepamak He 2apanmupyem Hu 00HA CUCMEMA 3auiumeal,
HO Mbl 0071HCHbI MUHUMUIUPOBANL PUCKUY. ITOTO BO3MOXKHO JOOUTHCS, KOT/Ia KaXAbIH
YYaCTHUK WH(OPMAIMOHHBIX OTHOIIEHUN, Ka)X[as OpraHu3anus OyIyT OTBETCTBEHHO
MOJIXOMUTh K BBIMIOJHEHUIO TPEOOBaHMM MO KHOEpPOE30MACHOCTH, a KaXKIbId YEJIOBEK
MPOSIBUT OAWTEIILHOCTh U BHUMATEILHOCTD B CITy4ae CUTYalluH C MOIIICHHUKAMH.

Cmanipn 11.

PoaMrany, HayusTe qeTedl Npaemna BEpArHTE 3HHIYHTH
NONE3HEATECA HHTEpHaToOM GexanacHONs NOES 4aHKA ot afeprcToe!
Npaaunewo!

AKAJEMHS YTIPARNEHHA

NPK NPE3MOAEHTE
PECAYENWKM BENAPYL L




