Kibana

filebeat* = @  Q Filteryour data using KQL syntax
QU search field names = 0 T 106 hits
> Available fields 7218

04:20:10
> Empty fields o gl countor
v Metafields 3

K _id
k| _inds
# _sco

Documents  Field statistics.

Get the best Iook at your search results

Jul 24,2025 @ 04:20:04.082 - Jul 24, 2025 @ 04:21:45121 (intervak: Auto - second)

Add relevant fields, reorder and sort columns, resize rows, and more in the document table.

Take the tour  Dismiss

T 1field sorted

<« @timestamp ©®

Jul 24, 2625 @ 04:21:34.516  @timestanp Jul 24, 2625 €

Jul 24, 2625 @ 04:21:33.518  @timestamp Jul 24, 2625 €

Grafana

Data

e | Prometheus-1 v

e_exporter_clients v

~ Quick CPU / Mem / Disk

Pressure

CPU Busy Sys Load

v Basic CPU / Mem / Net / Disk

CPU Basic

100%

04:00 04:10

Busy User — Busy lowait == Bu Busy Other  Idie

Network Traffic Basic

Terraform

' Document

B v Jul24, 2025 @ 04:20:04.082 > now G Refresh
Breakdownby  Select field v D@
x
=

64:21:34.518 agent .ephemeral_id 66d36fe2-bebs-49fc-932a-b70ccad49eb2 agent.hostname fhancsreob7jqthragrh agent.id 0ff7c68b-7c8s-42de-8555-7885c462861F

agent.name fhncsreob7jqthragrh agent.type filebeat agent.version 8.8.8 app system_logs ecs.version 8.0.8 host.name fhmncsreob7jqthrégrh input.type log log.file.path

/var /log/nginx/access.log log.offset 2,133,912 message 192.168.38.15 - - [24/Jul/2025:00:21:33 +6668] "GET / HTTP/1.1"

208 10918 ="

"Envoy/HC" _id TajO0ZgBNuGNTCVYKEZY _index

64:21:33.51 agent.ephemeral_id 66d36fe2-bebs-49fc-932a-b70ccod4geb2 agent.hostname fhancsreob7jqthragrh agent.id Bff7c68b-7c8s-42de-8555-7885c462861F

agent.name fhmncSreob7igthregrh agent.type filebeat agent.version 8.8.8 app system_logs ecs.version 8.6.8 host.name fhmncsreob7igthrégrh input.type log log.file.path

epdc8kn9sgltdvht33cd
fhmncSreobZjqthrogrh

192.168.20.21:9100 ~

Plan: 26 to add, 8 to change, 8 to destroy.

Changes to Outputs:

Do you want to perform these
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

alb public ip
bastion public ip
elasticsearch priv
graftana public ip
gratana_url
kibana public ip
kibana url
prometheus private ip
ssh_bastion command
ssh_web a command
ssh_web b command
c_network _id
web_a private ip
web b private ip
website url

Enter a value: yes

(known
(known
(known
(known
(known
(known
(known
(known
(known
(known
(known
(known
(known
(known
(known

actions?

after
after
after
after
after
after
aftter
atter
after
after
after
after
after
after
aftter

SWAP Used

Memory Basic

512 MiB
0B

- Total =

Disk Space Used Basic

100%

apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)
apply)

Root FS Used

04:00 04:
Buffer = Free — Swap used

CPU Cores

RootFS Total

oitis  (F Grafana

Reboot Requir... Uptime

2 N/A 7.3 hour

RAM Total SWAP Total

10GiB 2GiB 112 MiB



yandex alh luad balancer.web: Creation i . id= rqreedsqqln]

omplete! R 15 26 added, @
I:]I_ItF uts:

alb public ip

bastion public ip

elasticsearch pri

gratana_public ip

gratana url = “hittp://
kibana_public_ip 9

kibana url = "http:/
prametheu5_pr1'ate_1p

ssh_bastion command =

ssh web a command

ssh web b command = "ssh -1 ubuntu
vpc_network_id = "enp7f ljgkekne dbkad"”
web a private ip = "192.:

web b private ip = "192

website url

Jusr/share/filebeat --path.config /etc/filebeat --path.data fvar/lib/filebeat --

"log/log.go"
"log/log.go”
"log/log.go”
"log/log.go"
"log/log.go"
"log/log.go"
"log/log.go"
"log/log.go"
"log/log.go”
":"log/log.go",

$ sudo systemctl status elasticsearch.ser e
- Elasticseard
d; vendor preset: enabled)

1i.script=/usr/share/elasticsearch/bin/elasticsearch 1i.1ibs=1ib/tools/server-cli -D
he.negative. java. . lwaysPreTouch -Xssim -Dj

8 fhmek4ksnbugddinvmea systemd[1]: Starting Elasticsearch.
1 fhmek4ksnbuga4: ea systemd-entrypoint[5716] @1,448][WARN ]J[o.e.c.l.LogConfigurator ] [fhmek4ksnbugddinvmea] Some logging configurations hav marker but don't
:01 fhmekaksnbugddinvmea systemd-entrypoint[5716]: /etc/elasticsearch/log4j2.properties
4 fhmek4ksnbugddinvmea systemd[1]: Started Elasticsearch.
Vinac 1-1=/15 fennill

VM

Vma Cloud Backup Cratye 0C  Mnatgopma VCPU MlonavCPU RAM MpepbisaeMas  PasMep AMCKOB  30Ha AOCTYMHOCTH BHyTPeHHUA IPv4  MyBnuunbiid IPv4  [lata cospanus

web-b He nopsmiowén Running tel lce Lake 100 B He B ru-centrall-b 92.168.20.2 3.07.2

grafana Henogxnioués  Running el Ice Lake 2 5 He 576 ru-centrall-a 192.168.30.3 51.250.84.118 2
kibana (7 He nopx Running 2 0% 4TB  Her 576 a 192.168.30.18 89.169.128 55 230
prometheus Henog«nioués  Running el Ice Lake 2 5 He 5M6  ru-centrall-a 192.168.10.28 2
elasticsearch Henogwmioués  Running el Ice Lake 100 8I6 He 3076 ru-centrall-a 92.168.10.2 2
web-a Henogwmioués  Running el Ice Lake 2 100 216 He B ru-centrall-a 92.168 2
bastion Henog«nioué  Running tel Ice Lake 2 100% 26 He 0r6  ru-centrall-a 92.168.30.3 89.1 2 2
compute-ym-2-8-10-hdd-1745001139576 He nonx Stopped 2 2 8 A 3 3

Security group



Wma 7. MneHTUdUKaTOp 11 Cers Onucanme Cratye  Mpaeuna [laTacospanus Tl Metkn @&

grafana-security-group enp@@3dfiekqbao221i9 main-network  [pynna GesonackocTi ana Grafana Active 3 23.07.2025,821:06 -
logging-security-group enpSaas7ekcsdsvbaguc main-network  [pynna BescnacHocTy ans Elasticsearct Active 3 23.07.2025, 8 21:05 -
alb-security-group enpTuatkpedioTopous2 main-network  pynna bescnacHocTu ans Application Load Balancer  Active 1 23.07.2025, 5 21:05 -
kibana-security-group enpfckvagsblivvgbehe2 main-network  pynna GesonacHocTv ans Kibana Active 3 23.07.2025,8 21:05 -
monitoring-Security-group enpfd2qml@al3rgiviao main-network  pynna 6e30NacHOCTH ANA CEPBHCOB MOHUTOPUHTa Active 3 23.07.2025, 5 21:06 -
default-sg-enp7fcljgkekoecdbkOd ~ Default enpolfkmhgliknho@tad main-network  Default security group for network Active 2 23.07.2025,8 21:05 -
default-sg-enpt6uOjrajgmo&taSce  Default enpssqefvldmghsgbeso default Default security group for network Active 2 03.07.2024, 5 19:05 -
bastion-security-group enptt@n@v329rn7usfby main-network  pynna GesonackocTv Ana Bastion xocTa Active 2 23.07.2025, 8 21:05 -
weh-security-group enpuiv31veai3zemkjat main-network  pynna 6e3cnacHoCTH ANA Be6-CepBepos Active 5 23.07.2025, 5 21:06 -

uenesasd rpynna

Llenesble rpynnel

HMma OnucaHue Lienessie pecypchbl [Oatacozpnanus 1. WMpentndukarop 11 MeTkmn B

192.168.10.31 (web-a)
web-target-group - 23.07.2025,821:07 ds795nvtankbS@ssoBa3 -
192.168.20.21 (web-b)

http — poyTep

Wma 11 Mpynnei stream-63kerfos  [lomeHsl  MapwpyTel 7L [aTa cozfaHua 7 VineHTHdukaTop 71 Metkn )

web-router web-backend-group — 1 23.07.2025,8 21:05 ds7e911jdbogq7ckmn2l —

web-balancer



O6Gzop

HMpoedTudurartop ds7qskb4hcg7eedS5gqln
Mmsa web-balancer
Cratyc Active
Oata cozgaHua 23.07.2025, 8 21:05
IP-agpeca 130.193.46.88
CeTe main-network
HacTtpoiiku noros
3anuce noros © Oa
Nor-rpynna Cloud Logging Nor-rpynna no yMonyYasue
PazmelleHue
3oHa pocTynHocTk  MogceTs Mpwem Tpaduka
ru-centrall-a public-subnet-a 0 Oa
ObBpaboTunkK
web-listener ~
MyBnusHBE SHONOMHTS 130.193.46.88:80
Tun oBpaGoTtumka (3) HTTP
MpoTokon HTTP
MNepexranpaenate Ha HTTPS Het
HTTP-poyTep web-router
Backups
CHAMKM AUCKOB. PacncaHns CHUMKOB
o .
Wma 1L Onucatue Cratyc Tl Aara cozpaHua 11 Wpentudukatop Tl Pacnucakue  XpaHeHue CHUMKOB Metku @&
daily-snapshots — Active 23.07.2025,821:07 fd8vggajom7c3ivan3vi 01*** MNocnepHue 7 cHAMKOB  —

Alb c web xocTa



.46.88 (130. 6.88) port 88 (#0)

>
"
3
>
"
by

< HTTP/1.1 280 OK

< server: ycalb

¢ date: Thu, 24 Jul :
omtent-type: tex
content-length: 18918

//W3C//DTD XHTML 1.8 Transitional//EN" “http://www.w3.org/TR/xhtml /xhtmll-transitional.dtd™>
html xmlns="http: " /xhiml™ >

Modified from the Debian original for Ubuntu

Play-books

(i \ $ ansible-playbook -i inventory.ini exporters.yml -b
[WARNING]: Found both group and host with same prometheus

[WARNING]: Found both group and host with s i afana

[WARNING]: Found both gro d host with same

[WARNING]: Found both with sam

PLAY [Install exporters on web servers] *

TASK [Gathering Facts]

TASK [Download and install node exporter]
changed: [web-a]
changed: [web-b]

TASK [Extract node exporter] °
changed: [web-a]
changed: [web-b]

PLAY RECAP
web-a : changed=2 unreachable=0 failed-0 skipped=8 rescued=0 ignored=8
web-b 3 changed=2 unreachable=@ failed-0 skipped-8 rescued=@ ignored-8



epkykfiegkyk-VirtualBox: $ ansible-playbook -i inventory.ini playbook-prometheus.yml -b
[WARNING]: Found both group and host with same name: elasticsearch

[WARNING]: Found both group and host with same name: grafana

[WARNING]: Found both group and host with same name: kibana

[WARNING]: Found both group and host with same name: prometheus

PLAY [Install Prometheus]

TASK [Gathering Facts]

TASK [Create prometheus user]
changed: [prometheus]

TASK [Download Prometheus]
changed: [prometheus]

TASK [Extract Prometheus]
changed: [prometheus]

TASK [Create config directory]
changed: [prometheus]

TASK [Copy Prometheus config]
changed: [prometheus]

TASK [Create systemd service]
changed: [prometheus]

TASK [Start and enable Prometheus]
changed: [prometheus]

changed=7 unreachable=8 failed-8 skipped=8 rescued=8 ignored=8

epkykiiegkyk-VirtualBox: $ ansible-playbook -i inventory.ini playbook-grafana.yml -b
[WARNING]: Found both group and host with same name: prometheus

[WARNING]: Found both group and host with same name: elasticsearch

[WARNING]: Found both group and host with same name: grafana

[WARNING]: Found both group and host with same name: kibana

PLAY [Install Grafana from Yandex mirror]

TASK [Gathering Facts]

TASK [Install Grafana]
changed: [grafana]

TASK [Ensure Grafana service is enabled and running]
changed: [grafana]

TASK [Wait for Grafana to start (38 seconds)]

PLAY RECAP
grafana H changed=2 unreachable=g failed=0 skipped=8 rescued=8 ignored=e

egkykfiegkyk-VirtualBox: % ansible-playbook -i inventory.ini playbook-elasticsearch.yml -b
[WARNING]: Found both group and host with same name: elasticsearch

[WARNING]: Found both group and host with same name: kibana

[WARNING]: Found both group and host with same name: prometheus

[WARNING]: Found both group and host with same name: grafana

PLAY [Install Elastic]

TASK [Gathering Facts]

TASK [Update apt cache]
changed: [elasticsearch]

TASK [Install Elasticsearch]
changed: [elasticsearch]

TASK [Copy Elasticsearch config file]
changed: [elasticsearch]

TASK [daemon-reload, enable and start Elasticsearch]
changed: [elasticsearch]

PLAY RECAP
elasticsearch H changed=4 unreachable=g failed=0 skipped=8 rescued=8 ignored=e




egkykiiegkyk-VirtualBox:
Found both group and host
Found both group and host
Found both group and host
Found both group and host

TASK [Install Kibana]
changed: [kibana]

with same name:
with same name:
with same name:
with same name:

% ansible-playbook -i inventory.ini playbook-kibana.yml -b

elasticsearch
grafana
prometheus
kibana

TASK [daemon-reload, enable and start Kibana]

PLAY RECAP
kibana

epkykfiegkyk-VirtualBox:

[WARNING]: Found both group and host with same name:
Found both group and host with same name:
Found both group and host with same name:
Found both group and host with same name:

[WARNING] :
[WARNING] :
[WARNING] :

changed=2

unreachable=0 failed=6

skipped=@

$ ansible-playbook -i inventory.ini filebeat.yml -b

prometheus
elasticsearch
kibana
grafana

rescued=8

PLAY [Install Filebeat]

TASK [Gathering Facts]

TASK [Update apt cache]
changed: [web-a]
changed: [web-b]

TASK [Install Filebeat]

TASK [Copy Filebeat configuration file]
changed: [web-a]
changed: [web-b]

TASK [Enable and start Filebeat]
changed: [web-a]

changed=4
changed=4

egkykiiegkyk-VirtualBox:

[WARNING]: Found both group and host with same name:
Found both group and host with same name:
Found both group and host with same name:
Found both group and host with same name:

[WARNING] :
[WARNING] :
[WARNING] :

PLAY [Install Nginx]

TASK [Gathering Facts]

PLAY RECAP
web-a
web-b

changed=1
changed=1

tailed=6
failed-0

unreachable=8
unreachable=8

skipped=0
skipped=8

rescued=0
rescued=8

ignored=8
ignored=0

% ansible-playbook -i inventory.ini playbook-web.yml -b

grafana
kibana
prometheus
elasticsearch

failed=6
failed-8

unreachable=8
unreachable=8

skipped=8
skipped=8

rescued=8
rescued=8

ignored=8
ignored=8




