
20IT84-Cyber Security & Digital Forensics 
 

UNIT-I 

1.​ Define the term cybercrime, and explain how it differs from 

traditional crime. 

Cyber Crime is defined as any criminal activity which takes place 

- On or over the medium of computers or 

- On internet or 

-​ Other technology recognized by the Information Technology Act. 

These crimes can encompass a wide range of illegal activities, such as 

hacking, identity theft, phishing, malware distribution, cyberbullying, 

online fraud, intellectual property theft, and more. Cybercriminals often 

exploit vulnerabilities in computer systems, networks, or personal 

devices to gain unauthorized access or cause harm to individuals, 

organizations, or governments. 

Key Differences Between Cybercrime and Traditional Crime: 

 

●​ Cybercrime operates in the digital world, exploiting technology and 

networks, while traditional crime involves physical acts and 

interactions. 

●​ Cybercrime's impact can be global and instantaneous, affecting 

individuals or organizations across borders. Traditional crime is 

usually localized, with a more limited area of effect. 

●​ Investigating cybercrime demands specialized skills and tools to 

analyze digital footprints and electronic devices. Traditional crimes 

rely on physical evidence like fingerprints or DNA samples. 

●​ Cybercrime's borderless nature creates jurisdictional challenges, 

making law enforcement coordination and prosecution complex. 

Traditional crimes are typically confined to specific legal 

jurisdictions. 

2.​ Explain the concept of cybercrime in today's digital landscape, 

outlining its definition and highlighting the various categories of 

cybercrime along with the tactics typically employed by 

cybercriminals. 

Cybercrime, in today's digital landscape, refers to illegal activities 

conducted through the use of computers, networks, or the internet. It 

encompasses a broad range of criminal actions that exploit 

vulnerabilities in technology to cause harm, gain unauthorized access, 

steal data, or commit fraud. 

There are several categories of cybercrime, each with its distinct 

characteristics and tactics: 
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●​ Financial Cybercrime: This broad category encompasses acts 

aimed at stealing money or financial information. Think phishing 

scams, ransomware attacks, and credit card fraud, where 

unsuspecting victims are trapped into revealing sensitive details or 

tricked into transferring funds. 

●​ Identity Theft: This involves assuming someone else's digital 

identity, often for financial gain or to damage their reputation. 

Cybercriminals might steal personal data through malware or data 

breaches, then use it to open fraudulent accounts or commit other 

crimes in the victim's name. 

●​ Cyber Espionage: This involves stealing confidential information 

from individuals, organizations, or even governments. Hackers may 

employ sophisticated malware or exploit vulnerabilities in 

computer systems to gain access to sensitive data like trade 

secrets, classified documents, or personal information. 

●​ Cyberbullying and Harassment: These acts use digital platforms 

to intimidate, torment, or humiliate others. Cyberbullies might 

spread rumors, post offensive content, or engage in online stalking, 

causing emotional distress and even physical harm to their 

victims. 

●​ Online Intellectual Property Theft: Illegally obtaining or copying 

digital content, such as copyrighted material, patents, or trade 

secrets, for financial gain. 

●​ Ransomware Attacks: Cybercriminals use malicious software to 

encrypt files on a victim's computer or network, demanding 

payment (usually in cryptocurrency) for the decryption key. 

3.​ What are the different types of cybercriminals, and how do they 

operate in the realm of cybercrime? 

Or 

Elaborate different individuals or groups typically involved in 

cybercrime, and what motivates them? 
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Cyber criminals have evolved from teenagers and hobbyists to 

individuals and groups motivated by personal or financial gain. They 

target any valuable data, from credit cards to product designs. 

Types of Cyber Criminals 

Insiders: Employees or individuals with insider access to systems or 

sensitive information may misuse their privileges for personal gain, 

espionage, or sabotage. 

Outsiders: 

Amateurs: Lack technical skills and use readily available tools to launch 

attacks. 

Hackers:  

Hackers are individuals with advanced technical skills who break into 

computer systems or networks to gain unauthorized access. They can be 

categorized into different subgroups: 

●​ Black Hat Hackers: These hackers break into systems for 

malicious purposes like stealing data, causing damage, or 

disrupting operations for personal gain. 

●​ White Hat Hackers: Also known as ethical hackers, they use their 

skills to find vulnerabilities in systems and help organizations 

improve their security. 

●​ Grey Hat Hackers: This group falls between black hat and white 

hat hackers, sometimes breaking into systems without 

authorization but not necessarily for malicious intent. 

Cybercriminal gangs: They are groups of cybercriminals who work 

together to carry out large-scale attacks on organizations. They are 

usually highly organized and have a clear hierarchy. They use 

sophisticated tools and techniques to gain access to their target’s 

networks and steal sensitive information 

Hacktivists: They are a group of cybercriminals who unite to carry out 

cyberattacks based on a shared ideology. Their targets are specific 

government agencies, influential individuals, and multinational 

​ Dr. Phaneendra Kanakamedala​ 3 
 



20IT84-Cyber Security & Digital Forensics 
companies where they expose their activities or injustices. They use 

special tools to gain entry into an organization’s websites to leak 

information. 

State-Sponsored Hackers: Operated by governments or 

government-backed entities, these cybercriminals conduct espionage, 

cyber warfare, or politically motivated attacks to steal sensitive 

information or disrupt adversaries' systems. 

 

 

 

 

4.​ Explain the intersection between cybercrime and information 

security, emphasizing the significance of this relationship.  

The relationship between cybercrime and information security is 

significant because cybercrime is a threat to information security. 

Cybercriminals use various techniques to gain unauthorized access to 

computer systems and networks, steal sensitive information, and cause 

damage to the systems. Information security, on the other hand, is the 

practice of protecting information from unauthorized access, use, 

disclosure, disruption, modification, or destruction. It is essential to 

maintain information security to prevent cybercrime. 

 

Cybersecurity is a subset of information security that focuses on 

protecting computer systems and networks from unauthorized access. 

Cybersecurity is essential because it helps to prevent cybercrime by 

implementing various security measures such as firewalls, antivirus 

software, intrusion detection systems, and encryption. 

 

The intersection of cybercrime and information security is significant 

because cybercriminals are always looking for vulnerabilities in computer 

systems and networks to exploit. They use various techniques such as 

phishing, malware, and social engineering to gain access to sensitive 

information. Information security professionals must be aware of these 

techniques and implement appropriate security measures to prevent 

cybercrime. 

5.​ Explain different cybercrime classifications that will help law 

enforcement and cybersecurity professional’s combat cybercrime. 

Cybercrimes can be classified into various categories based on the target 

and the nature of the crime. The classifications of cybercrime include the 

following: 

1.​ Against Individuals 

2.​ Against Property 
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3.​ Against Organizations 

4.​ Against Society 

Cybercrimes can be classified into various categories based on the target and 

the nature of the crime. The classifications of cybercrime include the following: 

1.​ Against Individuals 

•​ E-mail spoofing: Sending emails that appear to be from 

someone else to deceive the recipient. 

•​ Spamming: Sending unsolicited commercial emails. 

•​ Cyber defamation: Damaging someone's reputation online by 

posting false or defamatory information. 

•​ Cyber harassment: Threatening or harassing someone online. 

•​ Cyber stalking: Repeatedly using electronic communication to 

harass or threaten someone. 

2.​ Against Property 

•​ Identity theft: Stealing someone's personal information to use 

for personal gain. 

•​ Phishing: Sending emails or creating fake websites designed to 

trick people into revealing sensitive information. 

•​ Financial fraud: Using the internet to commit financial 

crimes, such as credit card fraud and online banking fraud. 

•​ Ransomware attacks: Encrypting a victim's data and 

demanding payment for its decryption. 

3.​ Against Organizations 

•​ Unauthorized access to computer systems: Gaining access to 

a computer system without permission. 

•​ Denial-of-service attacks: Overwhelming a computer system or 

network with traffic, making it unavailable to users. 

•​ Computer contamination: Installing malware on a computer 

system to damage or steal data. 

•​ Virus attacks: Programs designed to spread and damage 

computer systems. 

4.​ Against Society 

•​ Cyber terrorism: Using electronic means to cause widespread 

fear or damage. 

•​ Web jacking: Taking control of a website without authorization. 

•​ Hate speech: Promoting discrimination or violence against a 

particular group of people. 
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•​ Cyberwarfare: Using electronic means to attack or disrupt a 

nation's critical infrastructure. 

These classifications provide a broad overview of the types of 

cybercrimes, but the landscape is constantly evolving as cybercriminals 

develop new techniques and tactics. It is essential to stay informed about 

emerging threats and implement robust cybersecurity measures to 

protect against them.  

 

 

6.​ What are the ethical implications of cyberstalking, and what 

measures can individuals take to protect themselves? 

Cyberstalking is a form of harassment that occurs online, where an 

individual or group uses electronic communication platforms to 

repeatedly and persistently target, monitor, intimidate, or harass another 

person. It involves unwanted and intrusive behavior that causes fear, 

distress, or emotional harm to the victim.  

Here are some key aspects of cyberstalking: 

•​ Online Harassment: Cyberstalkers may send threatening or abusive 

messages, emails, or comments to the victim, often using multiple 

platforms or fake accounts to amplify their actions. 

•​ Monitoring and Surveillance: Cyberstalkers may obsessively 

monitor the victim's online activities, personal information, or 

whereabouts using various methods, including tracking software, 

hacking, or manipulation. 

•​ Unauthorized Contact: Cyberstalkers may repeatedly contact the 

victim through emails, messages, or social media platforms, even 

after being explicitly told to stop. 

•​ Invasion of Privacy: Cyberstalkers may disseminate the victim's 

personal information, photos, or videos without their consent, 

aiming to humiliate or intimidate them. 

•​ Impersonation or Spoofing: Cyberstalkers may impersonate the 

victim or create fake profiles to harass them or damage their 

reputation. 

•​ Psychological Impact: Cyberstalking can have severe psychological 

effects on the victim, leading to anxiety, fear, depression, social 

withdrawal, or even physical harm. 

How to Protect Yourself from Cyberstalking: 

▪​ Be careful about what information you share online. 

▪​ Use strong passwords and keep them secure. 
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▪​ Block and report cyberstalkers on all platforms. 

▪​ Document all stalking activity, including screenshots and 

timestamps. 

▪​ Report cyberstalking to the authorities. 

▪​ Seek support from friends, family, or a counsellor. 

Cyberstalking is a serious offense that can have significant emotional 

and psychological consequences for victims. It is essential to report 

incidents of cyberstalking to the appropriate authorities and seek 

support from local law enforcement, online platforms, or organizations 

specializing in cybercrime or victim assistance. 

7.​ Describe the security measures implemented by cybercafés to 

reduce the risk factors associated with potential cybercrimes. 

Cybercafés, also known as internet cafés, offer public access to 

computers and the internet for a fee. While they provide valuable services 

to many people, they can also be used for criminal activities, known as 

cybercrime. 

The way how cybercafes can be misused for cybercrime: 

Anonymity: Cybercafes offer anonymity, making it difficult to trace 

illegal activities back to the perpetrator. This anonymity can be attractive 

to criminals who want to avoid detection. 

Access to computers and the internet: Cybercafes provide access to 

computers and the internet, which are essential tools for many 

cybercrimes. This makes it easy for criminals to carry out their activities 

without having to own their own equipment. 

Lack of supervision: Cybercafes often have limited supervision, making 

it easy for criminals to engage in illegal activities without being noticed. 

Shared resources: Cybercafes often have shared resources, such as 

printers and scanners, which can be used to create and distribute illegal 

content. 

Examples of cybercrimes that can be committed in cybercafes: 

Hacking: Criminals can use computers in cybercafes to gain 

unauthorized access to computer systems and networks. 

Cyberbullying: Criminals can use cybercafes to bully and harass others 

online. 

Online fraud: Criminals can use cybercafes to commit online 

fraud, such as phishing scams and identity theft. 
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Distribution of illegal content: Criminals can use cybercafes to 

distribute illegal content, such as child pornography and terrorist 

propaganda. 

Cybercafés implement various measures to prevent cybercriminal 

activities on their premises. These measures often include: 

 

●​ Firewalls and Security Software: Installing robust firewalls and 

updated security software to prevent unauthorized access and 

malware attacks. 

●​ Monitoring and Surveillance: Employing monitoring tools and 

cameras to oversee user activity and prevent suspicious behavior. 

●​ User Authentication: Implementing secure login systems and 

unique user IDs to track and control access to computers. 

●​ Time Limits and Session Management: Setting time limits for 

user sessions to prevent prolonged usage that may indicate illicit 

activities. 

●​ Regular Software Updates: Ensuring that all systems and 

software are up-to-date with the latest security patches to mitigate 

vulnerabilities. 

8.​ Illustrate the botnets in the context of cybercrime. 

A botnet is a network of computers or devices that have been infected 

with malicious software, also known as malware. These infected devices, 

often referred to as "bots" or "zombies," are controlled remotely by a 

central command-and-control (C&C) server operated by a cybercriminal 

or a group of individuals. 

Botnets are typically created by spreading malware through various 

means, such as email attachments, malicious downloads, or exploiting 

vulnerabilities in software or operating systems. Once a device is 

infected, it becomes part of the botnet and can be used to perform 

various malicious activities without the owner's knowledge or consent. 
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The cybercriminals behind botnets can use them for a wide range of 

nefarious purposes, including: 

▪​ Distributed Denial of Service (DDoS) attacks: Botnets can be used to 

overwhelm a target's servers or network infrastructure with a flood of 

traffic, causing services to become unavailable. 

▪​ Spam and phishing campaigns: Botnets can be utilized to send out 

massive amounts of spam emails or launch phishing attacks to steal 

sensitive information, such as login credentials or financial data. 

▪​ Click fraud: Botnets can generate fraudulent clicks on online 

advertisements, leading to financial losses for advertisers. 

▪​ Credential stuffing: Botnets can automate the process of testing stolen 

login credentials on various websites, aiming to gain unauthorized access 

to user accounts. 

▪​ Cryptocurrency mining: Botnets can be employed to mine 

cryptocurrencies, utilizing the combined computational power of the 

infected devices for the benefit of the cybercriminal. 

 

Botnets can be very difficult to detect and remove, as they are often 

spread across a large number of computers in different locations. 

To protect yourself from botnets: 

Keep your software up to date: This includes your operating 

system, web browser, and other software applications. 

Be careful about the links you click on and the attachments you 

open: Only click on links from trusted sources and be wary of 

attachments, especially if you are not expecting them. 
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Use a strong antivirus and anti-malware program: This will help to 

detect and remove malware from your computer. 

Be careful about the information you share online: Do not share your 

personal information with anyone you do not know and trust. 

9.​ Explain how the various types of attacks on mobile phones intensify 

the unique security challenges posed by the widespread use of 

smartphones and tablets in the digital era? 

The increasing prevalence of attacks on mobile phones amplifies the 

distinct security challenges presented by the widespread adoption of 

smartphones and tablets in the digital era. These attacks encompass 

various types, including: 

 

Malware and Viruses: Malicious software designed to infiltrate mobile 

devices, compromising data, and functionality. 

Phishing and Social Engineering: Deceptive methods to trick users into 

revealing sensitive information or installing harmful applications. 

Man-in-the-Middle Attacks: Intercepting communication between a 

device and its intended destination, enabling unauthorized access or 

data theft. 

Operating System Exploits: Vulnerabilities within the device's operating 

system that hackers exploit to gain unauthorized access. 

Unsecured Wi-Fi Networks: Accessing unsecured networks can expose 

devices to interception and unauthorized access. 

Physical Theft or Loss: The loss or theft of a mobile device can lead to 

data breaches or unauthorized access if not adequately secured. 

SIM Swapping: Attackers trick phone carriers into porting your phone 

number to a new SIM card they control. 

 

These attacks compound the unique security challenges posed by 

mobile devices in the digital era due to several reasons: 

 

Extensiveness of Usage: The widespread adoption of smartphones and 

tablets means a larger user base, increasing the target pool for potential 

cyber threats. 

Diversity of Platforms and Operating Systems: Various device 

manufacturers and operating systems exist, making it challenging to 

maintain uniform security measures across different platforms. 

Constant Connectivity: Mobile devices are consistently connected to 

networks, increasing exposure to potential attacks compared to 

traditional computing devices. 
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Limited Security Measures: Often, mobile devices may have fewer 

built-in security features compared to desktops or laptops, making them 

more vulnerable to attacks. 

Personal and Corporate Use: Many individuals use their personal 

devices for work-related activities, blurring the lines between personal 

and corporate data, thereby heightening security risks for organizations. 

Data Sensitivity: Mobile devices often contain sensitive personal and 

financial information, increasing the stakes in case of a security breach. 

 

10.​ How do network and computer attacks factor into the realm of 

cybercrime? 

Network and computer attacks are attempts to gain unauthorized access 

to computer networks or individual devices with the intention of stealing 

data, disrupting operations, or performing other malicious activities.  

There are two main types of network attacks: passive and active.  

Passive network attacks involve gaining unauthorized access to 

networks, monitoring, and stealing private data without making any 

alterations.  

Active network attacks involve modifying, encrypting, or damaging 

data. 

Denial-of-Service (DoS) Attacks: Overwhelm a server or network with 

traffic, making it unavailable to legitimate users. 

Distributed Denial-of-Service (DDoS) Attacks: Similar to DoS but 

DDoS attacks utilize a network of compromised devices, known as a 

botnet, to launch a massive attack. 

Zero-Day Attacks: Exploit vulnerabilities in software, before developers 

have a chance to patch them. 

SQL Injection Attacks: Target vulnerabilities in database systems, 

inject malicious code into SQL queries to access or modify data. 

Password Attacks: Attempt to gain unauthorized access to systems by 

cracking user passwords. Brute-force attacks, dictionary attacks, social 

engineering tactics. 

To protect against network and computer attacks, it's crucial to 

implement strong security measures: 

•​ Keep systems and software up to date with the latest security 

patches. 

•​ Use reputable antivirus and anti-malware software, keeping it 

regularly updated. 

•​ Implement strong and unique passwords and consider using 

multi-factor authentication. 
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•​ Be cautious of unsolicited emails, messages, or downloads. Avoid 

clicking on suspicious links or opening attachments from unknown 

sources. 

•​ Regularly backup important data and store it securely. 

•​ Use firewalls and intrusion detection systems to monitor and control 

network traffic. 

•​ Educate users about common attack techniques and best practices 

for cybersecurity. 
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