Welcome back to Al Practitioner Exam Bites! Let's start by reviewing the question from the previous
episode, asking which best describes a transparent Al model...

...the answer is B) A model where the decision-making process can be traced and understood step by step.
A transparent Al model is one where the decision-making process can be traced and understood step by
step. This aligns with the concept of interpretability discussed in the exam bite. Option A focuses solely on
accuracy without considering transparency. Option C describes a complex model that is often less
transparent. Option D actually describes a non-transparent model that prioritizes security over
explainability.

Today we are kicking off our final Domain 5: Security, Compliance, and Governance for Al Solutions,
looking at four exam objectives which are part of Task Statement 5.1: Explain methods to secure Al
systems.

First up, let's identify AWS services and features to secure Al systems...starting with...

IAM roles, policies, and permissions: These are crucial for controlling access to your Al resources.

Encryption: AWS offers various encryption options to protect your data at rest and in transit.

Amazon Macie: This service uses machine learning to automatically discover, classify, and protect sensitive
data.

AWS PrivateLink: This provides private connectivity between VPCs, AWS services, and on-premises
applications; and

the all encompassing AWS Shared Responsibility Model: Remember, AWS is responsible for security 'of'
the cloud, while you're responsible for security 'in' the cloud.

These services work together to create a robust security framework for your Al systems.
Next, let's talk about the importance of documenting where your data comes from.
Data lineage: This tracks the data's journey from its source through various transformations.
Data cataloging: It involves creating an organized inventory of all your data assets; and

SageMaker Model Cards: These provide a standardized way to document machine learning models,
including their intended use, performance characteristics, and limitations.

Proper documentation ensures transparency, helps with compliance, and makes it easier to trace and
resolve issues.

Now, let's look at some best practices for secure data engineering:
Assessing data quality: Regularly check your data for accuracy, completeness, and consistency.

Implementing privacy-enhancing technologies: Use techniques like data masking or differential privacy to
protect sensitive information.

Data access control: Implement the principle of least privilege, giving users only the access they need; and



Data integrity: Use checksums, version control, and backup strategies to maintain the accuracy and
consistency of your data throughout its lifecycle.

These practices help maintain the security and reliability of your Al systems.
Lastly, let's discuss some key security and privacy considerations:

Application security: Implement secure coding practices and regularly update and patch your Al
applications.

Threat detection: Use tools like Amazon GuardDuty to continuously monitor for malicious activity or
unauthorized behavior.

Vulnerability management: Regularly scan for and address vulnerabilities in your Al infrastructure and
applications.

Infrastructure protection: Use security groups, network ACLs, and VPCs to create a secure network
environment.

Prompt injection: Be aware of this emerging threat where malicious inputs manipulate Al model outputs.
Implement input validation and output sanitization. Check out Episode 32 for more detailed coverage on
this aspect; and

Encryption at rest and in transit: Use AWS Key Management Service (KMS) for encryption key
management and enable HTTPS for all data transmissions.

Remember, security in Al systems is an ongoing process that requires continuous attention and updates.
Let's do a review question.

Which of the following AWS services uses machine learning to automatically discover, classify, and protect
sensitive data in your AWS account?

A) AWS Identity and Access Management (IAM)
B) Amazon GuardDuty

C) Amazon Macie

D) AWS PrivateLink

We'll review the answer in the next, and final, episode of Al Practitioner Exam Bites covering governance
and compliance regulations for Al systems.

Don't forget to follow, like, and subscribe..and I'll see you then!



