Kak He cTaThb KepTBOM KMOepnpecTynjieHun

[OCTMXKEHNA HayKu U TEXHWUKW, CO34aHMe BCEMMPHOW CETU UHTEpPHET MO3BONUU
NPEeCTYNHOCTUN BbINTM Ha HOBbIV YPOBEHb U 3aXBaTUTb KNGEPNPOCTPAHCTBO.

Tenepb NPECTYMHUKY He HYXEH MNPSMOW KOHTAaKT C XepPTBOWM, OH MOXET CTaTb
yrpo3on Ans Kakgoro nonb3oBaTtens «rnobanbHOM nayTuHbI», KPYMHbIX KOpnopauun u
LenbIX rocyaapcTB.

[MpecTynHOCTbL B BMPTYanbHOM MPOCTPaHCTBE — SBMEHNE OTHOCUTESIbHO HOBOE, HO
YyacTb NPEeCTynNeHun, coBepLlaeMbliX B cdpepe BbICOKMX TEXHOMOrMn,— 3TO 3HaAKOMble
KpaXkn, MOLLIEHHNYECTBa, BbIMOraTenbCTBO.

KnbepnpecTynHOCTb — HE3aKOHHbIE OENCTBUS, KOTOPbIE OCYLLECTBMAATCA NOAbMN,
NCMOMb3YOLWNMN  MH(POPMALIMOHHbIE  TEeXHONMOormnm Ans  npecTynHolx uenen.Cpegu
OCHOBHbIX BWOOB KMOEpnpecTymHOCTU BbILENSAT pacrnpoCcTpaHeHne BpPeAOHOCHbIX
nporpaMmm, B3fIOM Maporewn, Kpaxy HOMEPOB KpPeaUTHbIX KapT M Apyrnx GaHKOBCKMX
PEKBM3NTOB, a TaKkKe  pacrnpoCTpaHeHMe npOoTUBOMPaABHOM  MHOpPMaLMM  C
ncnonb3oBaHneM cetn VIHTepHeT.

MpaBuna, koTopble nomoryT Bam He cTaTb XXepTBOM Km6epnpeCTynneva|

- XpaHute Homep kKaptoydku un MNUNH-koabl B
TanHe,;

- He WCMonb3ynuTe OAMH Maposfib AN BCEX
NHTEPHET-PECYPCOB;

- K CBOen OCHOBHOW KapTe B Baiwem 6aHke
BbINyCTUTE OOMNOSNHUTESNbHYIO, KOTOpOW Oyoete
pacnnaymBatbCs B UHTEpHeTe. Tyaa nerko MoxHo byaer
nepeBoAnTb HebomnblIME CYyMMbl AEHer, U B Cry4vae
KoMnpomMeTauum OaHHbIX A0CTaTO4YHO NpPocCTO
3abnokupoBaTth €e€;

- PErynsipHO MpOBEPSINTE COCTOSAHME CBOMX OaHKOBCKMX CYETOB, 4TOOBI
y6eanTbecst B OTCYTCTBUMN «JTULLHUXY» U CTPAHHbIX Onepauui;

- NOCTaBbTE NMMWUT Ha CyMMYy CMMUCaHWA UNK nepeeBoda B NINMYHOM KabuHeTte
BaHka;

- HEe MepeyncrnanTe OEHbrM Ha 3IEKTPOHHbLIE KOLUENbKM U cveTa MOOUIbHbIX
TenecOHOB nNpu onnate nokynok, ecnun Bbl He ybegunuce B GnaroHageXHOCTH
nuua/opraHm3aummn, KOTopbiM NpegHasHavaroTca Bawm cpeactea;

- He NepeBoAnTE AEHEeXHble CpeacTBa Ha cHeTa HE3HAKOMbIX NNLL;

- He nepe3BaHUBaWTE W He HanpaensnuTe oTBeTHble SMS, ecnu Bawm
nocTtynuno coobueHne o 6nokupoBaHuM 6aHKOBCKOW KapTbl. CBskutecb € 6aHKOM,
obcnyxusatowmm Bawy kapTy;

- OyabTe OCMOTPUTESNbHbI B OTHOLLEHUU MUCEM C BIIOXXEHHBIMU KapTUHKaMW,
MOCKOMbKY dannbl MOryT cogepxaTtb Bupycbl. OTKpbiBanWTe BIIOXKEHUA TOMNbKO OT
N3BECTHbIX Bam oTnpaBuTenen v Bcerga nNpoBepANTE BOXEHUS Ha Hanudne BUPYCOB,
€CINKn 3TO BO3MOXHO;

- He nepexogute HeoboymaHHO MO  cCbUIkaMm, coaepxawumcss B
cnam-paccbinkax. YoocToBepbTeCh B NPaBUNIbHOCTM CCbISIKKU, NPEeXae YemMm nepexoamTtb no
Hewn 13 3NEeKTPOHHOro NNMCbMa;

- He 3anonHANTEe MNOSIyYEHHbIE MO 3NEKTPOHHOW rnoyTe (POpMbl U aHKETHI.
JInyHble gaHHble 6e30MacHO BBOAUTL TOSMbKO Ha 3aLUMLLIEHHbIX CanTax;

- HACTOPOXWUTECb, ecnn OoT Bac TpebyT HemMeaneHHbIX AENCTBUMA UNu
npencraenseTcs YypesBblHanHas cuUTyaums. 3T10 TOXe MOXeT ObITb
MOLLEHHMYECTBOM,NPECTYMNHUKN BbI3biBalOT Y Bac owylieHne Tpesoru, YTobbl 3aCTaBUTb
Bac gencteoBatb ObICTPO Y HEOCMOTPUTESBHO;




- He pasmellanTe B OTKPbITOM [OCTyne W He nepefasavte WHGOpMauuio
NNYHOrO XapakTepa.

PaccmoTpum camble pacnpocTpaHeHHble CXeMbl
MOLLUEeHHMYeCcTBa:

1. «3BOHOK n3 BaHka»

Bam 3BOHMT He3HakoMel. Homep Bxoasiero 3BOHKa
OYEeHb MNOXOX Ha Homep ©GaHka, a  3BOHALMMK
npeactaensercd  paboOTHMKOM  KOHTaKT-UeHTpa  unu
cnyx6bl 6esonacHoCcTn BaHka.

Belarus Bank
Viber Audio..,

Ona peanunsaumm  MOLLUEHHUYECKOW CXeMbl TaKxe
MCMONb3yTCA MecceHaxXepbl, npexae Bcero Viber.
Bxogawmm 3BOHOK MakcumaribHO 3akamydqrmpoBaH Mof
3BOHOK  COTpyAHUKa GaHka: Ha aBaTapke MOXeT * Number not in your contacts
ncnonb3oBatbCa  norotmn  6aHka  (MNOMHOCTBIO  UNK
4YacTuU4HO), a oTobpaxaemMbli TenedOHHbIN HOMeEp
3BOHSALWLEr0O MOXeT ObiTb O4YeHb MNOXOX Ha TenedoH
cnyx6bl nogaepXXkn 6aHka.

Y MOLIEHHUKOB €CTb BO3MOXHOCTb 3BOHUTb C HOMEpPOB,
NOXOXHUX Ha O(bI/ILI,I/IaJ'IbeIe HOMeEpPa OaHka. 3ﬂ0yMbILLIJ'IeHHI/IKI/I MEeHAIT LI,I/I(*)pr B HOMEpeE,
KOTOpPbl€ Bbl MOXETEe HE 3aMETUTb.

Y Bac npocAT KoHpuaeHUManbHble AaHHble

MowweHHUK coobLiaeT, 4To «baHK BbISIBUN NO4O3PUTENBHYIO onepaunto no Bawen kapte»
NI «MOCTYNWN 3anpoc Ha OHNanH-oopMeHue KkpeguTta Ha Balwe nms».

OH npocuT y Bac NorMH u naponb OT WHTepHeT-OaHkuHra, kog n3 SMS ot baHka (B
BonbLIMHCTBE Cry4aeB CONpoBOXAaeMbIn pason «Hukomy He coobuianTe!»), pekBuanTbI
KapTbl (NOSMHLIM HOMEpP KapTbl 1 cpok ee aencteus, CVV- nnu CVC-kog). 310 HY>XHO sAKOObI
«OJ191 COXPaHHOCTM BaLUUX OEHEr.

Kak MoLweHHUK nbiTaeTcs Bac Y6e,EIVITb

e «MhbiI 360HUM C obuyuanbHO20 HOMepa, rNposepbme Ha caiumey.

e «B uenax koHgbudeHyuanbHoCcmMu S 8KrYar poboma, KomopbIl 3awumum
gawu OaHHble» (Bbl CribILLMTE B TPyOKe NErKnn Wenecr).

e [Ina ybeamtenbHOCTM OH Ha3blBaeT BaluM MNepcoHarnbHble AaHHble (MMS,
OTYeCTBO, nocregHmne 4 undpbl KapTbl U OP.) U NPOCUT NEPEBECTU OEHLIN «Ha
3aWUWEHHBIU c4em, KoOmopbili 3aKkpernsiéH 3a rnepcoHaribHbIM MEHEOXePOM:
3Mo HyXHo 0511 6e3onacHocmu, a nomom 8bl CMOXeme 8ePHYMb OeHbaU».

e U/nn npocuT HasBaTb BalUX NMEpPCOHasrbHble AaHHbIE UNN CEKPETHble Koabl W3
SMS poboTy, npu aToM B TPyOKE Bbl CMbLILLNTE MY3bIKY.

e Bam npeanaratoT ycriyrm CTpaxoBKM OT MOLUEHHWYEeCKUX aenctsun. [Ona ee
odopmMmneHnss HeobxoauMo nNpeaocTaBuMTb AdaHHbIE O KapTe, Ha KOTOPOM
HaxoOsTCsA  3HauMTenbHble  OEeHeXxHble cpeactBa wM - SMS-kog  Ans
noaTBepPXaeHNa onepauun.



BaxHo! Hukomy He coobuiante CBOM NUYHbIE OaHHble, AAHHbIE KapT, 3alUUTHbIE KOAbl,
kogbl n3 SMS! Ecnn ¢ kapTon, 4eNCTBUTENBHO, NPOUCXOAAT MOLUEHHUYECKME onepaumn,
baHk cam MoXeT ee 3abnokuposathb!

2. «[lMoTeHuManbHbIM NOKyNaTenb»

MoLueHHUK npeacraenaeTca
NOTEeHUnarnbHbIM nokynarenem
ToBapa, oObsABneHWe O npoaaxe
KoToporo 6bin0 pasmelleHo Bamu B
cetu WHTEPHET. Mo  Kakum-TO
NpUYMHAM «MOKynaTenb» He MOXeT
cerogHs nNpuBeE3TU AEeHbrN, HO XOo4eT
npucnatb Bam 3anor u3 Apyroro
ropoga no cucteme LUCTaHUMOHHOMO
©aHKOBCKOro obcnyXmBaHus.

Ccbinka

[na npoBepkn MOCTYyNNeHNa nepeBoda MOLUEHHUK HanpasnseT BaM CCbIfIKy Ha
(PULLIMHIOBBIA  CalT, KOTOPbIA OYeHb ONU30K MO AM3anHy Ha WUCNONb3yeMbli BaMu
MHTEpHET-0aHK MNu CcTpaHuuy ANns BBOOA PEKBU3UTOB KapTOYKW ONS MOMyYeHUs yxe
OTNpaBneHHoOro nepesoda [AeHexXHblX cpedcTtB. [locne BBegeHWss BamMu B MO
(PULIMHIOBOrO camTa napons u NorMHa WNn pPekBM3UTOB Ballen KapToyku, AaHHble
CTaHOBSATCH AOCTYMHbI MOLLEHHUKY.

QR-kopg

BmecTo cCbinkn MOLLEHHMK MOXET HanpaBuTb BaM QR-kof, KOTOpbIN Takke XpaHuT B cebe
CCbISIKY Ha punHroBbIn cant. [Nocne BBegeHUs BaMy B Nons (OULLIMHIOBOMO canTa napons
N NOrMHA NNW PEKBU3UTOB BaLLIEN KAPTOYKN, AAHHbIE CTAHOBATCS AOCTYMNHbI MOLUEHHUKY.

BaxHo! He nepexogute no nogo3puTenbHbIM  ccbinkam. [Ona  Beb-Bepcun
NHTepHeT-6aHKMHra nucnonb3ynTe TONbKO oduumanbHblin cant baHka, a ana MobunbHon
BEPCUM — TONMbKO MOBUIMbHOE MPUNOXeHWEe, 3arpy>XeHHoe 13 oduLmManbHbIX MarasvHOB.
BHUMaTENbHO M3yunTe canT, Ha KOTOPOM BBOAUTE IMYHble AaHHble. Ob6asaTenbHo
NpoBepbTE Hann4ne Takoro camTta B UHTEPHETE.

3anomHuTe! [1ns nonyyeHns nepesoda OeHEXHbIX CPeacTB HET HEOBXOAMMOCTM BBOOUTL
Cpok aencteus kapTtbl 1 CVV-kog.

3. «CoobleHuna B coumanbHbIX CeTAX»

MOLLEHHUK HE3aKOHHbIM MyTeM Mony4yaeT 4OCTyn K
CTPaHW4YKE B COUMANbHOMW CETM W OTnpaenser
cooOLleHnss ¢ npocbbon PUHAHCOBOM MOMOLUN OT
MMEHN ee Bnagenbua aApy3bsaMm.

lMpocbba MmoxeT ObiTb camasi pasHas: oT «CKuHb
MHe [eHer Ha KapTy, no Apyxbe» 00 HexsaTku
AeHer Ha Oonbluyld NOKynky. B pegkux cnydasx
MOLUEHHMK Adaxe nNpOCUMT MpOM3BECTM onnarty




camocTosTenbHO, obellas BO3MECTUTb 3aTpaTbl NpY NMYHON BCTPeYe.

BaxHo! [1pn nony4yeHnn COMHUTEMNBHOIO COOBLLEHMS MU Manenwen HeyBepeHHOCTU B
TOM, YTO Bbl 4ENCTBUTENBHO ObLLaeTech C BNadenbLeM CTPaHNYKKN, NO3BOHUTE EMY.

4. «Po3sbirpbiwu/paszgayn/onpockbl oT baHka nnu MHbIX opraHM3auuny

Cero,qﬁsi"@‘fbé? npurnallaeT Bcex
Ha npasgHuK !

Kynotbl! Viber Qut,Playstation
4,Xbox One u KpynHble
AEHEeXHble NMPU3bl — HUKTO 13
YYaCTHWUKOB He yiaéT 6e3
nogapka!

Y4yacTBOBaTb:
www.viber-promotion10.com

QViber

10 JIET BMECTE

OAPUM TTOAAPKA
KAXAOMY HALLEMY
MOAb30OBATEAIO

3ABPATb MNMOAAPOK

10 net BmecTe!

ber-promotion10.com
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MOLWEHHUKN  OCTaBMAKT  BblOYMaHHYD  peknamy B
NonynsapHbIX counanbHbIX ceTax 06 onpoce OT MMEHU
baHka u «Pasgadye npusoB nepson 1000 npowweawwmnx
onpoc!» nnu o Tom, 4YTO B CBA3M S rogoBLMHOM baHka nmbo
WHBbIM 3HAYNMbIM  MEPONPUATMEM, MNOCNeaHUn pasgaet
CBOUM KIMeHTaM [deHexHble npu3bl. Llenb onpoca —
AKOObl M3Yy4nTb MHEHME KNMeHToB. [locne npoxoxaeHus
ornpoca opraHusaTop obeuaer AeHexHoe
BO3HarpaxnaeHue.

OpgHako, nocne nNpoxoXaeHus onpoca Heobxoanmo
3annatmtb  HebOomnblUyld  KOMUCCUIO, CBSI3@HHYKO C
nepedYncneHMemM  Bo3HarpaxgeHus nmbo C  uenbto
nonyyeHuss rnocregHero — BBECTM [JaHHble Bawen
©aHKOBCKOWM KapThbl.

[laHHbIN Kelc o4YeHb pasHoobpaseH M orpaHM4MBaeTCs
TONMbKO BOOOpPaXeHMeM MoOLLEeHHUKOB. Bmecto onpoca
MOXET mnpeanaratbCs BO3MELLEHNE HanoroBbiX BbIMNMAT,
KOMMeHcaLuMsa 3a Hanu4ne BallMX OaHHbIX B 6ase «yTeYkmn»
N VHblE MaxnHaLWW.

BaxxHo! MoceTnTe oduumanbHyo CTpaHMLy opraHM3aumnm UNn NO3BOHUTE B KOHTAKT-LEHTP
ANsi NPOBEPKM HaNM4uUsl akumm, po3birpbilla unmn onpoca.



