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Introduction

Overview

Active Directory Federation Services (ADFS) is a component in Microsoft® Windows Server™ 2003 R2 (or
higher versions) that provides authentication technologies. In details it allows authenticate user to a
web application. ADFS is an official and mature tool, blessed by Microsoft.

To authenticate DNN user in AD FS a special DNN provider is required that will transform DNN into
claims-aware application and makes possible to create federation between DNN and Active Directory.
The DNN identities will rely on AD FS as an authorization backend. This document will show how to
configure DNN that can take advantage of using AD FS.

Big picture

AD FS is an identity mechanism that allows access for people that are outside of the corporate
boundary. In the secure way Active Directory resources (like identities) are exposed for web apps, that
are hosted somewhere in the Internet.

One of the possible scenarios is described below. There is an on premise Active Directory placed in the
corporate Intranet, and the web apps hosted outside of the corporate. Web apps are on the Internet

whereby their access is opened for all. But in this case if someone wants to sign in to that app, his
credentials are validated against the AD user store. This validation happens in a secure manner.

Corporate boundary, Intranet Internet
i i i Claims aware applications |
i ° ° : HTTPS i i
: - - i i i
1 o o). ! HTTPS i i
| | secure channel ! D Dnn :
' Active Directory ADFS | - 5 |
: server service i | othier websites or web apps i
| ! ' that are compatible with AD FS !

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Target audience

Solution described in this document is targeted to:
® Active Directory admins who want’s quickly add DNN website to their existing web app
ecosystem.
e Companies that want to have good CMS website for their employees.

Use case - Company Blog

Blogs are valuable marketing tool for companies. Blogs can educate customers, build trust, and even
bring in new leads.
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Company overview

Let say that we have big company. Company has employees whose identities are located in the Active
Directory. It’s an on-premise Active Directory system and access from the Internet is protected by the
firewall. Security is very important for that company.

Company want’s to have a blog. Blog will be for employees, customers and potential clients. Corporate
admin doesn’t want to create new accounts for users who needs add blog posts or blog comments. On
the other hand employees doesn't want to have another username and password just for using
company blog.

Requirements
Solution must meet following requirements:
e cost-effective solution,
® easy to maintain,
® accessible from corporate Intranet and from Internet (outside of the office),
® accessible from mobile devices (mobile friendly),

Solution
To achieve all these goals we can create solution described on the figure below.
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Common identity for accessing both DNN and on-premises resources

We have DNN that is hosted outside of the company. DNN has an blog plugin. All users
employees/customers have access to that blog. Additionally corporate employees using their actual
identities can sign-in to DNN and add content to the blog (posts or comments).

What is most important: corporate admin doesn’t need to create any new accounts on the DNN for
users that want’s to add blogs, posts or comments.

Benefits

CMS integrated with employees

From a company perspective, in just a few steps you can install vanila CMS, where company users can
sign-in using their current credentials. There is no need to create new username/password for
employees.
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Outsource authentication

“ADFS-Pro Authentication” give you ability to outsource authentication process from DNN to the Active
Directory. Authentication can be outsourced to any other security token service (STS) that is using the
WS-Federation protocol like: Microsoft Azure Access Control Service (ACS), Identity Server, IBM Tivoli,
Thinktecture, etc.

Multifactor authentication

ADFS can be configured to use with external authentication providers. This gives you ability to add
second authentication factor, for example security code in mobile message. This will dramatically
improves DNN security. For more information about additional authentication methods click here.

New authentication mechanisms

IT administrator can choose what authentication methods are used for DNN, based on the network
location from which they access protected resources. For example administrator can mandate the use of
more secure authentication methods for access requests from the extranet.

They can also enable device authentication for seamless second-factor authentication. This ties the
user’s identity to the registered device that is used to access the resource, thus offering more secure
compound identity verification before protected resources are accessed.

One set of credentials
Corporate employees use a single set of credentials across all applications that they are using. One
credential set to access: DNN, Salesforce, Office 365, etc.

Take away responsibility from DNN

DNN application that is using AD FS, is no longer responsible for the following:
e authenticating users, the authentication process is outsourced to external system like AD FS,
e storing user accounts and passwords, credentials are stored in Active Directory,
e integrating with other identity systems from other platforms or companies;

Additional Identity Providers

ADFS requires users to have an account in Active Directory or in one of the Identity Provider (IdP) that
ADFS trusts. However, users may have no access to an Active Directory, but have accounts with other
well-known IdP. These issuers typically are social networks and email providers. In this approach you can
sign in to DNN using Facebook, Google or Windows Live account. For that scenarios an Microsoft
Azure™ Access Control Service (ACS) must be implemented.

Prerequisites

To implement solution described in this document you need:
e DNN v7.3.4, or higher, that supports https protocol
e Modern web browser with enabled Java Script and cookies.
e Active Directory with installed AD FS service.
o DNN provider that consumes WS-Federation protocol, for example: ‘ADFS-Pro Authentication’.
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AD FS configuration process

Overview

This chapter will describe all the steps necessary to configure Active Directory with DNN. First we
describe how to create a “Relying Party”. It’s some kind of endpoint that will communicate with your
DNN website. Then we show how to configure list of necessary claims. Claims will hold user profile fields
that will be transported to DNN. If you don’t have already installed AD FS service in your Active Directory
system we refer to official Microsoft docs like here.

Configure Relying Party
To set up connection between AD and DNN we need a Relying Party on the AD side. It’s a entry point
that will allow communication with your DNN application. Each DNN website requires separate “Relying
Party”. To add “Relying Party” execute following steps:
1. Open the AD FS Management console and select “Relying Party Trust”, then select “Add Relying
Party Trust...”, see figure below.
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i File Action View Window Help [ ]=]x]
i
S wors Ao

b [ Service . . Display Name Enz il
4 [ ] Trust Relationships DNNvES0 Yes
; : 2 | Add Relying Party Trust...
= ] Device Registration Service Yes
1| | Relying Party Trusts DMNvT20 Yes| Add Mon-Claims-Aware Relying Party Trust...

roUte SI0res

Vi »
B [ Authentication Policies 1w

Mew Window from Here

@] Refresh

ﬂ Help
[DNNvs50 o~

Update from Federation Metadata...
Edit Claim Rules...
Disable

Properties

x Delete
ﬂ Help

2. Select last option “Enter data manually..” to manually configure new Relying Party Trust, see
figure below.

Select Data Source

e Select an option that this wizard will use to obtain data about this relying party:

Welcome

) Import data about the relying party published online or an a local network
Select Data Source

Use this option to import the necessary data and certificates from a relying party organization that publishes
Specify Display Name its federation metadata online or on a local network.

Configure Certificate |
Corfigure URL Example: fs contoso.com or https.//www.cortoso .com/app

Configure |dentifiers () Import data about the relying party from a file

Canﬁgure MUhi'fEldOF Lse this option to import the necessary data and certificates from a relying party organization that has
Authentication Now? exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

")
@
]
@ Choose Profile Federation metadata address (host name or LUEL):
=
@
=
@

@ Choose lssuance
Authorization Rules Federation metadata file location:
® Readyto Add Trust | Browse..

@ Finish

(® Enter data about the relying party manually
Use this option to manually input the necessarny data about this relying party organization.
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3. Specify display name.

I

Steps

Welcome

Select Data Sounce
Specify Display Name
Choose Profile
Corfigure Certfficate
Corfigure URL
Configure [dentifiers

@ & @ & @ © © @

Configure Multifactor
Authertication Mow?

Choose |ssuance
Authorzation Rules

[ 7]

Specify Display Name

Add Relying Party Trust Wizard

Erter the display name and any optional notes for this relying party.

Dizplay name:
| My DNN Site

Motes:

This relying party will connect my DNN site to AD)|

4. Select AD FS profile.

N

Choose Profile

Steps

@ Welcome

Add Relying Party Trust Wizard

This wizard uses configuration profiles to aid in creating the relying party trust. Choose the appropriate
configuration profile for this relying party trust.

@ Select Data Source
@ Specify Display Mame
@ Choose Profile

®) AD FS profile

This profile supports relying parties that are interoperable with new AD F5 features, such as
securty token encryption and the SAML 2.0 pratocol.

@ Configure Certificate
@ Corfigure URL

@ Configure ldentifiers

) AD FS 1.0and 1.1 profile
This profile supports relyving parties that are interoperable with AD FS 1.0and 1.1.

5. Do not configure additional certificate for now, just click next.
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Y7 Add Relying Party Trust Wizard

Configure Certificate

Steps Specify an optional token encryption certificate. The token er
Welcome claims that are sent to this relyving party. The relying party will |

4]
2
@

i
decnypt the claims that are sentto it. To specify the cedificate

@ Select Data Source
@ Specify Display Mame e

o o Subject:
@ Lhoose " Effective date:
@ Configure Certfficate Expiration date:
@ Configure URL
12

Configure Idertifiers e 0

6. Enter WS-Federation endpoint address. It’s your DNN website url, usually with the “/” at the
end.

i Add Relying Party Trust Wizard -I

Configure URL

e AD F5 supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties. If
@ Welcome W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
UFLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
Enable support for the WS-Federation Passive protocol
@ Specify Display Name
] The WS-Federation Passive protocol URL supports Web-browserbased claims providers using the
@ Choose Profile W5-Federation Passive protocal.
@ Corfigure Certificate Relying party WS-Federation Passive protocol URL:
@ Configure URL |I‘|tt|:|s:f',f|"-!'|3,fDnnS'rte.cDm,-'
@ Corfigure Identifiers Example: https://fs contoso.com./adfs s/
@ Corfigure Multifactor
Authertication Now? (] Enable support for the SAML 2.0 WebSS50 protocol
@ Choose Issuance The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
Authorization Fules SAML 2.0 WebSSO protocal.
® Readyto Add Trust Relying party SAML 2.0 550 service URL:

@ Finish ||

Example: https:/fwww contoso.com.adfs s/

7. Add Relying Party identifier. It’s your DNN website url, usually with the “/” at the end.
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Configure Identifiers

Lo Relying parties may be identfied by one or more unique identifier strings. Specify the identifiers for this relying
@ \Welcome party trust.

@ Select Data Source Relying party trust identifier:

@ Specify Display Name | | Add

@ Choose Profile Example: https:/ s contoso .com/adfs/services trust

@ Configure Certificate Relying party trust identfiers:

@ Corfigure URL g/ MyDnn5ite.com./

@ Configure ldentifiers

@ Configure Multifactar

Authentication Mow?

Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

8. Do not configure Multi-factor authentication for now.

£ Configure muttifactor authentication settings for this relying party trust. Multifactor authentication is required if
@ Welcome there is a match for any of the specified requirements.
@ Select Data Source
@ Specify Display Name Multifactor Authentication Global Settings
@ Choose Profile Requiremerts Users/Groups Mat configured
@ Configure Certificate Device Net configured
@ Contfigure URL Location Mot corfigured
@ Configure ldentifiers
@ Configure Muttifactor
Authentication Mow?
@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

®) | do not want to configure multifactor authentication settings for this refying party trust at this time.

() Corfigure muttifactor authentication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies node. For more information, see Configuning Authentication Policies.

9. Allow all users to login.
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I

Steps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Certficate
Configure URL
Configure Identifiers

@ 2 @ @ @ © © @

Configure Muttifactor
Authertication Now?

Choose |ssuance
Authorization Rules

@ Readyto Add Trust

i Ciminl,

7]

Choose Issuance Authorization Rules

Add Relying Party Trust Wizard -

lssuance authorzation rules determine whether a user is pemitted to receive claims for the relying party.
Choose one of the following options for the initial behavior of this relying party’s issuance authorization niles.

(®) Pemit all users to access this relying party

The issuance authorization rules will be configured to permit all users to access this relying party. The relying
party service or application may still deny the user access.

) Deny all users access to this relying party

The issuance authorization rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authorization rules for this relying party trust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

10. Do not change anything here, just click next.

i

Ready to Add Trust

-

eps
Welcome

Select Data Source
Specify Display Name
Choose Profile
Configure Certfficate
Configure URL
Configure [dentifiers

@ @ @ & & @ © @®

Conrfigure Multifactor
Authentication Mow?

Choose lssuance
Authorization Rules

Readyto Add Trust

7]

o

@ Finigh

Add Relying Party Trust Wizard -|

The relying party trust has been configured. Review the following settings, and then click Next to add the
relying party trust to the AD FS configurstion database.

Manitoring | Identifiers | Encryption | Signature | Accepted Claims | Organization I Endpoints I Mote < | *

Specify the monitoring settings for this relying party trust.
Relying party’s federation metadata URL:

This relying party’s federation metadata data was last checlked on:
< Never >

This retying party was last updated from federation metadata on:
£ never >

11. Close the “Relying Party” wizard
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Y Add Relying Party Trust Wizard -
Finish

Steps The relying party trust was successfully added to the AD FS configuration database.

@ Welcome You can modify this retying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Mame

o Choose Profile Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

@ Configure Cedificate
@ Configure URL

@ Configure Identifiers

@ Configure Multifactor
Authentication Mow?

@ Choose [ssuance
Authorization Rules

@ Readyto Add Trust
@ Finigh

Close

As you can see, the Relying Party is created, but right now there will be no claim that will be send to
DNN, because there are no claim issues policy. Claim configuration is described in chapter below.

Claims configuration

The AD FS is using claims as a container to send Active Directory user profile fields to DNN. In following
chapter we will define set of rules that defines which Active Directory user attributes needs to be send
to DNN. The “ADFS-Pro Authentication” requires following claims:
- Name identifier, claim type nttp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
described in rule #1,
- UPN cIaim, claim type http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn described
inrule #2
Claim #3 that contains AD user profile fields and claim #4 that has list of AD user groups are not
mandatory.
Below are the steps that describe how to create these claims.
1. Select the “Relying Party” that was created above. Then click on the “Edit claim rules”. Select
claim rule template “Send claims using custom rule”. See figures below.
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Properties
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i

Select Rule Template

Add Transform Claim Rule Wizard

Steps

@ Choose Rule Type details about each claim rule template.

@ Configure Claim Rule Claim rule template:

Select the template for the claim rule that you want to create from the following list. The description provides

Send Claims Using a Custom Rule

Claim rule template description:

Using a custom rule, you can create rules that can't be created with a rule template. Custom rules are
written in the AD FS claim nile language. Capabilities that require custom rules include:

* Sending claims from a SQL attribute store

* Sending claims from an LDAP attribute store using a custom LDAF fiter

* Sending claims from a custom attribute store

* Sending claims onby when 2 or more incoming claims are present

* Sending claims only when an incoming claim value matches a complex pattem
* Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules

First rule will populate the identity claim.

Please note that:

Before you will configure rule for the identity claim, you need to know two things:
® ‘ADFS-Pro Authentication’ offers storing usernames in multiple formats, see this chapter,
e value of the ADFS identity claim needs to be the same as the DNN username.
Below ‘identity claim’ rule works perfectly if DNN username is in format ‘DomainName\Username’.
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c: [

Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Value =~
"ALF(NN) L xS
=> issue (
Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name",
Value = c.Value);
Edit Rule - Identity Name x|

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SGL attribute store. To configure a custom rule, type one or maore optional conditions and an
issuance statement using the AD FS claim rule language.

Claim nule name:

| |dentity Mame

Rule template: Send Claims Using a Custom Rule

Custom rule:

c: [Iype == ~
"http://schemas.microscit.com/ws/2008/06/identity/claims/windowsaccount
name”, Value =~ "~,* (W) .*E"]

=» igsue(Iype =
"http://schemas.xmlscap.org/ws/2005/05/identity/claims,/name™

Value = c.Value);

If DNN username will be saved in format ‘Username’ or ‘Multiuser’ that doesn’t have the domain prefix,

the ADFS identity claim rule will be as follow:

c:[

Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",

Value =~ "~ *(\\).*$"]

=>

issue(Type="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name", Value=RegexReplace(c.Value,
TN, M)

Second rule will output unique claim, by default it’s upn:

c: [

Type == "http://schemas.microsoft.com/ws/2008/06/identityv/claims/windowsaccountname",
Issuer == "AD AUTHORITY"]

=>issue (

store = "Active Directory",

types = ("http: schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"),

query = ";userPrincipalName; {0}", param = c.Value);
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Edit Rule - UPN - unique claim E3

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD F5 claim rule language.

Claim rule name:

LIF'N - unigue claim

Fule template: Send Claims Using a Custom Rule

Custom rule:

ci:[Iype == -~
"http://schemas.microscft.com/ws/2008/06/identity/claims/windowsaccount
name", Issuer == "AD AUTHCRITY"]

=» jigsue({store = "hctive Directory™, types =
{"http://schemas.xml3cap.org/wa/2005/05/identity/claims/upn™), query =
";userPrincipallame; {0]1", param = c.Value);

Third rule will output humber of claims that contains AD user profile fields:

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",
Issuer == "AD AUTHORITY"]
=> issue(store = "Active Directory", types =

("http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Username",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/FirstName",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/MiddleName",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/LastName",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Displayname",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/PostalAddress",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Street",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Title",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Telephone",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Cell",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Fax",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Email™",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/City",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Region",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Biography",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/PostalCode",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Office",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Department™,
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Company",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Website",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/ipPhone",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/Pager"), query =
";sAMAccountName, givenName,initials, sn,displayname, PostalAddress, StreetAddress, title, telephone
number,Mobile, FacsimileTelephoneNumber,mail,l, st,description,postalCode,physicalDeliveryOffice
Name, department, company, wwwhomepage, ipPhone, pager; {0}", param = c.Value);
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Edit Rule - Profile fields

issuance statement using the AD FS claim rule language.

Claim rule name:

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a S0L attibute store. To configure a custom rule, type one or more optional condttions and an

Profile fields

Rule template: Send Claims Using a Custom Rule

Custom rule:

c: [Typ

name™,

"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:

"http://schemas.microscit.com/ws/2008/06/identity/claims/windowsaccount

Izsuer == "AD AUTHORITY™]

¥mlscap.
¥mlscap.
Xmlscap.
Xmlscap.
Xmlscap.
Xmlscap.
Kml3cap.
Kmlscap.

=» izsue(store = "Active Directory"”™, types =

{"http://schemas.xmlscap.org/wa/2005/05/identity/claims/Username",
S /achemas.
S /fachemas.
S /fachemas.
S /achemas.
S /achemas.
S /achemas.
S /achemas.
/S /achemas.

org/ws/2005/05/identity/claims/FirstHame",
org/ws/2005/05/identity/claims/MiddleName",
org/wa/2005/05//identity/claims/LastName™,
org/wa/ 2005/05//identity/claims/Displayname™,
org/wa/2005/05/identity/claims/Postalkddresa™
org/w3/2005/05/identity/claims/Street”™,
org/wa,/2005/05/identity/claims/Title",
org/wa/2005/05/1dentity/claima/Telephone™,

Below is rule that can issue list of AD user groups:

c: [

Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname",

== "AD AUTHORITY"]
=> issue (

store =
types =
query =

param

"Active Directory",
("http://schemas.microsoft.com/ws/2008/06/identity/claims/role"),

";tokenGroups; {0}",

c.Value

);

Issuer
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Edit Rule - Send all user groups 25
You can configure this nile to send the values of LDAF attibutes as claims. Select an attibute store from
which to extract LDAP attrbutes. Specify how the attibutes will map to the outgoing claim types that will be nabled Ti
issued from the rule. - W
Bg il

Claim rule name:

Send all user groups

Rule template: Send LOAFP Attibutes as Claims

Attribute store:

Active Directory W

Mapping of LDAP attibutes to outgaing claim types:

LOAP Attribute (Select or type to

add move) Outgoing Claim Type (Select or type to add mare)

-

Token-Groups - Ungualfied Mames v ||Role W

# W W

Edit Rule - Send all user groups -

You can use the following claim rule language to build a custom rule. To do this, copy the texd
below, create a new custom nule using the Send Claims Using a Custom Rule template, and then
paste the text into the Custom Rule texd booe on the Configure Rule Template page in the Add Rule
Wizard.

Claim rule language:

c: [Type == A
"http://3chemas.microsoft.com/ws/2008/06/identity/claims/windowsa
ccountname™, I3suer == "AD AUOTHORITY"™]

=» jissue(atore = "Active Directory™, type3 =
{("http://achemas.microscit.com/w3/ 2008706/ identity/claims/role™),
query = ";tokenGroups;{0]", param = c.Value) :|

View Rule Langy

Below are two rules that can issue only specific AD groups. For example to output only groups that
contains string “Domain” in the group name (like: Domain Users ), create following two rules.
Rule 1 (on the figure below named “Get all user groups”)

c: [

Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer
== "AD AUTHORITY"]
=> add(
store = "Active Directory",
types = ("http://schemas.microsoft.com/ws/2008/06/identity/claims/role"),
query = ";tokenGroups;{0}",
param = c.Value);

Rule 2 (on the figure below named “Filter groups- that contains ‘Domain’ string)
c: [

Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/role",
Value =~ " (?i)Domain"]

=> issue(claim = c);
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i

Edit Claim Rules for DNNv720 (=127 x T

lssuance Transform Rules | lssuance Authorzation Fules I Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

1
2 IUPM - unigue claim <See claim rule:
3 Frofile fields <See claim nle:
4 Get all user groups <5ee claim rule> I
L] Fiter groups -that contains “Domain’ gting  <5See claim rule:

Order  Fule Mame lzsued Claims ;
|dentity Mame <See claim rule:

Edit Rule - Get all user groups

You can configure a custom claim rule, such as a rule that requires multiple incoming claims ar that extracts

claims from a SGL attibute store. To configure a custom rule, type one or more optional condttions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

Get all user groups

Rule template: Send Claims Using a Custom Rule
Custom rule:

c:[Iype ==
"http://3chemas.microscft.com/ w3/ 2008/ 06/identity/claims/windowsaccount
name™, Issuer == "AD AUTHORITY"™]

=» add({store = "Active Directory™, types =
{("http://schemas.microsoft.com/ws/2008/06/identity/claims,/role™), gquery
|= "rtokenGroups; {0}", param = c.Value);
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G Edit Claim Rules for DNNv720 [=To] x [

lssuance Transform Rules | lssuance Authorization Rules I Delegation Authorzation Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Mame lssued Claims _
|dentity Mame

<See claim ule:

IIPM - unigue claim <See claim rule:
Prafile fields <5ee claim nule:

Getall useraroups saec clyi ‘
Fiter groups - that cortaing ‘Domain’sting  <5See claim nle:

Edit Rule - Filter groups - that contains ‘Domain’ string -

LN e L3 P —

You can configure a custom claim rule, such as a rule that requires multiple incoming claims arthat extracts
claims from a SGL attibute store. To configure a custom rule, type one or more optional conditions and an
izsuance statement using the AD FS claim rule language.

Claim rule name:

Filter groups -that contains "Domain’ string

Rule template: Send Claims Using a Custom Rule

Custom rule:

c:[Iype == S
|: "http://3chemas.microscoft.com/ws/ 2008/ 08/identity/claima/role™, Value
=~ "({?1)Domain™]

=» iasue{claim = |::|;|

Customizing AD FS login page

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-201
2/dn280950(v=ws.11)?redirectedfrom=MSDN

DNN provider configuration
Overview

By default you don’t need to change anything in the DNN settings. All the configuration tasks are related
to the Glanton provider “ADFS-Pro Authentication”. Please note that DNN needs to be configured with
HTTPS protocol. The AD FS will work only with websites that are working over the HTTPS.

Provider installation

Install the “ADFS-Pro Authentication” extension in DNN. It’s a standard installation procedure that can be
initiated under the “Host->Extensions” menu.

Provider configuration
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To configure the “ADFS-Pro Authentication” you needs to open the settings menu. Provider settings are
available for DNN host or DNN admin user. Provider settings are located under the “Admin->
Extensions-> Authentication Systems”. To open the settings click on the “Pencil” icon. See figure below.

critical update

n ’pnn Admin Hiost Tools Help

1 Admin

| Authentication Systems | 3 -~
Marne Diescription wersion | InUse | Upgrade?
ADFS-Pro Authentication provider that using 1.5.16 4 D
Authentication W3-Federation specification to
connect DMM to the identities like: Edit this E

ADFS, ACS, Thinktecture

After that should be displayed form like on the figure below.

Authentication Settings

This editor allows you to configure the Authentication Provider.

The extension is enabled in this DMM portal. Ifyou want to disable it click here.

Connections Other Settings License Support

Connection list.

Link Name  Description Enakled Issuer

ADFS hittps #adfs 1 cloudapp netfadisds! -

i}
(a1}
—
m
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Provider activation

To activate the “ADFS-Pro Authentication” extension you need a “license key”. To create the “license key”
you need:

o “install key”, that can be found in provider settings,

e “invoice number”, that can be found in email from DNN Store when the product was purchased;
The “ADFS-Pro Authentication” module will work only with the correct license key. There are two kinds
of licenses:

e 14 days free trial license,

e full paid license;

Both licenses are for multiple portals within one DNN installation/instance. When you purchase full
license, you won't lose any of your trial settings.
To get a license key, first you need a unique “install key”. To get the “install key” follow steps below:
e |ogin to DNN as a Host user.
e go to Admin-> Extensions-> Authentication Systems, and click on the pencil near the “ADFS-Pro
Authentication” extension, see figure below:

Modules v
1
Authentication Systems A
Name Description Version | InUse = Upgrade?
&‘ ADFS-Pro Authentication provider that using 1.3.1 2
! Authentication WS Federation specification, it

allows connect DMNN to the
identities like: ADFS, ACS,
Thinktecture

& Default The Default UserMame/Password 7.1.0
! Authentication Authentication System for
DotMetMuke.

e click on “License” tab, the install key should be displayed at the bottom of the form, see figure
below:
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Authentication Settings -

This editor allows you to configure the Authentication Provider.

Warning! The License key is not valid, login process can't be executed! More info in License Tab

The extension is enabled in this DNN portal. If you want to disable it click here.

3
Connections Config location Other Settings License Support

License key not found

I Enter license key

To obtain license key go to www.glanton.com/license. Please make sure that you have: 4

= Install key:
ikx7pacidthUAaZKY4MSINMNAY G/hyziQdH16M5dLj16hNBmpiNpfWmIQkdkhy Zraipe\WyPuy 5i0tgOC4tXgew==
= Involce numper

Current license key: not found

User Guide | Contact Glanton Support | v1.5.5

e When vyou have the “install key” and the invoice number please go to

http://modules.glanton.com/license to create the “license key”;
Note: if you don’t have invoice number from DNN Store email: barry@glanton.com.

Enable (disable) provider
When “ADFS-Pro Authentication” is installed, before it will be used it must be enabled. This must be
done for each DNN portal separately, it’s a standard process for each authentication module. To enable

“ADFS-Pro Authentication” please execute following steps:
1. Go to “Admin->Extensions->Authentication Systems”. Next go to “ADFS-Pro Authentication”
settings, by clicking on the pencil on the right. See figure below.

Authentication Systems -
Name Description Version | InUse | Upgrade?
e‘ ADFS-Pro Authentication provider that using WS~ 1.3.1
1 Authentication Federation specification, it allows
connect DNN to the identities like: click pencil to open config form

ADFS, ACS, Thinktecture

e‘ Default The Default UserName/Password 7.1.0
1 Authentication Authentication System for
DotMetNuke.
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2. On figure below message with yellow background inform you that extension is disabled. Click on
the link “here” to enable it.

Authentication Settings

This editor allows you to configure the Authentication Provider.

The extension is disabled and will not be displayed in the DNN login form. Click here to enable it.
extension is disabled, click on the link above to enable it

Connections Other Settings License Support
Connection list

Link Name  Description  Enabled Issuer

ADFS Login button 4 https://adfs1/cloudapp.net/adfs/ Edit

Create new connection

On figure below extension is enabled. If in the future you want to disable it, just click on the link “here”.

Authentication Settings -~

This editor allows you to configure the Authentication Provider.

The extension is enabled in this DNN portal. If you want to disable it click here.

now extension is enabled

Connections Other Settings License Support

When “ADFS-Pro Authentication” extension is enabled, user can chose one of two login methods. First
option “Standard” is for a core DNN users, like host, administrator etc. Second option “ADFS-Pro

Authentication” is for Active Directory users. See figure below:
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User Log In

select "ADFS-Pro Authentication" tab to login
Standard | ADFS-Pro Authentication USiNg AD user credentials

Usemame:

Password:

using "Standard" login form [] Remember Login

you can login using DNN

user credentials
Register Reset Password

Creating connection between DNN and AD

To add DNN website to the AD FS a “ADFS-Pro Authentication” provider must be configured. I'm
assuming that it’s already installed in DNN and on AD FS side corresponding ‘Relying Party” is created

(see previous chapter).
To create connection to ADFS follow steps below.

1. Sign in as DNN admin or host. Go to “Admin->Extensions->Authentication Systems”. Next go to

“ADFS-Pro Authentication” settings, by clicking on the pencil on the right.
2. Select button “Create new extension”, see figure below.

Authentication Settings

This editor allows you to configure the Authentication Provider.

The extension is enabled in this DNN portal. If you want to disable it click here.

Connections Other Settings License Support
There are no connections defined. Click here to add first connection

Link Name Description Enabled Issuer

Create new connection

click here to add new connection
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3. On the screen below is a blank form that needs to be filled to establish communication with
ADFS.
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The extension is enabled in this DNN portal. If you want to disable it click here.

Connections Other Settings License Support

Fill form below to add new connection

Link name: I

Login button text

Description: I

Add description for this connection

Issuer: |

The URL of the STS where the caller is redirected to for authentication, the login page (eg:
hitps:/MyAdDomain.net/adfs/Is/) More info

Issuer name

registty:  The name of trusted Issuer, usually an URL. More info

In the form above you must enter settings obtained from the AD FS. Below these settings are described.

Issuer

The “Issuer” property is a URL address of the security token service (STS), login service, to which to send
WS-Federation sign-in and sign-out requests.

This URL usually starts with AD FS identifier and ends with “adfs/Is/”. AD FS identifier can be found here:
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== Actions
4 ] Service | 1 _
|| Endpoints Service
[ Certificates
[7] Claim Descriptions
4 [ | Trust Relationships

1 Tlaimne Droscicar Trocte nn

. Federation Service Properties -w from Here

Service Overvi 2 | Edit Federation Service Properties...

AD FS containg several ! Revoke All Proxies
Federation Service. The:

View

ala (General |Orgar1izatiur1 | Events |
< Federation Service display name:

| Glanton Federation Service test server, |
Example: Fabrlkkam Federation Service

Federation Service name:
|W—Ser'u'er'l 2R2 cloudapp net |

Example: fs fabrikam.com

3 Federation Service identifier:
|hﬁps:ﬁﬁf—SeweﬂEHZdoudapp.net dios periaasdneti= |

Example: hitp://f= fabrilkkam com/adf§/services Arust

Web 550 lfetime: |480

oy .
- minutes

ADFS g
“ SR Enabled  Proxy Enabled URL Path Type futhertication Type | Securty Mode
| Endpoints
Token lssuance
|| Lertificates
- . - |Ye5 Yes fadfs s/ SAML 2.0/WS5-Federation  Anorymous Transport I
| Claim Descriptions — ke
- . . Na No /adfs/services Arust /2005 windows WS-Trust 2005 Windows Message
4 || Trust Relationships
= . . No No fadfs/services/trust 2005/ windowsmixed WS5-Trust 2005 Windows Miced
|| Claims Provider Trusts
- Yes Yes /adfs/servicesArust/ 2005 windowstransport WS5-Trust 2005 Windows Transport
| Relying Party Trusts
] Attribute Stores MNa Mo /adfs/servicesArust 2005/ certificate WS-Trust 2005 Certificate Message
= L . Yes Yes /adfs/services/trust/ 2005/ cerificatemixed WS-Trust 2005 Certificate Mixed
4 || Authentication Policies i i
- . Yes Yes /adfs/servicesArust/ 2005/ cenflicatetransport WS5-Trust 2005 Certificate Transport
| Per Relying Party Trust
MNa Mo fadfs/services Arust 2005/ usemame WS-Trust 2005 Password Message

In our case issuer will be: https://W-Serverl12R2.cloudapp.net/adfs/1ls/
Reference: https://msdn.microsoft.com...

Issuer Name Registry

“Issuer Name Registry” is a string (usually a url) that represents the Federation Service. To obtain the
“Issuer Name Registry” for ADFS, follow steps from picture below:
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4 | Service | 1 Service
I=J Endpaints Service Qvervi 2
|| Certificates
[] Claim Descriptions

[] Trust Relationships

Edit Federation Service Properties..,

AD FS contains several ! Revoke All Proxies
Federation Service. The:

[

View

‘-.l f_|:imr Drn\riHanrlld’r a R
. Federation Service Properties -w from Here

Al A General |Drganizatinr1 I Events |
< Federation Service display name:

[Gianton Federation Service test server] |

Example: Fabrilkam Federation Service

Federation Service name:
|W-5&r‘uer12H2.c:IDudapp.ne‘t |

Example: fs fabrikam.com

3 Federation Service identifier:
|https:,-“x"|'l.l'-53n.rer1 2R2 cloudapp net/adfs/services st |

Example: hitp:/As fabrikam com/adfsservicesArust

Web 550 lfetime: 480 2~ minutes

In our case “Issuer name registry” is: https://W-Serverl2R2.cloudapp.net/adfs/services/trust

The “Issuer Name Registry” is associated to the certificate, both of these two factors allows to verify the

signature of tokens produced by the issuer.

Certificate Thumbprint
You need a token signing certificate thumbprint, see figure below. Before you enter the value to the
provider settings, remember to remove spaces from the thumbprint.

o S

4[| Service Subject lssuer Effective Date Expiration Date  Status Primary

J. End?lnts Service communications
|| Certificates
= - — [E) CN=W-Server12R2 cloudapp net CN=W-Server12R2 cloud...  9/9/2014 992015
|| Claim Descriptions
a [ 7] Trust Relationships

Token-decrypting

] Clairns Provider Trusts [EICN=ADFS Encryption - W-Server1... CN=ADFS Encryption-W... 9/9/2014 992015 Primary
[] Relying Party Trusts Token-signing
[ Attribute Stores EICN=ADFS Sigring - W-Server12R... CN=ADFS Signing - W-Se... 9/9/2014 9/9/2015 Primary

I [ | Authentication Policies

Get thumbprint from this certificate
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Details | Certification Path

2
: | Properties Only

1c05f70cf7b399 39 4e b0 ...

1c 05 £7 Oz £7 b3 99 39 4 b0 a3 51 40 aZ Qe
d3 g aa ab al

Edit Properties. .. || Copy to File... |

ok ]

DNN provider must have thumbprint without spaces.

Certificate ISEEEFTd?DBFBEQCDSMEBEFBFEDEEFAEEFAEEEBE
thumbprint: S _ . .

Realm

The realm is the identifier of your DNN application, usually it’s a URL. It is used by the STS to know who
we are. To obtain the “Realm” follow steps from the figure below. Usually it’s a DNN website address. In
our case “Realm” is: https://w-serverl2r2-vs.cloudapp.net/


http://doc.glanton.com/ADFS-Pro-Authentication/index.html

This document is deprecated. New user guide is here:
http://doc.glanton.com/ADFS-Pro-Authentication/index.html

| ADFS Relying Party Trusts Actions

a [ S_gwEch . Display Name Enabled  Type Identifier Relying Party Trusts
- n F?mts Device Registration Service Yes WE-T... umms-drsw-s Add Relying Party Trust
— CEI'.tIfICEtES o haishidc accesscontrol windows.net Yes WS5-T... https.//haishid
| Claim Descriptions 2 Iw&emer121'2m5 I Yes WS5-T... https:./fw-sern Add Mon-Claims-Aware R
4 [ Trust Relatienships i
Qe . Vi
_| Claims Provider Trusts w-server12r2-vs Properties - =
1] [ Relying Party Trusts MNew Window from Here
T RTTDUTE SToTes Organization | Endpaints I Prowy Endpaints | Notes I Advanced 7 Refresh
4 || Authentication Policies Manitoring | Identfiers | Encryption I Signaturs I Accepted Claims — Hel
~| Per Relying Party Trust Specify the display name and identifiers for this relying party trust. E &p
Display name: w-server12r2-vs
|L’\“SENEI’12’2‘VS Update from Federation W
Relying party idertifier Edit Claim Rules...
| R Disable
Bxample: https:/fs contoso com/adfs/services./trust 3
A Relying party identffiers: K Delete
[
Https:/ fw-server12rd-vs cloudapp et/ Remove Help

Reference: https://msdn.microsoft.com/...

Home realm
The “Home Realm” is a identity provider (IP) address. By default “Home Realm” is equal to “Issuer”. In

the WS-Federation sign-in request “whr” parameter is equal to “Home realm”. In our case it's:
https://W-Serverl2R2.cloudapp.net/adfs/1ls/

Audience Uri

“Audience URI” is an address (or a list of addresses) where user will back after sign in process. Usually
it’'s a DNN website address, in our case “Audience Uri” is: https://w-serverl2r2-vs.cloudapp.net/
“Audience URI” will make sure that the token was really meant for our own DNN web application.

Authentication Type

The wauth parameter is like the wst:AuthenticationType element defined in WS-Trust. The value should
be set to a string that contains a URI that identifies the type of authentication that is used.

The wauth parameter is optional. Set the AuthenticationType property to null or an empty string to
remove the wauth parameter from the message.

Passive Redirect Enabled
Specifies whether the WSFAM is enabled to automatically redirect unauthorized requests to an STS.
Optional. The default is “true”, unauthorized requests are automatically redirected.

DNN username formats

The “ADFS-Pro Authentication” module allows store DNN users in multiple formats. How the DNN
username will be saved in DNN database in table “Users”, can be specified in “Module Options-> Other
Settings”.
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The extension is enabled in this DNN portal. If you want to disable it click here.

Connections Other Setti Usemame
Username with Domain
) Portal Suffix
Other Settings Portal Suffix with Domain
Cross Portal User

Cross Portal User with Domain

Username format:

Specify in what format the DNN username will be saved in DNN
database. More info about that feature can be found in the User Guide in
chapter DNN user - saving modes

Diagnostic mode: v
If enabled, additional logs will be added. If you have any problems with this ex

feature. More info

To choose the right username format you need to answer a few questions:

e how many portals exist in your DNN,
e do you want to allow to login one AD user to only one DNN portal or to each DNN portal,
e what is the existing DNN username format;

Below is a table that describes available DNN username formats, for the following assumptions:

® ADusernameisBarry,
e AD domain name is GS,
e DNN portal id is 2;

Username format Output example [for AD user: Barry, portal id: 2, AD domain:
Gs]
Default “Default” username format allows save one Active Directory user
username across whole DNN install.

In this situation AD user Barry is able to login to only one DNN
portal (portal id = 2).

output username: Barry

Default with Domain “Default with domain” username format allows save one Active
Domain\username Directory user across whole DNN install.

In this situation AD user Barry is able to login to only one DNN
portal (portal id = 2).

output username: GS\Barry

Portal Suffix “Portal Suffix” username format allows save one Active Directory
username_{portal id} user in each DNN portal and it will be separate user instance. In
fact every DNN portal contains his own DNN user, that points to
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one Active Directory user.
In this situation AD user Barry is able to login to all DNN portals.
output username: Barry 2

Portal Suffix with Domain Active Directory user Barry can exist in each portal and it will be
Domain\username {portal separate user instance. In fact every DNN portal contains his own
ID} DNN user, that points to one Active Directory user.

In this situation AD user Barry is able to login to all DNN portals.
output username: GS\Barry 2

Cross Portal User Active Directory user can exist in each DNN portal, his username
username will be the same, but with independent user profile. AD user
Barry is able to login to all DNN portals. To enable this mode all
“ADFS-Pro Authentication” instances across DNN install, should
have “Username format” set to “Cross portal User”. More info
about the “Multi User” feature that allows to re-use username,
can be found at this location:

http://www.dnnsoftware.com/wiki/page/Users-in-multiple-porta
Is-in-a-single-DNN-Instance

output username: Barry

Cross Portal User with Domain Active Directory user can exist in each DNN portal, his username
Domain\username will be the same, but with independent user profile. AD user
Barry is able to login to all DNN portals. To enable this mode all
“ADFS-Pro Authentication” instances across DNN install, should
have “Username format” set to “Cross portal User”. More info
about the “Multi User” feature that allows to re-use username,
can be found at this location:

[s-in-a-single-DNN-Instance
output username: GS\Barry

Email “Email” username format allows save one Active Directory user
username@domain.com across whole DNN install.

In this situation AD user Barry is able to login to only one DNN
portal (portal id = 2).

output username: Barrv@gs.local

Note: if username format is set to ‘Username’ or ‘Multiuser’, then ‘Identity.Name’ should be in the same
format. Without the ‘domain’ name at the beginning as it is by default ‘DomainName\Username’.

Change first claim rule by following claim:

c:[

Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”,

Value =~ "~ *¥(\\).*$"]

=>

issue(Type="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name", Value=RegexReplace(c.Value,
"R\, M)
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Session token encryption

Session token allows the user to continue to browse to other pages within the same DNN application
without having to re-authenticate with the identity provider for each page visit. This token is stored in
the cookie that is encrypted. By default to write and read token in that cookie DPAPI (Data Protection
API) is used. All works fine if we host our application in a single machine. Problem starts when you
deploy your application to machine instances behind a load balancer, like an Azure. You can get an
exception like:

A CryptographicException occurred when attempting to encrypt the cookie

More info in chapter “The data protection operation was unsuccessful”

To bypass that issue you must implement custom “session token” encryption. The idea is to use a
certificate to encrypt and decrypt the session token. To do that add following lines in your web.config
file:

<configuration>
<!-- the web.config code goes here -->
<!-- begin custom code -->

<system.identityModel.services>
<federationConfiguration>
<serviceCertificate>
<certificateReference x509FindType="FindByThumbprint" findvalue="ThumbPrintvValue"
storeLocation="LocalMachine" storeName="My"/>
</serviceCertificate>
</federationConfiguration>
</system.identityModel.services>
<!-- end custom code -->

</configuration>

Session Tokens protected by Machine Key

Session tokens by default, are protected with DPAPI which auto-generates a key that is specific to the
machine. This means, by default, that session tokens won’t work in a web farm or cloud based hosting.
In that case session tokens can be configured to use the ASP.NET <machineKey> for protection instead.
To enable that option go to “ADFS-Pro Authentication-> Other Settings” and enable attribute “Token
Encryption”, see figure below:
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Other Settings

Username | Portal Suffix with Domain v

format  gphecify in what format the DNN usermame will be saved in DNN database. More info

about that feature can be found in the User Guide in chapter DNM user - saving modes

Diagnostic ¥
mode: If enabled, additional logs will be added. If you have any problems with this extension
enable that feature. More info
Password T4
change link: If enabled, on the login form will be displayed link to the page where users can change

their Active Directory passwords. More info

Token ¥ 2 o _ o
encryption: T €nabled, defauit ‘SessionSecurity TokenHandler' will be replaced by the

'MachinekeySessionSecurity TokenHandler' More info

MNote: All settings will be saved automatically, without clicking 'save'’ button.

User Guide | Contact Glanton Support | v1.5.20

References:
https://brockallen.com/2013/02/18/configuring-machine-key-protection-of-session-tokens-in-wif-and-th

inktecture-identitymodel/

https://brockallen.com/2013/02/14/configuring-session-token-lifetime-in-wif-with-the-session-authenti

cation-module-sam-and-thinktecture-identitymodel/

Single Sign On
Following conditions must be meet for SSO:
e The Web-proxy configured on the client should be configured to bypass proxy, for request to
ADFS URL
e The ADFS URL (eg. http://MyDnnWebsite.com) should be added to the IE > Security >Intranet
zones > Site list
Module offers single sign on. When user clicks on “login” link module will automatically redirect user to
the ADFS login page. All you need to do is to go to: Admin-> Extensions-> ADFS-Pro Authentication, edit
the config, and enable “enable SSO” attribute.
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hitp:/iw

v

AT

AT

Aww MyDnn.com/). More Inf
[v] is config enabled
lv| enable Hitps (if enabled, the communic3

allow register users

v|

enable S50, more info

If the attribute “enable SSO” is enabled, all anonymous users will be redirected to the STS login page
(ADFS login page). To allow login for non AD users like DNN host or DNN admin, please add to the login
page query string parameter: ?sso=false. This query string parameter will stop “auto redirect”

process.
If this doesn't help, delete the module settings using this SQL command:
TRUNCATE TABLE GS_FP_FederationConfig

Colleagues only enter their credentials once; as long as these credentials remain valid, the website or
web service can be accessed without the need to manually log on.

Password change
Background

Password change is the ability for a user to change his password with knowledge of the old password.
Note that this is not password reset where the user does not know his password. This feature is usually
for employees that are not connected to the corporate network where they have “self reset passwords”
at the press of Ctrl+Alt+Del keys.

ADFS configuration

ADFS provides a special page to change user password that is available at following address:
https://YourAdfsServer.com/adfs/portal/updatepassword/

But for security reason ‘/adfs/portal/updatepassword/’ endpoint is by default disabled and when you try
to open page you will get message like on the screen below.
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An error ocourred

An error occurred. Contact wour administrator for more
information.

Error details

s Adtivity 1D 00000000-0000-0000-1300-0030000000e 1

& Errortime: Mon, 27 Feb 2017 14:52:06 GMT

* Cookie: enabled

o User agent string: Mozilla/5.0 (Windows NT 6.3; WOWEL)
ApplewebKit/s37.36 (KHTML, like Geckao)
Chrome,/56,0.2924,87 Safari/537.36

To enable password change, first you need to enable dedicated endpoint. Please go to the list of AD FS
endpoints and scroll down. At the end of the endpoint list should be something like:
“fadfs/portal/updatepassword/” see screen below. Enable that endpoint.

4 St oy Enabled  Prosy Enabled LRL Path
_l Endpl:llnts MU MU AU FRIICERS UL 2 WS ULIEET sy
| Certificates Mo Mo Fadfsservicestust 1 3zsuediokensymmmetricti
| Claim Descriptions Mo Mo Fadfsservicestust 1 3zsuediokensymmmetricti
B[] Trust Relationships Mo Mo Jadfs/services/trust/ 1 3 izsuedtok enmisedzymm
B &uthentication Policies Mo Mo Jadfs/services/trust/ 1 3 izsuedtok enmisedzymm
Mo Mo fadfs/zervicestuzt/ 1 3Awindows
Mo Mo fadfzdzervicestruzt/ 1 3 windowsmixned
Mo Mo dadfs/servicestruzt/1 3 windowstransport
ez Mo dadfsfservicestrusttcpdwindows
Mo Mo fadfzdzervicestruzt/artifactresolution
Ve Yes Fadfs/oauth2/!
MMetadata
Ve Yes dadfzfzervicestrugt/mes
Ve Yes /Federationtd etadata,/2007-06/F ederationtd etag
Ve Mo fadfs/feffederationsererserice, asmy
Proxy
ez Mo dadfs/prosy,
ez Mo .-"au:lfs.-"pru:u:-:_l,l.-"Estal:ullshTrust.-"
oiher 2 DY default this option is disabled

fadfz/portal/updatep

It’'s worth to mention that if AD FS service is on Windows 2012R2, password change page will be
displayed only for users that are accessing from registered device. To bypass that limitation a special
hotfix was released. See link below:

re-not-required-to-use-registered-device-in-windows-server-2012-r2
When the AD FS is correctly configured, at the password change address user will get following form:
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Update Passwaord

Fomeonemexarmple.corm

old password
Mew passward

Confirm new password

When password is successfully change following message is displayed:

Update Password

Your password is successfully updated,

Module configuration

The “ADFS-Pro Authentication” can display link to the page where password will be changed. Please look
at the following figure:

User Log In

Standard ADFS-Pro Authentication

‘ This license will expire in 14 days

Button(s) below will redirect you to ADFS login page, where you wi

LS RENILE Change password <: link

To enable/disable that link please edit provider, go to ‘Other Options’ tab and enable option ‘Password
change link’. See figure below.
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Other Settings

Username I Portal Suffix with Domain ¥

format:  goecify in what format the DNN username will be saved in DNN databa

that feature can be found in the User Guide in chapter DNN user - savi

Diagnostic <
If enabled, additional logs will be added. If you have any problems with

mode:
enable that feature. More info
2
Password s o _ _ _
change link: If erjabled, on the login form will be displayed link to the page where ug
Actiye Directory passwords. More info

Page where AD user password can be changed is
https:/fadfs_onmicrosoft. comfadfs/portal/updatepassword/

Note: All settings will be saved automatically, without clicking 'save' button.

Vocabulary
Terminology used in ADFS

At this link can be found terminology that is related to the ADFS:
https://technet.microsoft.com/en-us/library/cc756089(v=ws.10).aspx

STS - Security Token Service

A Web service that issues security tokens. In ADFS, the Federation Service is an STS. A service itself can

generate tokens or it can rely on a separate STS to issue a security token with its own trust statement.
This forms the basis of trust brokering.

HRD

In query string will be added key HRD with value equal to “home realm”. Home realm URI will redirects
the user to a particular IdP only and not provide an option to choose from
More info: http://www.cloudidentity.com/blog/2010/05/11/a-hidden-gem-the-wif-confi

ule_members.aspx

Claim

Think of a claim as a piece of identity information such as name, e-mail address, age, membership in the
Sales role. The more claims your application receives, the more you'll know about your user. You may be
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wondering why these are called “claims,” rather than “attributes,” as is commonly used in describing
enterprise directories. The reason has to do with the delivery method. In this model, your application
doesn’t look up user attributes in a directory. Instead, the user delivers claims to your application, and
your application examines them. Each claim is made by an issuer, and you trust the claim only as much
as you trust the issuer. For example, you trust a claim made by your company’s domain controller more
than you trust a claim made by the user herself. WIF represents claims with a Claim type, which has an
Issuer property that allows you to find out who issued the claim .

SSO

Test Single SignOn Single SignOn is really nothing else but an application of the widely used “Remember
Me” function. Say you have two web applications, SiteA and SiteB that share the same STS. You start the
day by logging in to SiteA and do some work there. You’ll of course use the STS login page. The STS will
establish a login session with the client. The browser will send the FedAuth cookie with all subsequent

requests.

Then at some point you need to use SiteB. SiteB also needs authentication and redirects the user to the
same STS. However, the STS will recognise the user’s FedAuth cookie and will issue another token for
SiteB without having to log in again.

Therefore we get Single SignOn accross all applications that use the same STS.

Login params

® wa - the action to execute, which is wsignin1.0,

e wtrealm - the relying party that this token applies to, which is a-Expense,

® wctx - context data such as a return URL that will be propagated among the different parties,
ADFS 2.0 uses guid when it generates wctx to identity provider (in case ADFS 2.0 is relying party
for other STS). The context information is saved in a secure cookie that's identified by the guid
that's later echoed back by identity provider

e wct - atime stamp,

Reference: http://msdn.microsoft.com/en-us/library/ff359114.aspx#secl

MSISIPSelectionPersistent

MSISIPSelectionPersistent is the name of persistent cookie which is written to the file system on the
client that shows who should be the identity provider (IDP) for this client. If the client does not already
have this cookie set, and there are multiple IDPs to choose from, AD FS will prompt the user to select an
IDP through a process called Home Realm Discovery (HRD).

The MSISIPSelectionPersistent cookie data is base64 encoded, so you can use your favorite base64
decoder to see the value of the identity provider. Fiddler has a base64 decoder built into its Decoders
menu. Example of cookie data looks like: “http://sso.contoso.com/adfs/services/trust” (this is
Federation Service Identifier. This is a URI, not a URL!)

MSISAuth

MSISAuth and MSISAuthl are the encrypted cookies used to validate the SAML assertion produced for
the client. These are what we call the "authentication cookies", and you will see these cookies ONLY
when AD FS 2.0 is the IDP. Without these, the client will not experience SSO when AD FS 2.0 is the IDP.

MSISAuthenticated

! https://msdn.microsoft.com/en-us/library/hh873308(v=vs.110).aspx
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MSISAuthenticated contains a base64-encoded timestamp value for when the client was authenticated.
You will see this cookie set whether AD FS 2.0 is the IDP or not.

MSISSignout

MSISSignout is used to keep track of the IDP and all RPs visited for the SSO session. This cookie is utilized
when a WS-Federation sign-out is invoked. You can see the contents of this cookie using a base64
decoder.

MSISLoopDetectionCookie

MSISLoopDetectionCookie is used by the AD FS 2.0 infinite loop detection mechanism to stop clients
who have ended up in an infinite redirection loop to the Federation Server. For example, if an RP is
having an issue where it cannot consume the SAML assertion from AD FS, the RP may continuously
redirect the client to the AD FS 2.0 server. When the redirect loop hits a certain threshold, AD FS 2.0 uses
this cookie to detect that threshold being met, and will throw an exception which lands the user on the
AD FS 2.0 error page rather than leaving them in the loop. The cookie data is a timestamp that is base64
encoded.

ADFS Federation Metadata

Information about the services offered by an entity, usually the AD FS server. These information are
served by following endpoint:
https://YourAdfsDomain/FederationMetadata/2007-06/FederationMetadata.xml

for example: https://adfs.server2012.org/FederationMetadata/2007-06/FederationMetadata.xml

Troubleshooting
Diagnostic Mode

The “Diagnostic Mode” displays info about the “ADFS-Pro Authentication” extension. These
informations can help to diagnose issues that can occur like: config errors, failed login process, etc.

To enable “Diagnostic Mode” follow steps below:

e edit logdnet config file: DotNetNuke.log4net.config, usually can be found in root DNN Platform
folder. Set the “level” to “ALL”

<root>
<level value="ALL" />
<appender-ref ref="RollingFile" />
</root>

e go to “ADFS-Pro Authentication-> Module options-> Other Settings” tab and enable attribute
“Diagnostic Mode”, more info on figure below

When the “Diagnostic mode” is enabled, output logs can be found in folder portals\ default\Logs.
Log files are in the format yyyy.MM.DD. logs.resources.
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Step 1. Go to the
"ADFS-Pro Authentication-> Module options-> Other Settings"
and enable the "Diagnostic mode"

The extension is enabled in this DNN

Connections Other Settings License Support

Other Settings

Username I Username with Domain v
format:

Diagnostic =
mode: f enabled, additiona

problems with this extensio

_ | DotNetNuke.log4net.config - Natepad

Step 2. Adjust the DotNetNuke.log4net.config file
File Edit Format View Help . _n "
<?xml version="1.0" encoding="utf-8" 7= t the node <level value="All />

<logdnet> ileisi i
<appender name="RollingFile" type="'|094net.Ap|:(flle Isin DNIE' rOOt,qlreCtorv)

<file value="Portals _defau'lt,/Lo?s,/ /=

<datepPattern value=" .MM, dd". Tog.resources’™" /=

<rollingstyle value="Date" />

<staticLogFileName value="false" />

<appendToFile value="true" />

<maximumFilesize value="10MB" />

<max5izerRol1Backups value="5" /=

<lockingModel type="logdnet.Appender.FileAppender+Minimallock”,/ >

<layout type="logdnet.Layout.PatternLayout >
<conversionPattern value="%date [%property{log4net:HostName}][Thread:%thread][%1evel] %logger - %message¥newline" /=
<locationInfo value="true" />

</layout>

</appender=>

oot

<level value="Al11" />
= = gFile" />
</root>

|<,.-"|0g4net> inetpub » wwwroot » Dnn734 » Portals » _default » Logs » v|¢,|| Search Logs

ith ~  Bum  NStep 3. File with the diagnostic messages can be found in
Name folder: ~\Portals\_default\Logs

0 ) file has a name in format: YYYY.MM.DD.resources
. LogConfig Pt LT

4| 2016.06.16.log.resources 2016-06-16 10:36 RESOURCES File 3KB

Note: Diagnostic messages will appear
when you reproduce the issue

Java Script errors

The “AD-Pro Authentication” user interface is based on the JavaScript and html templates. If there are
any issues it’s worth to check are there any JavaScript errors. Please check following articles that are
describing how to display these errors in your browser:

e JSerrorsin Chrome
e JSerrors in FireFox
e JSerrorsin Internet Explorer

If you have any problems with “AD-Pro Authentication v3” module, please send error messages to

support@glanton.com

Edit & Delete buttons doesn’t work

When you can’t update the module settings, and in web browser console you get the message like
“Method Not Allowed” or 405 HTTP error code, please make sure that WebDAV is disabled. To disable
WebDAV please add following lines to the web.config file:

® in the section “system.webServer-> modules” add following line:
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<modules>
<remove name="WebDAVModule"/> <!-- add this -->
</modules>
e in the section “system.webServer-> handlers” add following line:

<handlers>
<remove name="WebDAV" />
</handlers>

You can read more about WebDAYV here:
http://www.iis.net/learn/get-started/whats-new-in-iis-7/what39s-new-for-webdav-and-iis-7

Certificate is not in the trusted people store

The X.509 certificate CN=*** js not in the trusted people store. The X.509 certificate CN=*** chain
building failed. The certificate that was used has a trust chain that cannot be verified. Replace the
certificate or change the certificateValidationMode. A certificate chain processed, but terminated in a
root certificate which is not trusted by the trust provider.

Follow these instructions:
http://msdn.microsoft.com/library/azure/jj192993(v=azure.10).aspx

Get info about actual AD FS

“Get-ADFSProperties” command executed in PowerShell will list info about current ADFS instance. More
info: http://technet.microsoft.com/en-us/library/dn280950.aspx

To set a SPN

execute following command:
setspn -s host/{your_Federation_Service_name} {domain_name}\{service_account}

setspn -s http/W-Server12R2.cloudapp.net cloudapp.net\barry
(Remember to run your Command Prompt with elevated privileges or you will get an "Access Denied"
message.)

No valid key mapping found for securityToken
If you get message like:

WIF10201: No valid key mapping found for securityToken:
‘System.ldentityModel.Tokens.X509SecurityToken' and issuer:
'https://W-Server12R2.cloudapp.net/adfs/services/trust'

Please make sure that in “ADFS-Pro Authentication” attributes:

® |ssuer Name Registry
e Valid Issuers

are equal to Federation Service Identifier in ADFS
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| Service )
1= .1 Service
_| Endpoints

| Certificates
| Claim Descriptions
4 || Trust Relationships

1 Tlaimne Drenciclar Trocke ma

Federation Service Properties -w from Here

Service Overvi 2 | Edit Federation Service Properties...

AD FS contains several ! Revoke All Proxies
Federation Service. The:
View

General |Drganizatinr1 I Events |
Federation Service display name:

[Gianton Federation Service test server] |

Example: Fabrilkam Federation Service

b
Lo
[l )l

Federation Service name:
|W-5&wer12ﬂ2.cloudapp.ne‘t |

Example: fs fabrikam.com

3 Federation Service identifier:
|https:;’x".|'l.l'-53n.rer1 2R2 cloudapp net/adfs/services st |

Example: hitp:/As fabrikam com/adfsservicesArust

Web 550 lfetime: 480 2~ minutes

and the certificate thumbprint is valid. To get the correct certificate, please follow steps from the picture
below:

4 [ Service

) . Subject lssuer Effective Date Expiration Date  Status  Primary
| Endpoints . A
= = Service communications
| Certificates
= - — [E) CN=W-Server12R2 cloudapp net CN=W-Server12R2 cloud...  9/9/2014 992015
| Claim Descriptions
a [ 7] Trust Relationships Token-decrypting
| Claims Provider Trusts [EICN=ADFS Encryption - W-Server1... CN=ADFS Encryption-W... 9/9/2014 992015 Primary
| Relying Party Trusts Token-signing
—| Aftribute Stores EEICN=ADFS Signing - W-Server12R...  CN=ADFS Signing - W-Se...  9/9/2014 9/9/2015 Primary

I [ | Authentication Policies
Get thumbprint from this certificate

The requested relying party trust 'https://..." is unspecified

If in Event Viewer on ADFS server, you get message like:
Microsoft.IdentityServerWeb.InvalidScopeException: MSIS7007: The requested relying party trust
'https://w-server12r2-vs.cloudapp.net/' is unspecified or unsupported. If a relying party trust was
specified, it is possible that you do not have permission to access the trust relying party. Contact your
administrator for details.

Please make sure that Realm specified in DNN in “ADFS-Pro Authentication” provider is equal to Relying
Party Identifier in ADFS (screen below).
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1 ADFS
4 || Service
| Endpoints
| Certificates
| Claim Descriptions
4 [ Trust Relatienships
| Claims Provider Trusts
1] [ Relying Party Trusts
TIBULE StoTes

4 || Authentication Policies
| Per Relying Party Trust

Relying Party Trusts

Display Name Enabled Type ldentifier
Device Registration Service Yes WS-T...  umms-drsw-s
haishidc accesscontnol windows net Yes WS5-T...  https://haishid

2 Iw*sen.‘er'la'}\rs I Yes WS5-T... https:./fw-sern

w-server12r2-vs Properties -

Organization | Endpaints I Prowy Endpoints | Motes I Advanced
Monitaring | Identifiers | Encryption I Signature I Accapted Claims

Specify the display name and identifiers for this relying party trust.

Display name:

|L\‘$EI’\I’EI’12]’2‘V5

Relying party identifier:

| Add
Bxample: https:/fs contoso com/adfs/services./trust

Relying party identifiers:

https://w-server12r2-vs cloudapp net/ Remave

Actions

Relying Party Trusts
Add Relying Party Trust..,
Add Mon-Claims-&ware R
View
MNew Window from Here

|G| Refresh

Help

w-server12r2-vs
Update from Federation W
Edit Claim Rules...
Disable

3 [ ]

x Delete

Help

The Audience Restriction Condition was not valid

If you get the message like:

ID1038: The AudienceRestrictionCondition was not valid because the specified Audience is not present

in AudienceUris.Audience: 'https://MyDnn.cloudapp.net/'

Please make sure that following values are equal:

Audience Uris - in WS Provider,

Realm - in WS Provider,

Relying Party Identifier - in ADFS (screen below);

1 ADFS
4 [ Service
| Endpoints
| Certificates
| Claim Descriptions
4 [ Trust Relationships
| Claims Provider Trusts
1| [ Relying Party Trusts
FIBUTE Stores

4 || Authentication Policies
| Per Relying Party Trust

Display Name Enabled Type Identifier
Device Registration Service Yes WS-T..  umms-drsw-s
haishidc accesscontnol windows net Yes WS-T... https://haishid

2 Iw*sen.‘er'la'}\rs I Yes WS5-T... https:./fw-sern

w-server12r2-vs Properties -

Organization I Endpaints I Prowy Endpoints | Motes I Advanced
Monitoring | Identifiers | Encryption I Signature I Accepted Claims

Specify the display name and identifiers for this relying party trust.

Display name:

|Ip\“38|'\l'8|'12'24f5

Relying party identifier:

| Add
Bxample: https:/#s contoso com/adfs services /trust

Relying party identifiers:

https://w-server1Zrvs cloudapp net/ Remaove

Actions

Relying Party Trusts
Add Relying Party Trust...
Add Mon-Claims-Aware R
View
MNew Window from Here

& Refresh

Help

w-server12r2-vs
Update from Federation W
Edit Claim Rules...
Disable

3 o]

* Delete

Help

URL scheme is not https

If you get the message like:
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ID1059: Cannot authenticate the user because the URL scheme is not https and requireSsl is set to true
in the configuration, therefore the authentication cookie will not be sent. Change the URL scheme to
https or set requireSsl to false on the cookieHandler element in configuration.

Please make sure that the DNN is using https, or set “require SSL attribute to false

<cookieHandler requireSsl="false" />

Issuer of the security token was not recognized by the
IssuerNameRegistry

If you get the message like:
ID4175: The issuer of the security token was not recognized by the IssuerNameRegistry. To accept
security tokens from this issuer, configure the IssuerNameRegistry to return a valid name for this issuer.

Please make sure that the following attributes are correct:

e certificate thumbprint,
® |ssuer Name Registry;

Could not load the identity configuration

If you get the message like:

ID7027: Could not load the identity configuration because no <system.identityModel> configuration
section was found.

Please make sure that web.config file has this lines:

<section name="system.identityModel" type="System.ldentityModel.Configuration.SystemldentityModelSection, System.ldentityModel,
Version=4.0.0.0, Culture=neutral, PublickeyToken=B77A5C561934E089" />

<section name="system.identityModel.services" type="System.ldentityModel.Services.Configuration.SystemldentityModelServicesSection,
System.ldentityModel.Services, Version=4.0.0.0, Culture=neutral, PublicKeyToken=B77A5C561934E089" />

STS address is not configured

If you get the message like:

ID1058: A valid STS address is not configured on the WSFederationAuthenticationModule for creating
WS-Federation passive protocol SignOut requests. Set the Issuer property on the module to a valid STS
address.

Please make sure that: Realm field in the “ADFS-Authentication” module and the “Relying party
identifier” in the ADFs config is exactly the same.
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Issuer name registry: I hitps://ADFS1.cloudapp.net/adfs/services/trust
The name of trusted Issuer, usually an URL. More info

Certificate thumbprint: I 1C05F70CF7B399394EB0A35140A20ED30EAAASA
Cernificate thumbprint that DEIDI'IQS to the "Issuer Name Registr}f“. More info

Realm: I https:/fwebserv1.cloudapp.net/Dnn742
An URI that is used by the STS to identify the relying party instance More info

Home Realm: I https://ADFS1 .cloudapp.net/adfs/ls/

DNNv742 on WebServ Properties ES

Organization | Endpaints I Prooay Endpoints | Motes I Advanced
Monitoring | dertifiers | Encryption I Signature | Accepted Claims

Specify the display name and identifiers for this relying party trust.

Digplay name:
[DNNv742 on WebServ

Relying party identifier:
| Add
Example: https://fs contoso com/adfs/services.tnist
Reling party identifiers:
https://webserv1 cloudapp net/Dnn742 Remaove

A SignlnResponse message may only redirect within the current
web application

If you get message like:

ID3206: A SignInResponse message may only redirect within the current web application:
'https://MyDnn.cloudapp.net' is not allowed.

A return url address must have “/” at the end. In the logs should be info about your current url.

There are no registered protocol handlers on path /adfs/Is/

If in AD Event Viewer you get the message like:
Microsoft.ldentityServer.RequestFailedException:
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MSIS7065: There are no registered protocol handlers on path /adfs/Is/ to process the incoming request.
at Microsoft.IdentityServer.Web.PassiveProtocolListener.OnGetContext(WrappedHttpListenerContext
context)
Resolution:

1. Ensure that SPN are correct.

2. Ensure that the certificate is not expired.

WebForms UnobtrusiveValidationMode

If you get the exception like:
System.InvalidOperationException: WebForms UnobtrusiveValidationMode requires a ScriptResourceMapping for
‘jquery’. Please add a ScriptResourceMapping named jquery(case-sensitive).

Please make sure that in web.config file in “appSettings” section you have following entry:
<appSettings>

<add key="ValidationSettings:UnobtrusiveValidationMode" value="None" />

</appSettings>

If this key value is set to "None" [default], the ASP.NET application will use the pre-4.5 behavior
(JavaScript inline in the pages) for client-side validation logic. More info:
https://msdn.microsoft.com/en-us/library/hh975440.aspx

Changes in web.config

The “ADFS-Pro Authentication” automatically creates following changes in web.config file:
1. Under section <configuration><configSections> following lines will be added:

<section name="system.identityModel"
type="System.IdentityModel.Configuration.SystemIdentityModelSection, System.IdentityModel,
Version=4.0.0.0, Culture=neutral, PublicKeyToken=B77A5C561934E089" />

<section name="system.identityModel.services"
type="System.IdentityModel.Services.Configuration.SystemIdentityModelServicesSection,
System.IdentityModel.Services, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=B77A5C561934E089" />

<section

<section

2. Under section <configuration><system.webServer><modules> following lines will be added:
<add name="CustomWSFederationAuthenticationModule"

type="GS.FederationProvider.CustomWSFederationAuthenticationModule, GS.FederationProvider

preCondition="managedHandler" />

<add name="SessionAuthenticationModule"
type="System.IdentityModel.Services.SessionAuthenticationModule,
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System.IdentityModel.Services, Version=4.0.0.0, Culture=neutral,
PublicKeyToken=b77a5c561934e089" preCondition="managedHandler" />

Note: old versions of “ADFS-Pro Authentication” module creates following lines in web.config, in current
module version these lines are invalid. These lines should be automatically removed if you installing
v1.5.7+ . If lines still exist remove them manually.

<add name="AuthModule" type="GS.FederationProvider.WSFederationModule, GS.FederationProvider"
/>

<add name="WSFederationAuthenticationModule"
type="GS.FederationProvider.WSFederationAuthenticationModule, GS.FederationProvider"
preCondition="managedHandler" />

WebAPI request are not supported

Too many redirects issue occur
Fix -> custom Dotnetnuke.Modules.dll

CryptographicException occurred - cookie encrypt

If you get the message like:
ID1074: A CryptographicException occurred when attempting to encrypt the cookie using the
ProtectedData API (see inner exception for details). If you are using IIS 7.5, this could be due to the
loadUserProfile setting on the Application Pool being set to false.
The data protection operation was unsuccessful. This may have been caused by not having the user
profile loaded for the current thread’s user context, which may be the case when the thread is
impersonating.
Please make sure that the following code is in your web.config file:
<system.identityModel>
<identityConfiguration>
<securityTokenHandlers>
<remove type="System.IdentityModel.Tokens.SessionSecurityTokenHandler, System.IdentityModel,

Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" />

<add type="System.IdentityModel.Services.Tokens.MachineKeySessionSecurityTokenHandler,
System.IdentityModel.Services, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089" />

</securityTokenHandlers>

</identityConfiguration>
</system.identityModel>

More info can be found here:
http://www.cloudidentity.com/blog/2013/01/28/running-wif-based-apps-in-windows-azure-web-sites-4
L

If DNN is hosted on a web farm or behind the loadbalancer read this chapter: Session token encryption
Another important note: make sure that AppPool has enabled “Load User Profile”, see image below:



http://doc.glanton.com/ADFS-Pro-Authentication/index.html
http://www.cloudidentity.com/blog/2013/01/28/running-wif-based-apps-in-windows-azure-web-sites-4/
http://www.cloudidentity.com/blog/2013/01/28/running-wif-based-apps-in-windows-azure-web-sites-4/

This document is deprecated. New user guide is here:
http://doc.glanton.com/ADFS-Pro-Authentication/index.html

Advanced Settings I. ? |ﬂvlh?-,|1
B (General) =
MET Framework Version vd.0
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
_ DefaultippPool E
Queue Length 1000
Start Autornatically True
B CPU 1
Limnit 0
Lirnit Acticn Mohction
Lirnit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
B Process Model
Identity ApplicationPoolldentity
Idle Time-out (minutes) 20
Load User Profile True
Maximum Worker Processes 1
Ping Enabled True 7
Mame
[narne] The application pocl name is the unique identifier for the
application pool.
’ OK l [ Cancel ]

CryptographicException occurred - cookie decrypt

If you get an error message like:
System.InvalidOperationException: ID1073: A CryptographicException occurred when attempting to
decrypt the cookie using the ProtectedData API (see inner exception for details). If you are using IIS
7.5, this could be due to the loadUserProfile setting on the Application Pool being set to false.
We need to implement a new solution of encryption and decryption session tokens.
This could happen when DNN is hosted on the server that is behind the load balancer. In this case server
is deployed on multiple machines for example on a web farm.
When user continue to browse the site (after login) the load balancer redirects some request to execute
on machine-1 some on machine-2. If machine-1 receives the first request after login then WIF uses
machine-1's current user key to encrypt the cookie. When the next request goes to machine-2, WIF in
machine-2 will fail to decrypt the cookie using machine-2's current user key and you will get the error
like above.
To fix that issue a certificate need to be used to decrypt/encrypt the session tokens. Add following entry
in web.config file to use certificate:
<configuration>

<system.identityModel.services>
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<federationConfiguration>
<serviceCertificate>
<certificateReference x509FindType="FindByThumbprint" findValue="<cerrt-thumbnail>"
storelLocation="LocalMachine" storeName="My"/>
</serviceCertificate>
</federationConfiguration>
</system.identityModel.services>
</configuration>
Reference: http:

References

ADFS-Pro Authentication - DNN plugin that allows you connect DNN to AD FS
DNN&ADFS - User Guide that describes implementation details

e https://msdn.microsoft.com/en-us/library/hh568665(v=vs.110).aspx
dotnetcodr.com/2013/03/11/claims-based-authentication-in-net4-5-mvc4-with-c-externa
[-authentication-with-ws-federation-part-2-testing-a-real-sts
e Whitepaper: Understanding WS-Federation

Benefits of ADFs in the Azure Virtual machine:

https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-azure-ad

fs
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https://docs.google.com/document/d/1IPvxCd0R2lobWh3_pJR5lUGNTJYRQGOur7udLLLuVH0/edit#
https://msdn.microsoft.com/en-us/library/hh568665(v=vs.110).aspx
http://dotnetcodr.com/2013/03/11/claims-based-authentication-in-net4-5-mvc4-with-c-external-authentication-with-ws-federation-part-2-testing-a-real-sts/
http://dotnetcodr.com/2013/03/11/claims-based-authentication-in-net4-5-mvc4-with-c-external-authentication-with-ws-federation-part-2-testing-a-real-sts/
http://download.boulder.ibm.com/ibmdl/pub/software/dw/specs/ws-fed/WS-FederationSpec05282007.pdf?S_TACT=105AGX04&S_CMP=LP
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-azure-adfs
https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-azure-adfs
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