
  COURSE MAP TEMPLATE 

FILL OUT THE TEMPLATE WITH LEARNING OBJECTIVES, RESOURCES, ASSIGNMENTS, AND ASSESSMENTS FOR TWO LEARNING MODULES IN YOUR COURSE (THIS TEMPLATE INCLUDES 2 PAGES, ONE FOR EACH LEARNING MODULE) 

COURSE TITLE:NETWORK FORENSICS​ ​ ​ ​ ​ ​ ​ ​ ​ ​ ​ COURSE NUMBER: ​CSCI 546-  

LIST OF ALL COURSE LEVEL OUTCOMES: 

1.​ STUDENTS WILL ANALYZE DATA FROM COMMON NETWORK PROTOCOLS TO ENHANCE THE ACCURACY AND RELIABILITY OF FORENSIC INVESTIGATIONS. 
2.​ STUDENTS WILL EVALUATE NETWORK ARCHITECTURES TO IDENTIFY POTENTIAL SOURCES OF ADDITIONAL EVIDENCE THAT CAN CONTRIBUTE TO CYBERSECURITY INVESTIGATIONS. 
3.​ STUDENTS WILL DISSECT NETWORK TRAFFIC PATTERNS USING STANDARD PROTOCOLS TO PINPOINT UNUSUAL ACTIVITIES OR ACTIONS THAT REQUIRE DEEPER INVESTIGATION. 
4.​ STUDENTS WILL APPLY METHODS TO INTEGRATE HISTORICAL LOG DATA INTO ONGOING ANALYTIC PROCESSES TO ADDRESS AND FILL IN KNOWLEDGE GAPS. 
5.​ STUDENTS WILL EXTRACT FILES FROM NETWORK PACKET CAPTURES AND PROXY CACHES FOR SUBSEQUENT MALWARE ANALYSIS OR TO DETERMINE THE EXTENT OF DATA LOSS DEFINITIVELY. 
6.​ STUDENTS WILL ANALYZE HISTORICAL NETFLOW DATA TO IDENTIFY PAST NETWORK EVENTS, FACILITATING PRECISE INCIDENT SCOPING AND UNDERSTANDING OF THE ATTACK'S BREADTH. 
7.​ STUDENTS WILL APPLY THEIR ACCUMULATED KNOWLEDGE IN A COMPREHENSIVE CAPSTONE LAB, SIMULATING REAL-WORLD CYBER INTRUSION SCENARIOS BY NATION-STATE ACTORS AND THREAT 

GROUPS, TO CREATE A DETAILED INVESTIGATION REPORT.​ ​  

 
Topic: What Is Network Security Monitoring PACING/LENGTH: 1 week Essential concepts OR terminology: Intrusion detection system, 

network data capture, SolarWinds breach  
Course Level Outcome(s) addressed in this module 

1.​ STUDENTS WILL ANALYZE DATA FROM COMMON NETWORK PROTOCOLS TO ENHANCE THE ACCURACY AND RELIABILITY OF FORENSIC INVESTIGATIONS. 

 
Module 1 OBJECTIVES: 
students will be able to 

 
RESOURCES/COURSE MATERIAL 

 (Existing or Needed) 

 
ASSIGNMENTS (Existing or Needed) 

Assessment(s) 
(Existing or Needed) 

A.​ Identify the basics of network forensics (course 
outcome 1) 

Kaltura lecture quiz 
Google slides (for escape room) 

●​ Escape room style assessment embedded in lecture and 

in-class quiz​
assignment 

1 

 



B.​ Compare historic network forensic techniques to 
modern-day techniques and tools (course 
outcome 1) 

Kaltura lecture quiz 
Google slides (for escape room) 
 

●​ Escape room style assessment in lecture quiz 

in-class quiz​
assignment 

C.​ Explain the vulnerabilities and exploits of a 
modern-day breach (course outcome 1) 

Google 
ChatGPT 
Google Sheets 
 

●​ Spreadsheet with questions 
about recent breach that 
students need to research 

lab 

 
 
 
 
 
 
 
 
 
Topic: HTTP Protocol PACING/LENGTH: 1 week Essential concepts OR terminology: pcap, https status code, 

user-agent, capinfos, editcap, tshark 
Course Level Outcome(s) addressed in this module 

1.​ STUDENTS WILL ANALYZE DATA FROM COMMON NETWORK PROTOCOLS TO ENHANCE THE ACCURACY AND RELIABILITY OF FORENSIC INVESTIGATIONS. 

3. STUDENTS WILL DISSECT NETWORK TRAFFIC PATTERNS USING STANDARD PROTOCOLS TO PINPOINT UNUSUAL ACTIVITIES OR ACTIONS THAT REQUIRE DEEPER INVESTIGATION. 

 

 
Module 2 OBJECTIVES: 
students will be able to 

 
RESOURCES/COURSE MATERIAL 

 (Existing or Needed) 

 
ASSIGNMENTS (Existing or Needed) 

Assessment(s) 
(Existing or Needed) 

A.​ Recognize HTTP status codes (course outcome 
1) 

Kaltura lecture quiz 
Canvas quiz (used as a lab) 
VMWare image of SIFT hosted on the class server 

lab quiz 

lab (gives immediate feedback if 

the correct answer is given) 
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B.​ Identify HTTP "User-Agent" data (course 
outcome 1) 

Kaltura lecture quiz 
Canvas quiz (used as a lab) 
VMWare image of SIFT hosted on the class server 

lab quiz 

lab (gives immediate feedback if 

the correct answer is given) 

C.​ Interpret PCAP files (course outcome 3) Kaltura lecture quiz 
Canvas quiz (used as a lab) 
VMWare image of SIFT hosted on the class server 

lab quiz 

lab (gives immediate feedback if 

the correct answer is given) 

D.​ Articulate the features of the tools capinfos, 
editcap, and tshark (course outcome 3) 

Kaltura lecture quiz 
Canvas quiz (used as a lab) 
VMWare image of SIFT hosted on the class server 

lab quiz 

lab (gives immediate feedback if 

the correct answer is given) 
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