
[Organization Name] Internal Audit Report - ISO 27001 

1.​ Introduction 
●​ Purpose: The purpose of this internal audit report is to assess the 

organization's compliance with the ISO 27001 standard and evaluate the 
effectiveness of the Information Security Management System (ISMS). 

●​ Scope: This audit covers all relevant clauses of the ISO 27001 standard, 
including the organization's ISMS documentation, policies, procedures, 
and controls. 

●​ Audit period: [Specify the audit period, e.g., January 1, 2023, to December 
31, 2023] 

2.​ Audit Objectives 
●​ Evaluate the organization's compliance with the ISO 27001 standard. 
●​ Identify areas of improvement and opportunities for enhancing the ISMS. 
●​ Verify the effectiveness of implemented controls and risk management 

processes. 
●​ Provide recommendations for addressing identified gaps or weaknesses. 

3.​ Audit Methodology 
●​ Document review: Examination of ISMS documentation, policies, 

procedures, and records. 
●​ Interviews: Conduct interviews with key personnel responsible for 

information security, risk management, and ISMS implementation. 
●​ Observations: On-site observation of processes, controls, and practices 

related to the ISMS. 
●​ Testing: Verification of the effectiveness of controls through testing and 

sampling. 
4.​ Audit Findings​

4.1 Compliant Areas 
●​ [List the areas, processes, or controls found to be compliant with the ISO 

27001 standard] 
5.​ 4.2 Non-Compliant Areas 

●​ [List the areas, processes, or controls found to be non-compliant with the 
ISO 27001 standard, including the relevant clause(s) and a brief 
description of the issue] 

6.​ Recommendations 
●​ [Provide recommendations for addressing each non-compliant area 

identified in the audit findings] 
7.​ Conclusion 

●​ Summary: [Provide a brief summary of the overall compliance status and 
any significant findings] 



●​ Next steps: [Outline any planned follow-up actions, such as management 
review, corrective actions, or re-audits] 

8.​ Appendices 
●​ [Include any relevant supporting documents, such as interview notes, 

checklists, or evidence of compliance] 

 


