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Setting up a Pacioli Node

1. Install MetaMask

Visit https://MetaMask.io/, click download and click install.
Follow the instructions to setup MetaMask. If there are no instructions, click the fox icon on the
top right of your browser to setup MetaMask.

#» MetaMask Download X +

&  C O B https://metamask.io/d ad.htmr @ N ED

For quick access, place your bookmarks here on the bookmarks toolbar. Manage bookmarks D Other Bookmarks

5_! METAMASK Features v Support v About v Build v

Firefox ioS

Install MetaMask for your browser

.' @ Main Ethereum Network g
L0

Account1

$
TETH
Deposit Send
#3-4/1/2019 a1 11:30
. Sent Ether -3ETH
CONFIRMEL 600 US

Install MetaMask for Firefox

Following the installation of Metamask, add the Mumbai Test Network on Polygon to your list of
networks in Metamask by following the instructions here

https://docs.polygon.technology/docs/develop/metamask/config-polygon-on-metamask/
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https://docs.polygon.technology/docs/develop/metamask/config-polygon-on-metamask/

2. Import data subscriber private key into MetaMask
and label it

Open MetaMask and click the colorful circle in the top right, then click import account. Paste
your "Data Subscriber Private Key" into the field and click import.

’ ©® Polygon-Mumbai @
| i

Import Account

Imported accounts will not be associated with
your originally created MetaMask account
Secret Recovery Phrase. Learn more about
imported accounts here

Select Type Private Key v

Paste your private key string here:

0000000000000000000000000000000000000000

Click the colorful circle in the top right and select the last account, then click the "3 vertical
dots" menu. Click "account details." Next to the account name, click the pencil. In the text
field, enter "You Name Data Subscriber"

3 of 22



Data Subscriber] v

3. import validator private key into MetaMask

Open MetaMask and click the colorful circle in the top right, then click import account. Paste
your "Validator Private Key" into the field and click import.

‘ © Polygon-Mumbai Vv @

Import Account

Imported accounts will not be associated with
your originally created MetaMask account
Secret Recovery Phrase. Learn more about
imported accounts here

Select Type Private Key v

Paste your private key string here:

Click the colorful circle in the top right and select the last account, then click the "3 vertical
dots" menu. Click "account details." Next to the account name, click the pencil. In the text
field, enter “Validator.”
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Validator v

4. Add AUDT token to MetaMask

Click the fox icon to open MetaMask. At the bottom of the panel, click "Import Tokens". Enter
the token address provided to you.

AUDT Token Address on Polygon Mumbai to Metamask:
0xFOb5465547209A274aF4Fc92056b1c5604E30120

Verify AUDT is visible in the "assets" tab in MetaMask. Your private key was allotted AUDT on
this network for testing purposes.
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. © Polygon-Mumbai v @ ‘ © Polygon-Mumbai Vv @

X Validator 1

O Notconnected

Import Tokens e 5706

Custom Token @
Anyone can create a token, including creating ‘I 0] 507 MATI C

fake versions of existing tokens. Learn more

oo

about scams and security risks.

Token Contract Address

Send
10deb7c4c3a5DCFbB06618d389DC255b ’
Assets Activity
Token Symbol Edit
AUDT @ 11507 MATIC >

Token Decimal

. 20000 AUDT >

5. Connect to network and Auditchain
Vist https://alpha.auditchain.finance/app . Click "Connect to MetaMask."
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https://alpha.auditchain.finance/app

& Ff C @ QO B https://alpha.auditchain finance/app/dashboard In 0 F& ( -

For quick access, place your bookmarks here on the bookmarks toolbar. Manage bookmarks... | SN
© Polygon-Mumbai Vv @
¢ AUDITCHAIN -
Validator 1
Connected
Validator 1
Validator
- Dashboard
—— 1.1507 MATIC
@ Node Operators
(] Assurance v 0
Send
= Data v
’-é' AUDT Assets Activity
.é, Staking
@ 107 maTic >
s Bridge
Governance v
“ O 20000 AUDT >

This link provides instructions on how to add the Mumbai Test Network on Polygon to your
Metamask.

https://docs.polygon.technology/docs/develop/metamask/config-polygon-on-metamask/
Following the configuration of the Mumbai Test network in your Metamask, at the top center,

change the network to Mumbai Test Network." Click the circle and click Validator. You're now
connected to the right network with the right account.
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https://docs.polygon.technology/docs/develop/metamask/config-polygon-on-metamask/

6. Stake 5,000 or more AUDT

Click the fox icon to open MetaMask. Click the circle and click Validator.
On the left menu, click AUDT menu item.

&  C @ QO & https://alpha.auditchain.finance/app/aud In ED0 W C =

For quick access, place your bookmarks here on the bookmarks toolbar. Manage bookmarks... D Other Bookmarks

€9 AUDITCHAIN 0XS5A8BBB...87F6

Validator 1
Validator
Balance
- H Dashboard 10,000.0000
i Assurance v
Stake Redeem
= Data v
Enter Amount To Stake Enter Amount To Redeem
& AUDT 5,000] A :
(] Governance v
Ledger (i ]

In the stake field, enter 5,000 or more, click Stake button and complete the MetaMask
transaction
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7. Enable node operator

Click the fox icon to open MetaMask. If Validator isn’t selected, click the circle and click
Validator.

On the left menu, click Staking menu item

Click Node Operator Switch and complete MetaMask transaction

&~  C @ QO B https://alpha.auditchain.finance/app/staking ® N @ & ( =

For quick access, place your bookmarks here on the bookmarks toolbar. Mana arks. (3 other Bookmarks

€0 AUDITCHAIN 0X5A8BBB...87F6

Validator 1
Validator
Balance
- Dashboard 10,000.0000
i Assurance v
() Node Operator
= Data v
P rmceea
£ AUDT
) Don't allow delegations
=Y Staking
(] Governance v Delegations Pool Rewards
Currently delegating to: Nobody Number of Users: 1 Node Operator: 1,360.0000 AUDT
Total Stake: 10,000.0000 AUDT Delegating: 0.0000 AUDT

Referral: 0.0000 AUDT
POW: 4,900.0000 AUDT
Delegate/Cancel: v Click to view. v

Transfer directly into my

CLAIM

O

wallet
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8. Download docker

<« # C o O 8 https://www.docker.com/ge B % I ED & =

For quick access, place your bookmarks here on the bookmarks toolbar. g D Other Bookmarks

Docker is updating and extending our product subscriptions. Please read our blog for more information. X

.
unll
deCker Products Developers Pricing Blog About us Partners Q Sign In Get Started

Get Started with Docker

We have a complete container solution for you - no
matter who you are and where you are on your
containerization journey.

Docker
Desktop Docker Hub

Developer productivity
tools and a local
Kubernetes
environment.

Cloud-based
application registry
and development
team collaboration
services.

Visit https://www.docker.com and click get started. Click the download button and install the
software.

Download for
Mac - Intel v
Chip

You also MUST install Docker Composer.
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https://docs.docker.com/compose/install/

9. cmd line: install docker image on machine

Open your terminal, and run the following commands:
docker login -u auditchainag

At the password prompt, enter (please copy from here):
a006563a-0181-4d3a-9b00-25b02e99b53e

< N ] christopherjastrzebski — com.docker.cli « docker login -u auditchain...

[christopherjastrzebski®CJs-MacBook-Pro ~ % docker login -u auditchainag

Password: [}

Install Watchtower

Optionally, install the following agent to check for Auditchain node software updates every
15 minutes, by executing the following command once:

docker run -d --name watchtower -v /var/run/docker.sock:/var/run/docker.sock -e
REPO_USER=auditchainag -e REPO_PASS="a006563a-0181-4d3a-9b00-25b02e99b53¢'
containrrr/watchtower --cleanup --interval 900

More details about it at https://containrrr.dev/watchtower/
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https://containrrr.dev/watchtower/

10. prepare and run the command line to launch
Pacioli

There are two alternative ways to run the Pacioli node: less secure (easier to configure), and
more secure (harder). They vary in the way how two items are stored and passed to the Pacioli
node: the PacioliNode.env file and also the file with private key of the node operator account.

10.1 (Deprecated)

10.2 More secure (recommended)

The above approach relies on an unencrypted private key file. It is better to keep the private
key encrypted, hence this more convoluted and more powerful approach, with two steps

In this more secure scenario, the user must type/paste the private key to the first launch of the
node. If the Pacioli node restarts the key is NOT asked again, as long as the
Pacioli-Node-Helper Docker container is kept running.

- Download the file
https://raw.githubusercontent.com/Auditchain/Pacioli-Node-Helper/main/docker-comp
ose.yml into some directory D. Note that this directory will be used as a Pacioli
working directory.

Make sure the file is named docker-compose.yml.
- cd D
- docker-compose run paciolinode
- When asked, provide your private key (export it from Metamask), and hit Enter

After the above, two Docker containers will be running: the Pacioli node and its helper.
You can use docker ps and docker logs CONTAINER_ID to see more.
Use docker composer stop if you need to shut down the node.

If the user shell session is closed, the Docker containers will be stopped; to avoid that you may
use tmux, which allows logging off a server but still leaving commands running:

- Install tmux
- Instead of the above docker-compose run step... replace it by:
- tmux
- docker-compose run paciolinode
- detach the tmux session with: ctrl-B D
- Only then, logoff from your server
- When you want to return to that session, login and then:
- tmux attach-session -t 0

To update the Pacioli node Docker images:
- if you did configure watchtower in Step 9, you don’t need to do anything
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https://raw.githubusercontent.com/Auditchain/Pacioli-Node-Helper/main/docker-compose.yml
https://raw.githubusercontent.com/Auditchain/Pacioli-Node-Helper/main/docker-compose.yml
https://linuxize.com/post/getting-started-with-tmux/
https://linuxize.com/post/getting-started-with-tmux/

- Otherwise, execute commands docker-compose stop and then
docker-compose pull

11. Next, deposit AUDT for DataSubscriber

Click the fox icon to open MetaMask. In the top right, click the colorful circle. Click Data
Subscriber
On the left menu, click AUDT menu item.

 C ® QO D localhost:3000/app/audt ©® N @O & C =

For quick access, place your bookmarks here on the bookmarks toolbar. Manag kmarks [ other Bookmarks

€9 AUDITCHAIN 0XD43113...E0F4

Datasubscriber 1
Data Subscriber

Balance
=
H Dashboard 4’9960000
= Data v
2 AUDT Deposit Redeem
Enter Amount To Stake e Enter Amount To Redeem
(] Governance v [ 5000] A A
DEPOSIT
Ledger (i )
Type Date Amount Balance
Deposited 10/29/21 11:14:49 AM 5,000.0000 5,000.0000

In the deposit field, enter 1,000 or more, click Deposit button and complete the MetaMask
transaction
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12. Enjoy!

 C @ O 8 nt a.auditchain.fi < © N BB &

For quick access, place your bookmarks here on the bookmarks toolbar. Manac [ other Bookmarks

&5 AUDITCHAIN 0X5A8BBB...87F6

Validator 1
Validator Balance
0.0000
- H Dashboard
] Assurance v O Node Operator
= pata v P rmcea
é AUDT ( ) Don't allow delegations
= Staking
Delegations Pool Rewards
i Governance v
Currently delegating to: Nobody Number of Users: 1 Node Operator: 30.0000 AUDT
Total Stake: 5,000.0000 AUDT Delegating: 0.0000 AUDT
Referral: 0.0000 AUDT
POW: 1.0000 AUDT
Delegate/Cancel: v Click to view. v
[ Transfer directly into my wallet
Validation Transactions [ )
Transaction Hash Decision Validation Time
0xc98bbalbec09¢7797235dbd748b78ac4d479f00a14bebb16dcc1f2759052¢101 0% 10/29/21 11:31:35 AM
Oxdbfe2ddaab7d973af307cbbb712235a1db178475f482cdc90349461090aa9071 S 10/29/21 11:31:5 AM
0x3b0b35f2e39231b005dfdd338e9ca072257e84ef8ce01c4c6ea56f8ffedbeb50 S 10/29/21 11:31:5 AM
0x013670168655410f9691¢cb99347044d00f1afa0932df5b8dfedccf8d6d0524f2 = 10/29/21 11:27:4 AM
0x3d878fd653dc079dbf132955eec23f74d4d8abb1e599f9b4f8be633616672fad =Y 10/29/21 11:25:19 AM
Rows per page: 5 ¥ 1-50f 6 >

Dense padding

View your Pacioli transactions by changing your MetaMask to Validator and viewing the staking
page
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© IN @O =

D Other Bookmarks

F# C @ QO D localhost:3000/z ata-subscriber-requests

For quick access, place your bookmarks here on the bookmarks toolbar. I

€9 AUDITCHAIN 0XD43113...E0F4

Datasubscriber 1

bata Subscriber SUBMIT FINANCIAL REPORT RESULTS
[ Dashboard
— Data v Enter link to XBRL instance document

httpS:// oo ./instance.xml

) Subscriptions

[+ Request Analysis

AUDT
Submissions Processing/Failed (i ]

i Governance v

Validation TXID Validations Status Pass Fail Date

Submit reports by changing your MetaMask account to Data Subscriber and clicking the Data
then Request Analysis menu items and using the form. You’ll see the results in the results tab.
You can also view transactions for both accounts on the testnet scanner:

https://goerli.etherscan.io/.
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Becoming a delegator

To be a delegator means that you are delegating your stakes to another validator INSTEAD
of having to run a pacioli node yourself. Bear that in mind in the following sequence of
steps:

Step 0

Where to start? https://alpha.auditchain.finance/

Auditchain x +

< C & alphaauditchain finance

&5 AUDITCHAIN HOME ABOUT TEAM EXPLORER LEADERBOARD STAKING FORUM DEVELOPERS BLOG

(& EARLY ENROLLMENT FOR PACIOLI NODE STAKING IS NOW LIVE!

STREAMING F NCIAL STATEMENTS.

REAL-TI E
ONE BLC

Auditchain is a decentralized accounting,
reporting, audit and analysis protocol that
automates and provides proof of assurance on
the world's financial and business information.

(o N musmono) foowe]

BEOO0DA ¢ 6&H

Step 1

By clicking on the App button, one goes to https://appalpha.auditchain.finance/
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https://alpha.auditchain.finance/
https://appalpha.auditchain.finance/

AuditChain AuditChain

c

X

< % B o» 0O i

& appalphaauditchain.finance

S5 AUDITCHAIN D] 0X25...F639

53 Dashboard

@ Govemance v

Decentralized Continuous Audit & Reporting Protocol Ecosystem™

@ The wallet address with which you're connected during registration will become the registered address. This can
not be undone

. e

Register as a Reporting Entity Register as a Validator Register as a Data Subscriber

Step 2

If one is pre registered (as all testers are), one can go to the Metamask windows, by clicking
on the little fox on the right upper corner or the screen.

Auditchain

Auditchain x

c

& appalphaauditchain.finance

»e e —— @

My Accounts o)

0X25...F639

<5 AUDITCHAIN

Q
53 Dashboard Slidator RS AT x
0.31848779 MATIC
@  Governance v bs -

4.2981245 MATIC

Decentralized Continuous Audit & Reporting Protocol Ecosystem™

G Validator 2 weoRTED | A
2.64356868 MATIC

3

+ Create Account

¥ Import Account

@ The wallet address with which you're connected during registration will become the registered address.

not be undone
¢ Connect Hardware Wallet

® Support
‘. ‘ £¥ Settinas 7 ?WVv‘V‘ >
| g
Register as a Reporting Entity Register as a Validator Register as a Data Subscriber

and, there, import the given account into metamask.
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Step 3

After doing so, a screen like the following must appear. Notice that it is given the role of
validator, even though one has not chosen whether to run a node or just delegate one's
stakes.

AuditChain Auditchain

x

C & appalphaauditchain.finance

<5 AUDITCHAIN 0X16...FA4F

e o e <) @

T —

el Validator Dashboard
85 Dashboard @
©  Node Operators 2.6436 MATIC
@ Assurance ~ °
&, AUDT Send
&,  Staking Assets Activity
@ Govemance  ~

@ 2.6436 MATIC >

Don't see your token?

Import tokens

Need help? Contact MetaMask Support

Step 4

On that screen, please, follow the left menu option "Staking". By clicking on it, one will see:
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AuditChain

&

Validator 2
Validator
B2 Dashboard
®  Node Operators
B Assuance v
& AuDT
&,  Staking
@  Goemance

X

AuditChain

C & appalphaauditchain.finance/staking

<5 AUDITCHAIN

& You have fulfilled minimum staking requirements (5000 AUDT) to be a node validator.

Staked Balance
23,000.0000

Node Operator
I'ma CPA

Don't allow delegations

Delegations Pool

Currently delegating to: Nobody Number of Users: 0
Total Stake: 0.0000 AUDT

Delegate/Cancel. - Click to view:

Validation Transactions
Transaction Hash

0xb3957cala05bf8b731e44d1f5c7f46799aa7ade2edd2ee5391c956400546¢61a

D 0X16...FA4F

Rewards

Node Operator: ® 6,647.0000 AUDT
Delegating: © 0.0000 AUDT
Referral: © 0.0000 AUDT

POW: © 9040000 AUDT

[J Transfer directly into my wallet

CLAIM

Decision Validation Time
=, 06/30/22 2:20:19 PM

If your account is pre registered, you will see some staked balance. Otherwise, you'll have
to go back to the "AUDT" menu option on the left, to actually stake some funds in. But, this

time, one already has some balance. So, one can delegate from that balance to another

validator, by selecting one element from the drop-down list below the Delegations title.

Step 5

It will show up like this:
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AuditChain

X

AuditChain

c

Q< % & »0°

& appalphaauditchain.finance/staking

) oxie.mmer

AUDITCHAIN

Validator 2

Validator You have fulfilled minimum staking requirements (5000 AUDT) to be a node validator.

@

& Dashboard
Staked Balance

@®  Node Operators 23,000.0000
@ Assurance v
2 AwT Node Operator
&  Staking ImaCPA
@ Covemance v Don't allow delegations
Delegations Pool Rewards

Node Operator: ® 6,647.0000 AUDT
Delegating: © 00000 AUDT
Referral: ® 0.0000 AUDT

POW: © 504,000 AUDT

Number of Users: 0

Currently delegating to: Nobody
Total Stake: 0.0000 AUDT

- Click to view. -
[0 Transfer directly into my wallet

" Validator 1 (1) (:

Validator 5

Validator 3 (1) (

Validator 4 ( °

Validator 7 (1) (
Transaction Hash Decision Validation Time
0xb3957ca & 06/30/22 2:20:19 PM
oxt b1 & 06/30/22 2:20:19 PM

06/30/22 2:20:19 PM

0xe0871326383c314

Select a validator. One can select which other validator to delegate to (and the amount to
delegate, as they have established it, will be deduced from one's current balance).
Metamask, of course, will be opened to confirm the transaction.

MetaMask Notification - 0O (X
@ Polygen Testnet
G validator 2 . OxeAf..2183
New address detected! Click here to add to your
address book.
DETAILS DATA HEX
EDIT
Estimated gas P 0.00432408
fee 0.004324 MATIC
Site suggested
Max fee: 0.00432408 MATIC
Likely in < 30 seconds
0.00432408
Total
0.00432408 MATIC
Amount + gas Max amount:
fee 0.00432408 MATIC
I et : m
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Step 6

Confirm the operation with Metamask. If it all goes well (you have enough AUDT AND some
MATIC to pay for gas), you will see a message to the effect:

appalphaauditc

Blockchain Process

You have successfully delegated your stake to
0x5ABbbBAESbF85Ba241641403001eef87DI008716

Step 7

Close that dialog window. After closing that windows, one will be able to confirm that one is
a delegator AND to whom one is delegating, by looking under the same title Delegations:
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C & appalphaauditchain.finance/s

&= AUDITCHAIN

Validator 2

validator {5 You have fulfilled minimum staking requirements (5000 AUDT) to be a node validator.

- H Dashboard
Staked Balance

® Node Operators 23,000.0000

B  Assurance v

.é. AUDT Mode Operator
.é. Staking I'm a CPA

(] Governance v

Don't allow delegations

Delegations

Currently delegating to: Validator 1

One is now a delegator. The End.
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