1. KATAPS Privacy policy

1.1.KATAPS created apps as free apps. This SERVICE is provided by KATAPS at no cost

and is intended for use as is.

Privacy Policy: Apps

KATAPS built the App as a Free app. This SERVICE is provided by KATAPS at no
cost and is intended for use as is.

This page is used to inform visitors regarding my policies with the collection, use,
and disclosure of Personal Information if anyone decided to use my Service.

If you choose to use my Service, then you agree to the collection and use of
information in relation to this policy. The Personal Information that | collect is used for
providing and improving the Service. | will not use or share your information with
anyone except as described in this Privacy Policy.

The terms used in this Privacy Policy have the same meanings as in our Terms and
Conditions, which is accessible at App unless otherwise defined in this Privacy
Policy.

Information Collection and Use

For a better experience, while using our Service, | may require you to provide us with
certain personally identifiable information. The information that | request will be
retained on your device and is not collected by me in any way.

The app does use third party services that may collect information used to identify
you.

Link to privacy policy of third party service providers used by the app

e Google Play Services
e AdMob

Google ( Google Play, Google
Analytics, AdMob, Firebase)

https://policies.google.com/privacy
https://policies.google.com/technologies/partner-sites

https://firebase.google.com/support/privacy



https://www.google.com/policies/privacy/
https://support.google.com/admob/answer/6128543?hl=en
https://policies.google.com/privacy
https://policies.google.com/technologies/partner-sites
https://firebase.google.com/support/privacy

Log Data

| want to inform you that whenever you use my Service, in a case of an error in the
app | collect data and information (through third party products) on your phone called
Log Data. This Log Data may include information such as your device Internet
Protocol (“IP”) address, device name, operating system version, the configuration of
the app when utilizing my Service, the time and date of your use of the Service, and
other statistics.

Cookies

Cookies are files with a small amount of data that are commonly used as anonymous
unique identifiers. These are sent to your browser from the websites that you visit
and are stored on your device's internal memory.

This Service does not use these “cookies” explicitly. However, the app may use third
party code and libraries that use “cookies” to collect information and improve their
services. You have the option to either accept or refuse these cookies and know
when a cookie is being sent to your device. If you choose to refuse our cookies, you
may not be able to use some portions of this Service.

Service Providers

| may employ third-party companies and individuals due to the following reasons:

e To facilitate our Service;

e To provide the Service on our behalf;

e To perform Service-related services; or

e To assist us in analyzing how our Service is used.

| want to inform users of this Service that these third parties have access to your

Personal Information. The reason is to perform the tasks assigned to them on our
behalf. However, they are obligated not to disclose or use the information for any

other purpose.



Security

| value your trust in providing us your Personal Information, thus we are striving to
use commercially acceptable means of protecting it. But remember that no method
of transmission over the internet, or method of electronic storage is 100% secure
and reliable, and | cannot guarantee its absolute security.

Links to Other Sites

This Service may contain links to other sites. If you click on a third-party link, you will
be directed to that site. Note that these external sites are not operated by me.
Therefore, | strongly advise you to review the Privacy Policy of these websites. |
have no control over and assume no responsibility for the content, privacy policies,
or practices of any third-party sites or services.

Children’s Privacy

These Services do not address anyone under the age of 13. | do not knowingly
collect personally identifiable information from children under 13. In the case |
discover that a child under 13 has provided me with personal information, |
immediately delete this from our servers. If you are a parent or guardian and you are
aware that your child has provided us with personal information, please contact me
so that | will be able to do necessary actions.

Changes to This Privacy Policy

| may update our Privacy Policy from time to time. Thus, you are advised to review
this page periodically for any changes. | will notify you of any changes by posting the
new Privacy Policy on this page.

This policy is effective as of 2021-08-31

Contact Us

If you have any questions or suggestions about my Privacy Policy, do not hesitate to
contact me at magnitov01@gmail.com.

1.2. This Privacy Policy shall be read alongside, and in addition to, our Terms of Use

accessible online at

Rc/edit#


mailto:magnitov01@gmail.com
https://docs.google.com/document/d/1AFlnyqpyBrMO6vcPH1T5Vz2quOup7-Ux32DSBrN2PRc/edit#
https://docs.google.com/document/d/1AFlnyqpyBrMO6vcPH1T5Vz2quOup7-Ux32DSBrN2PRc/edit#

1.3. This Privacy Policy sets out how we collect and use your personal information when you
(i) use the services offered by KATAPS.

1.4. It is reminded that information collected via the KATAPS Ecosystem, including, without
limitation, Games, KATAPS Projects, and the Website offered by KATAPS. and its

subsidiaries is used by KATAPS., responsible for its processing.

1.5. In case of any contradictions between this Privacy Policy and the Terms, this Privacy

Policy will prevail.

2. THIS PRIVACY POLICY

2.1. By making the Services available, we, acting reasonably and in good faith, believe that

you:

(a) have all necessary rights to register on the Website and use the Services;

(b) provide true information about yourself to the extent necessary for the use of the

Services;

(c) understand that, by posting your personal information, if there is such a technical
possibility in the Services, and where it is accessible by other users of the Services, you have
manifestly made this information public, and this information may become available to other

Website users and Internet users, be copied, and be disseminated by them;

(d) understand that some types of information transferred by you to other Service users

cannot be deleted by you or by us;

(e) are aware of and accept this Privacy Policy.

2.2. We do not check the user information received from you, except where such a check is

necessary in order for us to fulfill our obligations to you.



3. INFORMATION WE COLLECT ABOUT YOU

3.1. In order to implement the agreement between you and us, and provide you with access
to the use of the Services, we will improve, develop, and implement new features of our
Services, and enhance the functionality of the available Services. To achieve these
objectives, and in compliance with applicable laws, we will collect, store, aggregate,
organize, extract, compare, use, and supplement your data (hereinafter “processing”). We will
also receive and pass this data, and our automatically processed analyses of this data, to

our affiliates and partners as set out in the table below and in section 4 of this Privacy Policy.

3.2. We set out in more detail the information we collect when you use our Services, why we

collect and process it, and the legal basis below.

3.3. General clauses, which shall apply to your use of the Website and the Services related to

online and downloadable products of KATAPS and its subsidiaries:

Information Collected Purpose Legal Basis




Data you provide for
registering in the Services,
including your e-mail
and/or mobile phone

number

We use this information
in order to manage and
administer the Services

provided to you.

We use this data to
enable us to fulfil our
obligations to you as part
of the Services (e.g. in
cases where you request
restoration of your

account).

See section 8.3 of this
Privacy Policy for more

information.

We also use this
information in order to
provide you with updates
and information on our
and selected third
parties’ products and
services we think you

may be interested in.

Legitimate interests

Performance of our

contract with you

Consent




Where necessary, a copy of
your identity or another
document containing your
first name, surname,
photograph, number of the
principal identity document
of you or your
representative, payment
details, and other
additional data that you
may provide us with,
including through our

Support Service.

We may take additional
verification steps, which
we consider reasonable in
order to verify your

account.

We use this data in order
to identify you, verify your
account, and prevent
abuse and infringement
of your or other persons’

rights.

For example, we use this
information to verify your
identity if you lose your
credentials and wish to
access your account with

us.

Legitimate interests

Performance of our

contract with you

Processing is
necessary for
compliance with a legal
obligation (e.qg. right of
access granted by
GDPR).




Additional data you provide
when you edit your profile
page or your profile pages
at dedicated Services,
including your first name
and surname, nickname,
gender, date of birth, avatar
picture, and language

preferences.

We use this information
in order to provide our
Services to you, to
manage and administer
Services, and as
additional information to
verify your account to
prevent abuse and
infringement of your or

other persons’ rights.

We also use this
information in order to
provide you with updates
and information on our
and selected third
parties’ products and
services we think you

may be interested in.

We use this information
in order to tailor and
improve the
advertisements that may
be presented on the
Website and in our other
products and services
that you may choose to
use, and to measure the
effectiveness of these

advertisements.

Legitimate interests

Performance of our

contract with you

Consent




Additional data received
when you access the
Services, including
information regarding
technical devices,
technical interaction with
the Service such as your
IP-address, time of
registration in the Service,
device IDs, country and
language settings, device
model and operating
system used, system
information and memory
usage data, your installed
apps, type of browser, your
Internet provider and/or
phone network operator,
network type, screen

resolution and RAM size.

We use your data for
internal review in order to
constantly improve the
content of our Services
and web pages, to
optimise your user
experience, to
understand any errors
you may encounter when
using the Services, to
notify you of changes to
the Services, and to
personalise the use of

our Services.

We use this information
in order to tailor and
improve the
advertisements that may
be presented on the
Website and in our other
products and services
that you may choose to
use, and to measure the
effectiveness of these

advertisements.

Legitimate interests

Performance of our

contract with you




Information that is
automatically received at
the time of access to the
Services with the use of

cookies.

Please see our cookies
policy which sets out the
types of cookies we use
and what we use these

cookies for.

We use this information
in order to tailor and
improve the
advertisements that may
be presented on the
Website and in our other
products and services
that you may choose to
use, and to measure the
effectiveness of these

advertisements.

Consent

Information that is created
by you while using the
Services (if there is such a
technical possibility in the
Services), including
information that you post
in any game forums and/or
chat rooms. Depending on
the Services and place of
posting (chat room or
forum), this information

can be available to some

We use this information
in order to manage and
administer the Services,
including providing our

services to you.

Legitimate interests,
which, inter alia,
include the processing
of data manifestly
made public by you,
where it is accessible
by other users of the

Services

Performance of our

contract with you




or all other users of our

Services.

Information obtained as a
result of your behavioural
actions when using
Services, information
obtained as a result of your
use of the payment
features of Services (for
example, the first and last
four digits of your bank
card), information about
payments (date, amount,
payment type, payment
status), information about
goods and services
purchased (name,
amount), information
about the activation status
of goods and services
purchased, including
information obtained by
the “Main” account from
your “extra” accounts in
order to match this data to

your user account, etc.

We use this information
in order to manage and
administer the Services,
including providing our

services to you.

We use this information
in order to tailor and
improve the
advertisements that may
be presented on the
Website and in our other
products and services
that you may choose to
use, and to measure the
effectiveness of these

advertisements.

Legitimate interests,
which, inter alia,
include the processing
of data manifestly
made public by you,
where it is accessible
by other users of the

Services

Performance of our

contract with you




Information that is created
by you while placing
requests to our Service

Support.

We use this information
in order to verify your
identity and to fulfil your

support request.

We may also use this
data in order to
investigate any
complaints on your
behalf and to provide you
with a more efficient

service.

Legitimate interests

Performance of our

contract with you

Data collected via third
parties, including your
social network IDs,
application store IDs,
nickname, e-mail and
friends list, when you
register in our Services via
your social or application
store accounts and/or
connect your social
account to our Services
(e.g. Facebook, Twitter,
Google, YouTube).

We use this information
in order to manage and
administer the Services

provided to you.

We use this information
for certain social
functions of our Services,
such as to show you your
friends who play the

Same game as you.

We also use this
information in order to
provide you with updates
and information on our
and selected third

parties’ products and

Legitimate interests

Performance of our

contract with you




services we think you

may be interested in.

Information that is
received as the result of
your behavioural actions
when using the Services
(including your game
actions and achievements,
badges). This information
may be available to other
users of our Services (e.g.

on leader boards).

We use this information
in order to manage and
administer the Services,
including providing our

Services to you.

We may also use this
data in order to tailor and
improve the
advertisements that are
presented to you to and
to measure the
effectiveness of these

advertisements.

Legitimate interests




Information that is
received about you as the
result of other users’
actions on the Services (in
particular, information
posted in chat rooms and

forums by other users).

We use this information
in order to manage and
administer the Services,
including providing our

Services to you.

We use this information
in order to verify your
identity, manage, and
administer the Services,
including providing our
Services to fulfil your

support request.

We may also use this
data in order to
investigate any
complaints on your
behalf and to provide you
with a more efficient

service.

Legitimate interests

Performance of our

contract with you

3.4. In the case that you use the mobile Services of KATAPS and its subsidiaries, the clauses

below shall apply in addition to the clauses above:

Information Collected Purpose Legal Basis




Data obtained via third
parties, including your
social network IDs,
application store IDs,
social network
nickname, e-mail and
friends list, when you
connect your social
account (e.g. Facebook,
Google, YouTube, VK, or
Apple Game Center) to

our Services.

We import this
information into your
profile. We use this
information in order to
manage and administer
the Services provided to

you.

We use this information
for certain social
functions of our Services,
such as to show you your
friends who play the same
game as you, or to provide
you with the ability to post
your achievements into

your social account.

We also use this
information to retain the
data about your usage of
our Services (such as
game progress and
achievements) across
your different mobile
devices, which are
connected to the same

social account.

Legitimate interests

Performance of our

contract with you




Information that is
received as the result of
your use of the payment
functionality of the
Services (e.qg. first and
last four digits of your
bank card number that
are required in order to
match these details with

your account).

We use this information in
order to manage and
administer the Services,
including providing our

Services to you.

We may also use this data
in order to investigate any
complaints on your behalf
and to provide you with a

more efficient service.

Legitimate interests

Performance of our

contract with you




Additional data received
when you access the
Services, including
information regarding
technical devices,
technical interaction with
the Service, such as your
IP-address, time of
registration in the
Service, device IDs,
country and language
settings, general location
data, device model and
operating system used,
your installed apps, type
of browser, your Internet
provider and/or phone
network operator,
network type, screen
resolution, or RAM size,
manufacturer, processor
model, number of
processor cores;
manufacturer, model,
video card identifier;
video memory size;

DirectX version, dxdiag.

We use your data for
internal review in order to
constantly improve the
content of our Services
and web pages, to
optimise your user
experience, to understand
any errors you may
encounter when using the
Services, to notify you of
changes to the Services,
and to personalise the use

of our Services.

We may also use this data
in order to tailor and
improve the
advertisements that are
presented to you to and to
measure the
effectiveness of these

advertisements.

Legitimate interests

Performance of our

contract with you

3.5. In case you choose to use the games which are part of our downloadable Services that
include our anti-cheat system MRAC, we may also undertake certain actions to prevent
fraudulent activity in our Services, improve our Services and provide you with better user
experience, such as automatic collection and processing of screenshots of your screen

during the time when the game is launched and the game's window is not minimized to



ensure users’ compliance with the Terms of Use of the relevant Service. Please be aware
that such collection and processing of the screenshots complies at any time with this

Privacy Policy and no decisions are based solely on automated processing.

3.6. Our legitimate interests include (1) maintaining and administrating the Services; (2)
providing the Services to you; (3) improving the content of the Services and web pages; (4)
processing of the data that was manifestly made public by you where it is accessible by
other users of the Services; (5) ensuring your account is adequately protected; and (6)

complying with any contractual, legal, or regulatory obligations under any applicable law.

3.7. As part of maintaining and administrating the Services, we use the information to
analyse user activity and to ensure that the rules and Terms of Use of the Services are not

violated.

3.8. Your personal information may also be processed if it is required by a law enforcement

or regulatory authority, body, or agency, or in the defence or exercise of legal claims.

We will not delete personal information if it is relevant to an investigation or a dispute.

It will continue to be stored until those issues are fully resolved and/or during the term that is

required and/or permissible under applicable/relevant law.

3.9. In case you provided us with a consent to the sending of marketing information, you
may withdraw your consent to the sending of marketing information to you by amending
your privacy settings in your account. An option to unsubscribe will also be included in every

SMS or e-mail sent to you by us or our selected third party partners.

3.10. Please note, that if you do not want us to process sensitive and special categories of
data about you (including data relating to your health, racial or ethnic origin, political opinion,
religious or philosophical beliefs, sex life, and/or your sexual orientation), you have to take
care not to post this information or share this data on the Website and/or Services. Once you
have provided this data, it will be accessible by other Website users and it becomes difficult

for us to remove this data.



3.11. Please note, that if you withdraw your consent to data processing or you do not provide
the data that we require in order to maintain and administer the Services, you may not be

able to access the Services or register with the web pages of the Website.

3.12. If we intend to further process your data for any other purpose besides those set out in
this Privacy Policy, we shall provide you with details of these purposes before we commence

data processing.

4. DATA SHARING

4.1. Publicly available data. Your username and other information that you provide or post
while using the Services can be available to all users of the Services. We take technical and
organisational measures to ensure that your data is safe. Please note, that by posting your
personal information in publicly accessible areas (resources accessible by other users of the
Services), you have manifestly made this information public, and it may become available to
other users of the Services and Internet users and be copied and/ or disseminated by such
users. Please keep in mind that once other users have gained access to or copied your data,
neither you nor we are able to delete or remove such data from possession of those other

users.

4.2. Sharing with third parties. We may share your personal information with third parties
only in the ways that are described in this Privacy Policy. Sometimes we may need to provide
your data to our affiliated entities, as well as our partners, in order to provide you with the
Services offered by KATAPS and its subsidiaries, to administer the Services, for example, if
you choose to share your data across other social media platforms, to administer the billing
services or to personalize, adjust and improve our Services or in other cases described in
this Privacy Policy and only subject to the purposes described in this Privacy Policy. We do

not sell your personal information to third parties.

The transmissions of personal data with the recipients (whatever their legal status,
subcontractor, processing manager or just recipient) are carried out in a secure manner and
in application of an agreement between us and each recipient as may be necessary under

applicable law. We undertake to ensure that each recipient knows the directive principles of



personal data protection and submit to them in application of the law and/or of a particular

contract.

4.3. Confidentiality obligations. In case we share your data with selected third parties,
including our third party contractors and application developers, we always ensure that these
third parties undertake confidentiality obligations regarding your personal data collected
while you use of the services or applications they offer. The developers use the information
provided to them in order to provide you with additional services, including technical support,
if applicable. We will not share your personal data outside the scope of purposes specified in

this Privacy Policy without your prior consent.

4.4, Advertising disclaimer. Our ad management and recommendation system is designed
so that your information will not be shared directly with our third party advertisers. An
advertiser or maker of a recommendation can only choose to target advertisements to
groups of users falling within criteria such as gender, general location (country, city), or other,
or to target communities according to their types. If you fall within one of the target groups,
you will receive an advertisement or recommendation of such third party partners or our
affiliates. However, such third party advertisers or our affiliates may gather some of your

information in case you interact in any way with the ads provided by such advertisers.

4.5. Integrated advertising and analytics. We may share your personal information with
analytical systems for the purposes of performance measurement of our Website and our
Services, and we may also provide such information to third parties such as advertisement
networks. By using our Services you agree that we may transfer your data to such third
parties and accept that your data will be processed in accordance with privacy terms of such

third parties.The current list of integrated third-party systems used by us

Integrated advertising and analytics systems list

This List shall be read alongside, and in addition to, our Privacy Policy

Partner Partner’s Privacy Policies




AdColony Inc.

https://www.adcolony.com/privacy-policy/

Amplitude Inc.

https://amplitude.com/privacy

Anzu.io (Anzu Virtual
Reality Ltd)

https://anzu.io/privacy/

Apple Inc. ( Apple Store,
Apple Game Center)

https://www.apple.com/legal/privacy/en-ww/

AppLovin Corporation

https://www.applovin.com/privacy/

AppsFlyer Inc.

https://www.appsflyer.com/services-privacy-poli

cy/

Azerion (KeyGames
Network BV)

https://azerion.com/business/privacy.html

Chartboost Inc.

https://answers.chartboost.com/en-us/articles/2
00780239

Devtodev (Dev2Dev UAB)

https://www.devtodev.com/policy



https://www.adcolony.com/privacy-policy/
https://amplitude.com/privacy
https://anzu.io/privacy/
https://www.apple.com/legal/privacy/en-ww/
https://www.applovin.com/privacy/
https://www.appsflyer.com/services-privacy-policy/
https://www.appsflyer.com/services-privacy-policy/
https://azerion.com/business/privacy.html
https://answers.chartboost.com/en-us/articles/200780239
https://answers.chartboost.com/en-us/articles/200780239
https://www.devtodev.com/policy

Facebook

https://www.facebook.com/policy.php

Flurry (Verizon Media)

http://www.flurry.com/legal-privacy/privacy-poli

cy

SponsorPay (Fyber N.V.)

https://www.fyber.com/services-privacy-stateme
nt/

Google ( Google Play;,
Google Analytics, AdMob,

https://policies.google.com/privacy

Firebase) https://policies.google.com/technologies/partne
r-sites
https://firebase.google.com/support/privacy

Helpshift Inc. https://www.helpshift.com/legal/privacy/

inMobi (InMobi Pte. Ltd.)

https://www.inmobi.com/privacy-policy/

ironSource Mobile Ltd.

https://developers.ironsrc.com/ironsource-mobil

e/air/ironsource-mobile-privacy-policy/

IPONWEB GmbH

https://www.iponweb.com/privacy-policy



https://www.facebook.com/policy.php
http://www.flurry.com/legal-privacy/privacy-policy
http://www.flurry.com/legal-privacy/privacy-policy
https://www.fyber.com/services-privacy-statement/
https://www.fyber.com/services-privacy-statement/
https://policies.google.com/privacy
https://policies.google.com/technologies/partner-sites
https://policies.google.com/technologies/partner-sites
https://firebase.google.com/support/privacy
https://www.helpshift.com/legal/privacy/
https://www.inmobi.com/privacy-policy/
https://developers.ironsrc.com/ironsource-mobile/air/ironsource-mobile-privacy-policy/
https://developers.ironsrc.com/ironsource-mobile/air/ironsource-mobile-privacy-policy/
https://www.iponweb.com/privacy-policy

Mintegral (Mintegral

International Limited)

https:/www.mintegral.com/en/privacy

MyTarget ( MGL My.com https://legal.my.com/us/mytarget/privacy/
(Cyprus) Limited)
OneSignal https://onesignal.com/privacy_policy

Pangle ( Bytedance Pte.
Ltd)

https://partner.toutiao.com/privacy

https://partner.oceanengine.com/privacy

Tapjoy Inc.

https://www.tapjoy.com/legal/advertisers/privac

y-policy/

https://www.tapjoy.com/legal/publishers/privacy
-policy/

TikTok (TikTok Inc.)

https://www.tiktok.com/legal/privacy-policy?lan

g=en

Unity Technologies (Unity
Technologies SF)

https://unity3d.com/legal/privacy-policy



https://www.mintegral.com/en/privacy
https://legal.my.com/us/mytarget/privacy/
https://onesignal.com/privacy_policy
https://partner.toutiao.com/privacy
https://partner.oceanengine.com/privacy
https://www.tapjoy.com/legal/advertisers/privacy-policy/
https://www.tapjoy.com/legal/advertisers/privacy-policy/
https://www.tapjoy.com/legal/publishers/privacy-policy/
https://www.tapjoy.com/legal/publishers/privacy-policy/
https://www.tiktok.com/legal/privacy-policy?lang=en
https://www.tiktok.com/legal/privacy-policy?lang=en
https://unity3d.com/legal/privacy-policy

VK.com (V Kontakte LLC) https://vk.com/privacy

Vungle Inc. https://vungle.com/privacy/

4.6. Retargeting disclaimer. An advertiser or maker of recommendations may also choose to
upload a list of identifiers (e.g., e-mails, phone numbers) and identities to our systems so
that we (but not the adviser or maker of recommendations) can check for user matches.

They will see the number of matches but not the matches themselves.

4.7. Sharing in the general conduct of business. We may also share your data with our
affiliates and keep some of your personal information in our business records for the
accounting and compliance purposes. As such, we may also disclose your personal
information to a third party if we decide to transfer a business to that third party, so you can
continue to receive service and information in connection with that business with as little
disruption as possible. Similarly, in the event of a merger, acquisition, reorganization,
bankruptcy, or other similar event, your personal information may be transferred to our

successor or assignee.

4.8. Disclosure to tax authorities. We reserve the right to disclose your personal information

to tax authorities in case it is necessary because of your participation in public tournaments.
We may also publish your data as part of the tournament score tables on our and third party
Websites.

4.9. Disclosure required by law. We reserve the right to disclose your personal information as
required by law, by court order or in special cases when we have reason to believe that
disclosing such information is necessary to identify, contact, or bring legal action if you or
third parties are violating the Terms, any other terms of services provided by us or our
affiliates or any applicable law, for the purpose of defence of our rights and interests. We
also reserve the right to disclose your personal information if we have a good faith belief

that it is necessary to prevent fraud or other illegal activities.


https://vk.com/privacy
https://vungle.com/privacy/

5. PRIVACY SETTINGS

5.1. The Services may contain links to Websites operated by third parties. We are not
responsible for your data privacy when you access these links or engage with third party
services, and you shall ensure that you review the relevant third party’s privacy statement,

which will govern your data privacy rights.

5.2. We bear no liability for the actions of third parties, which, as the result of your use of the
Internet or the Services, obtain access to your information in accordance with the

confidentiality level selected by you.

5.3. We bear no liability for the consequences of the use of the information that, due to the
nature of the Services, is available to any Internet user. We ask you to take a responsible

approach to the scope of the information posted on the Website.

6. INTERNATIONAL TRANSFERS

6.1. We may transfer and maintain some of your personal information on our servers or

databases outside the European Economic Area (EEA), including in Russia.

6.2. The countries to which we transfer your data may not have the same data protection
laws as your jurisdiction. We take reasonable cyber security measures and/or put in place
the Standard Contractual Clauses (e.g. Model Clauses, Data Processing

Agreement/Addendum) to ensure your data is adequately protected.

7. RETENTION PERIODS

7.1. We will retain your personal information for as long as required to perform the purposes
for which the data was collected, depending on the legal basis for which that data was
obtained and/or whether additional legal/regulatory obligations mandate that we retain your
personal information during the term that is required and/or permissible under

applicable/relevant law.



7.2. You may delete your personal data by removing the data from your account;

alternatively, you can delete your account.

7.3. You may request to remove your account and data on our Services by contacting the

Service Support (see section 12 for details).

7.4. We may remove your account or the information you post, as provided by the Terms.

8. YOUR RIGHTS

8.1. You have the following rights, in certain circumstances, in relation to your personal

information:

(a) Right to access your personal information.

(b) Right to rectify your personal information: you can request that we update, block, or
delete your personal data, if the data is incomplete, outdated, incorrect, unlawfully received,

or no longer relevant for the purpose of processing.

(c) Right to restrict the use of your personal information.

(d) Right to request that your personal information is erased if:

e itis no longer required in relation to the purposes for which it was gathered or
processed in another way;

e you withdraw your consent concerning processing subject to consent;

e you are justifiably opposed to the processing;

e it has been subject to illicit processing; or

e itisimposed by law.

(e) Right to object to processing of your personal information.

(f) Right to data portability (in certain specific circumstances).



(9) Right not to be subject to an automated decision.

(h) Right to lodge a complaint with a supervisory authority.

(i) For processing based upon your consent, the right withdraw that consent at any time.

(j) You may have other rights under your legislation of your country of residence, including

right to define the instructions relative to the outcome of your personal data after your death.

(k) You may, subject to the limitations indicated below, set one of the following

confidentiality levels for your KATAPS account:

e information available to any Internet user;
e information available to the users of the Services having the status of your friends on
the Services;

e information available only to You and no one else.

The following information is always available to any Internet user: your nickname and avatar
picture, link to your KATAPS account, last login date, time spent on the KATAPS Ecosystem

and/or on any part thereof.

Despite of the confidentiality level for your KATAPS account change, information indicated in

the sixth table line of Clause 3.3 shall remain available on the KATAPS Ecosystem.

Please be aware that Internet users, who have accessed your personal information in
accordance with the confidentiality level selected by You, may disclose such information to
others. In case of removal of your information from your account or removal of your account
from the Services, your information copied by other persons or stored on other persons’

pages may remain available on the KATAPS Ecosystem.

8.2. You also have the right to independently remove personal information on your account
and make changes and corrections to your information, provided that such changes and

corrections contain up-to-date and true information. You can also view an overview of the



information we hold about you. If you reside in France you have the right to register on the

list of opposition to telephone canvassing on www.bloctel. fr.

8.3. If you would like to exercise these rights, please contact Service Support at

magnitov01@gmail.com.. We will aim to respond to you within 30 days from the date of

receipt of your request. We will need to verify your identity before we are able to disclose any

personal data to you.

9. YOUR CALIFORNIA PRIVACY RIGHTS

9.1. This notice to California residents is provided under California law, including the

California Consumer Privacy Act (“CCPA”), Cal. Civ. Code 1798.100, et seq. This notice
supplements our Privacy Policy by explaining your California privacy rights if you are a
California resident, and provides certain mandated disclosures about our treatment of

California residents’ information, both online and offline.

9.2. If you are a California resident you have the following rights in relation to your personal

information:

(a) Right to Access. If you are a California resident, you have the right to request, up to

two times each year, access to categories and specific pieces of personal information about

you that we collect, use, disclose, and sell.

(b) Right to Delete. If you are a California resident, you have the right to request that we

delete personal information that we collect from you, subject to applicable legal exceptions.

(c) Process to Make a CCPA Request. To make an access or deletion request, please
send your enquiries to Service Support at magnitovO1@gmail.com.

(d) Before completing your request, we may need to verify your identity or the identity of

your authorized representative. We will then take action to verify your email address and may
request additional documentation or information solely for the purpose of verifying your

identity.
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(e) Right to Opt Out of Sale of Personal Information. If you are a California resident, you

have the right to “opt out” of the “sale” of your “personal information” to “third parties” (as
those terms are defined in the CCPA). You can exercise this right by clicking here. Our
Privacy Policy describes the limited circumstances in which we may share your information
with third parties. Our Privacy Policy also provides you with certain controls and choices

regarding our collection, use, and sharing of your information.

(f) Right to Non-Discrimination: You have the right not to receive discriminatory

treatment for the exercise of your privacy rights conferred by the CCPA.

(9) Shine the Light Act. If you are a California resident, California Civil Code Section

1798.83 permits you to request information regarding the disclosure of your personal
information by us and our affiliates to third parties for the third parties’ direct marketing
purposes. We are dedicated to treating your personal information with care and respect. For
inquiries regarding our disclosure policy, you may send your enquiries to Service Support at

magnitov01@gmail.com.

(h) Authorized Agents. If you would like to designate an authorized agent to make a

request on your behalf, please be sure the agent can (i) demonstrate you have provided
written permission for the agent to submit the request on your behalf, and (ii) provide proof
of his or her own identity. If the agent does not satisfy these requirements, we will deny the

request.

(i) Privacy Rights for California Minors. If you are a California resident under the age of

18, California Business and Professions Code Section 22581 permits you to view, correct
and request the removal of content or information you have posted to the Site, message
boards, or forums. You may exercise this right you may send your enquiries to Service

Support at magnitov01@gmail.com.. Note that any information posted to the message

boards or forums is publicly viewable. We strongly recommend that all users avoid posting

personal or sensitive information.

Residual copies of content and/or information that have been deleted may remain on our
backup servers. We do not have to remove posted content or information if it has been

rendered anonymous. We may retain your information to resolve disputes, enforce our user
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agreements, or comply with legal requirements; in this case, your personal information will
be blocked from use for any other purpose. Additionally, we do not have control over third

parties (e.g., other users) who may have copied or reposted the content or information.

9.3. Mandatory Disclosures. In addition to the information provided elsewhere in our Privacy

Policy, we make the following disclosures for purposes of compliance with the CCPA:

. We collected the following categories of personal information in the last 12 months:
Identifiers, contact Information, demographic information, payment information associated
with you, commercial information (such as information about goods and services you have
purchased), Internet or other electronic network activity information, including information
obtained from third parties, general location data (country, city), electronic information, and
inferences drawn from the above. For detailed information please refer to “INFORMATION
WE COLLECT ABOUT YOU" Section of this Privacy Policy.

. The sources of personal information that we collected are: our users, directly, third
party sites or platforms that you link with your registration account, analytics tools, social
networks, advertising networks, and trusted sources who update or supplement information

we hold about you.

. The business or commercial purposes of collecting personal information are
described in the “INFORMATION WE COLLECT ABOUT YOU" Section of this Privacy.

. We disclosed the following categories of personal information for a business
purpose in the last 12 months: IP addresses, Identifiers, , information about your web
browsing and app usage, demographic information, payment information associated with
you, commercial information, Internet or other electronic network activity information,
including information obtained from authorisation services of third parties, general location
data (country, city), electronic information, and inferences drawn from the above. We
disclose these categories outside only as described in the “DATA SHARING” Section of this

Privacy Policy.

. Although we do not sell personal information for monetary consideration, some of

our partners may collect and process information when you interact with our Services,



including IP addresses, digital identifiers, information about your web browsing and app
usage, and how you interact with our advertising properties and ads in order to provide you
with relevant ads across the Internet and for other analytics purposes, and such partners
may “sell” that information to other businesses for advertising and other purposes under the
definition of “sale” in the CCPA.

. As the term is defined by the CCPA, we “sold” the following categories of personal
information in the last 12 months: IP addresses, Identifiers/Contact Information, Internet or
other electronic network activity information, including information about your web browsing
and app usage, and inferences drawn from the above. We “sold” each category to social
networks (for the authorization purposes), advertising networks, data analytics providers

and our infrastructure service providers.

. The business or commercial purposes of “selling” personal information is for third
party companies to perform services on our behalf, like marketing, advertising, performance

and audience measurement.

. We do not “sell” personal information of known minors under 16 years of age.

9.4 Online Tracking/Do Not Track. We and our third party service providers may use cookies,
pixels, or other tracking technologies to collect information about your browsing activities
over time and across different websites. California Business and Professions Code Section
22575(b) (as amended effective January 1, 2014) permits our users who are California
residents to be informed as to how we respond to Web browser "Do Not Track" settings. As
Do Not Track is a standard that is currently being developed, we do not take actions to
respond to Do Not Track settings, and instead we adhere to the standards set out in this

Privacy Policy.

10. SECURITY MEASURES

10.1. We take technical, organizational, and legal measures, including, where suitable,
encryption, to ensure that your personal data is protected from unauthorized or accidental

access, deletion, modification, blocking, copying, and dissemination.



10.2. Access to the Services is authorized using your login (e-mail address or mobile phone
number) and password. You are responsible for keeping this information confidential. You
shall not share your credentials with third parties and we recommend you take measures to

ensure this information is kept confidential.

10.3. If you forget your login details, you can request us to send you an SMS or e-mail, which

will contain a restoration code.

10.4. To reduce the probability of third parties gaining unauthorized access, if you login to
your account from an unusual place or after several failed attempts to provide valid login
details, we may block entry to your account. You will then need to contact Service Support
and provide certain additional information to verify your credentials and gain access to your

account.

11. CHANGES TO THIS POLICY

11.1. From time to time, we may change and/or update this Privacy Policy. If this Privacy
Policy changes in any way, we will post an updated version on this page. We will store the
previous versions of this Privacy Policy in our documentation archive. We recommend you
regularly review this page to ensure that you are always aware of our information practices

and any changes to them.

12. CONTACT US

12.1. If you have any questions, please send your enquiries to Service Support at
magnitov01@gmail.com. Please quote this Privacy Policy so we can deal with your enquiry

efficiently. We will aim to respond to you within 30 days from receipt of your request.

12.2. All correspondence received by us from you (written or electronic enquiries) is
classified as restricted-access information and may not be disclosed without your written
consent. The personal data and other information about you may not be used without your
consent for any purpose other than for responding to the enquiry, except as expressly

provided by law.
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12.3. The e-mail address of our DPO is magnitov01@gmail.com.

13. PRIVACY NOTICE FOR PARENTS/LEGAL GUARDIANS

13.1. We encourage parents to discuss with their children the importance of personal data

protection.

13.2. We will not require a child to provide more information than is reasonably necessary in

order to use the Services.

13.3. If under applicable law a parental consent is required, children can use the Services
and register account on the KATAPS Ecosystem only with the parental consent. For the
purpose of parental consent, when setting up an account, a child must provide email
address of his/her parent/ legal guardian. We use that email address to contact the child’s
parent/legal guardian to ask for his/her consent for child’s registration on the KATAPS
Ecosystem and our use of the child’s personal data in respect thereof. Information on the
parental consent (with email address of parent/ legal guardian) shall remain available on the
KATAPS Ecosystem. We will use email address of parent/ legal guardian solely for parental

consent purposes.

13.4. At any time, parent/legal guardian can refuse to permit us to collect further personal
data of their children in association with a particular account, and can request that we cease
collecting of such personal data, by sending a corresponding request via

magnitov01@gmail.com.

13.5. For the matters related to children’s personal data collecting parents/legal guardians

can contact us at magnitov01@gamail.com.
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