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1. Executive Summary

In order to evaluate and improve the cyber security measures in SoCra Tech, a growing technology
solutions provider, | performed a detailed SOC analysis which involved 3 phases. Using Wireshark for
traffic monitoring, pfSense for firewall management, and Wazuh for threat detection, | monitored the
network for suspicious activity. Critical and high-risk Indicators of Compromise (loCs) were discovered and
acted upon as soon as they were found. | provided the organization with relevant recommendations to
improve the organization’s overall cybersecurity posture.

2. Project Introduction

SoCraTech has been experiencing abnormal network activities, possible breaches, malware infection, and



internal cybersecurity threats. | was brought in as a SOC analyst in order to implement a proactive defense
strategy. Part of my responsibilities included deploying monitoring systems, analyzing security events in
real-time through traffic capturing, identifying vulnerabilities and responding to events. In this report, | detail
the methods employed, the findings and impact, resolutions and recommendations.

3. Methodology
The engagement followed a structured multi-phase approach:
« Wireshark was used for packet capture and protocol analysis.

- pfSense was configured to implement firewall and IDS/IPS rules.
+ Wazuh served as a centralized SIEM for alerting, log correlation, and response.

4. Phase-by-Phase Analysis

Phase 1: Wireshark — Network Traffic Capture & Analysis

- Objective: Capture and analyze SoCraTech’s network traffic for suspicious activities.
- Key Actions:

o Focused on HTTP, DNS, SSH traffic

o Identified suspicious DNS queries and unusual HTTP patterns
« Tools: Wireshark and Kali
+ Findings: Potential malware beaconing; unauthorized data exfiltration attempts; brute
force attack
- Artifacts: Screenshots and mini-report attached in Appendix A.

Phase 2: pfSense - Firewall & Policy Enforcement

- Objective: Detect and block malicious traffic using firewall rules and IPS
- Key Actions:

o Configured Snort IDS, GeolP filtering

o Set up firewall rules to block malicious IP addresses

o Monitored and blocked brute force attempts
- Tools: pfSense; Snort (IPS/IDS)
- Findings: Blocked multiple unauthorized SSH attempts and malicious IPs
- Artifacts: Screenshots and mini-report attached in Appendix B

Phase 3: Wazuh - Security Event Monitoring & Response

- Objective: Correlate logs and respond to security incidents
- Key Actions:



o Configured log forwarding from endpoints

o Detected privilege escalation attack and suspicious user behavior
- Tools: Wazuh SIEM
- Findings: Multiple alerts correlated with anomalies identified in Wireshark
- Artifacts: Screenshots and mini-report attached in Appendix C

5. Final Findings & Impact

Incident Response Plan (IRP)

+ Preparation: The security & monitoring tools were deployed for network monitoring and intrusion
detection, tasks of the SOC team were defined and ensured that logs were centralized and retained for
analysis.

« Identification: Indicators of Compromise were noticed as unusual traffic patterns, unauthorized login
attempts from external IPs, alerts triggered by Wazuh indicating malware activity.

« Containment: In order to limit the spread and impact of the incident, affected systems were isolated
from the network, suspicious IP addresses and domains were blocked by setting pfSense firewall rules.

+ Eradication: Malware infected files were removed and suspicious processes terminated.

+ Recovery: Reconnected cleaned systems to the network in a controlled environment, closely
monitored systems post-recovery and verified all systems were functioning properly.

+ Lessons Learned: Learned from the malicious attacks and weakness identified, recommended the
implementation of core security measures to prevent the events identified from recurring in the future.

Security Risks

The engagement confirmed that SoCraTech was susceptible to the following risks:

+ Data theft, ransomware deployment, and loss of system control.

« Intellectual property loss, regulatory violations (e.g., GDPR, HIPAA), and reputational damage.

+ Compromised credentials, especially for critical infrastructure or privileged accounts.

+ Total system compromise, unauthorized access to sensitive files, lateral movement across the network.
+ Malware or threat actors could operate undetected for extended periods

* Possible exposure to state-sponsored or organized cybercrime activity.

6. Recommendations

Based on findings, the following are recommended:

» The implementation of Multi-Factor Authentication (MFA) for all employees for remote access, as well
as internally for privileged accounts and sensitive systems. This adds an extra layer of protection, even if
passwords are compromised.



« Invest in tools that monitor employee accounts and company devices for unusual behavior. This helps
detect threats early like unauthorized access or data theft.

* Put systems in place that track and prevent unauthorized sharing or sending of data outside the
company. This reduces the risk of accidental or malicious data leaks.

* Separate critical systems (like HR, Finance, and servers) from general employee access. If a breach
happens, this limits how far it can spread.

* Regularly update systems to block known malicious websites, IP addresses, attack patterns and close
known security holes. This prevents attackers from even reaching the network. Many attacks take
advantage of vulnerabilities like outdated software.

* Provide ongoing cybersecurity awareness training. Employees are the first line of defense and need to
stay informed.

* Ensure scheduled regular audits, updated incident response documentation and refined incident
detection plan.

7. Conclusion

SoCraTech's SOC analysis showed vulnerabilities like malware attack, unauthorized access, and
possible data breaches. While threats were mitigated through traffic monitoring, firewall configurations,
and log reviews, recommendations were given to enhance the organization's security strategy. Adopting
the recommendations provided will enhance the company's security posture and prevent incidents from
occurring in the future.

8. References

» Wireshark Documentation: https://www.wireshark.org/docs/

* pfSense IDS/IPS Configuration: https://docs.netgate.com/pfsense/en/latest/

» Wazuh Official Guide: https://documentation.wazuh.com/

* MITRE ATT&CK Framework: https://attack.mitre.org/

* Logs and dashboards from the lab environment: Pls see screenshots in Appendices

* Raw logs, alert data, and full packet captures: Pls see screenshots in Appendices
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+ |OC lists: Brute Force attack, SSH login attempts, malware, C2 server communications.

* Threat intelligence references: https:/rules.emergingthreats.net/

9. Appendices
Appendix A - Wireshark Phase Report
Activity:

Using wireshark to analyze traffic, the below were the findings.

1. Brute force attack - Performing a Wireshark analysis, there was a lot of traffic between the
company system’s IP address and an external IP address (10.0.0.228) using Medusa (an SSH
brute-force attacking tool), signaling a brute force attack.

Source Destination Protocol Length Info
.0362114... .0.8. NENER SSHv2 134 Client: Encrypted packet (len=68)
.0411395.. SSHv2 142 Server: Encrypted packet (len=76)
.0431405.. 5 - - SSHv2 110 Client: Encrypted packet (len=44)
FCEEETEI B o o 86 Client: Protocol (SSH-2.8-MEDUSA 1.0)
.B578093.. HR 108 Server: Protocol (SSH-2.8-0penSSH_9.6pl Ubuntu-3ubyf
.0581934... 2R 1706 Client: Key Exchange Init
2308.. 4329.0654730.. 10.0.0.228 SSHv2 1186 Server: Key Exchange Init
2308.. 4329.0660991... 10.0.0.153 SSHv2 114 client: Elliptic Curve Diffie-Hellman Key Exchange
2308.. 4329.0871749.. 10.0.0.228 SSHv2 630 Server: Elliptic Curve Diffie-Hellman Key Exchange
2308.. 4329.0880897.. 10.0.0.153 SSHv2 82 Client: New Keys
2308.. 4329.1316716... 10.6.0.153 SSHv2 110 Client: Encrypted packet (len=44)
2308.. 4329.1339480.. 10.0.0.228 SSHv2 110 Server: Encrypted packet (len=44)
2308.. 4329.1344653... 10.0.0.153 SSHv2 134 Client: Encrypted packet (len=68)
2308.. 4329.1410716... 10.6.0.228 SSHv2 118 Server: Encrypted packet (len=52)
.0.08. 150 Client: Encrypted packet (len=84)
.BLE d packet (len=52

118 Server:

29
f6 15 b7

[Direction: client-to-server]

2. There was an employee who clicked on a link and downloaded a suspicious file. As a result,
malware gained access to the company’s system. From the screenshot below, there was an
attempt to navigate to the Google Authenticator page. However, they were redirected to a fake
Google Authenticator page - authenticatoor.org where the malicious software file was downloaded.


https://rules.emergingthreats.net/

No. Time. Source Destination Protocol Lengt! Info
2327 38.224908 10.1.17.215 23.205.110.143 Tcp 60 50131 > 443 [ACK] Seq=115498 Ack=184671 Win=129792 Len=0 —
2328 38.244292 23.205.110.143 10.1.17.215 TcP 60 443 > 50131 [ACK] Seq=184671 Ack=115498 Win=177920 Len=0 ]
2329 38.250143 10.1.17.2 10.1.17.215 DNS 215 Standard query response @xccd2 A googl i .burl 1i t A 104.21.64.1 A 104.21.48.1 A 104.21.32.1 A 104.21..
2330 38.269839 10.1.17.2 10.1.17.215 DNS 351 Standard query response @xedc2 HTTPS google-authenticator.burleson-appliance.net HTTPS
2332 38.299460 23.205.110.143 10.1.17.215 TLSv1.3 1060 Application Data
2333 38.299471 23.205.110.143 10.1.17.215 TcP 1430 443 > 50131 [ACK] Seq=185677 Ack=115498 Win=177920 Len=1376 [TCP PDU reassembled in 2337]
2334 38.299519 23.205.110.143 10.1.17.215 TcP 1430 443 > 50131 [PSH, ACK] Seq=187053 Ack=115498 Win=177920 Len=1376 [TCP PDU reassembled in 2337]
2335 38.299520 10.1.17.215 23.205.110.143 TcP 60 50131 > 443 [ACK] Seq=115498 Ack=187053 Win=130816 Len=0
2336 38.299815 23.205.110.143 10.1.17.215 TCcP 1430 443 > 50131 [ACK] Seq=188429 Ack=115498 Win=177920 Len=1376 [TCP PDU reassembled in 2337]
2337 38.299816 23.205.110.143 10.1.17.215 TLSv1.3 243 Application Data
2338 38.299816 10.1.17.215 23.205.110.143 TCP 60 50131 - 443 [ACK] Seq=115498 Ack=189994 Win=130816 Len=0
2340 38.310137 10.1.17.215 104.21.64.1 TcP 60 50133 > 443 [ACK] Seg=:
2341 38.310759 10.1.17.215 104.21.64.1 TcP 1434 50133 > 443 [ACK] Se
2342 38.310760 10.1.17.215 104.21.64.1 TLSv1.3 491 Client Hello (: |
2343 38.350037 104.21.64.1 10.1.17.215 TCcP 60 443 > 50133 [ACK] Seq=
2344 38.35159 104.21.64.1 10.1.17.215 TP 60 443 > 50133 [ACK] Se
No. Time. Source Destination Protocol Lengtt Info
- 2364 38.863141 10.1.17.215 10.1.17.2 DNS 78 Standard query @xbcc7 A authenticatoor.org
| 2365 38.863149 10.1.17.215 10.1.17.2 DNS 78 Standard query @xe6f7 HTTPS authenticatoor.org
| 2375 39.097981 10.1.17.2 10.1.17.215 DNS 147 Standard query response @xe6f7 HTTPS authenticatoor.org SOA siti.ns.orangewebsite.com
<L 2376 39.387854 10.1.17.2 10.1.17.215 DNS 94 Standard query response @xbcc7 A authenticatoor.org A 82.221.136.26

N | http.request method 1= “POST*

No. Time Source Destination Protocol Lengtt Info
211 13.020372 10.1.17.215 239.255.255.250 SSDP. 179 M-SEARCH * HTTP/1.1
349 16.033316 10.1.17.215 239.255.255.250 SSDP. 179 M-SEARCH * HTTP/1.1
641 19.043836 10.1.17.215 239.255.255.250 SSDP. 179 M-SEARCH * HTTP/1.1
5031 60.297799 10.1.17.215 5.252.153.241 HTTP. 371 GET /api/file/get-file/264872 HTTP/1.1
5063 62.145732 10.1.17.215 5.252.153.241 HTTP. 144 GET /api/file/get-file/29842.ps1 HTTP/1.1
5073 62.366091 10.1.17.215 5.252.153.241 HTTP. 103 GET /1517096937 HTTP/1.1
7279 67.602135 10.1.17.215 5.252.153.241 HTTP. 103 GET /1517096937 HTTP/1.1
7602 72.778372 10.1.17.215 5.252.153.241 HTTP. 103 GET /1517096937 HTTP/1.1
7688 77.950821 10.1.17.215 5.252.153.241 HTTP 103 GET /1517096937 HTTP/1.1
7696 83.150518 10.1.17.215 5.252.153.241 HTTP. 103 GET /1517096937 HTTP/1.1
7762 86.704060 10.1.17.215 199.232.214.172 HTTP. 411 HEAD /filestreamingservice/files/2ed1297e-fi 71b1162P1=173 A75UqmOg3EU...
7765 86.771540 10.1.17.215 199.232.214.172 HTTP. 462 GET /filestreamingservice/files/2ed1297e-f6c9-4355-aec4-433ea371b1162P1=173788496 A7SUqmOg3E
7841 88.342574 10.1.17.215 5.252.153.241 HTTP 103 GET /1517096937 HTTP/1.1
7851 90.825252 10.1.17.215 199.232.214.172 HTTP. 403 HEAD /filestreamingservice/files/2a0d597c-a89c b 7596dd26962P1=1737884 = = WAJHAZVPv...
7854 90.887901 10.1.17.215 199.232.214.172 HTTP. 454 GET /fi! ingservice/files/2a0d59: 173788491 JHAZVPVS...

3. IP addresses - 45.125.66.32 and 45.125.66.252 have been identified as known malware
command-and-control (C2) servers for this attack.

No. Time Source Destination Protocol Lengtt Info

19304 889.755043  10.1.17.215 45.125.66.32 TP 60 49792 + 2917 [ACK] Seq=1 Ack=1 Win=65280 Len=
19305 889.755043  10.1.17.215 45.125.66.32 TLSv1.2 173 Client Hello (SNI=45.125.66.32)

19306 889.939392  45.125.66.32 10.1.17.215 TP 60 2917 > 49792 [ACK] Seq=1 Ack=120 Win=65280 Len=0

19307 889.939650  45.125.66.32 10.1.17.215 TLSv1.2 1092 Server Hello, Certificate, Server Hello Done

19310 889.941490  10.1.17.215 45.125.66.32 TLSv1.2 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

19311 896.134125  45.125.66.32 10.1.17.215 TLSv1.2 165 Change Cipher Spec, Encrypted Handshake Message

19312 890.147686  10.1.17.215 45.125.66.32 TLSv1.2 730 Application Data

19313 890.364851  45.125.66.32 10.1.17.215 TLSv1.2 1262 Application Data

19314 890.365594  45.125.66.32 10.1.17.215 TP 1414 2917 > 49792 [ACK] Seq=2298 Ack=1114 Win=64384 Len=1360 [TCP PDU reassembled in 19315]
19315 890.365595  45.125.66.32 10.1.17.215 TLSv1.2 1081 Application Data

19316 890.365781  45.125.66.32 10.1.17.215 TLSv1.2 642 Application Data

19317 890.365781  45.125.66.32 10.1.17.215 Tcp 1414 2917 > 49792 [ACK] Seq=5273 Ack=1114 Win=64384 Len=1360 [TCP PDU reassembled in 19321]
19318 890.366061  45.125.66.32 10.1.17.215 TP 1414 2917 > 49792 [PSH, ACK] Seq=6633 Ack=1114 Win=64384 Len=1360 [TCP PDU reassembled in 19321]
19319 890.366062  10.1.17.215 45.125.66.32 Tcp 60 49792 > 2917 [ACK] Seq=1114 Ack=5273 Win=65280 Len=

19320 890.366063  45.125.66.32 10.1.17.215 TP 1414 2917 > 49792 [ACK] Seq=7993 Ack=1114 Win=64384 Len=1360 [TCP PDU reassembled in 19321]
19321 890.366250  45.125.66.32 10.1.17.21: TLSv1. 719 Aoplication Data

Source Destination Protocol Lengtt Info

23422 917.595824 10.1.17.215 45.125.66.252 TcP 60 49822 > 443 [ACK] Seg=1 Ack=1 Win=65280 Len=0

23423 917.595825  10.1.17.215 45.125.66.252 TLSvi.2 256 Client Hello

23430 917.784326 45.125.66.252 10.1.17.215 TCcP 60 443 > 49822 [ACK] Seg=1 Ack=203 Win=65152 Len=(

23466 917.804372 45.125.66.252 10.1.17.215 TLSv1.2 1414 Server Hello, Certificate

23467 917.804374 45.125.66.252 10.1.17.215 TLSv1.2 144 Server Key Exchange, Server Hello Done

23468 917.804660 10.1.17.215 45.125.66.252 TCcP 60 49822 > 443 [ACK] Seq=203 Ack=1451 Win=65280 Len=0

23492 917.817167  10.1.17.215 45.125.66.252 TLSv1.2 240 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
23536 918.008575 45.125.66.252 10.1.17.215 TLSv1.2 241 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
23537 918.012381 10.1.17.215 45.125.66.252 TLSv1.2 244 Application Data

23540 918.198952  45.125.66.252 10.1.17.215 TLsvi.2 82 Application Data

23541 918.199106 45.125.66.252 10.1.17.215 TLSv1.2 81 Application Data

23542 918.199344 10.1.17.215 45.125.66.252 TcP 60 49822 » 443 [ACK] Seq=579 Ack=1693 Win=65280 Len=0

23543 918.199346  10.1.17.215 45.125.66.252 TLsvi.2 81 Application Data

23551 918.424344 45.125.66.252 10.1.17.215 TCcP 60 443 > 49822 [ACK] Seq=1693 Ack=606 Win=64896 Len=0

23562 923.384220  45.125.66.252 10.1.17.215 TLSvi.2 81 Application Data

23563 923.384970 10.1.17.215 45.125.66. 2 TLSv1.2 81 Aoplication Data




Appendix B - pfSense Phase Report

Activity:

1. It was discovered based on cybersecurity news that threat actors were using a list of high risk
malicious IP addresses to gain access to systems and take advantage of the system
vulnerabilities. Among these IP addresses are;

- 23.126.71.110

- 23.242.140.232

- 24.23.185.95

- 24.32.75.63

- 24.98.165.40

- 176.59.56.133 (from high-risk countries)
117.86.57.51 (from high-risk countries)

The traffic was monitored to check if these IP addresses were used to gain unauthorized access to the
company system.

Brute Force Attack Detection

Brute force attack - Performing a Wireshark analysis, there was a lot of traffic between the company
system’s IP address and an external IP address (10.0.0.228) using Medusa (an SSH brute-force attacking
tool), signaling a brute force attack.

5 Source Destination Protocol Length Info

2308.. 4329.0362114.. 10.0.0.228 10.0.0.153 SSHv2 134 Client: Encrypted packet (len=68)
2308.. 4329.0411395.. 10.0.0.153 10.0.0.228 SSHv2 142 Server: Encrypted packet (len=76)
2308.. 4329.0431405.. 10.0.0.228 10.0.0.153 SSHv2 110 Client: Encrypted packet (len=44)
2308.. 4329.0483052.. 10.0.0.228 10.0.0.153 SSHv2 86 Client: Protocol (SSH-2.8-MEDUSA_1.0)

... 4329.0578093... .0.8. .8.8. 108 Server: Protocol (SSH-2.8-0penSSH_9.6pl Ubuntu-3ubyf
2308.. 4329.0581934.. 10.0.0.228 10.0.0.153 SSHv2 1706 Client: Key Exchange Init
2308.. 4329.0654730.. 10.0.0.153 10.0.0.228 SSHv2 1186 Server: Key Exchange Init
2308.. 4329.0660991.. 10.0.0.228 10.0.0.153 SSHv2 114 Client: Elliptic Curve Diffie-Hellman Key Exchange
2308.. 4329.0871749.. 10.0.0.153 10.0.0.228 SSHv2 630 Server: Elliptic Curve Diffie-Hellman Key Exchange
2308.. 4329.0880897.. 10.0.0.228 10.0.0.153 SSHv2 82 Client: New Keys
2308.. 4329.1316716.. 10.0.0.228 10.0.0.153 SSHv2 110 Cclient: Encrypted packet (len=44)
2308.. 4329.1339486.. 10.0.0.153 10.0.0.228 SSHv2 110 Server: Encrypted packet (len=44)
2308.. 4329.1344653.. 10.0.0.228 10.8.0.153 SSHv2 134 Client: Encrypted packet (len=68)
2308.. 4329.1410716.. 10.08.08.153 10.6.0.228 SSHv2 118 Server: Encrypted packet (len=52)

.. 4329.1414726... 0.0. .0.08. 150 client: Encrypted packet (len=84)

4332.2875378... 8. AR d packet (len=52

118 Server:

st: 1

Dst Port

SSH-2.0-MEDUSA_1.0
n: client-to-server]

These |P addresses were blacklisted to prevent incidents/events while continuing with traffic and logs
monitoring and detection.



QO & https://10.0.0.169

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Aliases/ IP w @

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress.

P Ports URLs All

Firewall Aliases IP

Name Type Values Description Actions
GeolPs Host(s) 176.59.56.133,117.86.57.51 GeolPs from high risk countries SO
Malicious_IPs Host(s) 10.0.0.228,23.126.71.110, 23.242.140.232, 24.23.185.95, 24.32.75.63, 24.98.165.40 Malicious IP addresses SO0m

Phobos_ransomware  Host(s) 45.89.127.159,88.198.21.27, 45.9.74.14, 147.78.47.224,179.43.172.241 IP addresses associated with Phobos SO

O & https//10.0.0.169/firewall_rules.ph

Flisense

'WARNING: The 'admin' account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ WAN w =@

The changes have been applied successfully. The firewall rules are now reloading in the background
Monitor the filter reload progress.

Floating WAN LAN

Rules (Drag to Change Order)

] States  Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/634B * Reserved * * * * * Block bogon networks E -]
Not assigned by IANA
[0 X 0/0B IPv4TCP GeolPs *  WANaddress 80 (HTTP) * none GeolPs from high risk countries &,00m
O %X 0/0B IPv4TCP  Malicious_IPs * WAN address 80 (HTTP) * none Malicious IP addresses & 2,000
O X o008 IPv4TCP Phobos_ransomware  * WAN address 80 (HTTP) * none IP addresses associated with Phobos 3,_0 00m
O « 0/2KB IPvATCP * * 1000169 80 (HTTP) * none 3/ 00mx

(e £



=xx HWelcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HAH (wanl -> emB -» v4/DHCP4: 18.8.8.169/24

| v /DHCPG: 26RA7:feabB:87el:4480:aB0:27ff :fe?b:ab
e/64
LAH (lanl) -> eml -» v4: 192 168.1.1/24

Logout (55H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure 5Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

Shell

nter an option: 8

[2.7.2-RELERSE 1 [root@pfSense .home .arpal/root: pfctl -d
pf disabled

Using Kali as the attacker machine, the company’s system IP address (192.168.1.1) was pinged. There
was 100% packet loss, showing that the attacker is unable to gain unauthorized access.

= kali@ kali: ~
File Actions Edit View Help

yving 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.

— 192.168.1.1 ping statistics —
17 packets transmitted, @ received, 10




2. Also firewall rules were set to block IP addresses associated with Phobos ransomware.
In addition, in order to prevent future access to the fake google authenticator site used by the

attackers during the wireshark traffic analysis, access from the company system to the associated
IP addresses were blocked. These IP addresses were:
- 5.252.153.241

- 199.232.214.172

Domain Overrides

Domain Lookup Server IP Address Description Actions
athenticatoor.org 5.252.153.241 Fake Google authenticator site ST
authenticatoor.org_files 199.232.214172 Fake Google authenticator site for malware download 4T

These |P addresses were also blocked from gaining access to the systems as well.

The IP addresses associated with the malware command-and-control (C2) servers 45.125.66.32 and
45.125.66.252 were also blocked.

O G 192.168.1.1/firew )7t

Elisense

COMMUNITY EDITION

'WARNING: The 'admin’ account passweord is set to the default value. Change the password in the User Manager.

Firewall / Aliases/ IP

@
The changes have been applied successfully. The firewall rules are now reloading in the background X!
Monitor the filter reload progress.

P Ports URLs All
—
Firewall Aliases IP
Name Type Values Description Actions
GeolPs Host(s) 176.59.56.133,117.86.57.51 GeolPs from high risk countries " (L)
Malicious_IPs Host(s)

10.0.0.228, 23.126.71.110, 23.242.140.232, 24.23.185.95, 24.32.75.63, 24.98.165.40, Malicious IP addresses LO0m
5.252.153.241,199.232.214.172

Malware_C2_Servers Host(s) 45.125.66.32, 45.125.66.252 Malware C2 Servers y’iﬁ
Phobos_ransomware Host(s) 45.89.127.159, 88.198.21.27,45.9.74.14, 147.78.47.224,179.43.172.241 IP addresses associated with SOT

Phobos



Intrusion Detection System (SNORT)

Snort Interfaces have been set up for LAN and WAN with blocking mode to block hosts that generate a
snort alert, while the host machine’s IP has been added to pass list.

Flisense

Y EDITION

'WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Services / Snort/ Interfaces ]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
—
Interface Settings Overview
Interface Snort Status Pattern Match Blocking Mode Description Actions
[m] LAN (em1) ® Ce® AC-BNFA LEGACY MODE LAN S
] WAN (em0) [ N &O)] AC-BNFA LEGACY MODE WAN S

T Delete

The below alerts were generated with automatic blocking as seen in screenshots.

Services / Snort/ Alerts 2]
Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
——
Alert Log View Settings
Interface to Inspect LAN (em1) v (] Auto-refresh view 5 N

Choose interface..

Alert Log View Filter [+]

Most Recent 5 Entries from Active Log

Alert lines to display.

Alert Log Actions

Date Action Pri Proto Class Source IP SPort Destination IP DPort GID:SID Description
2025-04-15 0 fe80::a00:27ff:feBf.e673 ff02:1 1:10000010 hey alert found
00:53:03 Q QEx x

2025-04-15 0 feB0::a00:27ff.fe8fe673 fe80::a00:27ff:fe92:9ad2 1:10000010 hey alert found
00:52:37 Q QEx x

2025-04-15 0 fe80::a00:27ff:fe8f:e673 feB0::a00:27f:fe92:9ad2 1:10000010 hey alert found
00:52:32 Q QEx x

2025-04-15 0 fe80::a00:27ff.fe8f.e673 fe80::a00:27ff.fe92:9ad2 1:10000010 hey alert found
00:47:38 Q QEx x

2025-04-15 0 fe80::a00:27ff:fe8f:e673 feB0::a00:27f:fe92:9ad2 1:10000010 hey alert found
00:47:36 Q QEx x



Services / Snort/ Blocked Hosts (2]

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync

Blocked Hosts and Log View Settings
Blocked Hosts

All blocked hosts will be saved All blocked hosts will be remo
Refresh and Log View m Refresh 500 <
Save auto-refresh and view settings Default is ON Number of blocked entries to view.

Default is 500

Last 500 Hosts Blocked by Snort (only applicable to Legacy Blocking Mode interfaces)

# IP Alert Descriptions and Event Times Remove
1 fe80::a00:271f:fe92:9ad2 hey alert found - 2025-04-15 00:52:37 x
2 ff02:1 hey alert found - 2025-04-15 00:53:03 x

2 host IP addresses are currently being blocked by Snort on Legacy Mode Blocking interfaces.

GeolP Blocking

Using pfBlockerNG for GeolP blocking, high risk countries in Asia (China) and Europe (Russia) were
blocked.

Iisense

MUNITY EDITION

WARNING: The 'admin’' account password is set to the default value. Change the password in the User Manager.

Firewall / pfBlockerNG / IP/ GeolP e
General IP DNSBL Update Reports Feeds Logs Sync
—

IPv4 IPve GeolP Reputation
Name Description Action Logging
Top Spammers GeolP Top Spammers Disabled ~ Enabled ~ &
Africa GeolP Africa Disabled ~ Enabled ~ y‘
Antarctica GeolP Antarctica Disabled ~ Enabled ?.
Asia GeolP Asia Deny Outbound ~ ~ Enabled ~ &
Europe GeolP Europe Deny Outbound  ~ Enabled ~ ?’
North America GeolP North America Disabled v Enabled ra
Oceania GeolP Oceania Disabled ~ Enabled ~ &
South America GeolP South America Disabled ~ Enabled ~ y‘
Proxy and Satellite GeolP Proxy and... Disabled ~ Enabled ~ ?.

php?type=gecip#



'WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Firewall / Rules/ LAN

Floating WAN LAN

w E @

Rules (Drag to Change Order)

(] States Protocol Source
v 1/747 KiB * ®
m} 0/0B IPvd*  *
(] = 0/2KiB 1Pv4 * *
(] iI= 0/0B IPv4*  *
[ 6/2.04MiB  IPv4* LAN subnets
o 0/0B IPvé * LAN subnets

Port Destination

* LAN Address

x pfB_Asia_v4
* pfB_Europe_v4
* pfB_PRI1_v4

* *

Appendix C - Wazuh Phase Report

Activity:

Port Gateway Queue

443 * *

80

* * none
* * none
* * none
* * none
& & none

Schedule Description

Anti-Lockout Rule

pfB_Asia_v4 auto rule
pfB_Europe_v4 auto rule
pfB_PRI1_v4 auto rule
Default allow LAN to any rule

Default allow LAN IPv6 to any rule

Actions

e ]

&S 000
& S00m
&S 000
&S 00mx
&S 00mx

EES CER

1. There were alerts received in Wazuh SIEM signaling a malicious attack on the endpoints.

< ¢}

= W Endpoints TegaUbuntu

ThreatHunting ~ Fil Integrity Monitoring ~ Configuration Assessment  MITRE ATTACK

D Swws
oon st

1Paddress
100053

Version
Wazuhva i

Group

defautt

Events count evolution

Count

030 = 000 250 50

timestamp per 30 minutes

Vulnerability Detection
4 Critical Top 5 Packages
Package
inux-image-6.11.0-17-generle

linux-image-6.11.0-19-generic

bluez

bluez-cups

bluez-obexd

O f 10.0.0.148/app/endpoints-summary#/agents?t

Vuinerabilty Detection

More... v

Operatingsystem
D Ubunnu 24042075

) TegaUbuntu (001)

Registation date

80%

node0t Mar 22,2025 @ 195211000
MITRE ATTE&CK 2 Compliance
Top Tactics \

Credential Access
Lateral Movement
Defense Evasion
Initial Access.

persistence

Gount &

117

117

<>

g

% @ Inventorydata o} Stats &3 Configuration

Last keep alive
Apr16,2025 @ 021622000

Last 24 hours

FCIDSS

® 10256
® 1024(5)
® 1061(5)
@ 10250

D N

You don't have SCA scans in this agent.

tings to generate scans.



Rule level by attack

wazuh-alerts-* v

Q Search field names

@ Password Guessing

@ ssH

® Vaiid Accounts

L
3

MITRE attacks by tactic

s

6

2II

o [ N S E—

Rule level by tactic

® Password Guessing @ Credental Access
® ssH

® Vaiid Accounts

® Lateral Movement

Defense Evasion

Count

@ Persistence
L]

3

Defense Evasion
Inital Access
Persistence

Privilege Escalation

rule.mitre.tactic: Descending

2. Found logs from the Wazuh dashboard on login and password guessing attempts from external

sources.

W.

Discover

@ Filter by type 0

Selected flelds

_source

Avallable flelds

t

_index
agentia

agentip

agentname

data.audit.command

dataauditia

data.audit.pid Il
data.audit.type

data.command

data.dstuser

data.euid

data.extra_data

data pwa

data.sca.check.command

data.sca.check.compliance.cis

Tine

Apr 16, 2025
Fa

Apr 16, 2025
o
62:

:57.449

Apr 16, 2025
Fa

Apr 16, 2025
I
62:

:57.446

Apr 16, 2025
Fa

New Save Open Share Reporting Inspect (a)| @
_source
predecoder .hostnane: |ubuntu | predecoder .progran_name: sshd predecoder.timestamp: Apr 16 02:11:57 input.type: log agent.ip: 10.0.0.153 agent.name: TegaUbuntu  agent.id: 6@l
manager.name: wazuh-server |data.srcuser: Vh-username data.srcip:|10.0.0.228 rule.mail: false rule.level: 5 rule.hipaa: 164.312.b rule.pcidss: 16.2.4, 18.2.5, 10.6.1 rule.tsc: C

©6.1, CC6.8, CC7.2, CC7.3 rule.description: sshd: Attempt to login using a non-existent user
AC.7, AU.6 V35.7.d, TV.32.2
5710 [rule.gpgi3: 7.1

rule.groups: | syslog, sshd, authentication_failed, invalid_login
rule.nitre.1d: | T1110.001, T1021.004
full_log: Apr 16 82:11:57 ubuntu sshd[6295]: Fatled

rule.nist_890_53: AU.14,

rule.mitre.tactic: Credential Access, L

rule.gdpr: rule.firedtines: 8 rule.mitre.technique: Password Guessing, SSH

ateral Movement |rule.id location: journald | decoder.parent: sshd |decoder.name: sshd 1d: 1744769519.27341

predecoder.hostnane: |ubuntu | predecoder .progran_name: sshd  predecoder.timestamp: Apr 16 02:11:55 'input.type: log agent.ip: 10.0.0.153 agent.name: Tegabuntu  agent.id: el
rule.hipaa: 164.312.b 10.2.4,

manager .name: wazuh-server |data.srcuser: Vh-username data.srcip: 10.0.0.228 data.srcport: 66478 rule.mail: false rule.level: 5 rule.pei_ds 10.2.5

rule.tsc:|CC.1, CC6.8, €C7.2, CC7.3
rule.nist_890_53: AU.14, AC.7, AU.6 rule.gdpr: IV_35.7.d, IV_32.2

5710

rule.description: sshd: Attempt to login using a non-existent user rule.groups: syslog, sshd, authentication_failed, invalid_login

rule.mitre.id: T1110.001, T1021.064
sshd |id: 1744769517.26826 | full log: Ap

rule.firedtines: 7 rule.mitre.technique: Password Guessing, SSH

rule.mitre.tactic: Credential Access, Lateral Movement rule.id: rule.gpgi3: 7.1 location: journald  decoder.parent: sshd 'decoder.name:

predecoder .hostnane: |ubuntu | predecoder .progran_name: sshd  predecoder.timestamp: Apr 16 62:11:55 input.type: log agent.ip: 10.0.0.153 agent.name

rule.hipaa: 164.312.b

TegaUbuntu agent.id: 661

manager.name: wazuh-server | data.srcuser: Vh-username data.srcip: 10.0.0.228 data.srcport: 66462 rule.mail: false rule.level: 5 rule.pci_dss: 16.2.4, 18.2.5

16.6.1 [rule.tsc: CC6.1, CC6.8, €C7.2, CC7.3
rule.nist_890_53: AU.14, AC.7, AU.6 rule.gdpr: IV_35.7.d, IV_32.2
5710

rule.description:  sshd: Attempt to login using a non-existent user rule.groups: syslog, sshd, authentication_failed, invalid_login
rule.mitre.id: T1118.001, T1021.004

sshd |1d: | 1744769517.25798 | full_log: Ap

rule.firedtines: 6 rule.mitre.technique: Password Guessing, SSH

rule.id: sshd | decoder.name:

rule.mitre.tactic: Credential Access, Lateral Movement rule.gpgi3: 7.1 location: journald | decoder.parent:

predecoder .hostnane: ubuntu  predecoder .progran_name: sshd predecoder.timestamp: Apr 16 02:11:55 input.type: log agent.ip: 10.0.0.153 agent.name: TegaUbuntu agent.id: el

5 (rule.pci_dss: 10.2.4, 10.2.5 rule.hipaa: 164.312.b
rule.nist_800_53: AU.14, AC.7 rule.gdpr: Iv.35.7.d, T
5503

manager . nam rule.mail: false [rule.leve

6.1,

wazuh-server data.uid: 6 data.srcip: 16.6.6.228 data.euid: 6 data.tty: ssh

rule. tsc €C6.8, CC7.2, CC7.3 rule.description:| PAM: User login failed. rule.groups: pam, syslog, authentication_failed

¥_32.2 rule.firedtines: 2 |rule.mitre.technique: Password Guessing |rule.mitre.id: T1110.001 rule.mitre.tactic: Credential Access rule.id: rule.gpgi3: 7.8 [location: journald

decoder .name: pam |1d: 1744769517.26328 full_log: Apr 16 62:11:55 ubuntu sshd[6295] : pan_unix(sshd:auth): authentication failure; logname= uid=0 euid=d tty=ssh ruser= rhost=10.6.0.22
predecoder .hostnane: |ubuntu | predecoder .progran_name: sshd  predecoder.timestamp: Apr 16 62:11:55 input.type: log agent.ip: 10.0.0.153 agent.name

rule.hipaa: 164.312.b

TegaUbuntu agent.id: 661

manager.name: wazuh-server | data.srcuser: Vh-username data.srcip: 10.0.0.228 data.srcport: 66462 rule.mail: false rule.level: 5 rule.pci_dss: 16.2.4, 18.2.5

10.6.1

rule.tsc:|CC.1, CC6.8, CC7.2, CC7.3
rule.nist_890_53: AU.14, AC.7, AU.6 rule.gdpr: Iv_35.7.d, I_.32.2 rule.firedtimes: 5 rule.mitre.technique:

5710

rule.description: sshd: Attempt to login using a non-existent user  rule.groups: syslog, sshd, authentication_failed, invalid_login

rule.mitre.1d: T1116.061, T1621.664
sshd |1d: | 1744769517.25275 | full_log: Ap

Password Guessing, SSH

rule.id: sshd | decoder.name:

rule.mitre.tactic: Credential Access, Lateral Movement rule.gpgi3: 7.1 location: journald | decoder.parent:

3. There were brute force attacks detected from the Wazuh dashboard showing active system

vulnerabilities.



« = C

O A 10.0.0.148/app/mitre-attack#/overview/?tab=mitre&tabView=dashboard&agentid=001&_a=(filters:!(),query:(language:kuery,query:"))&_g=(filters:!(),refreshinterval:(pause:it, 0% 17 @ @ O =

= W MITRE ATT&CK TegaUbuntu

() TegaUbuntu (007) X [ Generate report

Dashboard  Inteligence  Framework  Events

B  search

DOL [~ Apr16,2025@02300000 - ApriG,2025@ 03000000

manager.name: wazuh-server || rule.mitre.id: exists || agentid:001 | (3 @ Add filter

Alerts evolution over time

Count

Rule level by attack

Top tactics

® Password Guessing ® Credential Access

@ sse ® Lateral Movement

Brute Force
ozas00 oza000 024500 025000 025500
timestamp per 30 seconds.
MITRE attacks by tactic Rulelevel by tactic:
@ Password Guessing 5000 @ Password Guessing @ Credential Access.
®ssH 000 ® ssH ® Lateral Movement
Brute Force ®s

Brute Force o0
®s o 10

©
1000

o

g
2

rule.mitre tactic: Descending

Here are the logs identifying Indicators of Compromise (loCs);

y o 6, 205
£2:55:31.562

y for 16, 105
§2:55:31.556

3 pr 16, 2005
§2:55:31.540

predecoder.hostname: ubuntu predecoder.program_name: sshd predecoder.timestamp: Apr 16 82:55:38 input.type: log agent.ip: 10.8.8.153 agent.name: Tegalbuntu agent.id: B81 manager.name: wazuh-server
data.srcuser: toor data.srcip: 16.0.8.225 data.srcport: 58168 rule.mail: false rule.level: 5 rule.hipea: 164.312.b rule.pci_dss: 10.2.4, 16.2.5, 18.6.1 rule.tsc: (C6.1, CC6.8, CC7.2, CC7.3
rule.description: sshd: Attenpt to login using a non-existent user rule.groups: sysleg, sshd, authentication_failed, invelid login rule.nist_808_53: AU.14, AC.7, AU.6 rule.gdpr: IV 35.7.d, IV.32.2

rule. firedtimes: 1,443 rule.mitre.technique: Password Guessing, SSH rule.mitre.id: T1110.681, T1021.884 rule.mitre.tactic: Credential Access, Lateral Movement rule.id: 5718 rule.gpg!3: 7.1 location: jo
urnald decoder.parent: sshd | decoder.name: sshd | id:|1744772131.1498662 full log: Apr 16 €2:35:39 ubuntu sshdl8208]: Disconnected from invalid user toor 18.8.8.228 port 58168 [oresuth] | timestamp: Aor 16, 2
predecoder.hostname: ubuntu  predecoder.program_name: sshd predecoder.timestamp: Apr 16 82:55:29 input.type: log agent.ip: 10.8.8.153 agent.name: Tegalbuntu agent.id: P81 manager.name: wazuh-server
data.srcuser: toor data.srcip: 16.0.8.228 data.srcport: 58152 rule.mail: false rule.level: § rule.hipaa: 164.312.b rule.pci_dss: 10.2.4, 18.2.5, 18.6.1 rule.tsc: CC6.1, CC6.8, CC7.2, CC7.3
rule.description: sshd: Attenpt to login using a non-existent user rule.groups: syslog, sshd, authentication_failed, invelid login rule.nist_8aB_53: AU.14, AC.7, AU.6 rule.gdpr: IV_35.7.d, IV.32.2
rule.firedtimes: 264 rule.mitre.technique: Password Guessing, SSH rule.mitre.id: T1110.881, T1821.864 rule.mitre tactic: Credential Access, Lateral Movement rule.id: 5710 rule.gpg!3: 7.1 location: jour
nald |decoder.parent: sshd decoder.name: sshd id: 1744772131.1498129 full loa: Apr 16 62:55:29 ubuntu sshdl6266]: Disconnected from invalid user toor 10.8.8.228 port 58152 [preauth| tinestamp: Apr 16, 262
predecoder.hostname: ubuntu predecoder.program_name: sshd predecoder.timestamp: Apr 16 82:55:29 input.type: log agent.ip: 10.8.8.153 agent.name: Tegalbuntu agent.id: P81 manager.name: wazuh-server
dgta.uid: @ dats.srcip: 19.8.9.228 data.euid: @ date.tty: ssh rule.mail: false rule.level: 5 rule.pci_dss: 19.2.4, 18.2.5 rule.hipaa: 164.312.b rule.tsc: CC6.1, CC6.B, CC7.2, CC7.3

rule.description: PAM: User login failed. rule.groups: pam, syslog, authentication_failed rule.nist 808_53: AU.14, AC.7 rule.gdpr: IV_35.7.d, IV_32.2 rule.firedtimes: 588 rule.mitre.technique: Password
Guessing rule.mitre.id: T1118.881 'rule.mitre.tactic: Credential Access rule.id: 5583 rule.gpg13: 7.8 location: journald decoder.name: pam id: 1744772131.1497629 full_log: Apr 16 62:35:29 ubuntu sshd[8
228]: pan_unix(sshd:auth): authentication failure; logname= uid=B euid=8 tty=ssh ruser= rhost=18.8.9.228 timestamp: Apr 16, 2825 @ 2:35:31.548 _index: wazuh-alerts-4.x-2825.84.16



Count

Search

paL [ ~  Last15minutes Show dates

)

manager.name: wazuh-server * || ruledevel: 7to11 % | (H Add filter

Time

Apr 16, 2625
@

41 hits ]

predecoder . hostname: | ubuntu | predecoder.program_name: sshd |predecoder.timestamp: Apr 16 93:18:27 |input.type: log |agent.ip:|18.8.8.153 |agent.name: Tegalbuntu egent.id: 881 previous output: Apr 16 83:18:

Apr 16, 2025 @ 02:55:37.791 - Apr 16, 2025 @ 03:10:37.792 per  Auto v

timestamp per 30 seconds

_source

B3:18:28.514 93 ypuntu sshd[8559]: pam_unix(sshd:auth): suthentication failure; logname= uid=@ euid=8 tty=ssh ruser= rhost=18.8.8.228 Apr 16 83:18:11 ubuntu sshd[8557]: pam_unix(sshd:auth): suthentication failure; logname
= uid=8 euid=@ tty=ssh ruser= rhost=18.8.9.228 Apr 16 €3:10:82 ubuntu sshd[8552]: pam_unix(sshd:auth): authentication failure; logname= uid= euid=d tty=ssh ruser= rhost=10.8.8.228 Apr 16 83:69:53 ubuntu sshd
[8539] : pam_unix(sshd:auth): authentication failure; logname= uid=8 cuid=B tty=ssh ruser= rhost=10.8.8.228 Apr 16 83:09:46 ubuntu [8534] : pam_unix(sshd:auth): authentication failure; logname= uid=d euid=d
tty=ssh ruser= rhost=18.6.6.228 Apr 16 83:89:37 ubuntu sshd[8532]: pam_unix(sshd:auth): authentication failure: logname= uid=8 euid=B tty=ssh rusers rhost=18.0.6.228 Aor 16 03:89:31 ubuntu sshd[8538]: pam_uni

Apr 16, 2825 | predecoder.hostname: ubuntu  predecoder.program_name: sshd predecoder.timestamp: Apr 16 @3:19:27 |input.type: log lagent.ip: 18.8.0.153 agent.name: TegaUbuntu agent.id: B@1 manager.name: wazuh-server

83:12:28.51% ryle.meil: felse rule.level: 10 rule.pci dss: 10.2.4, 16.2.5 rule.hipsa: 164.312.0 rule.tsc: CC6.1, CC6.8, CC7.2, CC7.3 |rule.description: syslog: User missed the password more than one time
rule.groups: syslog, access_control, authentication_failed | rule.nist_888_53: AU.14, AC.7 |rule.gdpr: IV_35.7.d, Iv_32.2 |rule.firedtimes: 14 |rule.mitre.technique: Brute Force |rule.mitre.id: T1118
rule.mitre.tactic: Credential Access rule.id: 2502 |rule.gpgl3: 7.8 location: journald  decoder.nesme: sshd |id: 1744773628.1668611 full log: Apr 16 83:18:27 ubuntu sshd[8559]: PAW 2 more suthentication fa
ilures; logname= uid=@ euid=@ tty=ssh ruser= rhost=10.8.8.226 |timestamp: Apr 16, 2025 & 83:10:20.513 |_index: wazuh-alerts-4.x-2025.84.16

Apr 16, 2825 | predecoder.hostname: ubuntu  predecoder.program_name: sshd predecoder.timestamp: Apr 16 @3:19:27 |input.type: log  agent.ip: 18.8.9.153 agent.name: TegaUbuntu agent.id: 8871 manager.name: wazuh-server

B3:10:28.493

Apr 16, 2025
@
03:10:22.487

msh ]

No.

Time Source Destination Protocol Length Info
.. 4329.0362114.. 10.0.0.228 SSHv2 134 Client: Encrypted packet (len=68)
. 4329.0411395.. 10.0.0.153 SSHv2 142 Server: Encrypted packet (len=76)
.. 4329.0431405.. 10.08.08.228 SSHv2 116 Client: Encrypted packet (le
0.0 1.0)

. .0.8. SSHv2 108 Server: Protocol (SSH-2.8-0penSSH_9.6pl Ubuntu-3ubyf
. 4329.0581934.. 10.0.0.228 SSHv2 1706 Client: Key Exchange Init
. 4329.0654730.. 10.0.0.153 SSHv2 1186 Server: Key Exchange Init
. 4329.0660991.. 10.0.0.228 SSHv2 114 Client: Elliptic Curve Diffie-Hellman Key Exchange
.. 4329.0871749.. 10.0.0.153 SSHv2 630 Server: Elliptic Curve Diffie-Hellman Key Exchange
. 4329.0880897.. 10.0.0.228 SSHv2 82 Client: New Keys
. 4329.1316716.. 10.08.08.228 SSHv2 110 Client: Encrypted packet
.. 4329.1339480.. 10.0.0.153 SSHv2 110 Server: Encrypted packet
. 4329.1344653.. 10.0.0.228 SSHv2 134 Client: Encrypted packet (len=68)
. 4329.1410716.. 10.08.08.153 SSHv2 118 Server: Encrypted packet (le 2)
. 4329.1414726... .8.8. SSHv2 150 client: Encrypted packet (len=84)
.. 4332.2875378.. .0.08 SSHv2 118 Server:

rule firedtimes: 14 rule.mail: false rule.level: 8 rule.description: Maximum authentication attempts excesded. rule.groups: syslog, sshd, authentication_failed rule.mitre.technique: Brute Force
rule.mitre.id: T1118 |rule.mitre.tactic: Credential Access  rule.id: 5758 rule.gpg13: 7.1 location: journald  decoder.parent: sshd |decoder.name: sshd id:| 1744773828.1659718 | full log: Apr 16 B3:18:27 ubu
ntu sshd[8559]: error: maximum authentication attempts exceeded for invalid user adm from 10.8.8.228 port 38314 ssh2 [preauth] timestamp: Apr 16, 2025 @ ©3:18:28.493 _index: wazuh-alerts-4.x-2025.84.16

predecoder .hostname : |ubuntu | predecoder .program_name: sshd  predecoder.timestamp: Apr 16 83:18:28 |input.type: log |agent.ip: 18.8.8.153 |agent.name: Tegalbuntu  agent.id: 41 ‘manager.name: Wazuh-server
rule.mail: | false rule.level: 19 |rule.pci_dss: 10.2.4, 18.2.5 rule.hipaa: 164.312.b rule.tsc: CC6.1, CC6.8, £G7.2, CG7.3 |rule.description: syslog: User missed the password more than one time
rule.groups: syslog., access_control, authentication failed |rule.nist_8B8_§3: AU.14, AC.7 rule.gdpr: IV_35.7.d, IV_32.2  rule.firedtimes: 13 |rule.mitre.technique: Brute Foree |rule.mitre.id: T1110

hd (id: 1744773822.1656659 |full log: Apr 16 83:10:28 ubuntu sshd[8557]: PAM 2 more authentication fa

rule.mitre.tactic: Credential Access rule.id: 2502 |rule.gpgl3:/7.8 location: journald | decoder.name

ilures; looname= uid=8 euid=8 tty=ssh ruser= rhost=16.8.8.228  timestamo: Apr 16, 2608 @ B3:19:22 487 | index: wazuh-alerts-4.x-2025 .84 18

Performing a Wireshark analysis, there was a lot of traffic between the company system’s IP
address and an external IP address (10.0.0.228) using Medusa (an SSH brute-force attacking
tool).

The malicious IP address was blocked in pfSense (pls see screenshots in Appendix B).



