How to setup a linux firewall

Jing, mgjing@gamail.com
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Quick

Not allow to respond any request.

B A AHEA INPUT 52 5%E & DROP , HithEkE A ACCEPT
[root@www ~]# iptables -P INPUT DROP

[root@www ~]# iptables -P OUTPUT ACCEPT

[root@www ~]# iptables -P FORWARD ACCEPT
[root@www ~]# iptables-save
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Example Rule Setup

Rule 1 fe3EZE 5k WWW ARFE B £ 615818 ;
Rule 2 Bi&# 192.168.100.100 ;

Rule 3 T EMHABEE,
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e 1 =>determine the package target is the host or just forward
e 2 => determine the output routing. ex: ethO -> gateway1, eth1 -> gateway?2



Linux :
s )< B

ouUTPUT

INPUT

OUTPUT
’ FORWARD FORWARD

POSTROUTING

POSTROUTIMG

ENUAL Tan!

o (HBEA) HEEA Linux THERER :
o HEHRAFIERERETRM Linux EREREHMME T, TERGEA filter B9 INPUT
BRRAEITIEE
o (I B)HEH Linux THMNEE, ZAFEHATIHER MEMZIFE TR
o EMHHIEZAETHARENEITEER FRIHAETEREE A NIEM
Lk, LEFHOMEEHKRE B RBE), hhER, ZHETWEELIFERMM
Linux &#%, (filter #1 FORWARD Ll nat # POSTROUTING, PREROUTING)
o (B C) A/ Linux A EHE
o lan[ElFE R F im M ER
n B AREBPE, RETHDMRSEE, BEB filter B OUTPUT 52k
FiER ! BER KR EZEKIB nat #) POSTROUTING ##



filer L nat
p I B — -
INPUT PRt CUTPUT
filter filter
P R Py p
FORWARD OUTPUT
nat
nat
POSTROUTING
PREROUTIMNG

EEHEERRER, INPUT B FORWARD H 2 L8 B E /S HilBh A fEEE

| i 5E B A KRR Al
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[root@www ~]# iptables-save [-t table]

[root@www ~]# iptables-save

# Generated by iptables-save v1.4.7 on Fri Jul 22 15:51:52 2011
*filter

:INPUT ACCEPT [0:0]

: FORWARD ACCEPT [©:0]

:OQUTPUT ACCEPT [680:100461]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i 1o -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Fri Jul 22 15:51:52 2011
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X HZRiEAEFERE "BET" 8 chain (B3R A0 2 tables ) W ;
-Z PP AR chain TS EFREMITHES

a5 HPRAHER XS (filter) BIRTH 2RI
[root@www ~J# iptables -F ;(?)
[root@www ~]# iptables -X

[root@www ~]# iptables -Z

EETAERBUER (policy)
o EMMHALEMBXEHIRAZ AR, AZHTMEBESE, 2L Policy FIERE &%

Example
No package respond any request.

#i A INPUT 8% % DROP , HAithE%E % ACCEPT
[root@www ~]# iptables -P INPUT DROP

[root@www ~]# iptables -P OUTPUT ACCEPT

[root@www ~]# iptables -P FORWARD ACCEPT
[root@www ~]# iptables-save

TR ARBERIERETINE REZKRE loE@NE, ATPLUER

iptables -A INPUT -i lo -j ACCEPT

BRIMRAER A MR Z AWE R, HP—ikRIH AR, REZMARORRS eth1 177,
MERIEEIAMEERN, BEZMRAEHHEHBREEER

iptables -A INPUT -i eth1 -j ACCEPT

REZ2 3 E R (192.168.100.0/24) MA@ @S

iptables -A INPUT -i eth1 -s 192.168.100.0/24 -j ACCEPT

REZ%REB 192.168.100.10 FhiESE, {H 192.168.100.230 EEEEZ R BEHEE

[root@www ~J# iptables -A INPUT -i eth1 -s 192.168.100.10 -j ACCEPT
[root@www ~J# iptables -A INPUT -i eth1 -s 192.168.100.230 -j DROP

BEEHEARE port 21 HH A EIKIERE

[root@www ~J# iptables -A INPUT -i eth0 -p tcp --dport 21 -j DROP




TR R FE B EHAIMEFT (upd port 137,138 tcp port 139,445) FhHKAT

[root@www ~]# iptables -A INPUT -i ethO -p udp --dport 137:138 - ACCEPT
[root@www ~]# iptables -A INPUT -i eth0O -p tcp --dport 139 -j ACCEPT
[root@www ~]# iptables -A INPUT -i ethO -p tcp --dport 445 -j ACCEPT

RERE 192.168.1.0/24 #] 1024:65535 IR O a, BB ZEEHE A ssh port 7L F LUHEE

[root@www ~]# iptables -A INPUT -i ethO -p tcp -s 192.168.1.0/24 \
> --sport 1024:65534 --dport ssh -j DROP

T HE & [0 A £ 21 3k 5 18 A 8955 K5 25 Al
o EEBEEAMNHCZE AMIMEHEMEE?

AREERISMARHEAMPLER RERFTAEHAMERE

[root@www ~]# iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
[root@www ~]# iptables -A INPUT -m state --state INVALID -j DROP

ICMP el iR Al gLt #t - &+ ¥ 2 & [EFE ping ZRERE

A EE% ping KA FE

/l iptables -A INPUT [-p icmp] [--icmp-type $8%!] -j ACCEPT
iptables -A INPUT -p icmp --icmp-type 8 -j DROP

Reference
o [HAHBER NAT AR 23, http:/linux.vbird.org/linux_server/0250simple_firewall.php

Further Reading
e How the iptables Firewall work,

https://www.digitalocean.com/community/tutorials/how-the-iptables-firewall-works
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