Kak 3awmTntb cBoU cbepexeHuss B BUPTyaribHOM Mupe

Ha npotsxeHun Tekywero roga B Pecnybnuke benapycb BHOBb
Habntogaetcs pocCT KonunyecTtsa NPecCTynieHnn B cepe
MHOPMAaLMOHHBIX TexHosnornin. [logaBnsawowee OOMbLWMHCTBO U3 HUX
COCTaBMNAKT  XWLEHUS  [OEHEeXHbIX CpeacTB nyTeM  3aBrageHus
pekBn3anTaMm BaHKOBCKMX MAaTeXHbIX KapT — CT. 212 (XxuuweHwue
nMmyLlectsa nytem  Mogupukauum - KOMMNbOTEPHOW  MHOpMaLmn)
YronoBHoro kogekca Pecnybnukn benapyce.

[MoHMMaHWe TOoro, 4YTO TakKoe KubeprnpecTyneHue, Kakme Tunbl
KnbepnpecTynneHun cyLecTBYOT N KakK OT HUX 3alMTUTLCS, MOMOXET BaMm
4YyBCTBOBaTb CebS yBEepeHHee.

B oatom cratbe nogpobHO pacckaxem O TOM, YTO Takoe
KnbepnpecTynHOCTb, OT KakuX Yrpo3 M KakK HY>XHO 3alumwiaTbCsl, YTOObI
obecnevnTb CBOKO 6€30MacHOCTN B CETU UHTEPHET.

YTo Takoe KubepnpectynreHune



KubepnpectynneHme - 9TO MNpecTynHas OeATenbHOCTb, LUesblo
KOTOpPOM ABMNSETCS  HEnpaBOMEpPHOE  MCMOSb30BaHME  KOMMbOTEpa,
KOMMbIOTEPHOW CETU UNN CETEBOIO YCTPOMCTBA.

BonbwmnHCcTBO KnbepnpectynneHunn coBepLuarTcs
KnoepnpecTtynHUKamm unm xakepamu, KOTopble 3apabaTrbiBaldT Ha 3TOM
aeHbrn. KubepnpectynHasa OesTenbHOCTb OCYLUECTBNSETCA OTAESbHbIMU
nuuamMm unm opraHn3aunsamin.,

HekoTopble kKnbepnpecTynHUkn oObeanHsoTCS B OpraHM30BaHHbIE
rpynnbl, WCMNONb3ylT nNepeaoBble MeToabl WM 00nagalT  BbICOKOW
TeXHM4Yeckon ksanudukaumen. [ipyrne — HaunHaLWmne Xakepsbil.

KnbepnpecTynHukn peako B3nambiBalOT KOMMbIOTEPLI NO MPUYUHAM,
HE WMEILWNUM OTHOLUEHUS K MNOMyyYyeHuto npubbinu, Hanpumep, Mo

NONMNTUHECKNM UITN JTTUYHbBIM.

Tunbl KNGepnpecTynneHnmn
BOT HECKONBbKO NPUMEPOB pasfnyHbIX TUMOB KMBepnpecTynneHnn:
e MoweHHnYecTBo C 9J1IEKTPOHHOM no4yToMn n
WHTEPHET-MOLLUEHHNYECTBO;

e MOLUEHHNYECTBO C WCMOMb30BAHUEM JMUYHbIX OaHHbIX (Kpa>|<a n

3riloHaMepeHHoe ncrnonb3oBaHne
NMNYHOM NHG OPMaLUK);
e Kpaxxa UMHaAHCOBbIX [OaHHbLIX WK

NaHHbIX OAHKOBCKUX KapT;

e Kpaxxa wn npogaxa KOpNoOpaTUBHbIX *
AaHHbIX;

e KunbepwaHtax (TpeboBaHvne aeHer ans
npenoTBpalleHns kmbepaTaku);

e ATakm nporpamm-BbiMoratenemn (Tun knbepLiaHTaxa);



o KpunTOmKEeKUHr (MamHUHI KPUNTOBAmNKOTbl C UCMOMNb30BAHNEM YYXKUX
pecypcoB 6e3 Begoma nx Brnagenbues);

e KubeplinmoHax (HeCaHKUMOHMPOBAHHOE MONyYeHne pn[ocTyna K
AAHHbLIM rOCyAapCTBEHHbIX UM KOMMEPYECKNX OpraHn3auun).

BonblWnHCTBO KNBepnpecTynneHnn OTHOCUTCA K OAHOW U3 OBYX KaTEeropumn:
e KpnMnHanbHas [OeATerbHOCTb, UeSibl0 KOTOPOW  SABMIAOTCA Ccamu

KOMNbIOTEPHI,

e KpumuHanbHas AeATEenbHOCTb, B KOTOpOW KOMMbOTEPHI

MCNOMb3YyTCA ONA COBEpPLUEHNA APYTUX MPECTYNSIEHUN.

B nepsom criyqae NpecTynHUKU UCMONb3YT BUPYCLl N Opyrve Turbl
BPEAOHOCHbIX MporpaMmm, YToObl 3apa3nTb KOMMbIOTEPLI N TakKuMm 06pasom
NOBPeAUTb MUX UM OCTaHOBUTb UX paboTy. Takke ¢ MOMOLLbIO 3110BpeaoB
MOXHO yAanATb UMK NoxXuLiatb JaHHbIE.

KnbepnpectynneHus, B pesyrnbrate KOTOpbIX Bnagenblbl YCTPOUCTB
He MOryT Mofb30BaTbCHd CBOMMMU KOMMbIOTEPAMWN UMW CETLIO, @ KOMMaHUN -
NpenocTaBnaATb MHTEPHET-YCNyrm CBOUM KIMeHTaM, Ha3blBaeTCd aTakowu
oTkasa B obcnyxumsaHum (DoS).

KnbepnpectynneHna BTOpPOM KaTeropum WCronb3ylT KOMMbOTEPDI
U cCetTn ONa pacrnpocTpaHeHna BPEeLOHOCHbLIX Mporpamm, HemerasibHOW
MHdOpPMaLMN NN HepaspeLLEHHbIX N300paXKeHU.

MHoroa 3mnoyMbllINEHHMKM MOFYyT coBMmewatb obe kateropumu
kKnbepnpectynneHmin. CHayana OHW 3apaxalT KOMMNbITEPbl BUpycamu, a
3aTeM MCnorb3yrT NX AN pacnpocTpaHeHus BpegoHocHoro N0 Ha gpyrue
MaLUWHbI UKW MO BCEWN CETW.

KnbepnpecTynHuKM MOryT TakKe BbIMOMHATL Tak Ha3blBaeMylo aTaky
C pacnpegeneHHbiM oTkasom B obcnyxuaHmn (DDos). OHa noxoxa Ha



DoS-artaky, HO ans ee NpoBeAeHNs MPecTYNHUKN UCMONb3YIOT MHOXECTBO

CKOMMPOMETUNPOBAHHBLIX KOMIMbIOTEPOB.

NMpumepbl KNGepnpecTynneHnmn
PaccMoTprM pe3oHaHCHbIE NpUMEpPbl PasfnnYHbIX TUMOB KnbepaTak:
1. ATakm ¢ ncnonb3oBaHuem BpegoHocHoro MO

ATaka Cc wucnonb3oBaHMem BpefoHocHoro O — 310 3apaxeHue
KOMMbIOTEPHON CUCTEMbI UMM CETU KOMIMbIOTEPHBLIM BMPYCOM WU OPYrnMm
TMNom BpegoHocHoro 0.

KomnbloTep, 3apaxeHHbih BPedgoHOCHOW MNporpamMmon, MOXET
MCMNOMb30BaTLCA 3MOYMbILITEHHMKAMWN ONS OOCTUMXEHUS pasHblx uenen.K
HAM OTHOCATCA KpaXa KOH(uAaeHUManbHbIX [OaHHbIX, WCNOfb30BaHWe
KOMNbloTEpa ANA COBEPLUEHUA APYrMX MPecTyrnHbIX OEeUCTBUA UMK
HaHeceHune yuiepba aaHHbIM.

N3BECTHbIM  MUPOBBLIM  NPMMEPOM aTakm C  UCMNOSIb30BaHUEM
BpenoHocHoro 1O aensetcsa ataka sbimoratenst WannaCry, crnyymsLUasics
B Mae 2017 rogpa.Ransomware— ato Tmun BpenoHocHoro 10, koTopbin
ncrnonb3yetca Ans nonyvyeHns peHer B obMeH Ha pasbrnokMpoBaHue
ycTpouncTtea/dannos XepTBbl. WannaCry - aTo T™Mn
nporpamMmM-BbIMOraTeneun, Kotopble MCNOoNb3yT YA3BUMOCTb KOMMbLIOTEPOB
Windows. ) Kepteamn WannaCry crtann 230 000 komnbtotepoB B 150
CTpaHax Mwupa. Bnagenbubl 3abnokMpoBaHHbIX annoB OTAPaBUIIM
coobuleHmne C cornacvem 3annatuTb BblKyn B KpuntoBantoTe BitCoin 3a
BOCCTaAHOBIIEHME [0CTyna K CBOMM [JaHHbIM.PMHAHCOBLIE MOTEPU B
pesynerate peatenbHoctm WannaCry oueHmBaioTcs B 4 mMunnmapga
A0nnapos.

2. DwmHr



duLnHroBasi KamnaHmsa — 3TO MaccoBasi pacchblfika crnam-coobLeHnin
unn  gpyrmx ¢OpM KOMMYHMKaUUM C Lenbi 3acTtaBuTb nosyyaTenen
BbIMOMHUTL OEWNCTBUS, KOTOpble CTaBAT N0O4 Yrpo3dy WX JIUYHYIO
6esonacHoCTb WM Ge30nacHOCTb  OpraHuMsauuuM, B KOTOPOW  OHMU
paboTatoT.CoobLieHnss B  ULIMHIOBOM paccbifike MOryT COAepXaTb
3apaXkeHHble BIIOXXEHUS UNU CCbISTKM Ha BPeaoHOCHble canTbl. OHM Takxke
MOryT NpPOCUTb nony4vatensa B OTBETHOM MUCbMe MpPefoCcTaBuUTb
KOHOMOeHUManbHy nHpopmaumio.

N3BeCTHbIN npumMep  PULLIMHI-MOLLUEHHMYECTBaA MNpPoOu3oLLen Ha
YemnuoHate mupa no dytoony B 2018rogy. Mo wmHdpopmauyum Inc,
ULIKHIOBbLIE  3MEKTPOHHbIE  MUCbMa  paccbinannucb  PyTOONbHLIM
doaHaTam.

B aTmx nucbmMax 3MO0yMbIWMEHHUKN npuBnekann 6onenbuimkoB
danbwmebIMN BecnnaTHbiMK noe3akammn B MockBy Ha YemnuoHat mupa.y
nogen, KoTopble NPOXOAUIN MO CChIfIKe B cO0bLeHMsX, Obinn ykpaaeHobl
NNYHbIE JaHHbIE.

[pyron TMn ULINHIOBOW KaMnaHUM N3BECTEH KakK LeneBon OULLIVHE.
MoLEeHHMKM NbITaloTCcs 0OMaHyTb KOHKPETHbIX N0AEN, CTaBa Nog yrposy
BGesonacHOCTb oOpraHuMsauum, B KOTOPOW OHM paboTtatT.B otnuume ot
MaCCOBbIX HENEPCOHUMPUUMPOBAHHBIX (OULLMHIOBLIX PACCbISTOK COOBLLEHUS
ANS ueneBsoro unHra cosgaroTca Tak, Ytobbl y nonyyaTens He BO3HMKIO
COMHEHUN, YTO OHW OTrMpaBneHbl N3 Ha4eXHOro UCTOYHMKA, Hanpumep, oT
reHepanbHOro gupektopa unu IT-meHegxepa.

3. PacnpenenéHHble aTakym TUMNa «oTkas B 006Cny>XXUBaHUU»

PacnpeneneHHble atakm Tuna «oTkas B obcnyxmnsaHun» (DDoS) - ato
TMN KnbepaTtaku, KOTOPYH 3MOYMbIWNEHHMKA WCNOMb3YyT Ans B3roma
cuctembl unn cetn. MHorga ana 3anycka DDoS-atak wmcnonb3ytotcs
nogkntodeHHble yctponctea loT (InternetofThings — VIHTepHeT Bellen).


https://www.inc.com/will-yakowicz/biggest-email-phishing-scams-2018.html

DDoS-ataka neperpyxaet cuctemy 60MnbliMM  KONNMYECTBOM
3arnpocoB Ha MNOLKMKYEeHMe, KOTOpble OHa pacchbifiaeTr 4epe3 OAWH U3
CTaHOapPTHbIX MPOTOKOSOB CBSA3MW.

KnbepwaHTaXnuctel MOryT ucnonb3oBatb yrpody DDoS-ataku ans
nonydenHus peHer. Kpome Toro, DDoOS 3anyckaloT B KadectBe
OTBMNEKalLWero MaHeBpa B MOMEHT COBepLleHuMst Apyroro Tuna
KnbepnpecTtynneHus.

N3BecTHbIM npumepom DDoS-aTtakm sBRNsieTCcs ataka Ha Beb-cauT
HaunoHanbHon notepen Benukobputanum B 2017 rogy. Pesynbratom
cTano oTkn4vYeHne Beb-canta n MOBUMNBHOIO NPUMNOXEHUS NOTepeun, YTo
He NO3BONWUIO rpaxgaHam BenukobputaHum urpathb.

Kak He cTaTb XXepTBOM KnbepnpectynneHus


https://www.welivesecurity.com/2017/10/02/uk-national-lottery-ddos-attack/
https://www.welivesecurity.com/2017/10/02/uk-national-lottery-ddos-attack/

Tenepb, NOHUMaZ, Kakylo yrpo3y npeacTtaBnsieT KnbepnpecTynHOCTb,
BCTAeT BOMPOC O TOM, KakK Haunydwum obpasom 3awmtuTb Ball
KOMMbIOTEP M NTNUYHbIE JaHHbIE?

Cnepytowme coBeTbl nomoryT obesonacutb cebsa n coxpaHmtb Bawum
AEHbIW:

1. PerynapHo obHoBnanTe MO u onepaunoHHY0 CUCTEMY

[MocToAHHOE  OBGHOBREHME  nporpamMMHOro  obecrnedeHnsa U
OonepaumMoHHON CUCTEMbl TapaHTUpyeT, 4TO ANns  3aWuTbl  Ballero
KOMMbOTEPA UCMONb3YTCA HOBENLLME NCTpaBeHns 6e30nacHoOCTH.

2. YctaHoBuTe aHTUBUpYcHoe MO u perynsipHo ero obHoBnsinTe

Mcnonb3oBaHMe aHTUBMpPYCa WM  KOMMMEKCHOrO peLueHns ans
obecneyeHns UHTEpHeT-6e30NacHOCTU,— 3STO MNpPaBUIbHbLIA  CNOCO6
3awuTnTe Bawy cuctemy OT artak.AHTuBmpycHoe [10 nosBonser
NpoBepATb, OBHapyXuBaTb M yaansaTb Yyrpo3bl 40 TOro, Kak OHW co3ganyT
npobnemy. OHO NoMoraeT 3aWnTUTbL Ball KOMNbIOTEP U BallM OaHHbIE OT
KnbepnpecTynHUKoOB.ECNn Bbl UCMNOMb3yeTe aHTUBUPYCHOE MPOrpamMMHoe
obecneyeHne, perynspHo obHoBNANTE ero, YTobbl 06ecneynTb HannyyLwnm
YPOBEHb 3aLLUTLI.

3. Ucnonb3yinTte CrioXxHble naponu
Mcnonb3ynte CnoXxHble naponu, KoTopble TpyaHO nogobpaTb, U, no
BO3MOXHOCTW, HUrOEe MX He 3anucbiBanTe, 0COOEHHO B LMPOBOM BUAE.
MOXHO BOCMONb30BaTLCA YCNYron HaOAEeXHOro MeHeoXepa naporen,
KOTOpbIn obnerynt Bam 3agady, nNpeanoXxumB CreHepUpPOBaHHbIN UM
CINOXHbIN Naporib.
4. He oTKpbiBanuTe BNOXEHUA B 3NMEKTPOHHbIX CMNamM-COO0LEeHUsAX
Knaccunyeckun cnocob 3apaxXeHusi KOMMNbITEPOB C MOMOLLbIO
BPEAOHOCHbIX aTak U ApYrMx TUNOB KMOepnpecTyniieHN - 3TO BNOXEHNS B



9NEKTPOHHbIX crnam-coobLleHuax. Hukorga He OTKpbiBamTe BIIOXKEHWE OT
HEN3BECTHOro Bam OTnpaBuTens.
5. He HaXXMManTe Ha CCbINKU B 3NIEKTPOHHbLIX CMNamM-COOOLEeHUsX U
Ha cauTax, Kotopble Bam He 3HaKoMbl
Ewe oamH cnocodb, wucnonb3yembit KnbeprnpecTynHukamn ang
3apaxkeHnsi KOMMbIOTEPOB MOfb30oBaTeNien, — 3T0 BPEJOHOCHbIE CCbISIKN B
CMaMOBbIX 9MEKTPOHHbLIX MUCbMax UM OPYyrux cOoBLLEHUsIX, a Takke Ha
He3HakoMbIXx Beb-canTax. He npoxogute no 3TMM ccCblfikam, 4ToObl He
CTaTb XXepTBON NHTEPHET-MOLLUEHHNKOB.
6. He npegoctaBnanTe NMYHYO MHhoOpmMauuo, He yoeaMBLLUCH B
Ge3onacHOCTU KaHana nepena4yu
Hukoroa He nepenaBanTe nuU4Hble faHHble NO TenedoHy unn no
9NEKTPOHHOW NOYTe, eCcnun Bbl HE yBepeHbl, YTO TenedOHHOe CoeanHeHne
WX ANEKTPOHHAdA noyTa 3awumuieHbl. Yoeautecb, YTO Bbl 4ENCTBUTENBHO
FOBOPUTE UMEHHO C TEM YESTOBEKOM, KOTOPLIN BaM HYXXEH.
7. CBAXMUTECb HanNpsAMyr0 C KOMMaHWeW, ecrnu Bbl MNONyYUnu
noao3puUTeNbHbIN 3anpoc
Ecnn 3BoHAWMI nNpocuT Bac NpeaocTaBUTb Kakne-nnmbo AaHHble,
nonoxute Tpybky. [lepe3BoHMTE B KOMMAHMIO HanpsiMyrd MO HOMepy
TenedoHa Ha ee ohuumanbHoOM cante, n ybeanTecb, YTO BaM 3BOHUNU HE
MOLLEHHUKK.2KenaTernbHO MOoSb30BaTbCH, MNpU 3TOM, APYrMM TereoHom,
MOTOMY YTO 3OYMbILLSIEHHMKM MOTYT OCTaBaTbCA Ha NWHUKU: Bbl Bygete
aymatb, 4TO Habpanu HOMep 3aHOBO, a OHW OyayT oTBe4vaTb SKOObI OT
nMeHn 6aHka unu gpyronv opraHuMsauuun, ¢ KOTOPOW, MO BalleMy MHEHWUIO,
Bbl pa3roBapmnBaeTe.
8. BHMMmaTenbHO npoBepsnUTe agpeca BebG-cauToOB, KOTOpble Bbl
noceuwjaete



Obpawante BHMMaHMe Ha URL-agpeca canToB, Ha KOTOpble Bbl
XOTUTE 3anTn. Ybeamtecb, YTO OHU BbIMSAAT NErmnTMMHoO. He nepexoante
Mo CCblfikaMm, COAepXallMM He3HakoMble WM Ha BWA ChlamoBble
URL-agpeca.Ecnu Baw npoaykt ans obecnevyeHnst 6€30nacHOCTM B CETU
WHTEPHET BKIOYaEeT (PYHKUMIO 3alUUTbl OHMaMH-TpaH3akuun, yoeamTecs,
4YTO OHa aKTMBMPOBaHA.

9. BHMMaTenbHO npocmMmaTpmBanTe CBou 6aHKOBCKME BbINUCKNU

Hawn coBeTbl AOMKHbI MNOMOYb BaM He CcTaTb XXepTBOW
KnbepnpecTynHukoB. Ho ecnu Bce ke 3TO CRyYusiocb, BaXXHO MOHSATb,
Korga W Kak 310 npowusowro.llpocmaTpuBante BHMMATENbHO CBOM
BGaHKOBCKME BbLINUCKN M 3anpalwmBanTe B 6aHke nHdopmaunio no nodbiv
HEe3HaKOMbIM TpaH3akuusMm. baHk MOXeT nNpoBepuTb, SBMSOTCA NN OHU
MOLLIEHHUYECKUMN.

Tenepb  Bbl NoOHMMaETe, Kakylo  yrposy  npeacTtasnsior
KNoepnpecTynHUKKN, N 3HAETE, Kak OT Hee 3aLlNTUTLCA.
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