HacTtpouka rocteBoro wifi yepes LuCl Ha OpenWrt

(Ha 6a3e npowmskm Openwrt trunk r28713 ot Pilot6 )

HacTponka Touku gocryna:
1. Wpem B Network - WiFi

OpenWrt | Attitude Adjustment ) | Load: 0.01 0.02 0.05 | Auto Refresh:
Status Services Logout
Interfaces | Wifi Switch DHCP and DNS Hostnames  Static Routes Firewall Diagnostics QoS

radio0: Master "KaK"

Wireless Overview

¥ Generic 802.11bgn Wireless Controller (radio0) ]
=% Channel: 11 (2.462 GHz) | Bitrate: 65.2 Mb/s

SSID: Mode: Master =
- ! i @ Disable (£
1009, BSSID: 74: | Encryption: WPAZ PSK (CCMP)

Associated Stations

Signal Moise
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2. Haxumaem kHornky Add.




OpenWrt | Attitude Adjustment
Status Services

Interfaces | Wifi Switch DHCP and DNS

radio0: Master "KaK" radio0: Master "Guest™

Wireless Network: Master "Guest” (wlan1)

Hostnames

3) | Load: 0.47 0.39 0.31 | Auto Refi

Static Routes Firewall Diagnostics QoS

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which
is shared among all defined wireless networks (if the radio hardware is multi-SSID capable). Per network settings like encryption or
operation mode are grouped in the Interface Configuration.

"~ Dewvice Configuration

General Setup
Status

Wireless network is enabled
Channel

Transmit Power

Mode: Master | SSID: Gueast
BSSID: 76: | Encryption: WEP Open System (NOMNE)
Channel: 11 (2.462 GHz) | Tx-Power: 20 dBm
0% Signal: 0 dBm | Noise: -95 dBm
Bit Rate: 0.0 MBit/s | Country: DE

@ Disable
[11 (2 462 GHz)

[=]
[=]

[20 dBm (100 mwV)
@ dBm

~ Interface Configuration

General Setup
ESSID

Mode

Netwaork

Hide ESSID

[Guest

|Access Paint

lan: &= i@

O wan: g
@  unspecified -or- create: |:|

@ Choose the network you want to attach to this wireless interface. Select
unspecified to not attach any network or fill out the create field to define a new
network.

]
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3. 3anonHsem
a. Kanan
b. MouwHocTb
c. Wmsa Toukm (Guest)

@ Reset @ Save (3 Save & Apply

d. Pexum paboTbl - akcecc NONHT

4. CoxpaHsieM.

Ha atom c wifi noka Bce. Nepexogmm ganbLuie.

HacTpounka uHtepdenca

1. Wpem B Network - Interfaces



OpenWrt | Attitude Adjustment ( ) | Load: 0.70 0.45 0.34 | Auto Refresh
Services Logout

Interfaces | Wifi Switch DHCP and DNS Hostnames  Static Routes

Firewall

Diagnostics

QoS

WAN LAN

Interfaces

~ Interface Overview

Network

Collecting data...

Collecting data...

" JAdd new interface.

2
=

Connect

Connect

=]

Stop

Stop

Actions

|

4]

Edit

Edit

]

3|

Delete

Delete

Powered by LuCI Trunk (trunk+svn7869)

2. Haxwumaewm add new interface




OpenWrt | Attitude Adjustment 713) | Load: 0.50 0.42 0.23 Chang
Status System Services Logout

Interfaces Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS

Create Interface

Name of the new interface [g_uest |
i@ The allowed characters are: 2-2, -z, 0-9 and _

Protocal of the new interface | Static address |Z|

Create a bridge over multiple interfaces [

7™ Ethernet Switch: "eth0”

2 VLAN Interface: "eth0.1" (lan)

27 VLAN Interface: "eth0.2" (wan)

" Ethernet Adapter: "greQ”

% _Wireless Network: Master " " {lan)
0 _Wireless Network: Master "Guest”

.t Custom Interface: I:l

@ Note: If you choose an interface here which is part of ancther network, it will be
moved into this network.

Cover the following interface

[ENCRENCNENENE]

|<|Back to Ovemview 12 Submit
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3. 3apaem emy nwvs guest

4. Twn nHTepdpenca - Static address

5. W cBasbiBaeM ero c wifi cetbto Guest

6. Haxumaem Submit.

7. OTKpbIBAET OKHO AanbHENLLNX HACTPOEK



OpenWrt | Attitude Adjustment ( 3) | Load: 0.24 0.36 0.32 | Auto Re
Status Services
Interfaces Wifi Switch DHCF and DNS Hostnames  Static Routes Firewall Diagnostics QoS

WAN GUEST LAN

Interfaces - GUEST

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter
the names of several network interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNE (e,g,: eth0.1).

Common Configuration
General Setup

Status Uptime: 0h Om Os
4 MAC Address: 76:

Master "Guest” RX: 0.00 B (0 Pkts.)

TX: 0.00 B (0 Pkts.)

Protocol | Static address El

1Pvd address [192.168.2.1 |

IPv4 netmask [ 255 255 255 0

IPvd gateway |

1Pv4 broadcast |

Use custom DNS servers |

IP-Aliases
This section contains no values yet

| FlAdd

DHCP Server

No DHCP Server configured for this interface [E)Setup DHCP Server

@ Reset [DSave [ESave & Apply
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8. 3aeogum agpec uHTepdenca - 192.168.2.1
9. BaBogum macky - 255.255.255.0
10. CoxpaHsiem.



OpenWrt | Attitude Adjustment ( 3) | Load: 0.84 0.51 0. Auto Refresh: Chang
Status Services Logout
Interfaces Wifi Switch DHCP and DNS Hostnames  Static Routes Firewall Diagnostics QoS

WAN GUEST LAN

Interfaces - GUEST

0On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter

" Commeon Configuration
General Setup

Status Uptime: Oh Om 30s
- MAC Address: 76
- ., RX: 0.00B (0 Pkts.)
Master "Guest’ 1. 183.66 KB (3061 Pkts.)
IPv4: 192.168.2.1/24

Protocol | Static address

1Pv4 address [192.168.2.1

IPvd netmask [ 255 255 265 0

IPv4 gateway |

IPv4 broadcast |

Use custom DNS servers |

- IP-Aliases

This section contains no values yet

| | FlAdd

" DHCP Server

No DHCP Server configured for this interface [ElSetup DHCP Server

@ Reset DSave [ESave & Apply
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11. MNotom Haxxumaem Ha Setup DHCP Server



Status I Systemn I Services I Network - Logout
Interfaces | Wifi Switch DHCP and DNS  Hostnames  Static Routes

WAN GUEST LAN

Interfaces - GUEST

Firewall

Diagnostics

Qos

0On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter

Common Configuration

General Setup

Status Uptime: Oh 1m 14s
o MAC Address: 76
- , RX:0.00B (0 Pkts.)
Master "Guest’ 1y, 104,06 KB (8189 Pkts.)
IPv4: 192.168.2.1/24

Protocol | Static address

IPv4 address [192.168.2.1

IPv4 netmask [256.256.265.0

IPv4 gateway |

IPv4 broadcast [

Use custom DNS servers |

IP-Aliases
This section contains no values yet

DHCP Server

General Setup

Ignore interface [C] @ bisable DHCP for this interface.

Start [100

Limit [150

@ Maximum number of leased addresses.

Leasetime [12h

@ Lowest leased address as offset from the network address.

@ Expiry time of leased addresses, minimum is 2 Minutes (zm).
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12. {1 He MeHAN HMYero, N NPOCTO BCE COXPaHUI.

BReset @ Save ([@Save & Apply

HacTponka goctyna B MHTEPHET ANA rocTeBOoro nHrepdenca.

1. Wpoem B Network - Firewall




OpenWrt | Attitude Adjustment 13) | Load: 0.50 0.66 0.48
Status Systemn Services MNetwork Logout

Interfaces Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS

Firewall

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings
Enable SYN-flood protection

Drop invalid packets

Input | accept

Output | accept

Forward [reject

Zone = Forwardings Input Output Forward Masquerading MSS clamping
lan: lan: 3% 4% |accept E” accept E” reject |Z| ] ]
wan: wan: 2" | reject |Z|| accept |Z|| reject |Z|
guest: (empty) [accept  [+|[accept  [+|[reject [~] ] [
)Add
Redirections
Name Protocol Source Via Destination
transmission TCP+UDP wan:0.0.0.0/0:* Device:0.0.0.0/0:51413 lan:192.168.1.222:*
)Add
""" Rules
Mame Family Protocol Source Destination Action Sort
o
- 1Pv4 only uDP wan:0.0.0,0/0:* Device:0.0.0.0/0:63 ACCEPT E}j 4 =
. L
- IPvd only ICMP (echo-request) wan:0.0.0.0/0:* Device:0.0.0.0/0:* ACCEPT - [E =
. i | 4
- IPvE only ICMFP (echo-request) wan:0.0.0.0/0:* Device:0.0.0.0/0:* ACCEPT 5 4 =
e
- 1PV6 only ICMP (echo-request) wan:0.0.0.0/0: *:0,0.0.0/0:* ACCEPT . 4 =
lAadd

2. B zones BbIibupaem pegakTMpoBaHue A5 30HbI guest (co3panack BMecTe C
NHTEPdENCOM).




OpenWrt | Attitude Adjustment ( ) | Load: 0 0.57 0.46
Status System Services

Interfaces Wifi Switch DHCP and DNS Hostnames Static Routes Firewall Diagnostics QoS

Firewall - Zone Settings

Zone "guest”

This section defines common properties of "guest". The input and ocutput options set the default policies for traffic entering and leaving this zone while
the forward option describes the policy for forwarded traffic between different networks within the zone. Covered networks specifies which available
networks are member of this zone.

General Settings

Name |guest

Input |accept

Output | accept

Forward | reject

Masquerading
MSS clamping

Covered networks guest: @

lan: gr=
wan; g

Inter-Zone Forwarding
The options below control the forwarding policies between this zone {guest) and other zones. Destination zones cover forwarded traffic originating
from "guest". Source zones match forwarded traffic from other zones targeted at "guest™. The forwarding rule is unidirectional, e.g. a forward
from lan to wan does not imply a permission to forward from wan to lan as well.

Allow forward to destination zones: B lan: lan: =

Allow forward from source zones: lan: lan: 3% &

Wan: wan:ﬁ':'
]
o

Wan: wan. i—_:'

|£]Back to Overview D Reset (@ Save [[HSave & Apply

3. [lpoepsiem cBA3b C UHTEpPhencom guest

4. W crtaBum ranoyky Ha allow forward to destination network ansa wan.
5. CoxpaHgewm.

6. [Mony4yaem.



Openwrt | Attitude Adjustment (r28713) | Load: 0.42 0.54 0.45
Status System Services Network

Interfaces Wifi Switch DHCF and DNS. Hostnames Static Routes Firewall Diagnostics QoS

Firewall

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings
Enable SYN-flood protection

Drop invalid packets

Input | accept

Qutput | accept

Forward [raject

Zone = Forwardings Input Output Forward Masquerading

lan: lan: 3 @ = wan |accept IZH accept |ZI| reject IZI ]

wan: wan: 7 | = | reject E” accept |z|| reject El
guest: & | = wan |accept E” accept |z||reject EI ]

[ ]Add

MSS clamping

(]

(]

" Redirections

Name Protocol Source Via Destination

transmission TCP+UDP wan:0.0.0.0/0:* Device:0.0.0.0/0:51413 lan:192.168.1.222:*

[ ]Add

" Rules

MName Family Protocol Source Destination

IPv4 only upp wan:0.0.0.0/0: Device:0.0.0.0/0:68

IPv4 only ICMP (echo-request) wan:0.0.0.0/0: Device:0.0.0.0/0:*

IPVE only ICMF (echo-request) wan:0.0.0.0/0: Device:0.0.0.0/0:¥

IPwE only ICMP (echo-request) wan:0.0.0.0/0: *:0.0.0.0/0:%

Utor

w
e e ® e ® e &g

Cob6cTBEHHO BCE - MOXHO NpoBepsaTb. [ocTeBor wifi roToB. Y cebs 9 ero OTKoYMN noka.

YKenatwouwme MOry nogymatb Haj ero 3awennnuBaHneM u T.n.
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