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1. Introduction 
This document describes the deployment process of the TravelMemory MERN stack application on AWS 

infrastructure. 

2. Project Overview 
TravelMemory is a full-stack application using MongoDB, Express, React, and Node.js 

And deployed this code in EC2 instances with load balancer, target group, and DNS setup  

3. Architecture 
The application is deployed across multiple EC2 instances with target Group, load balancers, and using 

custom domain. 

 

4. Backend Setup 
Steps to deploy the backend on an EC2 instance. 

Step 1: Create EC2 Instance for Backend 

Created EC2 instance for backend with name KanakaManoj-TM-BE-WUS2-01 

Backend 



 

 

 

 



 

 

 

 



 

 

 

 



 

 



 

 

 



sudo apt update 

 

 

 

sudo git clone https://github.com/UnpredictablePrashant/TravelMemory.git 

 

https://github.com/UnpredictablePrashant/TravelMemory.git


 



 

 



 

sudo nano .env 

 

 

 

 

sudo apt install nodejs -y 

 



 

 

node -v 

 

 



sudo apt install npm -y 

 

 

npm -v 

 



sudo npm install 

 

 

 

 



 

cd node_modules 

 

sudo node index.js 

 

ubuntu@ip-172-31-38-123:~$ 



 

sudo apt update 

 

sudo apt install nodejs -y 



 

git clone https://github.com/UnpredictablePrashant/TravelMemory 

 

 

ubuntu@ip-172-31-38-123:~$ cd TravelMemory 
ubuntu@ip-172-31-38-123:~/TravelMemory$ ls 
LICENSE  README.md  azure-pipelines.yml  backend  frontend 
ubuntu@ip-172-31-38-123:~/TravelMemory$ cd backend 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ npm install 
Command 'npm' not found, but can be installed with: 
sudo apt install npm 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo apt install npm  

 

https://github.com/UnpredictablePrashant/TravelMemory


sudo nano .env 

 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nano .env 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo amazon-linux-extras 
install nginx1 
sudo: amazon-linux-extras: command not found 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ pm2 start index.js --name 
travel-backend 
Command 'pm2' not found, did you mean: 
  command 'gm2' from deb gm2 (4:13.2.0-2ubuntu1) 
  command 'tpm2' from deb tpm2-tools (5.4-1) 
  command 'pmw' from deb pmw (1:5.22-1) 
  command 'pom2' from deb libpod-pom-perl (2.01-4) 
  command 'wm2' from deb wm2 (4+svn20090216-4build1) 
  command 'pm' from deb powerman (2.3.27-4) 
  command 'pmc' from deb linuxptp (4.0-1) 
  command 'pmg' from deb python3-pymatgen (2023.06.23+dfsg1-2build1) 
  command 'pms' from deb pms (0.42-1.1) 



Try: sudo apt install <deb name> 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ Read from remote host 
44.245.174.1: Operation timed out 
Connection to 44.245.174.1 closed. 
client_loop: send disconnect: Broken pipe 
kanakamanojgarapati@RojaManu-MacBook-Air Downloads % ssh -i 
kanakamanoj-gkm.pem ubuntu@44.245.174.1 
Welcome to Ubuntu 24.04.2 LTS (GNU/Linux 6.8.0-1029-aws x86_64) 
 
 * Documentation:  https://help.ubuntu.com 
 * Management:     https://landscape.canonical.com 
 * Support:        https://ubuntu.com/pro 
 
 System information as of Fri Jun 13 17:41:46 UTC 2025 
 
  System load:  0.0               Processes:             113 
  Usage of /:   40.4% of 6.71GB   Users logged in:       1 
  Memory usage: 28%               IPv4 address for enX0: 172.31.38.123 
  Swap usage:   0% 
 
 
Expanded Security Maintenance for Applications is not enabled. 
 
0 updates can be applied immediately. 
 
Enable ESM Apps to receive additional future security updates. 
See https://ubuntu.com/esm or run: sudo pro status 
 
 
Last login: Fri Jun 13 17:30:55 2025 from 49.207.197.66 
ubuntu@ip-172-31-38-123:~$ sudo apt install nginx -y 
Reading package lists... Done 
Building dependency tree... Done 
Reading state information... Done 
The following additional packages will be installed: 
  nginx-common 
Suggested packages: 
  fcgiwrap nginx-doc ssl-cert 
The following NEW packages will be installed: 
  nginx nginx-common 
0 upgraded, 2 newly installed, 0 to remove and 0 not upgraded. 
Need to get 551 kB of archives. 
After this operation, 1596 kB of additional disk space will be used. 
Get:1 http://us-west-2.ec2.archive.ubuntu.com/ubuntu noble-updates/main amd64 
nginx-common all 1.24.0-2ubuntu7.3 [31.2 kB] 
Get:2 http://us-west-2.ec2.archive.ubuntu.com/ubuntu noble-updates/main amd64 nginx 
amd64 1.24.0-2ubuntu7.3 [520 kB] 
Fetched 551 kB in 0s (5824 kB/s) 
Preconfiguring packages ... 



Selecting previously unselected package nginx-common. 
(Reading database ... 109281 files and directories currently installed.) 
Preparing to unpack .../nginx-common_1.24.0-2ubuntu7.3_all.deb ... 
Unpacking nginx-common (1.24.0-2ubuntu7.3) ... 
Selecting previously unselected package nginx. 
Preparing to unpack .../nginx_1.24.0-2ubuntu7.3_amd64.deb ... 
Unpacking nginx (1.24.0-2ubuntu7.3) ... 
Setting up nginx (1.24.0-2ubuntu7.3) ... 
Setting up nginx-common (1.24.0-2ubuntu7.3) ... 
Created symlink /etc/systemd/system/multi-user.target.wants/nginx.service → 
/usr/lib/systemd/system/nginx.service. 
Processing triggers for ufw (0.36.2-6) ... 
Processing triggers for man-db (2.12.0-4build2) ... 
Scanning processes...                                                                                                                                        
Scanning linux images...                                                                                                                                    
 
Running kernel seems to be up-to-date. 
 
No services need to be restarted. 
 
No containers need to be restarted. 
 
No user sessions are running outdated binaries. 
 
No VM guests are running outdated hypervisor (qemu) binaries on this host. 
ubuntu@ip-172-31-38-123:~$ sudo systemctl enable nginx 
Synchronizing state of nginx.service with SysV service script with 
/usr/lib/systemd/systemd-sysv-install. 
Executing: /usr/lib/systemd/systemd-sysv-install enable nginx 
ubuntu@ip-172-31-38-123:~$ sudo systemctl start nginx 
ubuntu@ip-172-31-38-123:~$ sudo nano /etc/nginx/sites-available/travelmemory 
ubuntu@ip-172-31-38-123:~$ sudo ln -s /etc/nginx/sites-available/travelmemory 
/etc/nginx/sites-enabled/ 
ubuntu@ip-172-31-38-123:~$ sudo rm /etc/nginx/sites-enabled/default 
ubuntu@ip-172-31-38-123:~$ sudo nginx -t 
nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 
nginx: configuration file /etc/nginx/nginx.conf test is successful 
ubuntu@ip-172-31-38-123:~$ sudo systemctl reload nginx 
ubuntu@ip-172-31-38-123:~$ cd ~/TravelMemory/backend 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ npm install 
 
added 117 packages, and audited 118 packages in 7s 
 
13 packages are looking for funding 
  run `npm fund` for details 
 
15 vulnerabilities (4 low, 1 moderate, 9 high, 1 critical) 
 
To address issues that do not require attention, run: 



  npm audit fix 
 
To address all issues (including breaking changes), run: 
  npm audit fix --force 
 
Run `npm audit` for details. 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ npm start 
npm ERR! Missing script: "start" 
npm ERR!  
npm ERR! Did you mean one of these? 
npm ERR!     npm star # Mark your favorite packages 
npm ERR!     npm stars # View packages marked as favorites 
npm ERR!  
npm ERR! To see a list of scripts, run: 
npm ERR!   npm run 
 
npm ERR! A complete log of this run can be found in: 
npm ERR!     /home/ubuntu/.npm/_logs/2025-06-13T17_48_59_410Z-debug-0.log 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ ls 
conn.js  controllers  index.js  models  node_modules  package-lock.json  
package.json  routes 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ cat package.json 
{ 
  "name": "travelmemory-be", 
  "version": "1.0.0", 
  "description": "", 
  "main": "index.js", 
  "scripts": { 
    "test": "echo \"Error: no test specified\" && exit 1" 
  }, 
  "author": "Prashant Dey", 
  "license": "ISC", 
  "dependencies": { 
    "cors": "^2.8.5", 
    "dotenv": "^16.1.4", 
    "express": "^4.18.2", 
    "mongoose": "^7.2.4", 
    "nodemon": "^2.0.22" 
  } 
} 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nano package.json 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ npm start 
npm ERR! code EJSONPARSE 
npm ERR! path /home/ubuntu/TravelMemory/backend/package.json 
npm ERR! JSON.parse Unexpected string in JSON at position 199 while parsing '{ 
npm ERR! JSON.parse   "name": "travelmemory-be", 
npm ERR! JSON.parse   "versio' 
npm ERR! JSON.parse Failed to parse JSON data. 
npm ERR! JSON.parse Note: package.json must be actual JSON, not just JavaScript. 



 
npm ERR! A complete log of this run can be found in: 
npm ERR!     /home/ubuntu/.npm/_logs/2025-06-13T17_54_48_838Z-debug-0.log 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nano package.json 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ npm start 
npm ERR! code EJSONPARSE 
npm ERR! path /home/ubuntu/TravelMemory/backend/package.json 
npm ERR! JSON.parse Unexpected string in JSON at position 198 while parsing '{ 
npm ERR! JSON.parse   "name": "travelmemory-be", 
npm ERR! JSON.parse   "versio' 
npm ERR! JSON.parse Failed to parse JSON data. 
npm ERR! JSON.parse Note: package.json must be actual JSON, not just JavaScript. 
 
npm ERR! A complete log of this run can be found in: 
npm ERR!     /home/ubuntu/.npm/_logs/2025-06-13T17_56_58_227Z-debug-0.log 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nano package.json 
ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ npm start 
 
> travelmemory-be@1.0.0 start 
> node index.js 
 
Server started at http://localhost:3001 

 

 

http://localhost:3001


 

 

 



 

 

 

 



 

 

 

 

Testing backend with custome domain  

 

Backend running with custom domain  



 

 

Welcome to Ubuntu 24.04.2 LTS (GNU/Linux 6.8.0-1029-aws x86_64) 

 

 * Documentation:  https://help.ubuntu.com 

 * Management:     https://landscape.canonical.com 

 * Support:        https://ubuntu.com/pro 

 



 System information as of Sat Jun 14 05:50:37 UTC 2025 

 

  System load:  0.0               Processes:             106 

  Usage of /:   41.3% of 6.71GB   Users logged in:       0 

  Memory usage: 22%               IPv4 address for enX0: 172.31.38.123 

  Swap usage:   0% 

 

 * Ubuntu Pro delivers the most comprehensive open source security and 

   compliance features. 

 

   https://ubuntu.com/aws/pro 

 

Expanded Security Maintenance for Applications is not enabled. 

 

0 updates can be applied immediately. 

 

Enable ESM Apps to receive additional future security updates. 

See https://ubuntu.com/esm or run: sudo pro status 

 

 

Last login: Sat Jun 14 05:50:37 2025 from 18.237.140.163 

ubuntu@ip-172-31-38-123:~$ ls 

TravelMemory 

ubuntu@ip-172-31-38-123:~$ cd TravelMemory 

ubuntu@ip-172-31-38-123:~/TravelMemory$ ls 

LICENSE  README.md  azure-pipelines.yml  backend  frontend 



ubuntu@ip-172-31-38-123:~/TravelMemory$ cd backend 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo certbot --nginx -d 
api.kmgtm.info 

Saving debug log to /var/log/letsencrypt/letsencrypt.log 

Enter email address (used for urgent renewal and security notices) 

 (Enter 'c' to cancel): garapati.manoj@gmail.com 

 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

Please read the Terms of Service at 

https://letsencrypt.org/documents/LE-SA-v1.5-February-24-2025.pdf. You must 

agree in order to register with the ACME server. Do you agree? 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

(Y)es/(N)o: Y 

 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

Would you be willing, once your first certificate is successfully issued, to 

share your email address with the Electronic Frontier Foundation, a founding 

partner of the Let's Encrypt project and the non-profit organization that 

develops Certbot? We'd like to send you email about our work encrypting the web, 

EFF news, campaigns, and ways to support digital freedom. 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

(Y)es/(N)o: Y 

Account registered. 

Requesting a certificate for api.kmgtm.info 

 

Successfully received certificate. 



Certificate is saved at: /etc/letsencrypt/live/api.kmgtm.info/fullchain.pem 

Key is saved at:         /etc/letsencrypt/live/api.kmgtm.info/privkey.pem 

This certificate expires on 2025-09-12. 

These files will be updated when the certificate renews. 

Certbot has set up a scheduled task to automatically renew this certificate in the 
background. 

 

Deploying certificate 

Successfully deployed certificate for api.kmgtm.info to 
/etc/nginx/sites-enabled/travelmemory 

Congratulations! You have successfully enabled HTTPS on https://api.kmgtm.info 

 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

If you like Certbot, please consider supporting our work by: 

 * Donating to ISRG / Let's Encrypt:   https://letsencrypt.org/donate 

 * Donating to EFF:                    https://eff.org/donate-le 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nginx -t 

2025/06/14 06:39:10 [warn] 17348#17348: conflicting server name "api.kmgtm.info" on 
0.0.0.0:80, ignored 

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 

nginx: configuration file /etc/nginx/nginx.conf test is successful 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo systemctl reload nginx 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ curl -v https://api.kmgtm.info 

* Host api.kmgtm.info:443 was resolved. 

* IPv6: (none) 

* IPv4: 35.91.183.66 



*   Trying 35.91.183.66:443... 

* Connected to api.kmgtm.info (35.91.183.66) port 443 

* ALPN: curl offers h2,http/1.1 

* TLSv1.3 (OUT), TLS handshake, Client hello (1): 

*  CAfile: /etc/ssl/certs/ca-certificates.crt 

*  CApath: /etc/ssl/certs 

* TLSv1.3 (IN), TLS handshake, Server hello (2): 

* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8): 

* TLSv1.3 (IN), TLS handshake, Certificate (11): 

* TLSv1.3 (IN), TLS handshake, CERT verify (15): 

* TLSv1.3 (IN), TLS handshake, Finished (20): 

* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1): 

* TLSv1.3 (OUT), TLS handshake, Finished (20): 

* SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / X25519 / id-ecPublicKey 

* ALPN: server accepted http/1.1 

* Server certificate: 

*  subject: CN=api.kmgtm.info 

*  start date: Jun 14 05:40:18 2025 GMT 

*  expire date: Sep 12 05:40:17 2025 GMT 

*  subjectAltName: host "api.kmgtm.info" matched cert's "api.kmgtm.info" 

*  issuer: C=US; O=Let's Encrypt; CN=E6 

*  SSL certificate verify ok. 

*   Certificate level 0: Public key type EC/prime256v1 (256/128 Bits/secBits), signed using 
ecdsa-with-SHA384 

*   Certificate level 1: Public key type EC/secp384r1 (384/192 Bits/secBits), signed using 
sha256WithRSAEncryption 



*   Certificate level 2: Public key type RSA (4096/152 Bits/secBits), signed using 
sha256WithRSAEncryption 

* using HTTP/1.x 

> GET / HTTP/1.1 

> Host: api.kmgtm.info 

> User-Agent: curl/8.5.0 

> Accept: */* 

>  

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* old SSL session ID is stale, removing 

< HTTP/1.1 502 Bad Gateway 

< Server: nginx/1.24.0 (Ubuntu) 

< Date: Sat, 14 Jun 2025 06:39:38 GMT 

< Content-Type: text/html 

< Content-Length: 166 

< Connection: keep-alive 

<  

<html> 

<head><title>502 Bad Gateway</title></head> 

<body> 

<center><h1>502 Bad Gateway</h1></center> 

<hr><center>nginx/1.24.0 (Ubuntu)</center> 

</body> 

</html> 

* Connection #0 to host api.kmgtm.info left intact 



ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ pm2 list 

┌────┬──────────┬─────────────┬─────────┬─────────┬──
────────┬────────┬──────┬───────────┬──────────┬─────
─────┬──────────┬──────────┐ 

│ id │ name     │ namespace   │ version │ mode    │ pid      │ uptime │ ↺    │ status    │ cpu      
│ mem      │ user     │ watching │ 

├────┼──────────┼─────────────┼─────────┼─────────┼─
─────────┼────────┼──────┼───────────┼──────────┼────
──────┼──────────┼──────────┤ 

│ 0  │ index    │ default     │ 1.0.0   │ fork    │ 3912     │ 25m    │ 1    │ online    │ 0%       │ 
81.8mb   │ ubuntu   │ disabled │ 

│ 1  │ index    │ default     │ 1.0.0   │ fork    │ 18500    │ 0s     │ 1366 │ online    │ 50%      │ 
13.4mb   │ ubuntu   │ disabled │ 

└────┴──────────┴─────────────┴─────────┴─────────┴──
────────┴────────┴──────┴───────────┴──────────┴─────
─────┴──────────┴──────────┘ 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo cat 
/etc/nginx/sites-available/travelmemory-backend 

server { 

    listen 80; 

    server_name api.kmgtm.info; 

 

    location / { 

        proxy_pass http://localhost:3000; 

        proxy_http_version 1.1; 

        proxy_set_header Host $host; 

        proxy_set_header X-Real-IP $remote_addr; 

        proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; 

        proxy_set_header Upgrade $http_upgrade; 

        proxy_set_header Connection 'upgrade'; 



    } 

} 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nano 
/etc/nginx/sites-available/travelmemory-backend 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nginx -t 

2025/06/14 06:43:59 [warn] 20061#20061: conflicting server name "api.kmgtm.info" on 
0.0.0.0:443, ignored 

2025/06/14 06:43:59 [warn] 20061#20061: conflicting server name "api.kmgtm.info" on 
0.0.0.0:80, ignored 

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 

nginx: configuration file /etc/nginx/nginx.conf test is successful 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo systemctl reload nginx 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ curl -v https://api.kmgtm.info 

* Host api.kmgtm.info:443 was resolved. 

* IPv6: (none) 

* IPv4: 35.91.183.66 

*   Trying 35.91.183.66:443... 

* Connected to api.kmgtm.info (35.91.183.66) port 443 

* ALPN: curl offers h2,http/1.1 

* TLSv1.3 (OUT), TLS handshake, Client hello (1): 

*  CAfile: /etc/ssl/certs/ca-certificates.crt 

*  CApath: /etc/ssl/certs 

* TLSv1.3 (IN), TLS handshake, Server hello (2): 

* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8): 

* TLSv1.3 (IN), TLS handshake, Certificate (11): 

* TLSv1.3 (IN), TLS handshake, CERT verify (15): 

* TLSv1.3 (IN), TLS handshake, Finished (20): 



* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1): 

* TLSv1.3 (OUT), TLS handshake, Finished (20): 

* SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / X25519 / id-ecPublicKey 

* ALPN: server accepted http/1.1 

* Server certificate: 

*  subject: CN=api.kmgtm.info 

*  start date: Jun 14 05:40:18 2025 GMT 

*  expire date: Sep 12 05:40:17 2025 GMT 

*  subjectAltName: host "api.kmgtm.info" matched cert's "api.kmgtm.info" 

*  issuer: C=US; O=Let's Encrypt; CN=E6 

*  SSL certificate verify ok. 

*   Certificate level 0: Public key type EC/prime256v1 (256/128 Bits/secBits), signed using 
ecdsa-with-SHA384 

*   Certificate level 1: Public key type EC/secp384r1 (384/192 Bits/secBits), signed using 
sha256WithRSAEncryption 

*   Certificate level 2: Public key type RSA (4096/152 Bits/secBits), signed using 
sha256WithRSAEncryption 

* using HTTP/1.x 

> GET / HTTP/1.1 

> Host: api.kmgtm.info 

> User-Agent: curl/8.5.0 

> Accept: */* 

>  

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* old SSL session ID is stale, removing 

< HTTP/1.1 502 Bad Gateway 



< Server: nginx/1.24.0 (Ubuntu) 

< Date: Sat, 14 Jun 2025 06:44:23 GMT 

< Content-Type: text/html 

< Content-Length: 166 

< Connection: keep-alive 

<  

<html> 

<head><title>502 Bad Gateway</title></head> 

<body> 

<center><h1>502 Bad Gateway</h1></center> 

<hr><center>nginx/1.24.0 (Ubuntu)</center> 

</body> 

</html> 

* Connection #0 to host api.kmgtm.info left intact 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ conflicting server name 
"api.kmgtm.info" on 0.0.0.0:443, ignored 

conflicting: command not found 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo grep -ir 'server_name 
api.kmgtm.info' /etc/nginx/sites-available 

/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo rm 
/etc/nginx/sites-enabled/travelmemory 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo grep -ir 'server_name 
api.kmgtm.info' /etc/nginx/sites-available 

/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 



/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo rm 
/etc/nginx/sites-enabled/travelmemory 

rm: cannot remove '/etc/nginx/sites-enabled/travelmemory': No such file or directory 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo rm 
/etc/nginx/sites-available/travelmemory 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo grep -ir 'server_name 
api.kmgtm.info' /etc/nginx/sites-available 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nginx -t 

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 

nginx: configuration file /etc/nginx/nginx.conf test is successful 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo systemctl reload nginx 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ curl -v https://api.kmgtm.info 

* Host api.kmgtm.info:443 was resolved. 

* IPv6: (none) 

* IPv4: 35.91.183.66 

*   Trying 35.91.183.66:443... 

* Connected to api.kmgtm.info (35.91.183.66) port 443 

* ALPN: curl offers h2,http/1.1 

* TLSv1.3 (OUT), TLS handshake, Client hello (1): 

*  CAfile: /etc/ssl/certs/ca-certificates.crt 

*  CApath: /etc/ssl/certs 

* TLSv1.3 (IN), TLS handshake, Server hello (2): 



* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8): 

* TLSv1.3 (IN), TLS handshake, Certificate (11): 

* TLSv1.3 (IN), TLS handshake, CERT verify (15): 

* TLSv1.3 (IN), TLS handshake, Finished (20): 

* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1): 

* TLSv1.3 (OUT), TLS handshake, Finished (20): 

* SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / X25519 / id-ecPublicKey 

* ALPN: server accepted http/1.1 

* Server certificate: 

*  subject: CN=api.kmgtm.info 

*  start date: Jun 14 05:40:18 2025 GMT 

*  expire date: Sep 12 05:40:17 2025 GMT 

*  subjectAltName: host "api.kmgtm.info" matched cert's "api.kmgtm.info" 

*  issuer: C=US; O=Let's Encrypt; CN=E6 

*  SSL certificate verify ok. 

*   Certificate level 0: Public key type EC/prime256v1 (256/128 Bits/secBits), signed using 
ecdsa-with-SHA384 

*   Certificate level 1: Public key type EC/secp384r1 (384/192 Bits/secBits), signed using 
sha256WithRSAEncryption 

*   Certificate level 2: Public key type RSA (4096/152 Bits/secBits), signed using 
sha256WithRSAEncryption 

* using HTTP/1.x 

> GET / HTTP/1.1 

> Host: api.kmgtm.info 

> User-Agent: curl/8.5.0 

> Accept: */* 

>  



* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* old SSL session ID is stale, removing 

< HTTP/1.1 200 OK 

< Server: nginx/1.24.0 (Ubuntu) 

< Date: Sat, 14 Jun 2025 06:52:17 GMT 

< Content-Type: text/html; charset=utf-8 

< Content-Length: 32 

< Connection: keep-alive 

< X-Powered-By: Express 

< Access-Control-Allow-Origin: * 

< ETag: W/"20-4iAP7IQHE6ZrnH+VcbvFZY4Xe1Q" 

<  

* Connection #0 to host api.kmgtm.info left intact 

TravelMemory backend is running!ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ 



 

kanakaManoj-TM-FE-WUS2-01 

 

 

Cloudflare config 



 

 

 

 

5. Frontend Setup 
Steps to deploy the React frontend application. 

Step 2: Create EC2 Instance for Frontend 

 Created EC2 instance of frontend with name KanakaManoj-TM-FE-WUS2-01 



 

 

 

 



 

 

 

 



 

Now connecting to front end  

 



 

 



 

 

 

 

Front end  



 

 

​  

 

Front end loaded with  

44.246.191.147  custom domain  

npm install -g serve 



  serve -s build 

 

Find out more about deployment here: 

 

  https://cra.link/deployment 

 

ubuntu@ip-172-31-36-169:~/TravelMemory/frontend$ sudo cp -r build/* 
/var/www/html/ 

ubuntu@ip-172-31-36-169:~/TravelMemory/frontend$ sudo nano 
/etc/nginx/sites-available/default 

ubuntu@ip-172-31-36-169:~/TravelMemory/frontend$ sudo nano 
/etc/nginx/sites-available/default 

ubuntu@ip-172-31-36-169:~/TravelMemory/frontend$ sudo nginx -t 

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 

nginx: configuration file /etc/nginx/nginx.conf test is successful 

ubuntu@ip-172-31-36-169:~/TravelMemory/frontend$ sudo systemctl restart nginx 

ubuntu@ip-172-31-36-169:~/TravelMemory/frontend$ sudo apt install certbot 
python3-certbot-nginx -y 

 



 

 

 

 

 



6. Backend Setup using image  
Steps to deploy the backend on an EC2 instance. 

Clone Backend  

 

 

 

 



 

 

 

 

7. Frontend Setup using image 
Steps to deploy the React frontend application. 

Clone front end  

 



 

 

 

 

 

 



8. Creating Target Groups for Frontend and Backend 
Creating Backend 02  

 

 

 



 

Create front end 02  

 

 



 

 

 

Target group from FE 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

9. Load Balancer Configuration for Frontend and Backend 
How to configure AWS ALBs for both frontend and backend. 

Target group for BE 



 

 

 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

Creating LB FE 

 

 



 

 

 

 



 

 

 

 

10. Domain and DNS Setup 
Details on GoDaddy and Cloudflare domain configuration. 

Created domain in godaddy  

Step 10: Activate custom Domain in Cloud flare 

Now removing the EC2 IPS in Cloudflare  



 

And Pointing to LB ​

 

 

 

 



11. HTTPS and SSL 
Using Certbot and Let's Encrypt for enabling HTTPS. 

Backend running with custom domain  

 

 

Welcome to Ubuntu 24.04.2 LTS (GNU/Linux 6.8.0-1029-aws x86_64) 

 

 * Documentation:  https://help.ubuntu.com 



 * Management:     https://landscape.canonical.com 

 * Support:        https://ubuntu.com/pro 

 

 System information as of Sat Jun 14 05:50:37 UTC 2025 

 

  System load:  0.0               Processes:             106 

  Usage of /:   41.3% of 6.71GB   Users logged in:       0 

  Memory usage: 22%               IPv4 address for enX0: 172.31.38.123 

  Swap usage:   0% 

 

 * Ubuntu Pro delivers the most comprehensive open source security and 

   compliance features. 

 

   https://ubuntu.com/aws/pro 

 

Expanded Security Maintenance for Applications is not enabled. 

 

0 updates can be applied immediately. 

 

Enable ESM Apps to receive additional future security updates. 

See https://ubuntu.com/esm or run: sudo pro status 

 

 

Last login: Sat Jun 14 05:50:37 2025 from 18.237.140.163 

ubuntu@ip-172-31-38-123:~$ ls 

TravelMemory 



ubuntu@ip-172-31-38-123:~$ cd TravelMemory 

ubuntu@ip-172-31-38-123:~/TravelMemory$ ls 

LICENSE  README.md  azure-pipelines.yml  backend  frontend 

ubuntu@ip-172-31-38-123:~/TravelMemory$ cd backend 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo certbot --nginx -d 
api.kmgtm.info 

Saving debug log to /var/log/letsencrypt/letsencrypt.log 

Enter email address (used for urgent renewal and security notices) 

 (Enter 'c' to cancel): garapati.manoj@gmail.com 

 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

Please read the Terms of Service at 

https://letsencrypt.org/documents/LE-SA-v1.5-February-24-2025.pdf. You must 

agree in order to register with the ACME server. Do you agree? 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

(Y)es/(N)o: Y 

 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

Would you be willing, once your first certificate is successfully issued, to 

share your email address with the Electronic Frontier Foundation, a founding 

partner of the Let's Encrypt project and the non-profit organization that 

develops Certbot? We'd like to send you email about our work encrypting the web, 

EFF news, campaigns, and ways to support digital freedom. 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

(Y)es/(N)o: Y 

Account registered. 



Requesting a certificate for api.kmgtm.info 

 

Successfully received certificate. 

Certificate is saved at: /etc/letsencrypt/live/api.kmgtm.info/fullchain.pem 

Key is saved at:         /etc/letsencrypt/live/api.kmgtm.info/privkey.pem 

This certificate expires on 2025-09-12. 

These files will be updated when the certificate renews. 

Certbot has set up a scheduled task to automatically renew this certificate in the 
background. 

 

Deploying certificate 

Successfully deployed certificate for api.kmgtm.info to 
/etc/nginx/sites-enabled/travelmemory 

Congratulations! You have successfully enabled HTTPS on https://api.kmgtm.info 

 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

If you like Certbot, please consider supporting our work by: 

 * Donating to ISRG / Let's Encrypt:   https://letsencrypt.org/donate 

 * Donating to EFF:                    https://eff.org/donate-le 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nginx -t 

2025/06/14 06:39:10 [warn] 17348#17348: conflicting server name "api.kmgtm.info" on 
0.0.0.0:80, ignored 

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 

nginx: configuration file /etc/nginx/nginx.conf test is successful 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo systemctl reload nginx 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ curl -v https://api.kmgtm.info 



* Host api.kmgtm.info:443 was resolved. 

* IPv6: (none) 

* IPv4: 35.91.183.66 

*   Trying 35.91.183.66:443... 

* Connected to api.kmgtm.info (35.91.183.66) port 443 

* ALPN: curl offers h2,http/1.1 

* TLSv1.3 (OUT), TLS handshake, Client hello (1): 

*  CAfile: /etc/ssl/certs/ca-certificates.crt 

*  CApath: /etc/ssl/certs 

* TLSv1.3 (IN), TLS handshake, Server hello (2): 

* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8): 

* TLSv1.3 (IN), TLS handshake, Certificate (11): 

* TLSv1.3 (IN), TLS handshake, CERT verify (15): 

* TLSv1.3 (IN), TLS handshake, Finished (20): 

* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1): 

* TLSv1.3 (OUT), TLS handshake, Finished (20): 

* SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / X25519 / id-ecPublicKey 

* ALPN: server accepted http/1.1 

* Server certificate: 

*  subject: CN=api.kmgtm.info 

*  start date: Jun 14 05:40:18 2025 GMT 

*  expire date: Sep 12 05:40:17 2025 GMT 

*  subjectAltName: host "api.kmgtm.info" matched cert's "api.kmgtm.info" 

*  issuer: C=US; O=Let's Encrypt; CN=E6 

*  SSL certificate verify ok. 



*   Certificate level 0: Public key type EC/prime256v1 (256/128 Bits/secBits), signed using 
ecdsa-with-SHA384 

*   Certificate level 1: Public key type EC/secp384r1 (384/192 Bits/secBits), signed using 
sha256WithRSAEncryption 

*   Certificate level 2: Public key type RSA (4096/152 Bits/secBits), signed using 
sha256WithRSAEncryption 

* using HTTP/1.x 

> GET / HTTP/1.1 

> Host: api.kmgtm.info 

> User-Agent: curl/8.5.0 

> Accept: */* 

>  

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* old SSL session ID is stale, removing 

< HTTP/1.1 502 Bad Gateway 

< Server: nginx/1.24.0 (Ubuntu) 

< Date: Sat, 14 Jun 2025 06:39:38 GMT 

< Content-Type: text/html 

< Content-Length: 166 

< Connection: keep-alive 

<  

<html> 

<head><title>502 Bad Gateway</title></head> 

<body> 

<center><h1>502 Bad Gateway</h1></center> 

<hr><center>nginx/1.24.0 (Ubuntu)</center> 



</body> 

</html> 

* Connection #0 to host api.kmgtm.info left intact 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ pm2 list 

┌────┬──────────┬─────────────┬─────────┬─────────┬──
────────┬────────┬──────┬───────────┬──────────┬─────
─────┬──────────┬──────────┐ 

│ id │ name     │ namespace   │ version │ mode    │ pid      │ uptime │ ↺    │ status    │ cpu      
│ mem      │ user     │ watching │ 

├────┼──────────┼─────────────┼─────────┼─────────┼─
─────────┼────────┼──────┼───────────┼──────────┼────
──────┼──────────┼──────────┤ 

│ 0  │ index    │ default     │ 1.0.0   │ fork    │ 3912     │ 25m    │ 1    │ online    │ 0%       │ 
81.8mb   │ ubuntu   │ disabled │ 

│ 1  │ index    │ default     │ 1.0.0   │ fork    │ 18500    │ 0s     │ 1366 │ online    │ 50%      │ 
13.4mb   │ ubuntu   │ disabled │ 

└────┴──────────┴─────────────┴─────────┴─────────┴──
────────┴────────┴──────┴───────────┴──────────┴─────
─────┴──────────┴──────────┘ 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo cat 
/etc/nginx/sites-available/travelmemory-backend 

server { 

    listen 80; 

    server_name api.kmgtm.info; 

 

    location / { 

        proxy_pass http://localhost:3000; 

        proxy_http_version 1.1; 

        proxy_set_header Host $host; 

        proxy_set_header X-Real-IP $remote_addr; 



        proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; 

        proxy_set_header Upgrade $http_upgrade; 

        proxy_set_header Connection 'upgrade'; 

    } 

} 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nano 
/etc/nginx/sites-available/travelmemory-backend 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nginx -t 

2025/06/14 06:43:59 [warn] 20061#20061: conflicting server name "api.kmgtm.info" on 
0.0.0.0:443, ignored 

2025/06/14 06:43:59 [warn] 20061#20061: conflicting server name "api.kmgtm.info" on 
0.0.0.0:80, ignored 

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 

nginx: configuration file /etc/nginx/nginx.conf test is successful 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo systemctl reload nginx 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ curl -v https://api.kmgtm.info 

* Host api.kmgtm.info:443 was resolved. 

* IPv6: (none) 

* IPv4: 35.91.183.66 

*   Trying 35.91.183.66:443... 

* Connected to api.kmgtm.info (35.91.183.66) port 443 

* ALPN: curl offers h2,http/1.1 

* TLSv1.3 (OUT), TLS handshake, Client hello (1): 

*  CAfile: /etc/ssl/certs/ca-certificates.crt 

*  CApath: /etc/ssl/certs 

* TLSv1.3 (IN), TLS handshake, Server hello (2): 

* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8): 



* TLSv1.3 (IN), TLS handshake, Certificate (11): 

* TLSv1.3 (IN), TLS handshake, CERT verify (15): 

* TLSv1.3 (IN), TLS handshake, Finished (20): 

* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1): 

* TLSv1.3 (OUT), TLS handshake, Finished (20): 

* SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / X25519 / id-ecPublicKey 

* ALPN: server accepted http/1.1 

* Server certificate: 

*  subject: CN=api.kmgtm.info 

*  start date: Jun 14 05:40:18 2025 GMT 

*  expire date: Sep 12 05:40:17 2025 GMT 

*  subjectAltName: host "api.kmgtm.info" matched cert's "api.kmgtm.info" 

*  issuer: C=US; O=Let's Encrypt; CN=E6 

*  SSL certificate verify ok. 

*   Certificate level 0: Public key type EC/prime256v1 (256/128 Bits/secBits), signed using 
ecdsa-with-SHA384 

*   Certificate level 1: Public key type EC/secp384r1 (384/192 Bits/secBits), signed using 
sha256WithRSAEncryption 

*   Certificate level 2: Public key type RSA (4096/152 Bits/secBits), signed using 
sha256WithRSAEncryption 

* using HTTP/1.x 

> GET / HTTP/1.1 

> Host: api.kmgtm.info 

> User-Agent: curl/8.5.0 

> Accept: */* 

>  

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 



* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* old SSL session ID is stale, removing 

< HTTP/1.1 502 Bad Gateway 

< Server: nginx/1.24.0 (Ubuntu) 

< Date: Sat, 14 Jun 2025 06:44:23 GMT 

< Content-Type: text/html 

< Content-Length: 166 

< Connection: keep-alive 

<  

<html> 

<head><title>502 Bad Gateway</title></head> 

<body> 

<center><h1>502 Bad Gateway</h1></center> 

<hr><center>nginx/1.24.0 (Ubuntu)</center> 

</body> 

</html> 

* Connection #0 to host api.kmgtm.info left intact 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ conflicting server name 
"api.kmgtm.info" on 0.0.0.0:443, ignored 

conflicting: command not found 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo grep -ir 'server_name 
api.kmgtm.info' /etc/nginx/sites-available 

/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 



ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo rm 
/etc/nginx/sites-enabled/travelmemory 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo grep -ir 'server_name 
api.kmgtm.info' /etc/nginx/sites-available 

/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo rm 
/etc/nginx/sites-enabled/travelmemory 

rm: cannot remove '/etc/nginx/sites-enabled/travelmemory': No such file or directory 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo rm 
/etc/nginx/sites-available/travelmemory 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo grep -ir 'server_name 
api.kmgtm.info' /etc/nginx/sites-available 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

/etc/nginx/sites-available/travelmemory-backend:    server_name api.kmgtm.info; 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo nginx -t 

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok 

nginx: configuration file /etc/nginx/nginx.conf test is successful 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ sudo systemctl reload nginx 

ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ curl -v https://api.kmgtm.info 

* Host api.kmgtm.info:443 was resolved. 

* IPv6: (none) 

* IPv4: 35.91.183.66 

*   Trying 35.91.183.66:443... 

* Connected to api.kmgtm.info (35.91.183.66) port 443 

* ALPN: curl offers h2,http/1.1 



* TLSv1.3 (OUT), TLS handshake, Client hello (1): 

*  CAfile: /etc/ssl/certs/ca-certificates.crt 

*  CApath: /etc/ssl/certs 

* TLSv1.3 (IN), TLS handshake, Server hello (2): 

* TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8): 

* TLSv1.3 (IN), TLS handshake, Certificate (11): 

* TLSv1.3 (IN), TLS handshake, CERT verify (15): 

* TLSv1.3 (IN), TLS handshake, Finished (20): 

* TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1): 

* TLSv1.3 (OUT), TLS handshake, Finished (20): 

* SSL connection using TLSv1.3 / TLS_AES_256_GCM_SHA384 / X25519 / id-ecPublicKey 

* ALPN: server accepted http/1.1 

* Server certificate: 

*  subject: CN=api.kmgtm.info 

*  start date: Jun 14 05:40:18 2025 GMT 

*  expire date: Sep 12 05:40:17 2025 GMT 

*  subjectAltName: host "api.kmgtm.info" matched cert's "api.kmgtm.info" 

*  issuer: C=US; O=Let's Encrypt; CN=E6 

*  SSL certificate verify ok. 

*   Certificate level 0: Public key type EC/prime256v1 (256/128 Bits/secBits), signed using 
ecdsa-with-SHA384 

*   Certificate level 1: Public key type EC/secp384r1 (384/192 Bits/secBits), signed using 
sha256WithRSAEncryption 

*   Certificate level 2: Public key type RSA (4096/152 Bits/secBits), signed using 
sha256WithRSAEncryption 

* using HTTP/1.x 

> GET / HTTP/1.1 



> Host: api.kmgtm.info 

> User-Agent: curl/8.5.0 

> Accept: */* 

>  

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* TLSv1.3 (IN), TLS handshake, Newsession Ticket (4): 

* old SSL session ID is stale, removing 

< HTTP/1.1 200 OK 

< Server: nginx/1.24.0 (Ubuntu) 

< Date: Sat, 14 Jun 2025 06:52:17 GMT 

< Content-Type: text/html; charset=utf-8 

< Content-Length: 32 

< Connection: keep-alive 

< X-Powered-By: Express 

< Access-Control-Allow-Origin: * 

< ETag: W/"20-4iAP7IQHE6ZrnH+VcbvFZY4Xe1Q" 

<  

* Connection #0 to host api.kmgtm.info left intact 

TravelMemory backend is running!ubuntu@ip-172-31-38-123:~/TravelMemory/backend$ 



 

 

12. Testing and Health Checks 
Checking load balancer target health and overall availability. 

Check the application health of Frontend and Backend Load balancer and target security 
group 

 

 



 

 

 

App Testing with custom domain  



 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

Front end app health  



 

 

 

Backend App health  
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