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O HanpasBjeHuu nHGOpPMAITUU

JlemapTaMeHT TOCyZJapCTBEHHOU TIOJIUTUKU B cdepe obumero obpa3oBaHUsA
MunobpHayku Poccun HampasiseT [ cBeZleHUs pa3paboTaHHble BpeMeHHOI
komuccueii CoBera ®Penepanuu 10 pasBUTHIO HHOOPMAIMOHHOTO 00IIecTBa
MeTOINYEeCKe PEeKOMEHAIMN O pa3MellleHNH Ha WHGOOPMAIMOHHBIX CTEH/IAX
obUIMANbHBIX  MHTEpDHeT-calTaXx ¥ APYrux  uHQOPMAIIMOHHBIX  pecypcax

00111e00pa30BaTEIbHBIX OPraHW3AIMH W OPraHOB, OCYIIECTBJSIONINX YIIPABJIEHUE B
chepe obpaszoBanusa, uHGOPMANMHU 0 OE30MACHOM IOBEJIEHUN U KWCIIOJIb30BAHUU CETH
"Uurtepuer’”.

Jupekrop [denapramenTta
A.E.Iletpos
IIpunoxenue

[Ipunoxkenue. Metoimueckre peKOMeH/Ialluy O pa3MellleHUN Ha UHPOPMaIIMOHHBIX
cTeH/|ax, 0QUIINaIbHBIX UHTEPHET-CaUTaX U APyruX NHHOPMAIIMOHHBIX pecypcax
00111e06pa30BaTeIbHBIX OPraHU3AIUI U OPTaHOB, OCYIIECTBIIAIONINX YIIPABJIeHUE B
cepe obpazoBaHus, HHGOPMAITUH O OE€30ITACHOM MTOBEJEHUH U HUCIIOIb30BAHUH CETU
"UuTepHet"

JKcriepTaMu U wieHaMu BpemenHoul komuccnu CoBera Peneparnyii mo pa3BUTHIO
MHOOPMAIIMOHHOTO OOIIECTBA B paMKaX BBHITIOJIHEHUS PEKOMEHAUN MTapIaMeHTCKUX
cIymaHuil "AKTyasibHBIE BOIIPOCHI OOecrieueHusl Oe30MACHOCTH U Pa3BUTUSA JeTEN B
nHOpMaNMOHHOM IpocTpaHcTBe'', KoTophle mponut B CoBere ®enepariuu 17 anperis
2017 T., ObUTM pa3paboTaHbl MeTOAWYECKHEe peKOMEHJAMM O pa3MelleHUd Ha
MHQOPMAlIMOHHBIX  CTEH/IaX, OQUIUAJbHBIX  UHTEpPHeT-caliTax U  JIPyTUX
MHDOPMAIIMOHHBIX pecypcax o0Ieobpa3oBaTeIbHbIX OpPraHU3alii ¥ OPTraHOB,
OCYIIECTBJIAIONINX yIpaBieHue B cdepe obpasoBaHusA, uHGopManuu o 6e30macHOM
MOBEJIEHN W WCIOJb30BaHUHM ceTu ' MHTepHer" (masee - MeETOJHYECKUE
PEKOMEH/IAIIHHN).

MeTtoguueckne peKOMEHJAIMM HAIlpaBJeHbl HA KauyeCTBEHHOE IIOBBHIIIEHUE YPOBHSA
WH(POPMAIIMOHHON AeATEIbHOCTA 00Ie00pa30oBaTeIbHBIX OpPTraHU3aIllMid U OPTaHOB,
OCYIIECTBJIAIONINX yIpaBjieHue B cdepe oOpa3oBaHUs, B YaCTH HHGOPMHPOBAHUSI
yUJaIIuXCs, UX POJIUTENEH (3aKOHHBIX MPEJCTABUTEIIEH) U ITeZJarOTHYECKIX paOOTHUKOB
00 OCHOBHBIX aclekTax nHGHOPMAIMOHHON 6€30IIacHOCTH.

MeTtoanyeckrue peKOMEHAIUK IO3BOJIAT 00IeoOpa3oBaTeIbHBIM OPTaHU3AIUAM U
OopraHaM, OCYIIEeCTBJISIONIUM yIIpaBjeHue B chepe 0Opa3oBaHUs, AKTyTU3UPOBATD YKe
HCIIOJIb3yeMbIe U pa3MellleHHble MHOPMAIMOHHbIE MAaTEPUAJIBI, TaK U MOJITOTOBUTDH UX
B CJIy4ae UX OTCYTCTBUSA C YUETOM JIYUIINX IIPAKTUK U PEKOMEH/IAIUi.

B pamkax MeTOUUECKUX peKOMeHJAllui paccMaTPUBAIOTCA CIeAYyIOIIe HHCTPYMEeHTHI:
1. ”H(OPMAITUOHHBIE CTEH/IbI;

2. opuriuasibHble UHTEPHET-PECYPCHI;
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3. cpencTBa MaccoBor mHGoOpManuu (IITKOJIbHBIE Ta3eThl, MeJarornyecKue U3TaHus 1
Aipyrue).

NHdopmaumoHHbie cTerbl

Ha wuHDOpManmmoHHBIX CTEHJaX B  00IIeo0pa30BaTeJbHBIX  OpraHU3aIUsAX,
pacIoIOKEeHHBIX B (doile yupek/ieHUui U B KaOWHeTaX, OCHAIIEHHBIX IIePCOHAIbHBIMU
yCcTpoHicTBaMH I  BbIXOZla B ceTh 'VIHTepHeT', peKOMeHJyeTcsl pa3MeCTUTh
rHQOpMalOHHblE NaMATKU, COZEpIKalllyie OCHOBHBIE COBETHI II0 0beclieueHUIo
“HOPMAIMOHHOU 6€30TaCHOCTH YUYaIINXCA.

B npuwioxkenny NO 1 K METOIMYECKMM PEKOMEH/IAIINAM ITPeACTaBIeH 00pasel] HaMsITKU
711 pa3MellleHus Ha UH(QOPMaIUOHHBIX CTEH/IaX.

Cpenctea maccoBon HdopmMauum

B cpexncrBax MmaccoBoil uHGpOpPMAaNUWM, OPHUEHTHPOBAHHBIX HA O00OydYarOIIMXCA,
PEKOMEeH/IyeTCsl B TeueHUe y4eOHOTO rojia peryJsapHoO IMyOJnKoBaTh MHGOPMAIMOHHbIE
MaTepHuaJibl, IIOCBAIIEHHbIE OTAECJIbHBIM aCII€EKTaM HH(i)OpMaHHOHHOﬁ 6830HaCHOCTI/I, a
TaK)Ke Pa3IMYHbIe TaMATKU OOIIEro xapakTepa.

B cpeactBax MaccoBoil uHQOpMaNUKM, OPUEHTHPOBAHHBIX HA IeAarOTUYECKYIO
OOIIeCTBEHHOCTh, PEKOMEHJyeTCsI B TeueHHe KaJIeHJApHOTO TO/a PETYJISPHO
my0sinkoBaTh MHGOPMAIMOHHBIE MaTepHUasibl, MOCBAIIEHHbIE OTAEJbHBIM acleKTaM
UH(POPMaALIMOHHON 0e30macHOCTH KaK HeCOBEPIIIEeHHOJIETHUX, TaK u
0011e00pa30oBaTeyIbHBIX OpPTraHU3allUi, a TaKXKe pas3JIu4yHble I[aMATKH, 0030pbl
HOPMATHUBHO-IIPABOBOTO  PeryJUpOBaHUA JaHHOU cdepbl U uHGOpPMAIUIO O
aKTyaJIbHBIX MEPOIIPUATHUIX U COOBITUSX B JAaHHOU cdepe.

B xome mnpoBenenus EawHoro ypoka mo Oe3zomacHOCTH B cetH HHTepHetr"
peKoMeH/yeTcs 00eCIeYUTh BBHIMTYCK TEMAaTUYECKOTO BBIMYCKA CPEACTBA MAacCCOBOU
nHGOPMAIUU JTUO0 CEPUU IMyOJIUKAIUH, CPEIN KOTOPBIX PACCMOTPETh OPTaHU30BaHHbBIE
MEpONPUATUSA JUI OOYyJaIol[UXCs, UX POJAUTeNeN (3aKOHHBIX IpPEZCTaBUTEIIEN) U
Ie/laroruyeckoy o0IeCTBEHHOCTH.

OdumymnansbHble VIHTepHET-pecypChl

OO61eo0pa3oBaTeIbHBIM OpTaHU3ANUAM PEKOMEHJIyeTCsl Ha CBOMX OQUIIMATBHBIX
HHTepHeT-pecypcax  obecrieuuTh  (YHKIIMOHUPOBAHHE  CAMOCTOSITEJIBHOTO U
CIlelIUaTU3UPOBAaHHOTO pasjziesia "'MHdopMmamuoHHas 06e30macHOCTh', B paMKax
KOTOPOTO MPeyCMOTPETh pa3MellleHue cieayoiied nHOopMauu:

dopmar
N Paznen/monpasznen IIPEICTABIICHHUS ConeprxaHue MaTepuaioB
MarepuasoB
Pasmemarorcs Konmuu JTOKyMEHTOB,
Jlokanbibie K T.€ CKaHMPOBAHHBIN BapHUaHT
1. | HopmaTuBHBIE aKThHI B OlHH ﬂZI;}S/IISHTOB B )1.01‘< MCHTa P COOTBETCTR IIZ)LLII/Iﬁ
Mar
chepe obecreueHUs (bopmare Y ’ Y
. TpeOOBaHUSIM K napamerpam
UH(POPMAITMOHHON
CKaHMPOBAHUS. Pasmematorcs
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0€e30I1aCHOCTH
00yJarommxcst

JOKYMEHTBI, peraMeHTUpyroLue
OpraHHU3aINIo u paboty C
NICPCOHAJIBHBIMKA  JAHHBIMHU, TUIAHBI
MEPONPHUITHIA ~ TO0  00ECTICUYCHUIO
nH()OPMAITMOHHON 0€30macHOCTH
00y4aroLUXCs U ApYyTHE.

HopmarusHoe
pEryaupoBaHue

Konuu nokyMeHTOB B
dopmare *PDF

[1yOnukyroTcst akTyalabHbIE CBEICHHS
0 (denepanbHBIX W PETHOHAIBHBIX
3aKOHaX, MMCbMax OPTaHOB BIIACTH U
npyrue HOPMAaTHUBHO-TIPABOBBIC
JIOKYMEHTBHI, pETIaMEeHTUPYIOIIHE
o0ecrieueHue nH(OpPMaMOHHON
0e301acHOCTH
HECOBEpIICHHONCTHUX. JlomycKkaeTcs
BMECTO KOTIUI pa3meniaTh
TUIEPCChUTKA Ha COOTBETCTBYIOIINE
JOKYMEHTBI Ha calTaXx OpraHoB
roCyAapCTBEHHOM BIACTH.

[lenarornyeckum
paboTHHKaM

TekcT Ha cTpaHuue
caiita

Konun nokymeHTOB B
¢dopmare *PDF

Pasmemniarorcs METOINYECKHE
pEKOMEHTaIKf n YKa3bIBaCTCS
UHpOpMAIIUSI O  MEPONPHUATHUSX,
MIPOEKTax 51 nporpamMmax,
HApaBICHHBIX  HA  TIOBBIIICHHE
UH(POPMAITTOHHON IpaMOTHOCTH
MeJarornueCKuX pabOTHUKOB.

OO0yuaromumcs

Texct Ha cTpaHule
caira

Pasmemaercs UH(POPMAILIMOHHAS
nmamatka (opmwiokenue Ne 2) wu
YKa3bIBaETCS uH(popMaIus 0
MEPOTPHSITHSIX, MIPOEKTax 5
nporpaMMax, — HampaBJICHHBIX  Ha
IIOBBIIIEHHUE UH(POPMAITMOHHOM
TPAMOTHOCTH OOYYarOIIIIXCSI.

Ponurensim
(3aKOHHBIM
MPEICTABUTEISIM)
00yJarommxcs

Texct Ha cTpaHule
caira

Pasmemaercs nH(pOpMaIMOHHAs
namsiTka (mpunokenue Ne 3).

Jlerckue Oe3omacHbIC
CaMThI

TekcT Ha cTpaHuue
caiita

Pasmermaercs uHpOpMaIus 0
PEKOMEHIyeMBIX K HCIOJIh30BAHUIO B
ydeOHOM  mporecce  0e30macHbIX
caiTax, OaHHepbl ~ 0€30MaCHBIX
JIETCKUX CalTOB.
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OpraHaMm, OCyIIecTBJIAIONIUM yIIpaBjieHUe B cdepe oOpa3oBaHUsA, PEKOMeH/yeTcs Ha
cBoux odurnuagpHeix HTepHeT-pecypcax  obecreyuTh  (GYHKIIMOHUPOBAHHE
CaMOCTOATEJIBHOTO M CHEelMaJIM3WpPOBAHHOrO  pazfena "HMHdopmanuoHHad
06e30I1acCHOCTh', B paMKaxX KOTOPOrOo IIPeAyCMOTpPeTh pa3MellleHhe CcJeyiolei
nHpoOpManuu:

[Ipunoxenue NO 1

[Tpunoxkenue 1. [TamaTka 1 obydaomuxces 00 nHGOPMAITMOHHOM 6€30I1aCHOCTH
IeTen
HEJIb34

1. Bcem moapsa coolbIaTh ¢BOO YacTHYI0 WHGOpPMANUI (HacTosmue uMs, GaMUJIHIO,
TesieOH, azpec, HOMeP IIIKOJIbI, a Tak:Ke (GoTorpaduu CBOU, CBOEH CEMbH U JIPy3€ei);

2. OTKpbIBaTh BJIOKEHHBbIE (ailsibl 2JIEKTPOHHOW TOUTHI, KOIZla He 3Haellb
OTIIPABUTEJIH;

3. FPY6I/ITI>, IIpuaAnNpPaTbCA, OKa3bIBaTb JJaBJICHHE - BECTH cebs1 HEBEXKJIMBO U arpeCcCuBHO,

4. He pacnopsiokaiics JleHpraMu TBOeH ceMbH 0e3 pas3pelleHusl CTApIINX - BCerjaa
CIpaImmBail poJiuTesen;

5. He Bcrpeuaiicsa ¢ VHTepHET-3HAKOMBIMH B PEAJIbHON KU3HU - MOCOBETYHUCS CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXKHO

1. He Bce mumyT mpaBay. Yurtaems o cebe Hempapay B VIHTepHeTe - cOOOIH 006 3TOM
CBOMM POJIUTEJISIM HJIH OTIEKyHAM;

2. [IpursiamniaimT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - IPOBEPD, HET JIU IIO/IBOXA;
3. HezakonHoe konmpoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerna pacckaspiBaii B3pOocJIbIM O IIpo6yieMax B CETH - OHU BCer/ia IIOMOTYT;

5. HCHOJ’IBBYﬁ HaCTpOfIKH 0e30IMacHOCT | IIPpUBATHOCTH, yTOOBI HE IIOTEPATH CBOU
AKKAYHTBI B COLICETAX U APYTUX ITIOPTAIaX.

MOYKHO

1. YBakall Ipyrux I0JIb30BaTeeH;

2. [Tosp3yenibess THTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpBIBa# TOJILKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O0IaThCA 3a IMMOMOIIBIO B3POCJIBIM - POJAUTENH, OMIEKYHBI U afIMUHUCTPAIIHS CANTOB
Bcerjia IOMOTyT;

5. Ilpoinm oOyuenme Ha caiTe "CeTeBMUYOK' U TOJYYH TMACIOPT ITUHPOBOTO
rpakzgaHuHal



ITpusnoxenue N° 2

[Tpunoxenue 2. MHpopManuoHHas MaMATKa A1 00yJaloIUXCcs 111 pa3MelleHus Ha
oduINaTIbHBIX UHTEPHET-Pecypcax

C KaXXZpIM TOZIOM MOJIOJIE’KU B UHTEPHETE CTAHOBUTCS OOJIbIIE, A IITKOJIBHUKH OJHU U3
caMbIX aKTUBHBIX I0JIb30BaTesie PyHera. Mexay TeM, TOMUMO OTPOMHOTO KOJTMYECTBA
BO3MOXKHOCTEM, MHTEpHET HeceT U MpoOseMbl. JTa MaMATKA JOJLKHA MOMOYL Tebe
6e30I1aCHO HAXO/IUTHCS B CETU.

KOMHBIOTeprIe BHUPYCbI

KommnbpioTepHBINI BUpyC - 3TO PA3HOBUJHOCTh KOMIBIOTEPHBIX IIPOrpaMm,
OTJIMYUTETFHOU OCOOEHHOCTHIO KOTOPOU SABJIsIETCA CIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOIIOJTHEHUEe K 3TOMY, BUPYChl MOTYT MOBPEAUTHh WM IOJIHOCTbIO YHUYTOXKUTH BCE
daiiiel 1 J1aHHBIE, MOAKOHTPOJIbHBIE II0JIH30BATEN0, OT HMEHU KOTOpPOro ObLia
3amyllleHa 3apakeHHas IporpamMmMa, a TakKe MOBPEIUTh WM JlaKe YHUUYTOXKUTH
OTIEPAIUOHHYIO CHCTEMY CO BceMu (aiylamMmu B 11eJIoM. B OOJBIIMHCTBE CIIy4yaeB
pacIpOCTpPaHAIOTCA BUPYCHI Uepe3 NHTEPHET.

METO,Z[I)I 3allTUTBI OT BPEAOHOCHBIX ITPOTPAMM:

1. Mcnonp3yil coBpeMeHHble ollepaliiOHHblE CUCTEMBI, UMEIOIINe Cephe3HbIU YPOBEHD
3alUTHI OT BPEJIOHOCHBIX IIPOTPaMM;

2. ITocrossHHO ycTaHaBiauBad mauTu (Iu¢pOBbIe 3aIIaTKH, KOTOPbIE aBTOMATHYECKH
yCTAHABJIUBAIOTCA C I[€JbI0 J0PAabOTKM IPOTpaMMbI) U JApyrue OOHOBJIEHHSA CBOEH
omeparoHHON cucremMbl. CKaunBall MX TOJIPKO ¢ OPUITMATBHOTO caiiTa pa3paboTumka
OC. Ecau cyIiecTByeT pekuM aBTOMaTHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. PabGoraii Ha cBOEM KOMIIbIOTEPE 10 IIpaBaMU I10JIb30BaTEJIA, 4 HE a/IMUHHUCTPATOPA.
OTO He II03BOJIUT 6OJ'IBIJ_II/IHCTBy BPE€AOHOCHBIX ITPOTrPpaMM HHCTA/UIMPOBATbBCA HA TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Victioyib3y¥i aHTUBHPYCHBIE ITPOTPAMMHBIE IPOAYKTHI U3BECTHBIX IIPOU3BO/IUTEIIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3s;

5. Orpaanub GU3UYECKUH IOCTY K KOMIOBIOTEPY A1 IOCTOPOHHUX JIUIT;

6. Mcnosp3yil BHENIHUE HOCUTENU WH(POPMAIUY, Takue Kak (ielka, TUCK uin dam
13 UHTEPHETA, TOJIbKO U3 MIPOBEPEHHBIX HCTOYHUKOB;

7. He OTKpbIBali KOMIBIOTEPHBIE (AW, MOJIYUYEHHbIE U3 HEHAJIEXKHBIX UCTOUHUKOB.
Jlaxke Te paiiiibl, KOTOPHIE IIPUCJIAT TBOH 3HAKOMBIH. JIydIlle yTOUHH Y HEro, OTIIPABJIsI
JIV OH TeDe ux.

Cerun WI-FI

Wi-Fi - 370 He BHJ Tlepeflayd JTaHHBIX, HE TEXHOJIOTHs, a BCEro JIUIIL OpPEH/T, MapKa.
Eme B 1991 rogy HuAepiaHAcKas KoMmaHus 3aperucrpupoBayia 6pens "WECA", uro
obo3zHauasio cimoBocodyeTanue "Wireless Fidelity", kotopeiii mepeBoguTcs Kak
"GecrpoBOIHASA TOYHOCTD .

Jlo Hamiero BpeMeHHM JolLIa apyras ab0OpeBuarypa, KOTOpas SBJISIETCA TaKOH ke
TexHosioruei. 9to abopeBuarypa "Wi-Fi". Takoe Ha3zBaHme OBLIO JJaHO C HAMEKOM Ha



CTaHAApPT BHICIIEN 3BYKOBOW TexHUKH Hi-Fi, uTo B mepeBosie 0O3HauaeT ''BbICOKAS
TOYHOCTH .

Jla, GecriaTHBIN MHTEPHET-ZOCTYI B Kade, OTeIAX U adpOIOopTax fABJAETCA OTIMIHON
BO3MOKHOCTBIO BbIXOZJa B UHTepHeT. Ho MHOTMe BJKCIepThl CYUTAIOT, YTO
obmmenocrymabie Wi-Fi ceTu He sABIsAI0TCA 6€30IIaCHBIMH.

CoBetbl 10 6€30ITaCHOCTH pabOTHI B OOIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenmaBaii cBoro JuuHyio uHpopManuioo udepe3 obOmemoctymable Wi-Fi cerm.
PaboTas B HUX, JKeJlaTeJIbHO He BBOJIUTH MTAPOJIU I0CTYIIA, JIOTHHBI U KAKHWE-TO HOMepa;

2. Mcnosp3yi U 0OOHOBJISAH aHTUBUPYCHBIE ITPOTPaMMbI U OpaHaMayep. TeM caMbIM ThI
obe3omacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonws3oBanun Wi-Fi otkatoun ¢yakmuio "OO6muil moctyn k daiiam u
npuHTtepam”. JlamHasg GYHKOUA 3aKphITa [0 YMOJYAHHUIO, OJHAKO HEKOTODBIE
II0JIb30BaTEIN aKTUBUPYIOT €€ i y/I00CTBa UCIIOIb30BaHUA B paboTe Wwin yueoe;

4. He ucnonwayit mybmmuusiii WI-FI 11 epeiauu JIMYHBIX JAHHBIX, HATIpUMeEp JJIs
BBIXO/IA B COIIMAJIbHBIE CETU UJIH B 3JIEKTPOHHYIO II0YTY;

5. Mcmonp3yi TObKO 3amuiieHHoe coequHenue yepe3 HTTPS, a e HTTP, T.e. mpu
Habope BeO-ajipeca BBojiM uMeHHO "https://";

6. B wmobwibHOM Tenedpone oTkiaOYn pyHrnuoo 'Tloaxmroyenne k- Wi-Fi
aBTomMaTuuecku'. He fiomyckail aBTOMaTH4YeCKOro MOAKIIOUEHUs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

COHHaJIbeIe ceTH

ConuaabHble CEeTH aKTUBHO BXOJAT B HAIly >KM3Hb, MHOTHE JIIOAW PabOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3aperucrprpoBal MUJLIHAP/, YETIOBEK, UTO SIBJISETCS
OJTHOH CeIbMOI BCEX JKUTEJIEH IIaHeThl. MHOTME I0JIb30BATEIM HE MOHMMAIOT, YTO
nHboOpMaIs, pa3MelleHHas MMU B COIMAJIbHBIX CETsAX, MO’KeT OBbITh HalijleHa u
HCITOJIb30BaHa KEM YTOJHO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6/IariMu HaMEePEeHUsIMU.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIIMaJIBHBIX CETAX:

1. OrpaHUYb CIHCOK Jpy3ed. Y TeOsA B APYy3bAX He JOJIKHO OBITh CIyYaWHBIX U
HEe3HAKOMBIX JIIO/IEl;

2. 3amuiai cBOI YacTHYIO kKu3Hb. He ykaspiBall maposiu, TesedoHbl, ajipeca, JIaTy
TBOETO POXKJAEHUSA U JPYIyl0 JUYHYI0 HHOpMaAUUio. 3JI0YMBIIUIEHHUKUA MOTYT
HCIIOJIH30BaTh Jake WHGOPMAIMIO O TOM, KaK Thl U TBOU POJUTENH IUJIAHHUDYETE
MIPOBECTU KAHUKYJIBI;

3. 3amuInai CBOI0 pemyTaIuio - IEPKHU €€ B YHMCTOTE U 3a/laBail cebe BOIIPOC: XOTeN Obl
TBI, YTOOBI APYTHE MOJIH30BATEIN BUJIEJIH, UTO ThI 3arpyKaelrb? Ilogymaii, mpexiae uem
YTO-TO OITyOJIMKOBATh, HATIUCATh U 3aTPy3UTh;

4. Ecau ThI TOBOPUIIG C JIIOJIBMU, KOTOPBIX He 3HAellb, He HCIIOJIb3YH CBOE peasibHOe
UM U JPYTYIO TUUHYI0 HHPOPMAIU: UMsI, MECTO KUTEIbCTBA, MECTO YUeObI U IIpOUee;



5. N3berait pazmerienus: pororpaduii B IlHTEepHETE, T/Ie TH N300pakeH Ha MECTHOCTH,
110 KOTOPOH MO3KHO OIIPEJIEJTUTh TBOE MECTOTIOJIOKEHUE;

6. [Ipu perucrparuu B COIUATbHON CETU HEOOXOTMMO UCII0Ib30BaTh CJI0KHBIE TTAPOJIH,
cocrosimue U3 OyKB 1 UGP U ¢ KOJIMUYECTBOM 3HAKOB He MeHee 8;

7. JIJIs1 COIUAJIBHON CETH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIb30BaTh Pa3HbIE
naposin. Torza ecyiu Te6s1 B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKHU IOJIyYaT JOCTYI TOJIBKO K
OZTHOMY MECTY, a He BO BCe Cpasy.

BJICKTPOHHbIe ACHbI'N

JJIEKTPOHHBIE JIEHBIU - 3TO OYEHb YOOHBIN CIOCOO IUIaTeXKeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT IMOJIYUYUTh 3TU JIEHbTH.

BJIeKTpOHHI)Ie A€HbI'l IIOABUJ/JIMCH COBCEM HE€AAaBHO M MMEHHO M3-3a 3TOI'O BO MHOI'MIX
rocyaapCrBax A0 CHUX IIOPp HE IIPOIIHCAaHO IIPO HHUX B 3aKOHAX.

B Poccuu xe oHUM (YHKIIMOHUPYIOT U O HUX YKe IIPOMMCAHO B 3aKOHe, TIJle UX
pa3AesaoT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE U He aHOHUMHbBIE. Pa3HuIIa B TOM, 4YTO
QHOHUMHBIE - 35TO Te, B KOTOPBIX paspellaeTcd IPOBOAUTH oOIleparuu 06e3
uJIeHTU(PUKAIUN TI0JIb30BaTesI, & B HEAHOHUMHBIX WUIEHTU(UKAIUA I10JIH30BaTENISA
ABJIsIETCS 00A3aTeTHHOM.

Taxske ciemyer pasindaTh 3JIEKTPOHHbIE (pUATHBIE JeHbrU (PaBHBI rOCYZAPCTBEHHBIM
BAJIIOTaM) U 5JIEKTPOHHBIE HepUaTHbIE IeHbIU (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 Oe30TacCHOU PaboTe ¢ 3JIEKTPOHHBIMU IEHbraMU:

1. [TpuBsKM K cueTy MOOHWJIBHBIN TesedoH. ATO caMbli yAOOHBIH M OBICTPBIH CIIOCO0
BOCCTAaHOBUTB JIOCTYI K cueTy. [IpruBsA3aHHBIN Tesled)OH TOMOXKET, ecyiu 3a0yZellb CBOM
IIaTEKHBIN TapOoJIb UIN 3ai/ielllb Ha CAalT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. HMcmonp3yil ogHOpa3oBble maposd. Ilocjie mepexosia Ha YCHJIEHHYIO aBTOPU3AI[UIO
Tebe y:ke He Oy/ieT yrpoKaTh ONACHOCTh KPaXKU MJIN MepexBaTa IJIaTeKHOTO MapoJis;

3. Beibepu ciokHBIN Mmaposb. [IpecTymHuKaM OyZeT He IPOCTO YrajaTh CJIOXKHBIN
napoJsib. HajesxHple aposiu - 3TO HNapoJiv, KOTOPbIE COJieprKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0si CTPOYHBbIE W MPOMHUCHBIE OYKBBI, MUGPHI U HECKOJIBKO CHMBOJIOB,
TaKHe Kak 3HaK Jojuiapa, GyHTa, BOCKJINIATETbHBIN 3HaK U T.11. Hampumep, $tRong!;;

4. He BBOZM CBOM JIUUHBIE JTAHHBIE HA CAlTaX, KOTOPHIM HE JJOBepselllb.
AJIEeKTPOHHAA MOYTA

DJIEKTPOHHAS II0YTA - 3TO TEXHOJIOTUSA U IIPEIOCTABJISIEMBIE €10 YCJIYTH 110 TIEPECHLIKE 1
MIOJIYYEHUIO 3JIEKTPOHHBIX COOOINEHHI, KOTOPhIE PaCIPEAESISIOTCA B KOMIIBIOTEPHOM
cetd. OOBIYHO BJIEKTPOHHBIM IIOYUTOBBIN SIIUK BBITJISAUT CJAEAYIOIUM 00pa3oM:
UMsI_II0JIb30BaTEA@UMs_ioMeHa. Tak:ke KpoMe Iepefjadu IIPOCTOTO TEKCTa, UMeeTC s
BO3MOKHOCTH ITepeiaBaTh (Ghaiibl.

OcHOBHBIE COBETHI 10 6e30macHOU padoTe ¢ 37IeKTPOHHOMN ITOYTOM:



1. Hayio BeIOpaTh MpaBUIBHBIN MOYTOBHIA cEPBUC. B HHTEepHETE €CTh OTPOMHBIN BHIOOP
OeCIUIaTHBIX IMOYTOBBIX CEPBHUCOB, OJIHAKO JIyUIlle JIOBEPATh T€M, KOTO 3HAEeIlb U KTO
IIePBBIN B PEUTUHTE;

2. He yka3pIBall B JINYHOU MOUTe JINYHYIO MHGopManuio. Hampumep, jiydiie BoIOpaTh
"My3bIKaJIbHBIN_(aHaT@" wiu "pok2013" BMecTo "Temails";

3. Mcnosb3yl IByXaTalHYI0 aBTOPU3ALUI0. ITO KOTrja IOMUMO NapoJid HYKHO BBOJIUTh
KO/JI, IpuchblIaeMbIl 110 SMS;

4. Bpibepu ciioKHBIA maposib. 11 Ka)K/I0ro IOYTOBOTO SIIUKA JIOJKEH OBITh CBOU
Ha/IeXKHBIH, YCTOMYUBBIN K B3JI0MY I1apOJib;

5. Ecii ecTh BO3MOKHOCTH HAINHMCATh CAMOMY CBOU JIMYHBIA BOIIPOC, UCHOJIB3YU 3TY
BO3MOXKHOCTb;

6. Vcnosb3yll HECKOJIBKO ITOYTOBBIX AIUKOB. IlepBBIN /11 4acTHON IepenucKu c
azipecaTamMu, KOTOPBIM ThI JIOBEPSEINIb. DTO 3JEKTPOHHBIN aJ/ipec He HaJI0 UCII0Ib30BaTh
IIpU perucTpanuy Ha popyMax u calrax;

7. He oTkpbiBail daiiyibl U pyryue BIOXKEHUs B MUCbMAX, JaXke eCJId OHU IPUIIUIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISJIN JIM OHU Tebe 5Tu (ailyibl;

8. Ilocie okoHYaHMSA PabOTHI HA IMMOYTOBOM CEPBUCE Ie€pef] 3aKPhITHUEM BKJIAJKH C
caiiTtom He 3a0y/[b HAXKaTh HA "BeriiTH".

Ku6epOy/L/TMHT NJIN BUPTYyaJIbHOE U3€BaTeIbCTBO

KubepOy/stiHT - TIpecsiefioBaHHE COOOIEHUSAMU, COAEPIKAIUMH OCKOPOJIeHMS,
arpeccuio, 3alyTWBaHHeE; XyJIMTAHCTBO; COIMAJIbHOE OOHKOTHPOBAHUE C ITOMOIIBIO
PAa3JINYHBIX HTHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOYJTMHTOM:

1. He Gpocaticsa B 60#. JIyumuii croco0: MOCOBETOBATHCS KaK cebsl BECTH U, €CJI HET
TOTO, K KOMY MO>KHO O0paTUThCSA, TO BHAUaJIe YCIIOKOUThCA. Eciy Thl HaUHEIIb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHHSA, TO TOJIBKO ellle OOJIbIIE Pa30kKKeIlb KOHMIIUKT;

2. YpaBJisii cBoed KHOeppeIyTamuei;

3. AHOHHUMHOCTh B CE€THU MHHMAas. CYH_IGCTBYIOT CITIOCOOBI BBIACHUTH, KTO CTOHT 34
AHOHHUMHBIM aKKAayHTOM;

4. He crout BecTu XyJIUTaHCKUM 00pa3 BUPTyaJIbHOU KU3HU. IHTepHET QUKCUPYET BCe
TBOU JIEHCTBUSA U COXPAHAET UX. YTATUTD UX Oy/IeT KpaiiHe 3aTpy/IHUTEIBHO;

5. CobutIo/1ali CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. VrHopupyil emuHWYHBI HeraTuB. OJHOpPA30BbIe OCKOPOUTEJbHBIE COOOIIEHUS
JIydIiie iTHOPUpPOBaTh. OOBIYHO arpeccusi MpeKpalaeTcs Ha Ha4aJbHOU CTaJINH;

7. ban arpeccopa. B mporpaMmmax o6MeHa MTHOBEHHBIMU COOOIIIEHUAMH, B COITUATBHBIX
CETSX eCTh BO3MOKHOCTh OJIOKUPOBKHU OTIIPABKH COOOIIIEHUH C OPe/IeJIEHHBIX aJIPECOB;



8. Ecim T1BI cBuzerenp KkubepOysuinHra. TBOW JI€HCTBUA: BBICTYIUTH IIPOTHUB
mpecjefoBaTesis, IOKa3aTh €My, UTO €ro /JAeWCTBUS OLEHUBAIOTCA HETaTHUBHO,
MIO/AEPAKATH KEPTBY, KOTOPOU HY»KHA IICUX0JIOTHYecKas IOMOIIb, COOOIIUTH B3POCIBIM
0 aKTe arpecCUBHOIO IMOBEJEHU B CETU.

MooOuiibHBIH Tes1edoH

CoBpeMenHble cMapTQOHBI U IUJIAHIIETHI COJlep:KaT B cebe BIIOJIHE B3POCJIBII
gyHKIIMOHAJ, W Temepb OHU MOTYT KOHKYPUPOBAaTb CO CTAllMOHAPHBIMU
KoMITbIoTepaMu. OIHAKO, CPEJICTB 3AIUTHI JJIS TIOIO0HBIX YCTPOMCTB ITOKa OYE€Hb MaJIo.
TecTupoBaHue U MOUCK ySA3BUMOCTEU B HUX IPOUCXOAUT HE TaK UHTEHCUBHO, KaK JJIs
1K, To ke camoe KacaeTcs U MOOMIbHBIX IPUJIOKEHUH.

CoBpeMeHHbIEe MOOWJIbHBIE Opay3epbl yKe IPAKTUYECKH JIOTHAJIW HACTOJIbHBIE
aHaAJIOTH, OJTHAKO paciIupeHre QYHKIIMOHAJIA BeUYeT 3a cOO0H OOJIBIIYIO CJI0KHOCTh U
MEHBIIYIO 3aIUIIEHHOCTb.

Jlayeko He Bce MPOU3BOJUTEIH BBITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIIE KPUTUYECKIE
ySA3BUMOCTH J|JIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 0€30IIaCHOCTH MOOMJILHOTO TestedoHa:

Hwuuero He siBJsieTCs ITO-HACTOAIIEMY OecIIaTHBIM. By/ib ocTOpOsKeH, Besib Korjia Tebe
TpejaraloT OecCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHe-TO ILJIaTHbIE
YCJIyTH;

JIlymaii, mipeskzie ueM oTupaBuTh SMS, ¢oTo miu Buaeo. Thl TOUHO 3HAEIb, I7le OHU
OyZyT B KOHEUHOM UTOTE?

Heo6x0oamMo 0OHOBJIATH OMEPAIMOHHYIO CUCTEMY TBOETO CMapTdOHA;
Vcnonb3yil aHTUBUPYCHBIE IIPOTPAMMBI JIJII MOOMJIBHBIX TeJIE(POHOB;

He 3arpy>1<af/’1 IIPWIOKEHUA OT HEU3BECTHOTO MCTOYHHKA, BEAb OHH MOIYT COAEPKATH
Bpe€adOHOCHOE IIpOrpaMMHO€E O6€CH€‘-I€HI/IG;

[Tocsie TOro Kak Thl BBIWJENIL C caliTa, IJie BBOAWJI JIUUHYI0 MHOOPMAIUIO, 3aUd B
HAaCTPOUKH Opaysepa H yjiaau cookies;

[Tepuosnyecku mpoBepsil, Kakue IJIaTHbIE YCJIYTU AaKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOil HOMep MOOMJILHOTO TesiepoHa TOIHKO JIIO/ISIM, KOTOPBIX ThI 3HAEIb U KOMY
JIOBepsIelllb;

Bluetooth qo/mkeH OBITH BBIKJTIOUEH, KOT/IAa THI UM He IOJIb3yelibes. He 3a0bIBail mHOTIA
IIPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAWH-UTPBl - B5TO KpacouHble, 3axBaThIBAIOIINE pa3BJIeYeHus],
00beINHAIONINE COTHU THICSY UeJIOBEK 0 BceMy MUpy. VIrpoku uccenyoT JaHHBIA UM
MHD, OOIAIOTCS APYT C JIPYTOM, BBITIOJIHSIOT 33/IaHUA, CPAXKAIOTCSI ¢ MOHCTPaAMH U



IIOJIy4alOT OIIBIT. 3a YAOBOJIBCTBHE OHHM ILJIATAT: IIOKYIIAIOT MOHCK, OIIAYHNBAIOT
aboOHEMEeHT WIn HpI/IO6peTaIOT KaKue-TO OIIIHH.

Bce 3Tu cpeacTBa UAYT Ha MOJJepKaHUe U pa3BUTHE WUTPHl, a TakKKe Ha caMy
06e30MacHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMbI aBTOPU3AIINHU, BBIITYCKAIOTCS HOBBIE TTATUYH
(mudpoBeIe 3aIUIATKU JJ1 IPOTPAMM ), 3aKPHIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUIrpax CTOUT OIlIaCaTbCA HE CTOJIBKO CBOUX COIIEPDHHKOB, CKOJIBKO KpPaXXu
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPHU3allNK 0OJIBIINHCTBA Hrp.

OCHOBHBIE COBETHI I10 OE€30IIaCHOCTH TBOETO HUI'POBOI'O aKKayHTa:

1. Ecyiu apyro#t urpok BezieT cebs IJI0X0 WJIU CO3/AAeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIUCKE UTPOKOB;

2. HO)I(aJny/’ICH AIAMUHHUCTPpATOpPaAM HWIPbl Ha IIOXO€ IIOBEJEHHE OTOI'O HI'PDOKA,
FKEJ1aTCJIbHO IIPUJIOAKUTD KAKHE-TO J0KA3aTEJIbCTBA B BUAC CKPDUHOB;

3. He ykassiBaii inuHyto nHGopMaIuio B mpodaiiyie Urpsl;
4. YBakail IpyTux y9YaCTHUKOB I10 UTPE;

5. He ycranasiuBaii HeopuninaapHble IaTYU U MOJIBL;

6. Mcnosib3yli c103KHBIE U Pa3HbIE IaPOJIH;

7. Jlaxke BO BpeMs UTpbl He CTOUT OTKJIIOUATh aHTUBHpYC. Iloka ThI WUrpaemnib, TBOU
KOMITBIOTEP MOTYT 3aPa3UTh.

OUIIMHT WIN Kpaia TUIYHbIX JaHHbIX

OOBIYHOUW Kparkel JeHer U JOKYMEHTOB CErOfHs YK€ HUKOrO He YAUBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJIOTHU 3JI0YMBINLIEHHUKH TEPEMECTHINCH B UHTEPHET, U
MIPOI0JIKAIOT 3aHUMAThCA "JTIOOUMBIM" J1€JTOM.

Tak mosiBHIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WJIN (PUIIUHT, TJIaBHASA I€JTh
KOTOPOTO COCTOUT B TIOJyYEHHH KOHMUAEHIIMAIbHBIX JAaHHBIX II0JIb30BaTEJIed -
JIOTUHOB U TtapoJieii. Ha anrmuiickom si3bike phishing uuraercs kak ¢pummuar (ot fishing
- pIOHas JI0BJIsA, password - TapoJIb).

OcHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. Cirenu 3a cBOMM akKKayHTOM. Ecjii ThI TOA03peBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKMPOBATh €€ U COODOIUTh afIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpeE€;

2. HCI’IOJII)3YI>1 Oe30IacHbIe Be6-CaﬁTbI, B TOM 4YHCJII€, HHTEPHET-MAarasmHOB U
IIOMCKOBBIX CHCTEM,;

3. Mcnosnbp3yii coxkHble U pasHble naposau. Takum ob6pasoMm, eciu TeOsA B3JIOMAIOT, TO
3JI0yMBIIIUIEHHUKU TOJIy4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY IPOGUIIIO B CETH, A HE KO
BCEM;



4. Eciu Tebs1 B310Masu, TO HEOOXOAUMO TPEIyIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOsI B JIPY3bsX, O TOM, YTO TeOsl B3JIOMAaJIU U, BO3MOXKHO, OT TBOETO
“MeHU OyZleT pacchbUIaThCA CIIaM U CChUIKU Ha (DUIITMHTOBbBIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11apostb (PIN) Ha MOOMIBHBIHN TeedOoH;
6. OTKJIIOUM cOXpaHEeHHUe MapoJis B Opaysepe;

7. He oTkpbiBall daiiyibl U Ipyrue BIOXKEHUs B MUCbMAX, JaXke eCcjId OHU IPUIIUIN OT
TBOUX Jipy3e. JIydllle yTOUHU Y HUX, OTIPABJIAIN JIU OHU Tebe 5T (aiiIbl.

IIudposBasa penyranusa

[MudpoBas permyranus - 3TO HETATUBHASA WIN IMO3UTUBHAS WHMOpPMAIUS B CETU O Tebe.
KomnpomeTrupytomnias nHopmarus, pa3MellleHHass B UHTEPHETe, MOXKET Cepbe3HbIM
00pa3oM OTpa3uThCA HA TBOeH peasibHOU ku3HU. "lludpoBas pemyranusa" - 3TO TBOU
UMUK, KOTOPBIN dhopMupyercs u3 nHGoOpMaIuu o Tebe B UHTEPHETE.

TBoe MecTO JKUTEJIbCTBA, y4eObl, TBOe (UHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTU
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIUBAETCA B CETH.

MHoOTrHe IOIPOCTKH JIETKOMBICJIEHHO OTHOCSITCS K IyOJIUKAIUY JTMYHON MH(MOPMAIIUH B
VHTepHeTe, HE TOHUMAas BO3MOXKHBIX MOC/IeICTBUI. ThI /laske HE CMOKEIIb J0TaaThCs
0 ToM, uTO (pororpacdus, pa3MellneHHas 5 JeT Ha3a/l, CTajla MPUINHON OTKa3a MPUHSATH
TeOs1 Ha paboTy.

KommeHnTapuu, pasmenieHue TBoux dororpaduili u [pyrue AeHCTBUSA MOTYT He
HCUE3HYTh JIaXKe T0CJIE TOTO, KaK Thl UX YAAJIHIIb. Thl HE 3HAEIIb, KTO COXPAHUI 3Ty
nHpopManuoo, IMomnaja Ju OHA B IOWCKOBbIE CHUCTEMBl W COXpAaHWJACh JIM OHA, a
[JIABHOE: UTO MOJAYMAaIOT O Tebe OKpyKalollue JIIOAU, KOTOPble HAUAYT U YBUAAT 3TO.
Haiitu mHGOpMAIIHIO MHOTO JIET CILYCTsI CMOJKET JIF0O0H - KaK U3 I0OPBIX OOy KAEHUH,
TaK ¥ C HaMepeHHeM NIPUUYUHUTH BpeJl. ITO MOKET OBITh KTO YTO/HO.

OcCHOBHBIE COBETHI T10 3aITuTe U(PPOBON peNyTallum:

1. [Togymaii, mpexkae 4eM 4YTO-TO IIyOJIMKOBATh W IlepeiaBaTh y ceOs B OJiore WiIH B
COILIAJILHOMU CETH;

2. B HacTpoiikax mpodwis yCTAHOBU OTPAaHUYEHUS HAa IIPOCMOTP TBOETO MPOMUJIIS U €T0
COJIEP>KUMOTO, C/IeJIail ero TOJIBKO "It Apy3ei’;

3. He pasmemiaii u He yka3bIBail H”HGOPMAIUIO, KOTOPAs MOKET KOTr0-JTU00 OCKOPOJIATH
WU OOUKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IITKOJBHUKH - aKTHBHBIE II0JIb30BaTEIN ITHU(PPOBOrO MPOCTPAHCTBA.
OmHako [ajeko He BCe 3HAKT, YTO II0JIb30BaHWE MHOTUMHU BO3MOXKHOCTAMU
nrgpoBoro Mmupa TpedyeT coOJTI0IeHHs ITpaB Ha HHTEJLIEKTYyaJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEJUIEKTyaJibHass COOCTBEHHOCTh' OTHOCHTCA K Pa3JIUYHBIM TBOPEHUIM
YeJIOBEUECKOr0 yMa, HauWHasg C HOBBIX H300peTeHWH ¥ 3HAKOB, 0003HAYAIOIIUX



COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, W 3aKaHUMBasA KHUTaMU, dororpadusmuy,
KUHO(DUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEJCHUAMU.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha UHTEJUIEKTYIbHYIO0 COOCTBEHHOCTh Ha IIPOU3BEeHUSA
HAaYKU, JINTEPATYPHl U HCKycCTBa. ABTOPCKHE IIpaBa BBICTYIIAIOT B KayeCcTBe TapaHTUH
TOTO, YTO MHTEJIJIEKTYaJIbHbBIN/TBOPUYECKUH TPY/l aBTOPA He Oy/IeT HAIIPACHBIM, JJACT MY
CIIpaBe/l/IUBblE BO3MOXKHOCTU 3apaboTaTh Ha pe3yJIbTaTaX CBOEro TPY/a, MOJIyYUThb
HU3BECTHOCTh U Mpu3HaHue. HukTo 6e3 pa3peleHus aBTopa He MOKET BOCIIPOMU3BOIUTH
€ro IPOM3BEJEHNE, PpACIPOCTPAHATH, IYOJHMYHO JAEMOHCTPHPOBATh, IIPO/IABATH,
HMIIOPTHUPOBATh, IIyCKATh B MPOKAT, IMyOJIUYHO HCIOJIHATD, IOKA3bIBATh/UCIIOJHATH B
a¢dupe nim pa3memaTtsh B IHTEpHeTeE.

Vcnosp30BaHue "THUPATCKOro" MPOrpaMMHOTO OOecredYeHUs: MOMKET IPHUBECTH K
MHOTUM PHUCKAM: OT TOTE€PU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOWCTBA, T/le YCTAaHOBJIEHA HeJlerasibHasA mporpaMMa. He ctout Takske 3a6bIBaTh, YTO
CYIIIECTBYIOT JIeTaJIbHbBIE U OeCIJIaTHbIE TPOTPAMMbI, KOTOPBIE MOKHO HAWUTH B CETH.

O nmopraine

CeTeBUYOK.pp - TBOU IVIAaBHBIM COBETUYMK B CETU. 3A€Ch Thl MOXKEIIb y3HAThb O
0e30IIaCHOCTH B CETU IOHATHBIM M JOCTYIHBIM S3BIKOM, a IPHU BO3HUKHOBEHHUU
KPUTUYECKON CUTyalliu OOpaTUThCS 3a COBETOM. A TakKe IPUHATh y4yacThe B
KOHKYpCax U CTaTh caMbIM IU(MPOBBIM IPKJAHUHOM!

IIpunoxxenue NO 3

[Tpunoxenue 3. [lamaTka 7y1a pogurtesneit 06 MHGOPMALIMOHHON 6€30IaCHOCTH AeTel
OmnpenesneHue TepMuHa 'WHOpPMAIMOHHAS 0€30TaCHOCTb JeTed" COJIEpKUTCS B
®enepaspHoM 3akoHe NO 436-03 "O zamure sieteil oT WHGOPMAIIUH, TPUYNHSIONIEH
BD€Jl MX 37I0DPOBBIO U DA3BUTHIO", PETYJIUPYIOIIUM OTHOIIIEHUS, CBA3aHHBIE C 3aIIUTOMN
neteit or wHGOpPMANUU, NTPUYUHAIIEH Bpes, WX 3/I0POBbI0 U (WIH) Pa3BUTHUIO.
CorstacHO JaHHOMY 3aKOHY 'MH(MOpMAIMOHHAsA 06€30MacHOCTh JIETEN" - 3TO COCTOSHHE
3alUIIEHHOCTHA, IPU KOTOPOM OTCYTCTBYEeT PHCK, CBSI3aHHBIH € HIPUYUHEHUEM
nHbopManuel Bpeia UX 3/I0POBBI0 U (Wan) PU3UUECKOMY, ICUXUYECKOMY, TYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepasibHoro 3akoHa NO 436-O3 undbopmanuei, NTPUIUHSONEN Bpes
37I0POBBIO U (MJIM) PA3BUTHIO JIETEH, ABJISAETCS:

1. uHDOpMAaIU, 3aIpelieHHas IJI1 paclpOCTPaHEeHUsI CPEU JEeTe;

2. mHOpMAIHsA, paCIPOCTPAaHEHE KOTOPOH OTPaHUYEHO CPEU JIETEH OmpeeIeHHBIX
BO3PACTHBIX KATETOPHH.

3. Kuadopmanuu, 3anpenieHHON /11 pacCIPOCTPaHeHUs CpeiU JieTell, OTHOCUTCA:

4. nHpopManus, moOyKJamIas JAeTed K COBEPIIEHHUIO0 JEeHUCTBUM, IPEACTABIIIONINX
yIpoO3y UX KU3HU U (WJIHU) 370POBBIO, B T.4. IPUUYHUHEHHIO BPeAa CBOEMY 310POBBIO,
CaMOYOHICTBY;

5. CIIOCOOHOCTH BBI3BaTh Y JleTell »KeJaHUe YIOTPeOUTh HApPKOTHUUYECKUE CpPeZCTBa,
IICUXOTPONHbIle ¥ (WIM) OAyPMaHUBAIOIIME BEIECTBa, TabauHble W3AeTus,
QJIKOTOJIBHYIO U CIIUPTOCOZEPKaIyI0 IPOAYKLIHIO, INBO U HAIIUTKU, U3TOTABIMBaeMble
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Ha ero OCHOBe; NPUHATh Y4yacTHe B a3apTHBIX Urpax, 3aHUMAThCA HPOCTUTYIUEH,
OpOASIKHUYECTBOM HJIU OTIPOIIAHUYECTBOM;

6. O00OCHOBBIBAIOIAS WJIM OIIPABJBIBAIOIIASA JOIMYCTUMOCTh Hacwiausd u (wim)
JKECTOKOCTH JINOO TOOYK/aIoIas OCYIeCTB/IATh HACHJIbCTBEHHBIE JIEHCTBUS IIO
OTHOILIEHHUIO K JIIOASIM U *KUBOTHBIM;

7. OTpUIIAONIAsA ceMeliHble IIeHHOCTH U (OpMUpYOIIas HeyBaKeHHe K POJAUTENAM U
(wn) APyTHUM WieHaM CeMbU;

8. ompaspIBaIoOIas MPOTUBOIIPABHOE ITIOBE/IEHUE;
9. cozieprKalas HelleH3ypHYyIo OpaHb;
10. cojziep:kaliiad nH(opmMaIuio mopHorpaguIecKkoro xapakrepa.

K mndopmanuu, pacupocTpaHeHre KOTOPO OTpaHNYEHO CPeJiU JleTel olpe/ieIeHHOTO
BO3pPacTa, OTHOCUTCA:

1. uadopmanus, npeacraBiseMas B BUe N300pakeHUsA WIN OIMUCAHUA >KECTOKOCTH,
¢usnyeckoro u (WIM) TICUXUUYECKOTO HACWIHA, IMPECTYIUIEHUS WJIN HHOTO
AQHTHUOOIIECTBEHHOTO JIEUCTBUA;

2. BBI3BIBAIONIAA Y JleTel CTpaX, y»Kac WM IMaHUKY, B T.4. IpeJicTaBjsgeMas B BUE
U300pakeHus] WJIN OIMCAaHUs B YHIDKAOIIEH YeIoBeYecKoe JIOCTOMHCTBO ¢GopMe
HEHACWJIBCTBEHHOU CMEPTH, 32001eBaHNsA, CAMOYOUICTBA, HECUACTHOTO CJIydasi, aBapuu
WU KaTacTpodbl U (MJIHN) UX ITOCIIEICTBUM;

3. IpejicTaBiIsieMas B BHUEe N300pa*keHUs WU OMHUCAHUSA ITOJIOBBIX OTHOIIIEHUU MEXKITY
MY>KYUHOU U KEHIITUHOM;

4. comeprkaliiias OpaHHBIE CJIOBA U BBIPAXKEHU S, HE OTHOCAIIMEC K HelleH3ypHOU OpaHu.

C yuerom sToro Bam mpezaraorcst mpaBusia paboTsl B ceTy VIHTEPHET A1 Pa3IMYHbBIX
BO3DACTHBIX  KaTerOpHUi,  coOJII0leHMe  KOTOPBIX  IO3BOJIUT  O0ECIeYuTh
nHOpMaNOHHYI0 0€30I1aCHOCTD BAIIIUX JleTel.

OO0ue mpaBwJIa ISl pogUTe e

1. HeszaBucumo OT Bo3pacta pebOeHKa HCIIOJIb3YHTE IPOrpaMMHOe obeclieueHue,
nomMorasouiee (GpUIbTPOBATh W KOHTPOJHPOBATh HH@OpMaLUI0, HO He IoJaraurech
IIOJTHOCTBIO HA Hero. Baiie BHUMaHMe K peOeHKY - TJIaBHBIM METO/T 3aIIUTHI.

2. Ecytn Barmn pebeHOK MMeeT aKKayHT Ha OTHOM U3 COMaIbHBIX cepBHCOB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHHMAaTeJbHO H3y4YHUTE, KaKyl0 HUHGOOPMAIUIO
IIOMENIAI0T €ro yYacTHHUKU B CBOMX Npodwiax u Osorax, Bkaouas dororpaduu u
BU/IEO.

3. IlpoBepbTe, ¢ KaKMMU JPYTMMHU CAWTaMU CBS3aH COI[MAJIBHBIN cepBuC Barrero
pebenka. Crpanuuku Bamero pebeHka MOryT OBITH 0€30MaCHBIMH, HO MOTYT H
coJlep>KaTh CCHUIKU Ha HeKeJIaTeJIbHbIE U OMACHBbIE CAUTHI (HAIIpUMep, IOPHOCAUT, WIH
CalT, Ha KOTOPOM JIpyT yIIOMHHAeT HOMEpP cOTOBOro tesiedoHa Bairero pebenka wiu
Bamr qomarnHui aapec).



4. Ioompsiite Bammux sieteit coobiath 060 BceM CTPAHHOM WJIN OTTJIKUBAIOIIEM U HE
CJIMIIIKOM OCTPO pearupyiiTe, KOT/ia OHHU 3TO JIeJIaloT (13-3a OlaceHus MOTEPATD TOCTYI
K llHTepHeTy JileTU He TOBOPAT POAUTENAM O IpobsjeMax, a TakKe MOTYT HadaThb
HCIIOJIH30BaTh VIHTEPHET BHE JIOMA U IIIKOJIBI).

5. BynbpTe B Kypce cereBoii xu3Hu Bamero pebenka. MIHTepecyiiTech, KTO UX JAPY3bs B
VHTepHET TakK ke, KaK NHTePeCyeTeCh PeaIbHBIMU JPY3bsIMHU.

Bospacr ot 7 1o 8 et

B luTepHeTe pebeHOK cTapaercs MOCETUTh Te WU UHBbIE CANThI, 8 BO3MOXKHO U YaThl,
paspelieHre Ha IOcelljeHre KOTOPhIX OH He MoJydusl Obl OoT pojutesneil. Ilostomy
poauTensAM OCOOEHHO TOJIe3HBI OyAyT Te OT4YeThl, KOTOpble IIPeIOCTABIAIOTC
IIporpaMMaM¥ II0 OTPAaHUYEHUIO HCIOJIb30BaHUA VIHTepHeTa, T.e. PoauTenbcKUM
KOHTPOJIb WK TO, YTO BBl CMOKeTe YBHETh BO BpeMeHHbIX (pailnax. B pesysbrate, y
pebeHka He OyzeT OIIYIEHHs, YTO 32 HUM BeJIeTCS TMOCTOSHHBIN KOHTPOJIb, OTHAKO,
ponuTenn OyIyT MO-TIPEXKHEMY 3HATh, KaKHE CAWTHI IOCEIIaeT uX pebeHOK. JleTu B
JAHHOM BoO3pacTe 00J1aJIal0T CHJIBHBIM YYBCTBOM CEMbBH, OHH JOBEPUUBHI U He
COMHEeBAIOTCsA B aBTopuTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U ITyTEIIECTBOBATH 10
VHTepHETY, WCHOJIb3ys BJJIEKTPOHHYIO IIOUTY, 3aXOAUTh HA CAWThl U 4YaThl, He
PEKOMEH/I0OBaHHbIE POUTEIAMU.

Coserbl 110 Oe30macHOCTH B ceTu FIHTEepHeT 11 ieTel 7-8 et

1. Co3maiiTe CIUCOK JOMAIITHUX IPaBUJI IocellleHus1 MIHTepHeTa NMPU y4acTUH JleTel 1
TpeOyiiTe ero BHITTOTHEHUS.

2. Tpebyiite oT Bamero pebeHka coO/IOZleHHs BpPEMEHHBIX HOPM HAXOXKAEHUA 32
koMmnbioTepoM. [lokaxure peGeHKy, uTo Bbl Habi071aeTe 32 HUM He TOTOMY 4YTO Bam
3TO XOoueTcs, a HTOToMy 4TO BbI 6ecriokouTtech 0 ero 6€30IaCHOCTU U BCEr/ia TOTOBBI €My
IIOMOYb.

3. KommbioTep ¢ moaxioueHneM K VIHTepHETY IOJI?KeH HaXOAUThCA B 00OIIel KOMHATe
IO/l IPUCMOTPOM POJIUTENEN.

4. HCHOHB3YﬁTe CIieuaJibHbI€ JE€TCKHE IIOMCKOBbIE€ MAIlITMHbI.

5. Ucnonp3yliTe cpenctBa 6JI0KUPOBAHUS HEXKEIATETbHOTO KOHTEHTA KaK JIOTIOJTHEHNE
K CTaH/aPTHOMY PoiUTeIbCKOMY KOHTPOJIIO.

6. Co3maliTe ceMeHHBIN 3JIEKTPOHHBIM SAIIUK, YTOOBI HE IO3BOJIUTH JETAM HUMETh
coOCTBEeHHBIE ajipeca.

7. BiiokupyiTe OCTYIl K cailTaM ¢ OeCIJIaTHBIMU IIOYTOBBIMHU AIIUKAMU C IIOMOIIBIO
COOTBETCTBYIOIIEr0 IPOrPaMMHOT0 obecrieueHus.

8. Ilpuyuure pereil coBeroBaThcA ¢ Bamu mepes omyOJUKOBaHHMEM KaKOU-HO0
vHopManuu cpefCcTBAMU 3JIEKTPOHHON IIOYTHI, YaTOB, PETUCTPAIMOHHBIX GHOpPM U
npoduien.

9. Hayuure nereéi He 3arpykath (aiyibl, IpOTpaMMBbl HJIM MY3BIKy 0€3 Balllero
corJiacus.



10. He paspemaiiTe AeTAM HCIIOJIb30BATH CIIy:KObI MTHOBEHHOTO 0OMEHA COODIIEeHUSIMHU.

11. B "OenpIii" crimcok calToB, pa3pelleHHbIX JIJIS IOCEIEeHHs, BHOCUTE TOJIbKO CalThI C
XOPOIIIEN peryTamuen.

12. He 3a0nIBaiiTe OecefoBaTh C eThbMU 00 UX JIpy3bax B IHTepHeTe, Kak ecIu ObI peub
IIJIa O /IPY3bsX B PEAIbHON KU3HH.

13. He genaiite "Taby" 13 BOIIPOCOB IOJIOBOU JKU3HU, TaK Kak B VIHTEpHETE JIETH MOTYT
JIETKO HAaTKHYThCSA Ha TOPHOTPAdUIO WJIN CAUTHI "1 B3POCIIBIX .

14. Ilpuyuute Bamero pebeHka cooOmaTh BaM O JIFOOBIX yrpo3ax WM TPEBOTax,
cBs3aHHBIX ¢ MlHTepHEeTOM. OCTaBaiiTeCh CIIOKOMHBIMU M HAITOMHUTE JIETSIM, YTO OHU B
0e30macHOCTH, eCcJId CaMM paccka3ajd BaM O CBOUX TpeBorax. [loxBasimTe ux u
ITIOCOBETYUTE MOJONTH ellle pPa3 B MOA00HBIX CITyJasx.

Bospacr aereii ot 9 10 12 J1eT

B nanHOM BO3pacre JieTH, Kak IIPaBWJIO, YK€ HACJBIIIAHBI O TOM, Kakasd nHpopManus
cymectByer B HHtepHere. COBEpIIIEHHO HOPMAaJIbHO, UTO OHU XOTAT 3TO YBUJETH,
IIpoYecThb, yCJablarTh. IIpy 3TOM HYKHO NOMHHTB, UTO JOCTYIlI K HeKesaTeJbHbIM
MaTepuaJiaM MOXKHO JIETKO 3a0JI0KMpOBaTh IPU IIOMOIIU CPEeACTB PoamTesbcKoro
KOHTPOJIA.

CoBeTnI 10 6€30IaCHOCTH JIJIsI JeTEU OT 9 JI0 12 JIET

1. Co3maliTe CIUCOK JIOMAITHUX MPaBWJI HocelleHUus: VHTEpHET NP y4acTUM AeTed u
TpeOyUTe ero BHITIOJTHEHUS.

2. TpeOyiiTe oT Bamiero peberka co0t0/ieHUs HOPM HaXOXKAEHUS 32 KOMIIBIOTEPOM.

3. Habsropaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAXKUTE €My, UTO BbI
OEeCITOKOUTECH O er0 0OE30IIACHOCTH 1 BCET/Ia TOTOBHI OKa3aTh €My ITOMOIITb.

4. KommpioTep ¢ moaksoueHueM B MIHTepHeET J0JDKeH HAaXOAUTHCA B 00IIel KOMHATe
10/, IPUCMOTPOM POJIUTENEN.

5. Mcrionp3yiiTe cpesicTBa 0JI0KMPOBAHUSA HeKelaTeJbHOTO KOHTEHTa KakK /IONOoJIHeHNe
K CTaHZapTHOMY PoiuTeThCKOMY KOHTPOJTIO.

6. He 3a0OpiBaliTe NpPUHUMATh HENOCPEICTBEHHOE YYaCTHE B KU3HU peOeHKa,
OecemoBaTh C IeTbMU 00 UX APY3bsax B IHTEpHeTe.

7. HacrtauBaiiTe, 4TOOBI /IeTH HUKOT/|A HE COTJIANIAINCH HA JINYHbBIE BCTPEUH C JIPY3bAMU
o urepHery.

8. Ilo3BosisiiTe AETAM 3aXOAUTh TOJBKO Ha CAWUTHI W3 "0OEJIOT0" CIIHCKA, KOTOPBIN
CcO3/IaliTe BMECTe C HUMH.

9. IlpuyuuTe paeTeli HUKOIZAa He BbIIABaTh JIMYHYI0 HWHGOPMAIUIO CpPeACTBAMU
BJIEKTPOHHOUW TIOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMeEHAa COOOIIEHUSMHU,
PETUCTPAIIMOHHBIX (OPM, JUYHBIX MPOGHIEH U MPU PETHCTPAliH Ha KOHKYDPCHI B
HNHuTepHerTe.



10. [IpuyunTe /ieTelr He 3arpy»KaTh MporpamMMbl 0e3 Baiero paspemnierus. O6bACHUTE
UM, YTO OHHM MOTYT CJIyYalHO 3arpy3uTh BUPYChl WU JAPYroe HeXKeJaTeJbHOe
IIporpaMMHoOe o0ecIieueHue.

11. Cospaiite Bamemy peOeHKy OTpaHHYEHHYIO VYETHYIO B3aluch i paboThl Ha
KOMIIBIOTEDE.

12. Ilpuyuure Bamero pebenka cooOmath BaM O JIIOOBIX yrpo3ax WM TPeBOrax,
cBaA3aHHbIX ¢ MHTepHeTOM. HamoMHuTe A€TAM, YTO OHHU B 0E€30MaCHOCTH, €CJIU CaMU
pacckasam BaM O CBOUX TPEBOTAX U OIMACEHUAX.

13. Pacckaxkure ziersim o nopHorpaguu B UHTepHeTe.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JIETH MPEAOCTABJsAIA BaM JOCTYIl K CBOeH
3JIEKTPOHHOU MOYTE, UTOOBI BbI YOEITHJINCH, UTO OHU He OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObBsicCHUTE JeTsAM, UTO HEeJb3s UCIO0Jb30BaTh CETh IS XyJUTAHCTBA,
pacIpoCTpaHeHUs CIUIETEH UJIH YTPO3.

Boapacr gerei ot 13 10 17 JIeT

B aTOM BO3pacTe MOJIPOCTKH aKTUBHO HCITOJIB3YIOT IOUCKOBBIE MAIIIUHBI, ITOJIH3YIOTCS
BJIEKTPOHHOU TOYTOH, CIy:k0aMHM MTHOBEHHOTO OOMeHa COOOIIEHHUSMH, CKaUYUBAIOT
My3bIKy U (GWIbMbI. MaslbuMKaM B 3TOM Bo3pacTe OOJibllle IO HpaBy CMeETaTh BCE
OTpaHUYEHUs], OHU JKKAYT IPyOOro I0MOpa, a3aPTHHIX UTP, KAPTHUHOK 7171 B3POCJIBIX .
JleBOUKH TIpeJIIOYUTAIOT OOIIAThCA B UaTaX, I[PU 3TOM OHU Topaszao Ooiee
YYBCTBUTEJILHBI K CEKCYaJIbHBIM JIOMOTATeILCTBAM B MIHTepHETE.

3ayacTyio B JJaHHOM BO3pacTe POJUTEIISIM y?Ke BECbMa CJI0KHO KOHTPOJIHUPOBATH CBOUX
7ieTel, Tak Kak 00 VIHTepHeTe OHU yKe 3HAIOT 3HAYUTETHLHO OOJIbIIIEe CBOUX POJUTENIEH.
Tem He MeHee, He OTIyCKalTe JeTed B '"cBoOoaHoe 1iaBaHue' 1o HHTepHery.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00lleHNU pebeHKa B VIHTepHeTe.

BaxxHO TmO-TIpeXxHEeMy CTPOro coOJIIo/IaTh mpaBmwia VIHTEepHET-0e30ITacHOCTH -
corJlallieHue MeXKy POAUTENsIMH U JeTbMu. Kpome TOro, HeoOXOAMMO KaK MOXKHO
yalre IpoCMaTPUBATh OTYETHI O JiesiTeJIbHOCTH JieTell B UHTepHeTte. CiieyeT 0OpaTUTh
BHUMAaHHE Ha HeOOXOJMMOCTh COZ€p;KaHUS POJUTENHCKUX Taposied (mapoJsei
aIMUHHUCTPATOPOB) B CTPOTOM CeKpeTe W OOpaTUTh BHHUMaHHE Ha CTPOTOCTh 3THUX
mapoJien.

CoBeTbl 110 6€30I1aCHOCTH B 9TOM BO3pacTe OT 13 710 17 JIeT

1. CospmaiiTe CHUCOK JOMAalIHUX IIpaBWJ IocelleHUs VIHTepHeTa IpU Yy4acTUU
IIOAPOCTKOB U TpebyiiTe 0e3ycsIOBHOTO ero BbINOJIHeHUsA. OOroBopure ¢ pebeHKOM
CIIMCOK 3ampeleHHbIX caiToB ("depHBIN cmucok'), 4yackl paboTrel B IHTepHeTe,
PYKOBOJICTBO 10 00111eHuI0 B IHTepHeTe (B TOM YHCJIE B YaTax).

2. KommbpioTep ¢ HOAKIIOUEHHEM K ceTu VIHTEpHeT JOJKEH HaXOAUTHhCSA B OOIIen
KOMHare.

3. He 3absiBaiiTe OecenoBaTh ¢ ZIeTbMH 00 UX APY3bsAX B MIHTepHeTe, 0 TOM, 4YeM OHH
3aHATHI TAKUM 00pa3oM, Oy/ITO peub UJIEeT O PY3bAX B peaibHOU Ku3HU. CrpamuBaiite



0 JIIOJISIX, C KOTOPBIMH JIeTH OOIIMAIOTCA MOCPEACTBOM CJIYKO MTIHOBEHHOTO OOMeEHa
COOOIIEHUAMU, YTOOBI YOEAUTHCS, UTO STH JIFOAU UM 3HAKOMBI.

4. Wcnionp3yiiTe cpeacTBa 0JI0KMPOBAHUSA HeXKeJIaTeJIbHOTO KOHTEHTA KaK JIOMOJIHEHUE
K CTaH/apTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaATh, KaKMMU dYaTaMM MOJb3yloTcsa Bamm getu. Iloomipsiite
HCIIOJIb30BaHUE MOJIEpPHPYEMBIX YaTOB U HacTamBaiiTe, UTOOBI JeTU He OOIIAINCh B
IIPUBATHOM PEXXUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JIETU HUKOTI/IA HE BCTPEUYAJIUCH JIMYHO C JIPY3bsIMHU U3
cetu IHTEpHeET.

7. llpuyumTe [leTeil He BBIIABAaTh CBOIO JIMUYHYI0O HWHQGOPMALHIO CpeICTBAaMHU
BJIEKTPOHHOU IOYTBHI, YAaTOB, CHCTEM MTHOBEHHOrOo oOOMeHa COOOIIeHUIMH,
pervcTpanoHHbIX QOpM, JIMYHBIX Ipoduiell M MpU perucTparuu Ha KOHKYPCHI B
HNurepHere.

8. IIpuyuure neTeil He 3arpy:kaTh IporpaMMbl 6e3 Bamiero paspemrenus. O0bsicHUTE
UM, YTO OHH MOTYT CJIy4allHO 3arpy3uTb BHUPYChl WJIN JIPYrO€ HeXKeJIaTeTbHOe
IIporpaMMHOe obecIieueHue.

9. Ilpuyuure Bamero pebeHka cooOIIaTh BaM O JIIOOBIX yTpO3ax HJIU TPEBOTraXx,
cBs3aHHBIX ¢ MHTEepHeTOM. HamoMHuTe MEeTAM, YTO OHM B 0€30MACHOCTH, €CJIU CAaMU
pacckazajm BaM, O CBOMX yIpo3axX WJIH TpeBorax. IloxBajuTe WX U ITOCOBETYHTE
ITOZIOUTH elrfe pa3 B MOIO0HBIX CIyYasiX.

10. Pacckaxure getaMm o nopHorpaduu B MHTepHeTe. IloMmorure UM 3amuTUTHCA OT
ciama. HayuwnTe mOAPOCTKOB He BblAAaBaTh B LIHTepHeTe CBOero peajbHOrO
2JICKTPOHHOI'O ajipeca, He OTBe4yaThb Ha He)keJsaTeJIbHble IIMCbMa U HCIOJIb30BaTh
cIerajabHble TOYTOBbIE (DUIIBTPHI.

11. [Ipuyuure cebsi 3HAKOMUTHCSA C CAUTaMH, KOTOPBIE ITOCEIIAIOT ITOIPOCTKU.

12. Haqu/ITe ﬂeTEﬁ YBAXaTb JPYTI'UX B UHTEPHETE. y6eZII/IT€CI:-, YTO OHH 3HAIOT O TOM, UTO
IIpaBHJIa XOPOIIETro IMIOBEAECHUA ZLGI‘/)ICTBYIOT Be€3e - Ia*KE B BUPTyaJIbHOM MHDE.

13. OOBsACHUTE AETAM, UYTO HH B KOEM CJIydyae HeJb3sl HCII0JIb30BaTh CeTh s
XYJINTAHCTBA, paCIPOCTPaHEHUS CIIETEH WX YyTPO3 APYTUM JIIOISM.

14. ObGcymuTe ¢ MOAPOCTKAMU HPOOJIEMBI CETEBBIX A3aPTHBIX UTP U UX BO3MOXKHBIN
puck. HamomHuUTE, YTO IETU HE MOTYT UTPATh B 3TU UTPHI COTJIACHO 3aKOHY.

[TocTOSTHHO KOHTDOJIUPYHTE HCIOJIb30oBaHWe VHTepHera Bammm pebenkom! ITo He
HapyllleHHe ero JIMYHOTO IIPOCTPAHCTBa, a Mepa IPeAOCTOPOKHOCTH U IPOSABJIEHHE
Barmeii poauTesIbCKON OTBETCTBEHHOCTH U 3a00THI.
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