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A. M6 hinh TCP/IP

TCP/IP 14 bo giao thirc truyén thong ma Internet va hau hét cac mang may
tinh thuvong mai dang st dung. dugc phat trién bdi bd qudc phong My

Mo hinh TCP/IP bao gdm 4 tang:
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Tang tng dung (Application Layer):
GOm nhiéu giao thirc cung cap cho cac ing dung nguoi dung. Puoc
sit dung dé dinh dang va trao doi thong tin ngudi dung.

1 sb giao thirc thong dung trong tang nay 1a:

Quéan Ly Mang Bon Gian

binh thuong

don gian
TELNET

Tang giao van (Transport Layer):

SNMP (Simple Network Management Protocol): Giao Thirc

FTP (File Transfer Protocol): Giao Thitc Truyén Tép Tin
TFTP (Trivial File Transfer Protocol): Giao thirc truyén tap tin

SMTP (Simple Mail Transfer Protocol): giao thtc truyén thu

C6 trach nhiém thiét 1ap phién truyén thong giita cac tién trinh chay



trén cac may tinh va quy dinh cach truyén dir liéu.

2 giao thirc chinh trong ting ndy goém:

UDP (User Datagram Protocol): UDP cung cép cac kénh truyén thong
phi két ndi nén n6 khong dam béo truyén dir liéu 1 cach tin cdy. Cac
mg dung diung UDP thudng chi truyén nhiing géi c6 kich thuédc nho,
do tin cay dit li¢u phu thude vao tung ing dung

TCP (Transmission Control Protocol): Nguoc lai vdi UDP, TCP cung
cap cac kénh truyén thong huong két ndi va dam bao truyén dit liéu 1
cach tin cay. TCP thuong truyen cac goi tin c6 kich thudce 16n va yéu
cau phia nhin x4c nhan vé cac goi tin da nhan.

Tang lién mang (Internet Layer):

Nam bén trén tang giao di€n mang. Tang nay c6 chuc nang gan dia

chi, dong goi va dinh tuyén (route) dit liéu. Tang mang khong dam bao do
tin cdy trong truyén dit liéu, ttrc 1a goi tin c6 thé bi mat hodc dén dich khong
dung thtr ty. Tuy nhién, ting mang cung cap cac dich vu chon duong (route)
t6i wu nhat giira 2 nat trén mang

4 giao thirc quan trong nhit trong ting ndy gom:

[P (Internet Protocol): C6 chirc nang géan dia chi cho dit li¢u trude khi
truyén va dinh tuyén chiing t&i dich.

ARP (Address Resolution Protocol): Cé chirc nang bién dich dia chi
IP cua may dich thanh dia chi MAC.

ICMP (Internet Control Message Protocol): C6 chirc nang thong bao
18i trong trudng hop truyén dir liéu bi hong.

IGMP (Internet Group Management Protocol): C6 chirc nang diéu
khién truyén da huéng (Multicast)

Tf?mg giao dién mang (Network Interface Layer):

Tang giao di€n mang c6 trach nhi€ém dua dir 1i€u td1 va nhan dir li€u tu

phuong tién truyén dan. Tang ndy gom cac thiét bi phan ctng vat 1i ching
han nhu card mang va cap mang.

1 s giao thure ti€u biéu thude tang nay gom :

e ATM (Asynchronous Transfer Mode)

e Ethernet

o Token Ring

o FDDI (Fiber Distributed Data Interface)
e Frame Relay



B. Network Scanning

Network Scanning 1a 1 qua trinh thu thap thong tin vé 1 mang cia attacker,
hodc cua 1 nha quan tri mang. Scanning thudng 1a bude khéi dau cho 1 cudce
tan cong, hodc co thé duoc st dung béi cac nha quan tri mang dé khao sat
cac may trong mang, ...
Muc tiéu cua network scanning:
e xac dinh duoc IP cuia muc ti€u
o xac dinh dugc hé diéu hanh dang chay trén hé théng d6
e xac dinh duoc céng dang dugc mo, tir d6 xac dugc cac dich vu dang
chay trén hé thong d6
Network Scanning bao gdm 4 k¥ thuat co ban sau:
o Network Mapping: cac phuong phap dé xac dinh cac may dang hoat
dong trong mang
o Port Scanning: cac phuong phap xac dinh cac cong dang dugc mé trén
tung may € tu do6 xac dinh dugc cac dich vu dang dugc chay trén cac
may nay
e Service and version dectection: cdc phuong phap xac dinh cac dich vu
dang chay trén va version cua cac dich vu nay
o OS detection: cac phuong phap xac dinh hé diéu hanh va version cta
cac OS dang duoc chay trén cac may nay
Ngoai ra cung voi cac ky thuat co ban nay la cac ky thuat khac bd sung thém
nham dat dugc su t6i wu vé thoi gian, tranh bi loc (b01 firewall) hay bi phat
hién bai cac IDS (Intrusion detection system - hé thdng phat hién truy nhap
bat thuong), ...

I. Network Mapping:

Network Mapping 1a nhiing phuong phap xac dinh cac may dang hoat dong
trong mang. Phuong phap niy bao gdm 1 s6 k¥ thuat sau:

1. ICMP scanning: diy 1a phuong phap co ban nhat ding dé xac dinh
cac may dang hoat dong trong mang, trong phuong phap nay scanner
s€ gur1 1 gé1 ICMP echo request dén tat ca cadc may can scan, néu thay
phan hoi tir may nao nghia l1a may d6 van dang hoat dong. Co nhiéu
kiéu goi tin ICMP c6 thé st dung:

a. ICMP type 8 echo request s€ mong nhan dugc ICMP type 0
echo reply tur phia active host



b. ICMP type 13 timestamp echo request s& mong nhan duoc
ICMP type 14 timestamp echo reply tir phia active host
c. ICMP type 17 echo request s€ mong nhan dugc ICMP type 18
echo reply tur phia active host
Danh gia:
o Uu diém: don gian, nhanh do c6 thé quét nhiéu may 1
lac
o Nhuoc diém: c6 thé bi chan bdi cac firewall ¢ két qua
khong chinh xéc, chi c6 thé x4c dinh duge cac may co
dang hoat dong hay khong.
2. TCP SYN ping, TCP ACK ping:
Phuong phép str dung cac gdi tin & tang transport dé xac dinh xem nhing
may nao dang hoat dong
e V&i TCP SYN ping: scanner sé& send 1 goi tin SYN véi cong bat ky
dén cac may, néu may d6 dang hoat dong thi s& giri lai SYN/ACK
(cong d6 dang mo) hodc RST (cong d6 dong)
e TCP ACK ping: scanner s& tao ra 1 goi tin ACK rdi giri cho céc
may, néu may nao dang hoat dong s& gui tra lai goi tin RST

Il. Port scanning

Port scanning 1a 1 trong cac dang trong qua trinh scanning. Port scanning tap
trung vao 2 giao thirc TCP va UDP 2 giao thiic co ban trong m6 hinh
TCP/IP, xac dinh cac port dang dugc mé trén cdc may tir d6 xac dinh cac
dich vu va trang thai cua cac dich vu dang chay trén cadc may nay. Vi¢c xac
dinh duoc cac dich vu

1. Port la gi?

Port 13 1 86 16-bit du’oc cac giao thu:c trong tang Transport (TCP, UDP) dung
trong qua trinh két ndi gitra cac tién trinh trén cac may tinh khac nhau. Mdi 1
tién trinh khi trao d6i dit liéu véi may tinh khac dua trén mo hinh TCP/IP
déu phai dang ky 1 port dung dé truyén va nhan dit liéu. khi nhan duoc dit
liéu tir tang IP, ting TCP sé& dwa vao sb port ndy dé xac dinh duoc sé chuyén
dir liéu cho tién trinh nao. Mdi s hiéu cong duoc ding ky duy nhat cho 1
tién trinh. Khong thé c6 2 tién trinh trén 1 may tinh c6 cing sb port cing
tham gia vao qua trinh truyén dit liéu



Nhiing tng dung thuc thi nhitng dich vu phé bién thudng sir dung nhiing
cong danh riéng dé nhan cac yéu cau tir cac may khac va sau d6 thiét lap lai
két ndi bang 1 port riéng khac cho qua trinh trao d6i dit liéu tiép sau gitta hai
may. Nhitng cong ndy dugc xac dinh bai to chire IANA (Internet Assigned
Numbers Authority), mot s6 cong cuing véi cac dich vu di kém phd bién trén
Internet:

Giao thirc tang Dich vu cung cip
Port
transport
20, 21 TCP ftp — file tranfer protocol
23 TCP telnet
25 TCP SMTP — simple mail tranfer protocol
80 TCP http
53 UDP DNS — domain name system

2. M6t s6 phwong phap scan port phé bién:

Vanilla TCP connect scanning: day 13 phuong phap co ban nhét trong cac
phu’O’ng phap scan port, phu’ong phap nay st dung qua trmh bat tay 3 budc
trong giao thirc cia TCP dé xac dinh trang thai ctia cac cong. Trong phuong
phap nay, scanner s& tao 1 két néi TCP (thong qua ham connect dugc hd trg
bai hé diu hanh) trén 1 cong bat ky cua target

_ scanner s& giri 1 goi tin SYN voi 1 s6 hiéu cong xac dinh dén target,
co 2 truong hop

néu cong do6 duoc mo trén target thi target s€ gui lai goi tin
SYN/ACK cung voi s hiéu cong d6 lai cho scanner

néu cong do khong duoc m¢ thi target s€ gtri lai goéi tin RST/ACK
dé dong két ndi

cubi cung scanner giri lai goi tin ACK (RST) két thuc qu4 trinh bat
tay 3 budc cua TCP



Computer A Computer B
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Danh gia
e 1u diém: nhanh, dua ra két qua chinh xéac, dé dang st dung va khong
yéu cau dic quyén cao cua user st dung phuong phap nay
o nhuoc diém: d& dang bi phat hién, bi loc va dé lai log trén target

_ TCP SYN scanning: phuong phap nay giéng voi phuong phép trén, tuy
nhién thay vi str dung ham connect() (duoc hd trg boi hé diéu hanh) thiét lap
qua trinh bat tay 3 budc cia TCP, & phuong phap nay ta s& tao ra 1 goi tin
TCP v6i c& SYN duoc thiét 1ap va 1 cong xac dinh, sau d6 giri cho target
néu port d6 dugc mo:

_ target s& guri lai goi tin SYN/ACK tuong g véi cong do

_sau d6 phia scanner s& gui lai luén géi tin RST dé dong két ndi ludn

Computer A Computer B
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Néu port d6 khong duge mé:
_ target s€ gui lai goi tin RST/ACK
_ phia scanner khong gui gi tiép nira

Computer A Computer B
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Danh gia:



e 1u diém: kho bi phat hién

o nhuoc diém: do phai thao tac voi géi tin nén phuong phap nay doi hoi
dic quyén cua user phai cao, vd: véi Windows OS thi 1a quyén
Administrator, véi Unix/Linux OS thi 1a quyén root; dé lai log it hon

_ Stealth scanning: bao gdm céc k¥ thuat quét nham tranh sy phét hién cua
cac hé théng IDS,  tuong ltra (firewall), b0 loc (filter) va tranh b1 ghi log lai
trén target. Bao gdm 1 s6 k¥ thuat sau:

_ SYN/ACK scanning: 6 phuong phap nay, phia scanner thay vi giri
g01 tin SYN dé bat dau két ndi, scanner s& gtri 1 goi tin SYN/ACK véi
1 cong xé4c dinh dén target. Khi phi scanner nhan dugc goi tin nay

+) néu cong d6 dang dugc ma, target s& gui lai 1 goi tin
RST

client -> SYN/ACK
server —-> RST

+) néu cong d6 khong duoc mo thi target s& khong giri
tra lai gi

client -> SYN/ACK
server -> —---
danh gia:
e 1w diém: tranh bi phat hién boi 1 s6 hé théng IDS, firewall don
gian
o nhuoc diém: khong tin cdy, c6 thé dua ra nhimg két luan sai
trong 1 s6 trudng hop goi tin tra lai cua target bi mat hodc gbi
tin dén cua scanner bi firewall chin

_ NULL scanning: phuong phap nay chi hoat dong vai target chay hé
diéu hanh UNIX/ LINUX. Phia scanner s& gui 1 goi tin co ACK, RST, FIN,
SYN, URG, PSH déu khong duoc thiét 1ap (ta goi goi tin nay la goi tin
NULL), khi target nhan dugc goi tin nay:

+) néu cong d6 mo thi target sé khong guii lai gi
client -> NULL (no flags)
server -> -

+) néu cong d6 khong mo, target s& giri lai goi tin RST
client -> NULL (no flags)



server -> RST
Danh gia:
e wu diém: tranh dugc hé théng IDS
o nhuoc diém: chi ap dung duoc v6i hé diéu hanh UNIX, c6 thé
dua ra két luan khong chinh xac
_ XMAS scanning: phuong phap nay ciling chi hoat dong vdi target
chay hé diéu hanh UNIX/ LINUX. Thay vi gtri 1 g6i tin NULL (tit ca cac co
trong TCP header déu khong duoc thiét 1ap) nhu phwong phap NULL
scanning, XMAS scanning s& giri 1 goi tin ma tat ca cac co trong TCP
header déu duoc thiét 1ap, khi target nhan dugc goi tin nay:
+) néu cong d6 mo thi target s& khong g lai gi
client -> XMAS (all flags)
server -> -

+) néu cong d6 khong ma, target sé giri lai goi tin RST
client -> NULL (all flags)
server -> RST
Danh gia:
e uu diém: tranh duoc hé théng IDS
« nhuoc diém: chi ap dung dugc voi hé diéu hanh UNIX, c6 thé
dua ra két luan khong chinh xac

_IDLE scanning: phuong phap nay dira vao 1 s6 nhan xét nhu sau:
e mOi goi tin dugc truyén di déu co 1 id xac dinh
e 156 hé diéu hanh chi don gian 14 ting s6 id nay 1én cho mdi goi tin IP
ma no truyén
o duavao s id nay, co thé x4c dinh s6 g6 tin IP da duoc gt di
Dua vao cac nhan xét trén ta s€ lam nhu sau:
o chon 1 may c6 rat it hodc khong co trao dbi dir liéu v6i may khac lam
may trung gian (vd nhu may in)
o tir may scanner giri 1 goi tin thaim do dén may trung gian nay dé xac
dinh s6 id ctia cac goi tin IP trén may dé
o sir dung ip cia may trung gian dé send 1 géi tin SYN véi cong xac
dinh dén target
o néu cong d6 dugc mo, target s& giri 1 goi tin SYN/ACK dén may
trung gian, may trung gian s& gui lai goi tin RST € s6 goi tin giri di &
may trung gian tang 1én 1
o néu cong d6 khong dugc mo, target s& guri goi tin RST dén may trung
gian, may trung gian s& khong guri lai gbi tin ndo € s goi tin dugc



gui di trén may trung gian khong tang lén

© dua vao 2 su khac biét trén ta c6 thé biét duoc trang thai cia céng
can xac dinh

Step 1: Probe the zombie's Step 2: Forge a SYN packet Step 3: Probe the zombie's
[P ID. from the zombie. IP ID again.
SYN "from” zombie
R
!\an aj ! SYN/ACK Q ! SYN/ACK @
m R‘iT Rq\
PID=31337 < =i [PID=31330 &)

Vi du trong hinh v& trén (v6i truong hop cong can xac dinh dang mo):
_ budc 1: scanner giri goi tin SYN/ACK dén dé tham do IP ID cua
may trung gian
_ budc 2:
o scanner s& gia mao IP clia may trung gian dé giri goi tin SYN
v6i s6 hiéu cong can xac dinh dén cho target
o target (dua theo giao thirc bt tay 3 budc ciia TCP) s& gui 1 goi
SYN/ACK dén cho may trung gian
e may trung gian khi nhan dugc goi tin SYN/ACK nhung trude
d6 chua hé giri gbi tin ACK nao © kétndildi ¢ giri tra lai goi
tin RST v6i1 ID cua IP tang [én 1
_budc 3: scanner giri tiép goi tin thim do (SYN/ACK) thay IP ID
tang 1én 2 © cong ¢ trén target dang dugc mo

Déanh gia:
o wu diém: c6 thé tranh dugc cic hé théng firewall, cac b0 loc (filter),
kho bi phat hién
o khuyét diém: ton nhiéu thoi gian, khé tim dugc 1 may trung gian hop
ly

_UDP scanning: UDP 14 giao thirc khong hudng nbi (connectionless), do d6
s& khong co cac goi tin phan hdi kiéu nhu ACK, SYN, ... gidng nhu TCP
nén viéc quét cac cong sir dung giao thirc UDP 1a kha kho khan. Tuy nhién
ta co thé str dung tinh chat sau ciia UDP dé c6 thé quét cac cong UDP dang
bi dong ¢ tir 46 c6 thé suy ra cac cong dang dugc mo: khi guri 1 géi tin
UDP dén cong dang dong thi bén phia target s& giri tra lai 1 g6i tin ICMP
béo 15i (thudng 1a ICMP_PORT UNREACHABLE), néu cong d6 dang mé



thi khong c6 goéi tin nao dugc tra lai

béanh gia:
o uu diém: co thé quét dugc cac cong st dung giao thirc UDP
e nhuwoc diém: khong dang tin cdy, do UDP 1a giao thirc khong hudng
ndi ¢« 201 tin truyén trén mang co thé bj mat, hodc bi firewall phia
target chin ¢ dua ra két luan khong chinh xac

Ill. Service and version detection:

Dé xac dinh service va version cla tung service , ta chu yéu dua vao cac dac
trung riéng ctia cac goi tin phan hdi ing véi timg service va timg version dé
xac dinh duoc:

_service st dung giao thuc gi? (HTTP, SMTP, ...)

_ tén service d6? (Microsoft IIS, Apache, ...)

__version cua service 1a bao nhiéu? (Microsoft IIS version 5, ...)

IV. OS detection:

Thuong c6 2 phuong phép chinh dé ¢ thé tim ra HDH va version cia HPH
dang chay trén may target:

o Phuong phap bi dong: lang nghe cac trao ddi dir liéu trén may target
roi so sanh véi 1 co s dit lidu ting véi timg HPH (d4 dugc thiét lap
trudc) dé xac tén va version cia HDH. phuong phéap ndy phia scanner
chi ling nghe & may target ma khong giri bat ky goi tin nao dén target

o Phuong phap chii dong: chu dong giri cac goi tin dén target va phan
tich cac phan hoi tir target, so sdnh véi 1 tap CSDL ung voi tung HDH
(da duoc thiét 1ap trude) dé xac tén va version cuia HBDH
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