Windows 10, 8.1, 8 va 7 déu bao gbm ma héa 6 dia BitLocker, nhung dé khéng phai 1a giai
phap ma héa duy nhat ho cung cap. Windows ciing bao gém mét phwong thirc ma hda co tén
la hé théng tap tin ma héa, hay con goi la EFS. Day la cach né khac véi BitLocker.

Diéu nay chi cé trén phién ban Chuyén nghiép va Doanh nghiép ctia Windows. Cac phién ban
tai nha chi cé thé s dung tinh ndng mé hoa thiét bi bi han ché nhiéu hon va chi khi d6 1a mét
PC hién dai dwoc cung cap véi ma hda thiét bi dworc kich hoat.

BitLocker |a ma hda toan b6 dia

BitLocker la mét gidi phap ma héa toan bd dia ma héa toan bod 6 dia. Khi ban thiét Iap BitLocker,
ban s& ma hoa toan bd phan ving — chdng han nhw phan vung hé thdng Windows, phan ving
khac trén 6 dia trong hodc tham chi phan vung trén 6 flash USB hodc phwong tién bén ngoai
khac.

Chi c6 thé ma héa mot vai tép bang BitLocker bang cach tao tép chira dwoc ma héa. Tuy nhién,
tép chira nay thuc chat 1a mét hinh anh dia &o va BitLocker hoat ddng bang cach coi né nhw
mot 6 dia va ma hda toan bo..

Néu ban s& ma hda 6 cirng dé bao vé di¥ liéu nhay cdm khai roi vao tay ké x4u, dac biét la néu
may tinh xach tay clia ban bj danh cap, BitLocker la cach tét nhat. N6 sé ma hoéa toan bd & dia
va ban sé khéng phai suy nght vé tap tin nao dwgec méa hoéa va tap tin nao khéng. Toan b hé
thdng sé dwoc ma héa.

Diéu nay khéng phu thudc vao tai khodn ngwdi dung. Khi quén tri webnohu.comén kich hoat
BitLocker, moi tai khoan ngui dung trén PC sé dwoc ma hoda cac tép clia né. BitLocker stv
dung md-dun nén tdng dang tin cay ctia may tinh — hodc TPM — phan cing.

M&c du mé héa 6 dia cirng, nhwng gi¢i han ctia Windows trén Windows 10 va 8.1, né hoat
dong twong tw trén cac PC c6 sén. N6 ma hda toan bo 6 dia chir khdng phai cac tép riéng 1é
trén do.
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EFS ma hoéa cac tép riéng Ié

EFS — hé thdng tap tin ma héa ma hoa — hoat ddng khac nhau. Thay vi ma héa toan bd 6 dia
clia ban, ban s&r dung EFS dé& ma hda tirng tép va thw muc riéng 1&. Trong d6 BitLocker la mot
bd cai dat va quén noé trong hé théng ctia minh, EFS yéu cau ban chon thi céng céc tép ban
mudn ma hoa va thay dbi cai dat nay.

Ban lam diéu nay tir clra sb File Explorer. Chon mét thw muc hodc cac tép riéng 18, mé clra sb
Thudc tinh, nhap vao nut Nang cao nang cao trong muc Thudc tinh va kich hoat ndi dung Ma
héa ma héa dé bao mat di¥ liéu tiy chon.

M3 héa nay la trén co s& cho méi ngudi dung. Cac tép dwoc ma héa chi ¢ thé dwoc truy cap



bé&i tai khoan ngudi dung cu thé da ma héa ching. Ma héa la minh bach. Néu tai khoan nguoi
dung da ma héa céac tép dwoc dang nhap, ho sé c6 thé truy cap cac tép ma khong can bat ky
xac thwe bd sung ndo. Néu tai khodn nguoi diing khac dwoc dang nhap, cac tép sé khong thé
truy cap duoc.

Khoéa ma héa dworc lwu trir trong chinh hé diéu hanh thay vi st dung phan cirng TPM ctia may
tinh va ké tan cong co thé gidi nén nd. Khong c6 ma héa toan bo 6 dia bao vé cac tép hé théng
cu thé do trir khi ban ciing bat BitLocker.

Ciing c6 kha n&ng cac tap tin dwoc ma héa co thé bi ro ri ra cac khu vuwe khdng dwoc ma héda.
Vi dy: néu mét chuong trinh tao tép bd dém tam thoi sau khi mé tai liéu dwoc ma héa EFS ¢
thong tin tai chinh nhay cam, tép bé dém do va di¥ liéu nhay cam cua no sé dugc lwu trir khdng
dwoc ma hoa trong mét thw muc khac.

Trong d6 BitLocker thwc chét la mét tinh nang ctia Windows cé thé ma héa toan bd 6 dia, EFS
tan dung céac tinh nang trong chinh hé théng tép NTFS.

Tai sao ban nén st dung BitLocker chir khong phai EFS

Thuc té c6 thé str dung ca BitLocker va EFS cling mét ltic, vi ching 1a cac I1&6p ma héa khac
nhau. Ban c6 thé ma hoa toan bo 6 dia ctia minh va tham chi sau khi lam nhw vay, nguoi dung
Windows sé cé thé kich hoat thudc tinh Ma héa ma hoa cho cac tép va thw muc. Tuy nhién,
thwe sy khéng c6 nhiéu ly do dé lam nhw vay.

Néu ban muén ma hda, tét nhat nén s&r dung ma hdéa toan bd dia dwéi dang BitLocker. Day
khong chi la mét bo cai dat va quén né la gidi phap ma ban cé thé kich hoat mét 1an va quén di,
noé con an toan hon.

Chung t6i c6 xu huwéng pha bong 1én EFS khi webnohu.comét vé ma héa trén Windows va
thuwéng chi dé cap dén BitLocker 1a gidi phap ma hoéa cla Microsoft trén Windows. Cé mét ly do
cho webnohu.coméc nay. Ma héa toan bd dia cua BitLocker chi vwot trdi so véi EFS va ban nén
st dung BitLocker néu ban can ma héa.

Vay tai sao EFS tham chi con ton tai? Mét ly do la d6 la moét tinh nang cii hon clia Windows.
BitLocker da dworc gi¢i thiéu cung v&i Windows webnohu.comsta. EFS da duwoc gidi thiéu tré
lai trong Windows 2000.

Tai mét thoi diém, BitLocker c6 thé da 1am cham hiéu nang tdng thé ctia hé diéu hanh, trong khi
EFS sé& nhe hon mét chat. Nhwng, véi phan cing hop Iy hién dai, diéu nay hoan toan khéng
nén xay ra.

Chi can str dung BitLocker va quén Windows tham chi cung cap EFS. N6 thwc s it rac rbi dé
thwe sy str dung va an toan hon.

The post Amazon Elastic File System ( Efs La Gi ? / Lam Thé Nao Pé Dinh Nghia Va Giai Thich
Y Nghia appeared first on WEBNOHU.

Nguén: WEBNOHU
https://webnohu.com/amazon-elastic-file-system-efs-la-gi-lam-the-nao-de-dinh-nghia-va-giai-thic



https://webnohu.com/amazon-elastic-file-system-efs-la-gi-lam-the-nao-de-dinh-nghia-va-giai-thich-y-nghia
https://webnohu.com/amazon-elastic-file-system-efs-la-gi-lam-the-nao-de-dinh-nghia-va-giai-thich-y-nghia
https://webnohu.com
https://webnohu.com/amazon-elastic-file-system-efs-la-gi-lam-the-nao-de-dinh-nghia-va-giai-thich-y-nghia
https://webnohu.com/amazon-elastic-file-system-efs-la-gi-lam-the-nao-de-dinh-nghia-va-giai-thich-y-nghia

