DIGITAL & MULTIMEDIA EVIDENCE EXAMINATION REPORT

SUBMITTING AGENCY: San Francisco Police Department

LABORATORY NUMBER: XXXXXX
EXAMINATION REQUESTED BY: Sergeant xxxx
VICTIM OR SUSPECT: UNKNOWN
CASE NUMBER: XX-XXXX
LABORATORY CLASSIFICATION: Digital & Multimedia Evidence
DATE OF
REPORT: date]
OFFENSE: MISC.
EVIDENCE SUBMITTED:

Eyewitnesses saw a young man tossing a San Francisco garter snake (an endangered species)
at a young boy. A bag containing a laptop computer was dropped by the attacker when he
escaped from the scene of the assault. Law enforcement officers confiscated the laptop and
checked it into the Crime Lab Evidence Room.

Iltem #1:
VDI file
Forensic System/Software/Tools — Autopsy 4.18
System: Windows 10 home edition
Image converter software used: Virtual box/virtual media manager

REQUEST:

On [date], Sergeant xxxx of the San Francisco PD submitted a request for the forensic
examination of a hard drive reportedly removed from a suspect’s computer. Sergeant xxxx
requested an examination of the hard drive for any images, videos, emails, chat logs,
active/deleted/altered files, or any other files that would assist with her investigation.

| downloaded VDI file(11GB) from link and using virtual media manager software to convert
VHD file and run through Autopsy 4.18 to analyze.

Windows 10 home was found to be installed on image file. The install date was recorded as
“03/01/2022 22:22:16 AM PST” and user account name was suspect.

No logon times or logon counts had been recorded for the administrator or guest account. The
guest account had been disabled.
| performed a search using the following keywords (not case sensitive):

e Snake
e mystery-mc@protonmail.com
e petcatcher-mc@protonmail.com


https://drive.google.com/file/d/17cMwfbMqpy1sURDqlowjqUl3cz9pm-lA/view

The various document and file category tabs, as well as the results of the above word searches,
were reviewed to fulfill the service request. The following items of interest were located during
the course of this examination:

e Exif meta data/12

e Recent document/13
e Recycle bin/1
e Web bookmarks/8

e Web downloads/29

Web history/95

Contraband snake assault - Calvin case forensic examines

https://docs.google.com/document/d/16IS1aocfl46KQjSIBbyKiAv3804oLY6rwkvc2zUUHQs/edit?usp=sha

ring
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$CarvedFies (32) 1 steghide-0.5.1-win32.7p.
$Extend (9) 18 steghide-0.5. 1-win32.7p: Zone. Identifier
$Recyde.5in (4 Firefox Installer.exe
) §-1-5-21-3315756826-3276256569-184018620-1000 (3)
0 S1-5:21-3315756826-3276256569-184018620-1001 (5)

Save Table as CSV.

2022-03.01 16:42:56 PST 614225 PST 152 Alocated  Alocated  unknown

2022-03.01 16:42:06 PST snakecase-wint0_

16:42:08 PST

6:4203PST 1815525 Alocated  uksonn i

2022-0 16:42:03 P57 Alocated  unknown  fimg_ch-snakecase-vinl0_s

Alocated
4

1 15:43:52 PST

2022-03.01 15:44:09 PST

Frefox Instaler exe:Smartscreen 022.03-01 15:44:09 PST 5:43:52 PST

snakecase-winl0_

G Stnaloc desktop.ri 2022-03.01 14:45:33 ST 4145133 PST Alocated  uksoun i
@ swiREAgent (3) ) larrent foder] 2022-03.01 16:58:23 PST 4:42:17 PST Alocated  unkaiown  fimg_chrsnskerase-wini0_C
4 Documents and Settngs (2) . [parent foder] 2022-03.01 15:58:10 PST 1 14:42:17 PST Alocated  unknown  fimg_ch-snakecase-

Ul perflogs (2)
1L program Fies (19)
Program Fes (x35) (17)
1L programbata (17)
1l Recovery @)
1) System Volume Information (6)
U Users (8)
) AlUsers ()
-} Default (28)
3 DefauitUser (2)
! Publc (11)
) suspect (33)
[l 0 Objects (3)
- Appata (5)
)} Appication Data (2)
) Contacts (3)
) Cookies (2)
()} Desitop (3)
Documents (11)
e

®
3 ®
i (1) Favortes (5)

e Users/suspect/Downloads/Attachments-Re%20your%20dog.zip
e Users/suspect/Downloads/snake.jpg

e Users/suspect/Downloads/toysnake.jpg

e Users/suspect/Downloads/invisible watermark snake.jpg

e Users/suspect/Downloads/invisible watermark snake(1).jpg

e Users/suspect/Downloads/meetingtimeplace.txt

6. Main evidence



M ch_case_study - Autopsy 4.180

Case View Tools Window Help

AddData Source R inagesiidecs ) Communications Q) Gedocaton 5=, Tmelne .

€

@ Data Sources
] vews
(& FieTypes
(. DeetedFies
[+ MB File Size:
(8 Resuts
B Extracted Content
W EXIF Metadata (12)
[2) Enarypton Suspected ()
= Extension Mismtch Detected (10)
% Installed Programs (31)
</> Metadata (86)
= Operating System Information (2)
Operating System User Account (5)
Recent Documents (13)
Recyde Bin (1)
Run Programs (1139)
Shell Bags (16)
USB Device Attached (2)
User Content Suspected (12)
Web Bookmarks (8)
Web Cache (180)
Web Categories (2)
Web Cookies (227)
Web Downloads (29)
Wb Form Autofl 6)
Web History (95)
@ websearch (7)
Kepuordits
A\ Single Literal Keyword Search (52)
A\ single Regular Expression Search (0)
A Email Addresses (2275)
Hashset Hits
v Vessages
K Interestng ltems
&) Accounts
1 Tags

Reports

PRI (¢ @ ©~ WRIE > K > @)

CE YRR

Extracted data from snake.jpg / password was snakes

B Select Command Prompt

| Dscovery [ GenerateReport | g Close Case

& [ustng 1-snake X

Keyword search
Table Thumbnai

Name
T v—

[ sracecxa.pef
a

Keyword P

mystery-me <emyster,

X

T petcatc... fimgs

_capy.vheljvol_vol3/iRecycle Bin... 2022-03-01 16:53:38 PST

= © ~ Keyword Lists Qg Keyword Search
x -
20 Resuly
Save Table as CSV
Modified Tine: A

Hex Text Applicaton  Fie Metdata

Results Annotations Other Occurrences

& (=)

Page 1/2

HEBBRQOMEF|B

Re: your dog

From: mystery-me <mystery-me@prolonmail com>
To petcatcher-me <petcatcher-me@protonmail com >
Date: Tussday, Mareh 11, 2022 3l £51 PM

yea,1 got . the meeting ime and piace are good.

Sentwith Proiontal Secure Emall

- Orginal Message -——
n Tuesday, March 1st, 2022 at 4:33 PH, petcatchier-m <pecatcher mo@protonmail o> wrote:
The meating tme and place is I this ic. For he pw, check the pic n my last email You sl remember how
todoit, Fight?
‘Sentwith Erotonivai Secure Emall

- Original Message -
n Tuesday, March fst, 2022 at 428 PHM, mysiery-m <mystery-me@protonmal. com> wrote:
3015 ok for the snake. when can | pick t ug?

Sentwith Excloniai Secure Emll

—— Original Message —
On Tuesday. March fst poteatchr
wioto:

1 can get you a gater snake for 30, See the pi. By the way, my bro's car shop moved. Adcress in
e pal f your car needs fing.

Sentwith Prolonisal Securs Email

e Orginal Message ——
On Tuesday. March 151, 2022 at 4:16 P, mystery-me <mystery-me@prolonmal com> wole:
sh's hurt,but seoms ok. o you know where | can get a snake? that kid noads & lesson. | heard
e's scarad of snakes. can you get me ane that hurs a e but not deady?

Sentwih Protonial Secure Email

—— Original Message ——
On Tuesday. March 15t

wiote
1 heard some kid kicked your dog realy hard. How i she?

Sent wih Praionial Secure Email

on the command line.

(C:\Users\Batkhuu\Desktop\extracted>steghide extract -sf snake.ijpg

Enter passphrase:
2 [main] steghide 18180 handle exceptions: Exception: STATUS ACCESS VIOLATION

5606 [main] steghide 18180 open_stackdumpfile: Dumping stack trace to steghide.exe.stackdump

= Extension Mismatch Detected (10)
54 Installed Programs (31)

/> Metadata (86)

Operating System Information (2)
54l Operating System User Account (8)

with

a with

racted>

* [Format View Help
n: STATUS_ACCESS_VIOLATION at eip=00424151

ds=0028 es=002B s=0053 gs=002B Ss=0028
ace:
Function Args
00424151 (100235F8, 10022820, 0069FB28,
©042396B  (100235F8, 10022820, 00000000,
©0417BAS  (0@69FDAO, QOA1ECED, 1002216C,
©041EDAD (0@69FDAO, 0069FD30, 1C011615,
©042DBBF  (0O6OFDA7, 0000000C, 10020440,
©0437BFC (00000004, 10020440, 10020330,
61004D8A (610DOEES, FFFFFFFE, 0000OOES,

10022820)
004384CE)
7730AB89)
00000001 )
00000000)
00000001)
610DBEGC)

6100507D , ) )
©043EF12 (004378E0, ©37F0000, 0OGIFFS0,
0040103C (003C8900, 762CFA10, ©O69FFDC,
762CFA29 (GGBCSQGGJ 9DC22E04, 00000000,
77317A9E  (FFFFFFFF, 77338A55, 00000000,
77317A6E (00401000, ©03(8000, 00000000,
tack trace

Metadata Allocation  Allocated

Modified 2022-03-01 16:37:33 PST
Accessed 202203-01 17:00:48 PST
Created 202203-01 16:37:25 PST
Channer 2099.12.01 165620 BRT

)
762CFA29)
77317A9E)
00000000)
00000000)
00000020)

Evidence points to suspect is buying a garter snake from supplier and information about car shop

address with pdf information but could not find it from device, and meeting place is hidden one of the

pictures using steghide application, Unfortunately, | did not recover completely. Suspect trying to get
revenge of his dog and did not try to kill the victim because of looked and asks nonvenomous snake.

A report was generated for both the FTK and IEF processing. These reports were burned to a
CD-R for investigative review (Iltem 2).

AUTHENTICATION:

During the acquisition process, the forensic software creates a hash value of the media being
imaged. These hash values were compared to those generated after imaging and processing of

FFFD ebx=00542(D3 ecx=035C59AE edx=121E3718 esi=00000013 edi=00002893
FAC8 esp=0069F9A@ program=C:\Program Files\steghide\steghide.exe



the image file. | verified that the hash values were the same. This indicated that the image file
is identical to the original and was not altered during processing.

EVIDENCE DISPOSITION:

Upon completion of the data extraction, the original evidence (Item 1) and the report CD-R
(Item 2) prepared for release to the submitting agency.

DISC CONTENTS (as applicable):

The discs contain reports in HTML and PDF format with exported files and bookmarks as
described above.




