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Abstract  
Nowadays, Many malicious and Malware attacks are developing every single day, and 

many threats are increasing network security. They mainly target to the user’s data or 

organization’s data. There have two reasons, one is to steal data and the other is to destroy 

system.  Technologies are invented to serve humankind, but there are always people who 

misuse them. We can say that the bad guys in the cyber world do this. Every time the 

developer develops new antivirus tools and techniques but at the same time, the hacker also 

develops new attacking ways.  

The attackers are upgrade various type of attack such as Malware. Nothing happens 

when the users do not have security knowledge until the information system uses the best 

security protection. The main reason for this project is to try to explain the types of Malware 

and how they attack the data. Then it will explain the detection system and prevention system 

for information security. After that, the user will know the best way to detect and protect data 

from malware. 

First of all, this dissertation is to approach the analysis and detection of Malware with 

the use of open sources tools and configure in the safety environment. Before the 

implementation, the dissertation paper present the characteristics and evolutions of Malware, 

in order to understand different types of Malware and their behavior. The purpose of the 

safety and secure environment is hosting analysis malware and detection systems. Moreover, 

it is also discussed about the cyber security, cyber-crime cases and how to protect the data by 

the law.  The last but not least, in the analysis system is mainly use the Cuckoo Sandbox 

analysis tools. It is need the Linux host for Cuckoo Sandbox to be installed on and it is 

requirement for VirtualBox.  
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Chapter 1: Introduction 
Although technologies are created to benefit humanity, there are always some who 

misuse technology. This is something that the bad people in the cyber world do. Cyber related 

crime cases are very dangerous and very popular at that time. During the COVID-19, 

everyone are working from home. Also you know they can face many issues because some of 

the data must be secret. If one of the employees attacked by someone, that will be effect on 

all of it. Nowadays, the hacker are upgrade various types of Malware. Nothing happens when 

the users do not have security knowledge until the information system uses the best security 

protection. So, the end users is really important to protect the data. The fact of this project 

will help the users and the organization by learning malware attack. 

1.1Background  
Currently, malware is largely made to target private or sensitive financial, business, or 

personal information, usually for financial benefit. Malware attacks are driven by money in 

71% of cases. Identity theft, cyberwarfare, espionage, and service interruption with a focus 

on particular businesses are some further goals. Governments, businesses, or private 

individuals may all be the victims. The majority of businesses and people run the danger of 

having malware on their systems. According to a Microsoft research, malware may now be 

included in one out of every fourteen online downloads. The American people continued to 

file a record number of complaints with IC3 in 2021: 847,376 registered complaints, a 7% 

increase over 2020, with possible losses totaling more than $6.9 billion. Ransomware, 

business e-mail compromise (BEC) schemes, and the illegal usage of cryptocurrencies are 

some of the most often reported occurrences among the 2021 complaints. BEC scams 

generated 19,954 complaints in 2021, with an adjusted loss of close to $2.4 billion. 

As a result of ITU (International Telecommunication Union), a billion of people were 

online and online harassment remains a persistent problem: in the United States of America 

in 2020, “41% of Americans have personally experienced some form of online harassment” 

and at least 1 in 10 women in the European Union have faced online harassment (Global 

cybersecurity index 2022 - itu.int.). In a survey of adults in 32 countries, one in five adults 

reported experiencing online hate speech. Globally, 100 countries have adopted legislation 

criminalizing instances of online harassment and abuse, 17 are in the process of drafting and 

implementing these measures and 77 have no legislation on the subject.  
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In 2018, as a result of the global cyber security index of the Asian region. Our country 

rank is 26 in Southeast Asian regional and Global runk is 128. As a result of cyber-related 

crime forensics cases in Myanmar (Myanmar. NCSI. (n.d.). Retrieved January 31, 2022).  

✔​ In 2013 – 2 cases 

✔​ In 2014 – 6 cases  

✔​ In 2015 – 53 cases  

✔​ In 2016 – 281 cases  

✔​ In 2017 – 553 cases  

✔​ In 2018 – 744 cases  

Cybercrime cases are increasing every year. Most of them are Sexual Harass menu, 

Defamation, and phishing. As a result of the country’s keys digital statistical indicator, 93% 

of people were using mobile devices. Among them, 26% of people are using online but most 

of them are lack security knowledge (Myanmar. NCSI. (n.d.). Retrieved January 31, 2022).  

The government needs corporations with a private organizations. Therefore, some 

organizations or users are attacked by someone. At the time, they need some help from the 

government but they haven’t a good corporation with a private organization. So, it is more 

difficult to explain it. 
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1.1.1Ransomware  

The type of malware called Ransomware is made to encrypt files on a device, making 

any files and the systems that depend on them useless. Then, malicious actors demand a 

ransom in return for the decryption (CISA. (n.d) 2022). Ransomware behaves similarly like 

malware and spreads infection through similar channels. But unlike malware, which normally 

operates silently on a computer system, Ransomware alerts the victim only when its 

operations are complete. Threatening to sell or disclose stolen data or credentials if the 

ransom is not paid is a common tactic used by Ransomware practitioners (Malwarebytes 

cybersecurity, 2022). Ransomware has played a central role in news articles in recent months, 

but there have been years of impact on national, local governments and key infrastructure 

groups.  

According to the cyber security firm and News, some of the most significant 

Ransomware attacks in 2020–21 were perpetrated by the REvil Ransomware group (CISA. 

(n.d) 2022) (Malwarebytes cybersecurity, 2022). REvil Ransomware hit the Kaseya 

cloud-based MSP platform that affects MSP and its customers. It is file blocking malware 

that encrypts files after infected and discard a ransom attack messages. It explain that victim’s 

user or organization need to pay a ransom in Bitcoins and the demand will doubles when the 

victims don’t paid in time.  

 

Figure 1: REvil ransomware (CISA. (n.d) 2022) 
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1.1.2 Emotet Malware  

Malware designed for Windows called Emotet originally surfaced in 2014 as a 

banking Trojan. Since then, Emotet has developed into modular malware that can now carry 

out a variety of tasks, such as stealing information, acting as a spambot, and loading more 

malware (Malwarebytes cybersecurity, 2022). The malicious emails that included it spread 

through malspam and typically pretended to be trade bills or bank transfer information in 

order to trick consumers into clicking on different links. Its first targets were primarily small 

German and Austrian banks and their respective clients (Duncan, B. (2022, May 12)). 

It was primarily targeted at Deutsche Bank users and spread banking Trojans through 

Emotet. Mealybug used Trojan horses at the time. Mealybug began focusing on Swiss 

banking users in 2015 and developed Emotet into more specialized malware. The updated 

version of Emotet included distinct modules for its loader, malicious spam, distributed 

denial-of-service (DDoS) attacks, email login theft, and theft of financial data. The updated 

version of Emotet included separate modules for loaders, malicious spam, and distributed 

denial of service (DDoS) attacks, email login theft, and financial data theft. 

Emotet is quick. The TCP ports and IP addresses used by its botnets for command and 

control (C2) communications are frequently updated. Furthermore, Emotet frequently 

changes the URLs that host the infection, often using hundreds of different URLs each day. 

Malicious attachments or links to malicious files can be found in emails disseminating 

Emotet. Microsoft Office items like Word documents or Excel spreadsheets are most 

frequently included in these mails. Malicious macro code is present in these Office 

documents. When a victim allows macros, the code is intended to infect a Windows host that 

is weak to infection. 

As of January 27, 2021, the Emotet botnet's infrastructure has been destroyed, 

essentially stopping the malware's spread. In order to take control of the dead computer 

servers used by the cybercrime group, law enforcement agencies from across Europe 

including those from Germany, Ukraine, France, Lithuania, the Netherlands, and the United 

Kingdom worked together with American authorities. 
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1.2 Aims and objectives  
This project's main goal is to thoroughly analyze the research on different Malwares 

iterations and families in order to determine the optimal strategy and build, implement, and 

test an analysis system. In order to build intrusion prevention datasets, the analysis system 

will be a stand-alone secure environment where Malwares samples can be submitted for 

study. The project aims to understand Malware and the defense ways. It will mainly discuss 

the different types of malware and their behavior. Then it will help to learn what malware is, 

how it works, how it infects the computer system, and how to protect it.   

It's mainly targeted to daily internet users and organizations. As far as I know, our country 

is a developing country and the people have just started trying to use the latest technology 

and the internet. Most of the people haven’t general security knowledge. Therefore, there 

have many criminal cases in my country because of a lack of knowledge on surfing internet 

safety and weak procedural law. That is why the project aims to increase security knowledge 

and to avoid crime cases.  
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1.3 Dissertation Structure  
Chapter 1: including introduction, Aims and objective and problem statement.  

Chapter 2: Analysis of malware and this chapter will show the life cycle of Malware attack. 

Then it is explained how hacker distribute and infect data. Then it will explain about the 

business modules.  

Chapter 3: It begins by extending the literature review to talk about the platforms and 

approaches that are most appropriate for design. Based on the findings of literature reviews 

and the outcomes of experiments, the design of the analysis and detection system 

environment is described below. 

Chapter 4:  implement the Analysis environment and their configuration. Then it is show the 

testing result. Describe the step by step detection and preventing ways. Implement and testing 

it. 

Chapter 5: gives a report on the implementation of the analysis techniques in understanding 

Malware. 

Chapter 6: summarize the main things of the project and their conclusion. Then it’s 

discussed the future work. 
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Chapter 2: Literature Review  
Introduction  

In order to have a better overview of the project, this chapter provides a literature 

analysis of the background knowledge on malware and the security challenges related to it 

that is necessary. In order to comprehend historical trends in cybercrime and forecasts for the 

future, the first section will evaluate research on the evolution of malware overall. 

2.1What is Malware? 
Malware is a biggest and dangerous threat to the internet and technology users. It is 

malicious software that was created to damage computers, mobile, servers, and networks by 

distributing without permission. If the system is very vulnerable, it checks for weaknesses 

and infects the system after it has gained access. Cybercriminals generally use it to extract 

data that they can use to gain financial advantage over their victims. Financial information, 

healthcare records, personal emails, and passwords are just some of the types of information 

that can be hacked. Generally, Malware can classified two generations as first and second 

generations (D. Deka, N. Sarma and N. J. Panicker). The author explain the different 

classification of Malware and different types of second generation malware such as 

Encrypted Malware, Oligomorphic Malware Polymorphic Malware and Metamorphic 

Malware.  

 Malware refers to various sorts of malicious software, including viruses, and it is used by 

cybercriminals for a variety of objectives. Such as-  

�​ Persuading a victim to provide personal information in order to commit identity theft.  

�​ Stealing credit card or other financial information from consumers 

�​ Taking control of a large number of computers in order to perform denial-of-service 

attacks against other networks 

�​ Infecting computers and mining bit coin or other crypto currency with them 

At a time when the globe is becoming more technologically adept, the number of malware 

attacks is also increasing, and this trend is continuing. Malware developers are constantly 

working to improve malware programs in order to avoid malware detection and analysis 

tools. 
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2.2 Evolution of Malware 
Every day during our lives, we make use of technology. However, technologies were 

created to benefit humanity, and there are always others who misuse them. There is 

something that the bad people in the cyber world do. One of the few universally understood 

technical terminology is "computer virus," which even young children can understand. 

Everyone immediately associates that term with something unpleasant (ic3, 2022). It 

frequently refers to something harmful to the technology we all use, such as a laptop, 

smartphone, app, or gaming system, illustrating how pervasive computers and technology are 

in our daily lives.   Computer viruses multiply and can spread from one host to another, just 

like their biological counterparts, causing issues that can range from bothersome to downright 

destructive. 

The most widely accepted definition of malware is simply "undesirable software," 

with Elk Cloner, who infected the Apple II system via a floppy disk in 1982. (Fortinet, 14 

July 2022)Although not necessarily damaging to the computer, it constituted an intrusion and 

met the definition of malware that most people would accept. Malware increased 

dramatically between 2000 and 2010, both in terms of quantity and the speed at which 

infections spread. Internet and email worms made international news at the start of the new 

century. We have once more seen a considerable development in the sophistication of 

malware between 2010 and the present. (Love, P. by J., & Love, J. (2019, September 19)) 

With vast, well-funded development teams, organized crime and state sponsors significantly 

increased the ante. These criminal workgroups are still active today, creating sophisticated 

software that employs evasion strategies to defeat various anti-virus programs. 

These days we frequently hear about the malware attacks, and some of these attacks 

affect millions of users throughout the world. Malware has already existed in the early day of 

computing, but it was rarely a source of concern for end-users. Malware attacks mostly 

targeted the banking, government, finance, and accounting industries in the early days. Every 

year, new technologies are developed in the modern world. Many organizations and users are 

uses different technologies devices such as laptops, desktops, phones, tablets, HDD, and 

Sticks. They always kept the critical information on their own devices and in the cloud. As a 

result, data has become the most valuable resource in our daily lives, and it has become the 

major target of malware.  
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The Malware ecosystem has changed significantly over time. It was appeared that 

everything about money and it is only target to the organization and government system. 

(Engin Kirda, and Christopher Kruegel. 2012) But now, it is also target to the end users data. 

Cybercrime case are very dangerous and very popular at that time. This project aims to 

increase security knowledge and to avoid cybercrime cases. (D. Deka, N. Sarma and N. J. 

Panicker) there are two reasons to do cybercrime, one is steal the data and the other is destroy 

data. There has a lot of case happen in Myanmar and around the globe (Mohanta A., 

Saldanha A. (2020)). 

They are- 

✔​ Steal the data for money 

✔​ Steal the personal data for decreasing dignity.  

✔​ Human Trafficking  

✔​ Export money from women by threating its sexual. 

✔​ Pornographic photos sharing on social media. 

✔​ Fraud  

✔​ Theft  

✔​ Inquest and Homicide  

✔​ Drugs and Murder  

✔​ Website and Email  

There are frequently happen cybercrime case around the globe. Defamation case is mostly 

happened case in Myanmar. Today, many malicious software and techniques are developed 

by an attacker. At the same time, many anti-malware techniques are also developed by 

software developers. But it is not everything and it doesn’t enough to explain the cybercrime 

case. If the user does not have security knowledge, nothing happens until the user uses the 

best security techniques and devices. Nowadays, many anti-virus software and devices are 

out there, but they doesn’t enough to protect from malware. Because every time the developer 

develop the new technologies and then hacker are also use the same technologies to protect 

their malware and to prevent from malware analysis and making it harder to develop effective 

malware signature.  
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2.2Types of Malwares  

All threats, including viruses, worms, botnets, Ransomware, and other malicious 

software-related threats are collectively referred to as malw0061re. 

✔​ Virus 

✔​ Worm 

✔​ Trojan 

✔​ Spyware  

✔​ Botnet 

✔​ Adware 

✔​ Ransomware 

✔​ Reveton 

✔​ CryptoLocker 

✔​ Fileless Malware  

✔​ backdoor  

2.2.1Virus 

Early day of computing, virus is the first of product of malware. A virus is typically 

delivered by an email attachment that contains the virus payload, or the element of the 

malware that executes the dangerous operation. The device is infected once the victim opens 

the file. Viruses live by infecting and inserting themselves into other files on the system that 

are otherwise healthy. These infected healthy software run, execute and provide the expected 

functionality when run, but they can also run the virus in the background (D. Deka, N. Sarma 

and N. J. Panicker). Without human intervention, whether through clicking a link, opening an 

attachment, running a program, or downloading a file, a virus cannot propagate. 
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Figure 2 : Virus (Fortinet,14 July 2022) 

2.2.2Worms  

Worms are Malware and they can infect themselves from computer to machine 

through the internet or physical devices (eg. USB, HDD) by exploiting a security 

vulnerability in software or an OS (Mohanta A., Saldanha A. (2020)). A worm can duplicate 

on its own, burrow deeply into systems, and migrate across devices without the assistance of 

a human. According to the research of security firm, the first worm in history was created by 

Robert Morris, this worm has no bad intentions. It was developed as a Proof of Concept to 

test the viability of hands-free reproduction. 

The worm introduced a number of firsts. It carried out modern malware activities, 

such as searching for existing infections and exploiting holes in various programs and 

services. Morris coded the worm for persistence because he was concerned that system 

administrators would quarantine it and disregard the infestation. The self-replication process, 

however, could not be stopped, which resulted in huge loads on devices that rendered them 

unusable and a denial-of-service (DoS) in networks as it propagated from machine to 

machine. 
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Figure 3: Botnet (Docs.microsoft.com. 2022) 

 

2.2.3Trojan 

Trojan is Malware that act as benign applications to deceive users into downloading 

and installing them. It is installed with the user's knowledge, but the user is unaware of the 

infection's true dangerous intents. The name of the Trojan is coming from an old story of 

Greek. When a Trojan horse is executed, malware is installed despite its disguise as useful 

software. Although the virus is installed and executing, the Trojan horse may occasionally be 

tried to capitalize on beneficial applications, which makes it much more difficult to detect. 

Additionally, not the original creator of the malware must use the exploitation. Some hackers 

search networks for anomalies that someone else may have left behind in order to gain access 

to a remote machine.  

The AIDS Trojan made its debut in 1989, making it the first known Ransomware. 

Coincidentally, a United States-based ISP called The World made internet connection 

publicly available for the first time in 1989 (Bates,1990). But it wasn't until 2005 that 

Ransomware started using internet connectivity to find its victims and infect them. Another 
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famous Trojan virus debuted in the 1990s as a straightforward Whack-A-Mole game. A 

version of NetBus, a program that enables remote control of a Microsoft Windows computer 

system through a network, was concealed by the program. With remote access, the attacker 

might unlock a computer's CD tray among many other things. 

 

Figure 4: Trojan (Bates, 1990) 

 

2.2.4Spyware  

Spyware is a program that is spies on victim computer without permission and steal 

personal information from victim computer. Spyware allows its users to keep track on all 

communications on the target device. Usernames, passwords, photos, and documents are all 

examples of data that malware can target. By the early 2000s, cybersecurity firms were using 

the term "spyware" in a manner similar to how we may use it today, for example, as a phrase 

for some type of undesirable software application created to spy on your computer activity. 

The first anti-spyware program was made available in June 2000. A study was 

conducted in October 2004 by America Online and the National Cyber-Security Alliance.  In 

each computer, there are approximately 93 percent of spyware components, and 89 percent of 

computer users are ignorant that they are there (ic3, 2022). This means that approximately 80 

percent of all Internet users have spyware on their system. Nearly all, or 95% of the impacted 

parties, admitted that they never gave authorization to install them. 
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Due to its widespread use, spyware programs are now the preferred target for 

Windows operating systems. However, in recent years, Apple's platforms and mobile devices 

have also attracted the attention of spyware makers. 

2.2.7Adware  

Adware is a type of Malware. Adware is software that allows your computer to 

display unwanted advertisements when you download software from a third-party website. 

Adware is installed behind the scenes while installing the downloaded software. 

Adware is just free software that shows ads and gathers data. Most of the time, we 

download adware on purpose. When you accept the conditions of a service that grants you 

access to run free applications in return for receiving adverts, this occurs. Other times, 

malware automatically installs itself on your computer or phone without your permission and 

may carry out dangerous actions in addition to displaying adverts (BleepingComputer,2022). 

29 fraudulent apps with over 10 million downloads were removed from the Google Play 

Store on October 1st, 2019. Of those, 24 were said to contain hidden malware, while the 

remaining five were adware. 

 

 

The goal of hidden applications is to show user full-screen advertisements even if the 

apps were not in use (Gorrie, M, 2022). These hidden apps are mostly found in photography 

categories, hide their icon after the user initially launches them in order to prevent getting 

uninstalled easily and they instead create a shortcut on the home screen. Initially, there is no 

way to close these ads and the app also takes a longer time to display the close ad button 

(BleepingComputer, 2022). These are continuous and even if you close one and another pops 

up. They utilize heavy data usage and drain the battery of smartphones. Advertisements are 

the gateway to enter into the user’s phone for the Adware. 
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Figure 5: Adware (BleepingComputer, 2022) 

 

 

 

 

 

 

2.2.5Botnet  

Botnet is a bot network that have been spread with the malicious software propagate 

by a Botmasters through the under control of the malware owner (Mohanta A., Saldanha A. 

(2020)). The main purpose of Botnet is for the controlling criminal for financial or impostor 

to use bots for fraudulent internet activity. Botnet can be used for the various activities like 

DDoS attack, malicious software (Spyware, Trojan horse, etc.) 

A group of infected computers that are under the direction and control of an operator 

is known as a botnet. Botnets were easy to use back then. The majority of the botnet malware 
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connected to an Internet Relay Chat command and control server to obtain instructions before 

infecting and spreading to other devices. 

The EarthLink Spam botnet, which originally appeared in 2000, was the first one to 

be noticed. Its simple mission was to send out a ton of spam. At the time, the EarthLink 

Botnet was responsible for 25% of all email spam, or over 1.25 billion messages (Avast Blog, 

2022). The GTbot was introduced in 1999, making it the true original botnet. It was fairly 

simplistic in terms of malware. In effect, it spread to other computers and took commands 

over IRC. GTbot controllers exploited this network of harmed devices to carry out these 

orders and perform distributed denial-of-service (DDoS) attacks. 

2.2.6Ransomware  

Ransomware works by encrypting data, files, and other system resources on the 

victim's computer and demanding a Ransom in exchange for their decryption. Ransomware is 

difficult to deal with because once data is encrypted, it creates significant losses for users and 

needs a significant amount of effort to repair the damage and recover the system to its 

previous state.  

It can be immediately stopped and asked to pay for access to your system or data. 

Services are seriously affected by Ransomware. The WannaCry Ransomware attack, which 

infected hundreds of thousands of computers globally in May 2017 using older Windows 

system flaws, was the most well-known malware attack. Most famously, the malware 

destroyed the English National Health Services' computer systems, creating a medical 

emergency. This attack completely destroyed the majority of systems throughout the world. 

Attacks of this nature are increasing in frequency, thus we must be ready to defend against 

them. 

 

The Ransomware program consists of DiskCryptor, an open source disk encryption 

software wrapped in a program that installs and initiates disk encryption in the background 

using a key chosen by an attacker (CISA.2022). The attacker uses a command-line option to 

deliver the encryption key. The malware installs an encryption service and extracts a number 

of files. About one or more minutes after the installation of DiskCryptor, the Ransomware 

program restarts the computer to finish installing the drivers. The encryption key and 

shutdown time variables are stored in the configuration file and can be read after about one or 
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more hours until the second reboot (CISA.2022). After rebooting, the encryption will be 

completed and the ransom note will be displayed. 

2.2.8 Reveton 

Malware known as "Reveton" Ransomware, which first appeared in 2012, sent 

communications to its victims purporting to be US police enforcement and accusing them of 

watching unlawful pornography (Saengphaibul, V. 2022). In certain instances, it turned on the 

user's camera to give the impression that they had been videotaped. Additionally, it requested 

payment from the victim in order to avoid legal action. Reveton also received a lot of media 

attention since it appeared to be controlled by a skilled group of cybercriminals. It not only 

looked professional, but it also made use of templates, which was a first.  

 

Figure 6 : Reveton (Saengphaibul, V. 2022) 

2.2.9 CryptoLocker  

The first Ransomware to request payment using Bitcoin was CryptoLocker. The 

CryptoLocker Ransomware's introduction to victims in 2013 marked the beginning of the 

next significant evolution. Public-key encryption and bitcoin Ransomware payments were 

merged in CryptoLocker (Saengphaibul, V. 2022). Before the introduction of CryptoLocker, 

Ransomware payments were made using e-wallets, prepaid debit cards, money transfers, gift 

cards, and other means that were challenging for threat actors to profit on a large scale. The 

invention of Bitcoin in 2009 made quick, fictitious-anonymous payments possible. Before the 
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Federal Bureau of Investigation (FBI) dismantled the gang's operations in 2016, 

CryptoLocker's operators were able to take an estimated $27 million thanks to a mix of 

bitcoin ransom demands and robust encryption. 

 

Figure 7: CryptoLocker (Saengphaibul, V. 2022)  
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2.2.10Fileless Malware  

Fileless Malware doesn’t require malicious file to infect system. The activation of 

tools, software, and apps that are already incorporated into your operating system is more 

sophisticated with Fileless malware. After then, the malware hides on your system. In 2017, 

fileless malware became a common form of attack, but many of these attack techniques had 

been present for some time. 

Fileless threats are a type of low-observable characteristics attacks, a class of stealth 

attack that is difficult to detect by most security programs and has an influence on forensic 

investigation efforts. Although not a virus, fileless malware behaves similarly to viruses in 

that it runs in memory. Fileless infections go directly into memory without being stored in a 

file or loaded on the computer, and the dangerous content never ever touches the hard disk. 

Microsoft Windows PowerShell is a legal and practical technology used by administrators for 

task automation and configuration management, but many LOC attacks make use of it. 

PowerShell gives enemies access to practically everything and anything in Windows using a 

command-line shell and related scripting language. 

2.2.11Backdoor 

A backdoor is an untrusted entry point through which an attacker can get access to the 

victim's computer system. Malware, for example, can open a network port on the system with 

shell access, which the attacker can use to obtain access to the system. 

After gaining access to the system, the attacker will frequently install a backdoor to 

facilitate future attacks. With this access, the attacker can steal data and information from the 

business. The malicious behavior will only be activated under the chosen input keys in this 

form of attack, and the application and basic tests will stay unaltered to prevent discovery. 

Even if you are aware that your system has been breached, you might not be aware that it also 

has a backdoor. If it does, you must lock it up right away to prevent chaos. 

According to a research released by Kaspersky on January 16, 2020, a new phishing 

tactic that tempts the victim to install or renew website security certificates is being used to 

spread new backdoor and Trojan malware variants. The warning states that the website's 

security certificate is out-of-date and advises installing a security certificate update to 

continue. 
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2.3Cyber Key chain 
The Cyber Kill Chain is a Lockheed Martin model that describes the many stages of 

an APT attack carried out by an attacker outside the target organization. It identifies all of the 

steps that attackers must take in order to complete their mission, which could include data 

exfiltration or spying. If security professionals can identify and block any of the intermediary 

processes, they can compromise the entire attack operation. Seven steps of cyber kill chain 

are-  

Reconnaissance – this is the first steps of cyber kill chain. The attackers will start with 

identifying the vulnerable target and gathering information from numerous sources. This step 

give some information like server IP and some detail information, software information use 

in Organization and then possible vulnerable information. Then this process may include 

gathering personal information from company employees in order to identify possible social 

engineering targets. 

Weaponization – Based on the vulnerable information gathered during the reconnaissance 

phase, the attacker created a weapon (malware). 

Delivery – this step is delivering the weaponized to victims devices into the target. It is 

trunsmit by spam mail, USB, web, etc.  

Exploiting – this step is to deliver the malicious code to the victim’s system and execute it. 

After that, the attacker can gain access to the victim’s system by installing tools and 

executing the exploit.  

Installation malware – This step is to install malware on the asset that provides access to the 

attacker. The malware that was installed was designed to stay hidden and undetected in the 

target network for a longer period. 

Command and control – The establishment of communication between the victim system 

and the attacker is known as command-and-control (Mohanta A., Saldanha A. (2020)). The 

attacker gains access to the network and systems of the company. The malware is now 

prepared to accept commands from the attacker. 
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Action on objectives – Finally, the attacker gains privileged access to take control and 

execute the system and extracts the data from the system. The objective includes spying, 

encrypting data from the victim's computer. 

 

2.4Life Cycle of Malware Attack 
Attackers are always trying to take control of the user’s computer by making the following 

steps.    

Development 

Every malware attack starts with the development state. Developers are creating new 

technologies to protect malware but at the same time, malware developers used the same way 

to upgrade their malware and protect it from the anti-malware system.  

Distribution strategies 

After the development state, malware developer distribute their malware to the target users. 

There have many distribution ways. Such as –  

1.​ Phishing email and malicious attachment  

2.​ Drive by downloads from compromise website  

3.​ USB and other removal devices 

4.​ Online Advertisement and other social engineering techniques 

Infection methods 

Malware developers are always gathering the target user’s information and their 

system weakness. After collect the data, attacker make a plan to infect the system. There have 

several infection methods. They are –  

Social Engineering and user mistake  

Malware authors frequently use deception to get users to download malicious files. 

Then the authors use the removal devices for distribution. So, some of the infection are come 

from the user mistakes by using the malicious removal devices or file download. 

Operating system vulnerabilities and software flaws 
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Most malware are created to take advantage of weaknesses in the most popular 

operating systems on the market, as this allows them to infect millions of machines running a 

vulnerable program at the same time. Many malware try to spread and infect all computers 

with the same characteristics by attacking security flaws, or design defects in systems or 

application software. 

 

2.4.1 Type of Analysis 

Analysis is the best things to know about the malware and their behavior. Malware 

analysis is major important things of cyber security. Because the analysis ways will show, 

how it behaves and how they infect and distribute? There has the two basically analysis ways. 

There are Static Analysis and Dynamic Analysis. 

2.4.2 Static analysis and Dynamic analysis  

Static analysis is the one of the analysis ways, it is analysis the malware without 

executing it. They analysis with the two ways. First of all, it is using the anti-virus tools to 

identify malware. The anti-virus tools and anti-virus website are very useful to analysis the 

malware signature automatically (Manuel Egele, Theodoor Scholte, et. 2012). Second of all, 

static analysis is use the hashes, file strings, functions and headers information to analysis the 

malware without executing such as Virus Tools, Filealyzer. At One research paper, there has 

two static analysis, such as Basic static analysis and advanced static analysis. Basic static 

analysis is an analysis without running malware binaries and advanced static analysis needs 

it. (D. Deka, N. Sarma and N. J. Panicker)  

Strings, API names, assembly code, and numerous irregularities in the files are 

examined during static analysis. user need to learn reverse engineering, It is described as the 

method of obtaining data from malware while it is not actively executing by examining the 

malware's source code to ascertain its true purpose. Examining disassembly listings, 

extracting extracted strings, obtaining virus signatures, figuring out the target's architecture 

and the compiler that was used, as well as many other aspects of malware, are all examples of 

information extraction from malware. During this phase, the malware program or artifact is 

not run, necessitating the use of specialized tools to execute an in-depth analysis of the 

malware. 

Dynamic analysis is the opposite of static analysis because it is analysis malware by 

executing it. Executing is means using the safety environment to analyze malware. In 
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Dynamic analysis paper, the author mainly explain the different between the manual dynamic 

analysis and automated dynamic analysis. In one research paper, dynamic malware analysis 

isn't very accurate because it has some limit and it cannot be analyze due to the network 

restriction (Babak Sadeghiyan, and David Baptiste. 2019). The author said that the control 

environment is not beneficial due to the complex nature of malware (M. Ijaz, M. H. Durad 

and M. Ismail). The malware analyzer can find the detail information of malware in the 

safety environment. The safety environment is mainly work to run the malicious software 

without infection the host. There have the two ways to create the safety environment. First, it 

is using the virtualization such as VMware and virtual box. Second, it is use the cloud 

environment for testing malware. There have a lot of tools are used in dynamic analysis –  

�​ Wireshark  

�​ INetSim 

�​ Sandboxes 

�​ OSSEC 

�​ Splunk  

�​ Snort 

�​ Pfsense  

In contrast to the static analysis technique, which only provides a summary of the 

malware being analyzed, this procedure involves running the malware artifact in a safe, 

isolated environment (T. Mokoena and T. Zuva,). As information about the malware is 

obtained while the virus is executing, dynamic analysis offers an extensive view of the 

infection's genuine aim, characteristics, and operation. Since malware unpacks itself during 

runtime dynamic malware analysis avoids the limitations of static analysis, which include 

unpacking and obfuscation issues. The figure below show the method in (T. Mokoena et al. 

2017). This strategic of analysis is very realistic for the enterprise system.  
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Figure 8: strategy of analysis (T. Mokoena, 2017) 

2.5: Approaches to Malware Analysis  
If the analyst or researcher needs to examine the behavior of the malicious file that 

has been executed, use dynamic analysis. If the organization or analyst lacks the necessary 

skills to analyze the malicious file's source code. If an analyst or organization must address or 

respond to a security breach or malware attack incident, they must be able to identify the 

malware infection in order to apply corrective measures. (S. Jamalpur, Y. S. Navya, P. Raja, 

G. Tagore and G. R. K. Rao) 

In 2018, the result paper of International Conference on Inventive Communication 

and Computational Technologies, It is advised to set up a specialized environment that is 

isolated from other computers and network resources that will not be taken into account 

throughout the course of the investigation before beginning any virus analysis. For any 

analyst, having a specialized environment for malware analysis is essential. Careful planning 

will be necessary to determine what is necessary from a technological and ethical standpoint. 

There have a two options to analysis the system. They are using hardware or virtual machine 

platform.  

Physical setups make it possible to examine malware behavior on compromised hosts 

in the real world. The ability of malware to look different on virtual machines, such as 

shutting down or executing different behavioral patterns to avoid examination, is another 
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advantage of real devices. The disadvantages of physical designs include the added cost of 

obtaining the necessary resources, as well as configuration and maintenance. Backup 

techniques are necessary since malware in physical settings can be more impossible to 

prevent. 

Analysts VM configurations, particularly for dynamic analysis, which is described in 

a later section. This decision is easily justified by a few key characteristics, one physical 

machines can configure and manage numerous virtual machines, and snapshots make it 

simple to roll back to earlier, even clean configurations. The VM environment enables 

interconnection of machines running different OS while keeping them cut off from a 

production network. It has been noticed that some recent viruses that can detect virtual 

machines may also be able to exploit the host computer through the VM software. This 

capability can be avoided by following appropriate security update and repair procedures. 

 

 

 

Conclusion 

In literature review, it is mainly discuss the history of Malware has been established, 

enabling a better comprehension of the development of such attacks, the predicted behavior, 

and the ways to be taken into consideration for analysis. In a recent paper, the paper discuss 

about the classification of malware (D. Deka, N. Sarma and N. J. Panicker). In the area of 

computer security, malware analysis has been a highly difficult research thing to solve. 

Understanding the context and threat level of the malware intrusion incident is the result of 

the malware analysis. The primary goal of malware analysis is to gather details on every 

compromised system's infected file, the virus's internal operations, and its behavior.​

​ ​  
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Chapter 3: Environment Design 

3.1 Methodology 
This project is use the scientific Experiment Methodology. As online resources, the 

scientific method is an experimentation technique that is used to investigate observations and 

find answers to problems (Ali. (2021, November 14)).  To complete the project, it is need to 

use the scientific method systematically. In figure 2.2, there have four steps. First, its need to 

identify the types of Malware. Second step is formulate the Hypothesis. In this step, its 

implement the safety environment design for testing Malware. The final step is analyze the 

testing result, this step is show the result of testing and complete the project.   

 

Figure 9 : Scientific Experiment Methodology (Ali (2021, November 14)) 
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3.2 Analysis Tools 
In the cyber security networking, Hackers and malicious online criminals utilize 

malware as a guaranteed tool when attacking businesses and organizations. Unfortunately, 

virus analysis takes a while in today's cyber security environment.  To understand the scope 

and depth of persistent malware analysts and security experts may spend several months 

trying to comprehend a single piece of malware. These difficulties highlight the necessity of 

employing Cuckoo Sandbox to automate malware investigation. Cuckoo was used in the 

virtual network environment and it analyzing the different malicious files under Linux. Its 

works by configuring a virtual sandbox environment inside Virtual Box, inserting and 

running the suspicious file of your choice, and then reporting the behavior of the file.  

3.3 Malware Analysis Design 
The Cuckoo sandbox is mainly use in this design. In design, it is require VirtualBox to 

implement the system. Kali Linux/ Ubuntu is will be the host OS. Then Linux OS will be 

install Cuckoo sandbox for analyzing malware.  

Sandboxing technology to detect the malicious code and determining their behavior 

by using cuckoo sandbox (P. Raja, G. Tagore and G. R. K. Rao, 2018). Basically, there have 

three types of sandboxes, such as Virtualization-based sandboxes, Emulation-based 

sandboxes and Bare-Metal sandboxes.  There have many open source sandboxes are out there 

such as, Cuckoo, Malwr, Joesandbox and Threatexpert.  

 

Figure 10: Malware Analysis Design 
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Chapter 4: System Implementation  
Introduction  

A method for analyzing and detecting malware in a secure environment was 

established in the previous chapter. This chapter's purpose is to show how the suggested 

environments for the analysis and detection systems were put into practice. To do this, the 

chapter is divided into multiple section. The first section looking the sample and selection 

Malware to implement of the system. The second section, is the configuration of the specified 

tools, like it was described in the chapter before. At final section, the chapter concludes with 

a review of the implementation, problems, and if the design was generally effective and 

capable of carrying out the experiments as defined in Chapter 3. 

4.1 Malware Sample Selection  
In the implementation, some files are needed In order to give the Malware samples 

enough time to be analyzed. Now, this step is the collection of Malware sample for analyzing. 

There have four samples of malware are running in the cuckoo sandbox analysis 

environment.  Samples are taken from multiple a reliable source of information online 

(Malware Traffic Analysis; VirusShare, Virtustotal, Cuckoo). The following table is show the 

types of Malware, the SHA56 Value of each obtained and their publish date. 

Malware SHA56 Publish 
Date 

Adware 37ea273266aa2d28430194fca27849170d609d338abc9c6c43c4e6be1bcf
51f9 

2016-9-8 

Trojan e7def648f10c23a32125e7d663327c87b092f2aeb71c87af19a6c4c03828
e7d8 

2017-10-
14 

Spyware dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8b
b9000 

2016-10-
17 

W32/Ranso
m Trojan 

da386efced7535a1262ae9ede6988e27bdc6fca3411da14e6db02158aa37
a5c9 

2017-5-9 

Table 1: Malware Sample for analyzing 
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4.2 Analysis System Implementation  

4.2.1 Hardware and Virtual Box configuration 

The analysis environment is set up on the VirtualBox and is hosted on the Ubuntu 

host OS. The Ubuntu host OS that served the physical host was connected throughout the 

implementation, thus the host OS received the physical host's CPU, RAM, and installed NIC. 

Installed on the virtual machine, the guest operating systems' networks are set up as host-only 

network interfaces that divide the physical network of the cuckoo host from the virtual 

network. The cuckoo agent serves as a conduit for communication between the cuckoo guest 

and cuckoo host. 

Specification Host OS VirtualBox Guest OS 
OS  Ubuntu 22.04 Windows 8 Enterprise 
CPU Intel Core i3-7100U CPU2.40GHz 
Hard Disk 1TB Virtual size: 80 GB  
RAM 12 GB 2 GB 
Network  192.168.56.1 (Gateway ) 192.168.56.101 (Host-only 

adapter) 
Software VirtualBox  Python, Microsoft Office 

Table 2: Specification for analysis 

It is necessary to have an appropriate version of Python and their setup tools installed 

because the Cuckoo host components are entirely written in Python. This standard is used to 

configure iptables on the Ubuntu host to enable network connectivity for the guest machine. 

The physical arrangement used a specialized Wi-Fi network that was separate from any other 

devices and networks in order for connecting to happen in a secure.  

 

 

 

 

 

 

 

Analysis Tools Configuration 
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4.2.2Host configuration   

Running Malware samples required installing and configuring Cuckoo Sandbox on 

the Ubuntu host OS. So, the host OS need to install python and their setup tools. According 

to the Cuckoo configuration instructions, Mongodb and PostgreSQL are necessary to use the 

Django-based web interface and PostgreSQL database, and then a VirtualBox interface with 

the IP address 192.168.56.1 also needed to be set up on the host. After that, Host machines 

need to install tcpdump to record network activity that occurs while the malware is being 

executed.  

After installation cuckoo, it will use iptables to set network forwarding rules .The 
following step is configure IP forwarding. So, internet connection can gets routed from the 
host machine to the guest Virtual Machine.  

 

Figure 11: iptables configuration 

4.2.3Guest Configuration 

For the Cuckoo guest component to function effectively, Python is a necessary 

requirement. It is also need to configure the network interface assigned with the same subnet. 

A Python script called Cuckoo's agent is set up to run every time the guest OS boots up. It is 

also need to install python pillow. Because pillow is utilized to take screenshots of the 

Windows desktop during the analysis. The guest machines must have to disable Windows 

Firewall and Automatic Updates on the Guest is an additional step to take as their traffic and 

processes can "damage the environment" the network analysis. 
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To do analysis, the configuration files must be set. The machine name and IP address 

are added to the virtualbox.conf file to make sure that cuckoo will recognize and launch the 

appropriate VM. The memory.conf and cuckoo.conf files are modified in this implementation 

to enable Volatility to analyze memory dumps in order to track the malware. After 

configuration, cuckoo can start run on the host machines and analyze using sample files on 

the cuckoo sandbox web interface.  

 

Figure 12: Running Cuckoo web interface 

 

Figure 13: Running Cuckoo 
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Chapter 5: Evaluation  
Introduction 

Results from the test carried out will be given and thoroughly discussed in this 

chapter. It's important to know that the results of the analysis system were necessary for 

implementing and evaluating the detection system in the previous chapter. According to the 

previous chapter's description, the four Malware samples will be used to analyze each system. 

Each sample was run twice through the analysis system, each time with a different timeout 

setting, providing additional results for comparison.  The detection system's performance can 

be evaluated based on the configuration options implemented and informed by the analysis's 

results. 

5.1 Initial Run – Medium Timeout set 
The first experiment run of each sample allows for automatic timeouts for files 

inserted in Cuckoo. It gives an overview of some of the research results from the research. 

Figure 5.1 is provide a summary of some of the findings obtained from conducting the 

experiments. It has only one memory dumps files with the malicious URL. In addition, it’s 

successfully create a file under the C: partition. The analysis process is only take 166 seconds 

long.  

Adware (SHA56) - 37ea273266aa2d28430194fca27849170d609d338abc9c6c43c4e6be1bcf51f9 

 

Figure 14: Adware (run 1) 
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This step is analyzing the Trojan Malware. It can see the summary of the analysis for windows. The 

score of the analysis is 5.2 out of 10 that is mean malicious state. This process is happen in 228 

seconds.  

Trojan (SHA56) - e7def648f10c23a32125e7d663327c87b092f2aeb71c87af19a6c4c03828e7d8 

 

Figure 15: Trojan (run 1) 

As a result of cuckoo, Malware install itself unexpected files in the windows. Then it show 

file name try to remove evidence of files from internet. Moreover, it’s created a windows 

hook that monitors keyboard input. Then the status is show one of the file are open and it’s 

dropped buffer in the windows. 

 

Figure 16: Trojan (run 1) 
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This step is the analysis of spyware in the cuckoo sandbox. The result is show the malicious status 

that is steal personal information from guest machine local internet browser. Its collect credentials 

from the local ftp client application. In this process, there have 50 out of 62 events at the first run. 

Moreover, its show the result of the collection of data about installed application. 

Spyware (SHA56) - dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000 

 

Figure 17: Spyware (run 1) 

The following picture is show the behavior analysis. Its show their API values, Argument and 

show the process status and the return values.  Although the results of the network, file, and 

system analyses seem to be lacking, processes were started and XML data was found in the 

Strings analysis, demonstrating that it does not require administrative permissions to execute. 

 

Figure 18: Spyware (run 1) 
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As a result of analysis, win32 Ransom malware exit at the very suspicious state. It is only run 

in the 190 seconds. The result is display the process memory dump found URL related to Tor. 

It found the Ransom message that is written on the disk. 

Ransom (SHA56) da386efced7535a1262ae9ede6988e27bdc6fca3411da14e6db02158aa37a5c9 

 

Figure 19: Ransom (run 1) 

As a result, Malicious is dropped 333 files in the victim Windows. Then we can see the 

location of the dropped files and its size.  

 

Figure 20: Ransom (run 1) 
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5.2 Second Run – Long Timeout set 
As the report did not generate, it had to be assumed to be similar to Run 1. At the 

second run with the long timeout set, it has slightly different from the first test. After the 

second test, there have two memory dump process. 8 events URL malicious were found in 

the process memory dump. The analysis process is take 173 seconds.  

Adware (SHA56) - 37ea273266aa2d28430194fca27849170d609d338abc9c6c43c4e6be1bcf51f9 

 

Figure 21: Adware (run 2) 

This process is take 393 seconds. Its take longer time to analyze the second run. So the return values 

of the keylogger is more than the first run.  

Trojan (SHA56) - e7def648f10c23a32125e7d663327c87b092f2aeb71c87af19a6c4c03828e7d8 

 

Figure 22: Trojan (run 2) 
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This second run is happen in 360 seconds. The process (50 out of 183 events) were found related with 

malicious URL. It provide greatly increased the amount of information available about the behavior 

when executing on a victim's computer. It found the volume of Directories, Registries, and Files 

accessed during both tests when the encryption process took control of the system. 

Spyware (SHA56) - dc030778938b8b6f98236a709d0d18734c325accf44b12a55ecc2d56b8bb9000 

 

Figure 23: Behavior Analysis (run 2) 

 

Figure 24: Process memory dump (run 2) 
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As a result of analysis, it take long 399 seconds. Therefore, its remove the mime type of the 

1262 file, which is a sign that Ransomware is writing the encrypted file back to disk. When 

viewing behaviour and dropped files,  its generated more process within the extended 

simulation times. Additionally, its provide the screenshots that it was the proces of Ransom 

attack.  ​  

Ransom (SHA56) da386efced7535a1262ae9ede6988e27bdc6fca3411da14e6db02158aa37a5c9 

 

Figure 25: Ransom (run 2) 

 

Figure 26: Ransom (run 2) 
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Chapter 6: Conclusion  

6.1Overall Conclusion  
The reason for this project is to develop the best understanding of malware analysis 

and possible methods of analysis and detection by using open sources security tools. Malware 

are very trend and popular in the cybersecurity environment. In the previous chapter 2, it’s 

provided to understand what malware is and how types of malware are developed year by 

year and how cybercriminals have continuously improved to keep one step ahead of security 

professionals.  

Moreover, chapter 3 is discussed the methodology to create the project and explain 

the design for malware analysis. The rest of this chapter 4 and 5, it finishes up the overall 

project. It begins by examining the Introduction's Aims and Objectives and analyzing 

whether they were accomplished. Each objective's findings will be evaluated critically, and 

any difficulties that were encountered will be discussed. Finally, the project end with 

suggestions for future research. 

Due to the increasing frequency of cyber-attacks, the analysis of malware samples is 

time consuming and costly. It require total malware protection when working with malware 

for analysis. The automated behavior analysis using the cuckoo sandbox offers a 

customizable option for malware analysis. It produces a comprehensive report based on a 

series of tests it performed while the malicious code sample was being executed. 

Malware closely relates to the need for a specialized malware analysis environment, 

which is discussed. Additionally, the methods of static and dynamic analysis were given and 

debated. The chapter is mainly discuss about trend of malware and it was taken into 

consideration for analysis when comparing the work finished with the Initial Project 

Overview (Appendix 1). Different types of malware are closely relates to the need for a 

specialized analysis environment, which is discussed.  

When attempting to do analysis on live malware samples, there are numerous 

obstacles to be aware of. Before doing tests, there are ethical and security considerations to 

considers, just like with malware research. For this reason, it was necessary to discuss the 

right design and implementation of a controlled environment. Finally, the study done for the 

literature review and the methods presented in Chapter 3 gave a thorough understanding that 

helped effectively build and deploy two systems specifically made for Malware analysis. 
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6.2Limitation  
This project is also has some limitation, Cuckoo Sandbox was selected as the primary 

analysis system after considering the requirement for a secure environment to execute 

analysis. Additional security measures, such as operating the system entirely from a virtual 

machines (virtualbox), were created and put into place. Moreover, it was presented samples 

of malware for malware analyzing. It provides the legitimacy of the choices and experimental 

methods to be adopted.  While choosing the right samples was a difficult process, several 

malware samples were identified by sandbox such as VirusTotal, Cuckoo. 

 So, it only has to analyze all available feature and system support by cuckoo 

sandbox. The advantages of this project is not need the extra devices for analyzing and it is 

only need a one devices (such as Laptop, Desktop, etc) for analysis by setting sandbox tools 

with the suitable requirements.  

6.3Future Work 
The malware developers are currently always one step ahead of computer security 

experts by applying new strategies to hide dangerous malware. As a result, the approaches 

and tools for analyzing malware that are now available are insufficient or ineffective, which 

presents a tough problem for anti-malware solutions in the field of computer and network 

security. According to this study, the deployment of more effective and complex autonomous 

countermeasures is required to reduce the rate of malware attacks. The development of 

autonomous approaches to somewhat reduce malware issues is made possible by current 

advancements in malware analysis tools, machine learning, and data mining techniques. 

Later, I want to make further research for my system. I’ll learn and research different 

tools and techniques for the analysis. And I want to create different powerful news tools by 

integrated with machine learning and AI. 
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Appendix 1 – Project Overview 
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Appendix 2 – Gantt chart 

 

Figure 27: Gantt chart 
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Appendix 3 – Project Diary 
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Appendix 4 – Project Diary 
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Appendix 5 – Project Diary 
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Appendix 6 – Project Diary 
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