
Privacy Policy 
Effective Date:  Date
 
Header Master (the "Extension") is a developer-focused tool designed to facilitate web 
testing, API debugging, and QA workflows by modifying outgoing HTTP request 
headers. We are committed to maintaining the highest standards of privacy and 
transparency. 

1. Information Collection and Usage 
Header Master is designed with a "Local First" philosophy. Our data collection practices 
are as follows: 
 

●​ No Personal Data Collection: We do not collect, store, or transmit any personally 
identifiable information (PII). 

●​ No Accounts Required: You are not required to create an account or provide an 
email address to use the Extension. 

●​ No Remote Transmission: Your header configurations, rules, and scoped 
domains are never sent to a remote server or third party. All logic and 
modifications occur strictly within your local browser environment. 

2. Data Storage 
All user configurations, including custom headers, dynamic value settings, domain 
scoping, and toggle states, are stored locally on your device using the browser’s internal 
storage API. 
 

●​ Local Storage Only: Data persists only within your browser profile. 
●​ User Control: You can modify or delete your configuration at any time through the 

Extension interface. Uninstalling the Extension will remove all associated local 
data. 



3. Permissions Justification 
Header Master requests specific permissions to function correctly. These permissions 
are used exclusively for the purposes described: 
 

Permission Purpose 

declarativeNetRequest 
Required to modify outgoing HTTP 
request headers using Manifest V3 
network rules efficiently and securely. 

declarativeNetRequestWithHostAc
cess 

Allows the Extension to apply your custom 
header rules only to the specific domains 
you have selected. 

storage 
Required to save your custom headers, 
environment preferences, and master 
switch state locally. 

4. Dynamic Values and Security 
The Extension supports dynamic values such as {{UUID}}, {{TIMESTAMP}}, and 
{{ISO}}. These values are generated locally by the Extension at the time of the 
request. They are not used for tracking or fingerprinting and are intended solely for 
testing backend routing, logging, and tracing. 

5. Third-Party Disclosures 
We do not sell, trade, or otherwise transfer your information to third parties. Because no 
data is collected or transmitted to our servers, there is no data to share. 

6. Changes to This Policy 
We may update our Privacy Policy from time to time to reflect changes in browser 
requirements or Extension features. Any updates will be posted on this page. 



7. Contact Information 
If you have any questions regarding this Privacy Policy or the Extension’s behavior, 
please contact the developer: 
 

​Person
 Place


	Privacy Policy 
	1. Information Collection and Usage 
	2. Data Storage 
	3. Permissions Justification 
	4. Dynamic Values and Security 
	5. Third-Party Disclosures 
	6. Changes to This Policy 
	7. Contact Information 

