Nadawanie uprawnien do katalogéw i plikéw w MS Windows za pomocg klikania
(nie za pomocg konsoli CMD)

(Przy wszystkich poleceniach uzytych w éwiczeniu zapisz notatke z wykonanych czynnosci)
1. Posiadajgc prawa administratora utworz w dowolnej lokalizacji katalong (np. o nazwie ‘pliki’ lub
‘mojKatalog’, lub o jakiej$ innej nazwie)

This PC » Local Disk (C:) » Users

B Name
Default
i itk
@ Public

2. Utworz uzytkownika, ktéry nie bedzie miat dostepu do zasobow tego katalogu (np. ‘tester’)

3. Sprawdz czy nowy uzytkownik ma dostep do zasobdw katalogu. JeZeli tak to niech utworzy tam plik
tekstowy o nazwie np.: ‘tester.txt’ . Plik ten nalezy wykona¢ jako uzytkownik "tester’ po
zalogowaniu si€ na jego konto. W przypadku braku dostepu do katalogu w celu utworzenia pliku

nalezy zmieni€ jego liste ACL czyli zabezpieczenia i nada¢ wszystkim uzytkownikom wszelkie prawa,
nastepnie ponowiC prébe utworzenia pliku.

Securty
Object name:  C:\Users“PLIKI

GI'I:ILID Qr user names:

|
|
88 Wszyscy ‘
|

HR SYSTEM
82 Administratorzy WESKTOP-MASTER  Administratorzy)
82 Uzythownicy (DEMTOP-MASTER Uzytkownicy)

Remove
Permizsions for Wszyscy Allow Deny
Full contraol [.~] 1
Modify a2 ]
Fead & execute .~} ]
List folder contents .~} ]
Read [~ |
T - —
QK Cancel Apphy
4



Utworzony plik:

':'E" Mowy gé LD EI] & '_il,_' Tl Sortuj

£ S > Ten komnputer » Dysk lokalny (C:) = Users » PLIKI
PN Obrazy Mazwa Data moc
1) Muzyka =| tester 25.04.202:
M whidan

Nastepnie nalezy sie zalogowacC na konto admina lub osoby z gtéwnymi/petnymi uprawnieniami i
wyedytowaC uprawnienia wedtug kolejnych czynnosci:

BB > ThisPC » Local Disk (C) » Users

B hame h Date modified

Default 4, 43 PM
i itk 1:25 PM
« I PLIKI 4/75/7073 17:34 PM
mrwic & L 1] |

teste P
W tester Open

Open in new window
Pin to Quick access
Pin to Start
Compress to ZIP file
Copy as path

Properties Alt+Enter




PLIKI Properties x

General Shafing Securty  Previpus Versions  Customize

Object name]  C:\Users\PLIKI

Group or user names: \
88 Wszyscy
SR SYSTEM
SR Administratorzy (DESKTOP-MAS TER Administratorzy)

SR Uszytkownicy (DESKTOP-M ERM\LUavtkownicy)

To change permissions, click Edit. Edit

Pemissions for Wszyscy Deny

Full contral

Modify

Read & execute
Ligt folder contents
Read

Write

For special permissions or advanced settings, Ad d
click Advanced. vanee

Advanced Security Settings for PLIKI O

MNarme: Ch\Users\PLIK]
Owner: Administratorzy (DESKTOP-MASTER\Administratorzy) ™ Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
SR Allow  Wszyscy Full control Mone This folder, subfolders and files
SR Allow  Uszytkownicy (DESKTOP-MAST..  Full control Mone This folder, subfolders and files
SR Allow  SYSTEM Full contrel ChUsers\, This folder, subfolders and files
S Allow  Administratorzy (DESKTOP-M...  Full control ChUsersh, This folder, subfolders and files
SR Allow Uzytkownicy (DESKTOP-MAST... Read & execute Ch\Users', This folder, subfolders and files
SR Allow  Wszyscy Read & execute ChUsers', This folder, subfolders and files

Add Remove View

[ Disable inheritance IP__

[_J Replace all child object permission entries with inheritable permission entries from this object

oK Cancel Apply




- Block Inheritance >

. What would you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent object will no longer be applied to this object.

—> Convert inherited permissions into explicit permissions on ,
| this object. |

— Remove all inherited permissions from this object. I

Cancel

Marme: ChUsers\PLIKI
Owner: Administratorzy (DESKTOP-MASTER\Administratorzy) " Change
Permissions Share Auditing Effective Access

For additional information, deuble-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Mo groups er users have permission to access this object. However, the owner of this object can assign permissions.

TUTAJ POWINNO BYC PUSTO

Add Remove Edit
Enable inheritance

[_J Replace all child object permission entries with inheritable permission entries from this object

OK Cancel Apply

Potwierdzamy

i Windows Security |

| You have denied all users access to PLIKL Mo one will be able
to access PLIKI and only the owner will be able to change the
pEermissions.

Do you want to continue?

Yes Mo

Dodajemy uzytkownika majgcego prawa i wtasciciela:



Select User or Group >

Select this object type:

IUser, Group, or Built-in securty principal Object Types...
From this location:

DESKTOP-MASTER Locations...

Enterthe object name to select (2xamples):

Check Mames

Select User or Group

Select this object type:
Iser, Group, or Buil-in securty principal Ohject Types...
From this location:
DESKTOP-MASTER Locations...
Common Gueries
M arne; Starts with Columns...

Drezcription:  Starts with

Disabled accounts Stop

Mon expiring password

Dravz zince lazt logor: ﬁj}“

Search results: oK Cancel

MName In Folder




Select User or Group

Select this object type:
IUser, Group, or Built-in securty principal

Ohject Types...

FErom thig location:
DESKTOP-MASTER

Locations. ..

Comman Gueries

M amme: Starts with
Dezcription:  Starts with

Disabled accounts

Mon expiring password

Dravz zince lazt logorn:

Search results:

Columns...
Find Mow

Stop
& ]
/j{

K Cancel

MName

% . .

In Folder

ll{rz:,rsztuf[:.qr |

DESKTOP-MAS...

% LOGOWANIE DO KONSOLI

%naucz'_fdel
% PRAWA WELASCICIELA

42 e

52 SySTEM
%Ten ceryfikat arganizacii
E;, tester

DESKTOP-MAS...

DESKTOP-MAS...

Select User or Group

Select this object type:
IUser, Group, or Built-in securty principal

Object Types...

From this location:
DESKTOP-MASTER

Locations...

Enterthe object name to select (2xamples):

Krzysztof C.

Advanced...

Check Mames




Name: Cav Ll S DL LEL
Owner: Kroysztof C, Ch (ot B
ner e A Mamy wiasciciela. Teraz
(| Replace owner on subceontainers and objects LIZ'_‘,"tk ownika
Permissions Share Auditing Effective Access

For additional infermation, double-click a permission entry. To modif#®a permission entry, select the entry and click Edit (if available).

Permission entries:

Mo groups or users have permission to access this ct. However, the owner of this object can assign permissions.

Add Rermove View

Enable inheritance
[C| Replace all child object permissien entries with inheritable permission entries from this object

Cancel Apply

Procedura jak poprzednio:

Permission Entry for PLIKI

Principal:  Krzysztof C, Select a principal
Type: Allow ~
Applies to: | This folder, subfolders and files w

Basic pejmissions: Show advanced permissions

@ Full control
8 Modify
@ Read & execute Zaznaczamy wszystko
B List folder contents
B Read

B Write

Special permissions

Clear all

[ Only apply these permissions to objects and/or containers within this container

Cancel




MName: CA\Users\PLIKI

Owner: Krzysztof C. (itkrzysztofc@hotmail.com) Change

[] Replace owner on subcontainers and objects
Permissions Share Auditing Effective Access

For additional information, double-click a permissien entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
a Allow  Krzysztof C. (itkrzysztofc@hot...  Full control MNone This folder, subfolders and files
Add Remove Edit

Enable inheritance

[C] Replace all child object permission entries with inheritable permission entries from this object

Cancel

Mozemy sprawdzi€ czy nadal mamy dostep do folderu:

B8 ; ThisPC > Local Disk(C:) > Users > PLIKI

B name

» B Nowy_plikxt

I tester.tut

Logujemy si€ na konto ‘tester’ i sprawdzamy dostep. Powinien nie by¢ mozliwy.

v * Ten komputer » Dysk lokalny (C:) » Users
zy Mazwa Data modyfikacji Typ
rka itkrz PLIKI > W
0 — |. Obecnie nie masz uprawnien dostepudo
Publiczne tego folderu. L
ve
tecter Kliknij przycisk Kontynuuj, aby uzyskac na state dostep |,
do tego folderu,
mputer

imenty ¥ Kontynuuj Anuluj

vka




6. Wszystko sie udato. Nowa lista ACL powinna wyglgda¢ mniej-wiecej tak:

PLIKI Properties x

General Sharng| Securty |Previous Versions  Customize

Object name: | C:\Users\PLIKI

|

To change permissions, click Edit. Edit

Pemissions for Krzysztof C. Allow Deny

Full cortral vy
Modify W
Read & execute vy
List folder contents v
Read vy
Wite: v

For special permissions or advanced seffings,
click Advanced. eings. ) Advanced

7. Wykonaj sprawozdanie uwzgledniajgc swoje nazwy i konta.




