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Database configurations

Database name Port Master user name

dev 5439 admin

Parameter group
Defines database parameter and query queues for all the databases.

default.redshift-1.0

Encryption
Disabled

1. RedshiftE 2/ FUH A EZE = JUH otJI

e 0O|= RedshiftE XS A& [ &dll=0{0t &tCt. Additioanl Configuration
M & O Network and security Ofl Al Publicly accessible2| 2t 2 & YesE & & §tCt.



Additional configurations @ usedefauits

These configurations are optional, and default settings have been defined to help you get started with your cluster. Turn off "Use defaults" to
modify these settings now.

v Network and security

Virtual private cloud (VPC)

This VPC defines the virtual networking environment for this cluster. Choose a VPC that has a subnet group. Only valid VPCs are enabled in
the list.

Default VPC
vpc-2776f45f

() You can't change the VPC associated with this cluster after the cluster has been created. Learn more [/ X

VPC security groups
This VPC security group defines which subnets and IP ranges the cluster can use in the VPC.

default X
sg-9ad460d9

Cluster subnet group
Choose the Amazon Redshift subnet group to launch the cluster in.

default v

Availability Zone
Specify the Availability Zone that you want the cluster to be created in. Otherwise, Amazon Redshift chooses an Availability Zone for you.

No preference v

Enhanced VPC routing
Forces cluster traffic through a VPC.

© Disabled
Enabled

Publicly accessible
Allow instances and devices outside the VPC connect to your database through the cluster endpoint.

No
O VYes

Bt 22l Publicly accessibleJt ot 20| off & Redshift 2/ A A S| M HIOIXINA RLEZE
& O] Actions Bl = 29 Ot 2F 2= Ul = (Modify publicly accessible setting)Jt £ 0| = Xl




2. Redshifte] TCP ZEH S

Details

Inbound rules

Actions a Edit Add pari

Manage cluster
Resize

Reboot

Pause
Delete

Defer maintenance

Modify publicly accessible setting '

Backup and disaster recovery

i

20 =

CtE 2 Security Groupll & & 2 HAH M TCP port number 54395 2 Zali 0f

StCH 2I0lA OI0I AtE 3 E “Network and Security” 218 S LAl 2ol 2
VPC Security Group & 3 It =XH&tC}.
1 235 2¢&/6tH Security Groups HI 0l XI 2 0l =at=0l HAJ| M “Edit Inbound
Rules” HES & &L},
= = @
Inbound rules Outbound rules Tags

‘ Edit inbound rules ‘

04 D1 A O}EHEP 20l 285t AddRule HES 8L 0l BR= URUHAM 2
HNAE JsSHH St 2ol M SourceZ AnywhereE A EiSH 23 2 0[CH X2 0l
ZE2 °“/d|* ot A= BFE2IPOHIAHC HANAS =10 ACLE My IPE
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Inbound rules info

Type Info Protocol Info  Portrange Info Source Info Description - optional Info

Custom TCP v TCP 5439 Anywh... ¥
0.0.0.0/0 X | =/0 X

Add rule

3. SQL OICIH 0l M RedshiftE admin H& 22 WA ASH 20| A3 0H2t
j_EEQ /\H/\‘|

=22 O

https://github.com/keeyong/data-engineering/blob/main/sgl/admin.md

£3|D} AH A

o o

CREATE SCHEMA raw_data;
CREATE SCHEMA analytics;
CREATE SCHEMA adhoc;
s M8 st XIS

()

CREATE GROUP analytics_users;

GRANT USAGE ON SCHEMA analytics TO GROUP analytics_users;

GRANT USAGE ON SCHEMA raw_data TO GROUP analytics_users;

GRANT SELECT ON ALL TABLES IN SCHEMA analytics TO GROUP analytics_users;

GRANT SELECT ON ALL TABLES IN SCHEMA raw_data TO GROUP analytics_users;

GRANT ALL ON SCHEMA adhoc to GROUP analytics_users;

GRANT ALL ON ALL TABLES IN SCHEMA adhoc TO GROUP analytics_users;
LEHAIE X d8 0 AHe X &

o

CREATE USER keeyong PASSWORD '...';
ALTER GROUP analytics_users ADD USER keeyong;

4. raw data.zip It 2| A== =J|
a. ¢Y==2 %C“ MOl 442 CSVIHLE =0] ULt
b. 0] 4) & raw_data AJ(0F 20l 222 HOIZZ EMotH & (Z2 U A
M%iﬁd HIOIE=0/J10 OIS0l &=0l0&)

5. S3 bucket= oLt BH= 01 0FE}.
a. 0/ 4742 LSS COPY SQLZ =AM 051 D| THE20M & X S32
HZEGHOFSHDY O IHE20M S3 B2 S 2HS 010k &



https://github.com/keeyong/data-engineering/blob/main/sql/admin.md
https://drive.google.com/file/d/11QgEJLkKgvhpAnKYHxHobxmnWs1_Pp3f/view?usp=sharing

b. 0| <lol AWS consolelil A S3 MHIAZ 0] =:
https://s3.console.aws.amazon.com/s3/home?region=ap-northeast-2
c. ®JIM Create bucket HE=2 Sl S 0IE2 H3AS MY,

Amazon S3

suckets 2

Buckets are containers for data stored in S3. Learn more [/}

Q 1 &
Name A Region v Access v Creation date v
d. abc-keeyongOlct) o2 2Lt A Rt 0|F = oLt ZctA AFE0LIIE ...
2oz AJE0HM Create Bucket HEZ 2 &
Amazon S3 Create bucket

Create bucket

Buckets are containers for data stored in S3. Learn more [4

General configuration

Bucket name

abc_keeyong|

Bucket name must be unique and must not contain spaces or uppercase letters. See rules for bucket naming [/
Region

Asia Pacific (Seoul) ap-northeast-2 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

I Choose bucket

6. Ol Hl €Al 4J12] CSV I == S3=2 g2
a. C>| 01|}\-I 0= abc-keeyongOl gt 0] & 2| S3 bucket2 2 = AF&HLY.
b. £ 0l Al abc-keeyong= & EHSI 1) Upload HES M EHGH M 2l 4J42] CSV
U_',OI:; O-IEI: o|>[:|-



https://s3.console.aws.amazon.com/s3/home?region=ap-northeast-2

Amazon S3 abc-keeyong
abc-keeyong

Bucket overview

Region Amazon resource name (ARN) Creation d
Asia Pacific (Seoul) ap- arn:aws:s3::abc-keeyong December
northeast-2 08:00)
Objects Properties Permissions Metrics Management

Drag and drop files and folders you want to uploa

Objects (0)

Objects are the fundamental entities stored in Amazon S3. For others to access your objects, yot

I Actions Vv H Create folder l

c. JdelDULHEH Ot 201 4742 CSV 0l 24 OF &L,

Amazon S3 abc-keeyong Upload

Upload

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDK or Amazon
S3 REST API. Learn more [4

Drag and drop files and folders you want to upload here, or choose Add files, or Add folders.

Files and folders (4 Total, 10.6 MB) Add files I ’ Add folder
All files and folders in this table will be uploaded.

Q 1
Name a Folder v Type v Size v
channel.csv - text/csv 83.0B
session_timestamp.csv - text/csv 5.8 MB
session_transaction.csv - text/csv 43.0 KB

user_session_channel.cs
v

Ol 412l CSV Y =2 S3 2= Ot 2 2Lt
e s3://abc-keeyong/channel.csv
e s3://abc-keeyong/session_timestamp.csv

text/csv 4.8 MB



e s3://abc-keeyong/session_transaction.csv
e s3://abc-keeyong/user_session_channel.csv
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1. https://console.aws.amazon.com/iam/home= & = &tL}.

2. 2% Bl=0lAM RoleS & &8t

Identity and Access
Management (IAM)

Dashboard

v Access management
Groups
Users
Policies
Identity providers

Account settings

+ Access reports

Access analyzer

Archive rules
Analyzers

Settings

c. Create Role= & E{ &L}

Identity and Access Delete role
Management (IAM) 1

Q Search
Dashboard

v Access management Role name v

st

O

H.

EY M= BtEA HED HEHS

d. AWS serviceE & &850 Ol 2l AE Ul A RedshiftE & & dH10 0] 01 Al Redshift

- Customizable (Allows Redshift to call AWS services on your behalf)E &

Next Permissions HE = 2 & &},
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5.

Create role

Select type of trusted entity

o= AWS service @ Another AWS account @ Web identity
.- EC2, Lambda and others Ml Belonging to you or 3rd party g%%r‘g;or any OpenlD
Allows AWS services to perform actions on your behalf. Learn more
Choose a use case
Common use cases
EC2
Allows EC2 instances to call AWS services on your behalf.
Lambda
Allows Lambda functions to call AWS services on your behalf.
Or select a service to view its use cases
AP| Gateway CloudWatch Events EKS KMS
AWS Backup CodeBuild EMR Kinesis
AWS Chatbot CodeDeploy ElastiCache Lake Formation

Select your use case

Redshift
Allows Redshift clusters to call AWS services on your behalf.

Redshift - Customizable
Allows Redshift clusters to call AWS services on your behalf.

Redshift - Scheduler
Allow Redshift Scheduler to call Redshift on your behalf.

CtS Policies 2 A 0l A AmazonS3FullAccessE F0tA 2Z 9 H A
El

S 4510 Next: Tags HE S 2= 6t

gt
=

A

0 -

SAML 2.0 federation
Your corporate directory

Redshift
Rekognition

RoboMaker

=
=



Create role

~ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy

Filter policies v Q s3

Policy name

» AmazonDMSRedshiftS3Role

» AmazonS3FullAccess

6. Next: Review HHES 226l 10 %= 0|22 2 redshift.read.s32 X &5t1] X =
MM BHCE.
Create role 1

Review
Provide the required information below and review this role before you create it.
Role name* redshift.read.s3

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

Role description = Allows Redshift clusters to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities AWS service: redshift.amazonaws.com

Policies AmazonS3FullAccess (4

Permissions boundary Permissions boundary is not set

No tags were added.

OtXI2t 2 2 0] & 8t= Redshift cluster0fl XI & olf OF St Ct. Redshift console 2
SO0 oHY S HAHE &S = Action Ol 5= 0l Al “Manage IAM roles”S
X SHCE,



Query cluster H Actions &

Manage cluster
Resize
Modify

i Reboot -

o~

Pause

Delete

Defer maintenance

Modify publicly accessible setting
Backup and disaster recovery

Restore table

Create snapshot

Configure cross-region snapshot

Permissions

Manage IAM roles

Change master user password
Manage tags

Rotate encryption

JIM 2 A BFE redshift.read.s3 & &t= X &6 “Add IAM role” HE S
= 2! 5tC}.

mw <

[

—/

Manage IAM roles: harmonizehealth

IAM roles

Your cluster needs permissions to access other AWS services on your behalf. For the required permissions, add IAM roles with the principal

"redshift.amazonaws.com". You can assiociate up to 10 IAM roles with this cluster. Learn more [4

Available IAM roles

redshift.read.s3 v { C H Add IAM role ]

No attached IAM roles

tC] IDE COPY

roll
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2 = (https://console.aws.amazon.com/iam/home)Z =0t Jt Roles & 3 E CHA|
2216+ M| A redshift.read.s3 roles & &1 SHCE.

Identity and Access
Management (IAM) 1

Dashboard
+» Access management
Groups
Users
Roles
Policies
Identity providers

Account settings

Q Search

Role name v Trusted entities Last activity v

redshift.read.s3

AWS service: redshift 17 days

redshift.read.s3 Summary 3t 2 0l Al Role ARN2| gt S Aot D1 ail =Ct. Ol
2t = £ S COPY HHEOI A At ol OFSHCY.




Roles > redshift.read.s3

Summary
Role ARN arn:aws:iam::080705373126:role/redshift.read.s3 (2]
Role description Allows Redshift clusters to call AWS services on your behalf. | Edit
Instance Profile ARNs @4l
Path /
Creation time 2020-08-13 20:27 PST
Last activity 2020-11-18 05:18 PST (17 days ago)
Maximum session duration 1 hour Edit
Permissions Trust relationships Tags Access Advisor Revoke sessions

~ Permissions policies (1 policy applied)

Attach policies

7. COPY &¢H 2ol S32| CSV L2 == 22! Redshift

% A
HIOISES= S AL
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a. M X Redshift raw_data 23| 0t0ll OFcH 2F 201 4JH2] EHIOI =S M A T

CREATE TABLE raw_data.channel (
channelname character varying(32)

);

CREATE TABLE raw_data.session_timestamp (
sessionid character varying(32),
ts timestamp without time zone

);

CREATE TABLE raw_data.session_transaction (
sessionid character varying(32),
refunded boolean,
amount integer

);

CREATE TABLE raw_data.user_session_channel (
userid integer,




sessionid character varying(32),
channel character varying(32)

);

b. L322 Redshift SQL 2ct0IH E0IA Otcl 47H2| COPY SQLES M & &tk

i. CSV It O0l|J/0ll delimiter2 = 20t(,)E AIZstCt. J1el 1) CSV I 0l A
ZAE0 zE=Z SMC B2 0l MIAHGHI| 2o removequotesES
Kl & &t

i. el Ccsvitge He M etel(alH)=S S AIGH| <IoH
“IGNOREHEADER 1”2 X| 8ol = Ct

ii. COPYSQLS 28
https://docs.aws.amazon.com/redshift/latest/dg/r_COPY.html

COPY raw_data.channel

FROM 's3://abc-keeyong/channel.csV'

credentials 'aws_iam_role=arn:aws:iam::080705373126:role/redshift.read.s3"' delimiter ;'
IGNOREHEADER 1 removequotes;

COPY raw_data.session_timestamp

FROM 's3://abc-keeyong/session_timestamp.csv'

credentials 'aws_iam_role=arn:aws:iam::080705373126:role/redshift.read.s3'
delimiter '," dateformat 'auto’ timeformat 'auto’ IGNOREHEADER 1
removequotes;

COPY raw_data.session_transaction

FROM 's3://abc-keeyong/session_transaction.csV'

credentials 'aws_iam_role=arn:aws:iam::080705373126:role/redshift.read.s3'
delimiter ',' dateformat 'auto’ timeformat 'auto’ IGNOREHEADER 1
removequotes;

COPY raw_data.user_session_channel

FROM 's3://abc-keeyong/user_session_channel.csV'

credentials 'aws_iam_role=arn:aws:iam::080705373126:role/redshift.read.s3'
delimiter '," dateformat 'auto’ timeformat 'auto’ IGNOREHEADER 1
removequotes;

-

Jo 1o
e ne

o

OPY & A& S0l BledJt LIH stl_load_errors HIOIE2| HE2 21
Ct:

SELECT * FROM stl_load_errors ORDER BY starttime DESC;




8. EC2 AIBH0Il S3 &2 det= =)

Redshiftet & &0l 2t&H 2
IAM RoleOl atLt O ULt O
AH/\-|O} o I—ID_O' v 9@. }\_|

elol &

AirflowJ} S3E SISt

Ok BH AirflowS EC2 A H 0l A /\*II A 2 &HollOkolt=
S3 EE 2 &t=S EC2 M0l XIZdH== IAM RoleZ 0| £
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a. https://console.aws.amazon.com/iam/home= 2 & &t(C}.
b. 2% MW M Roles & &{stCt

Identity and Access
Management (IAM)

Dashboard
v Access management
Groups
Users
Policies
Identity providers

Account settings

+ Access reports

Access analyzer

Archive rules
Analyzers

Settings

d. Create Role2 & EHGHC}

Identity and Access Delete role
Management (IAM) 1

Q Search
Dashboard

v Access management Role name v

e. AWS serviceES HE5ID Ot Sl AE N Al ECE A EHSHCE NextE 2}



Select trusted entity

Trusted entity type
O AWS service AWS account Web identity
Allow AWS services like EC2, Allow entities in other AWS Allows users federated by the
Lambda, or others to perform accounts belonging to you or a 3rd specified external web identity
actions in this account. party to perform actions in this provider to assume this role to
account. perform actions in this account.

SAML 2.0 federation Custom trust policy
Allow users federated with SAML Create a custom trust policy to
2.0 from a corporate directory to enable others to perform actions in
perform actions in this account. this account.

Use case

Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Common use cases
O EC2

Allows EC2 instances to call AWS services on your behalf.

Lambda
Allows Lambda functions to call AWS services on your behalf.
.. = = = = =
Add Permissionsl M S3E & 445t 1) AmazonS3FullAccessE & &5t 1) NextE
S&lstt
Permissions policies (Selected 1/734) 7
Choose one or more policies to attach to your new role.
Q, Filter policies by property or policy name and press enter 9 matches
"S3" X | Clearfilters
-] Policy name (&' v Type Description
N# AmazonDMSRedshi... AWS m... Provides access to manage S3 settings for Redshift endpoints for DMS.
N# AmazonS3FullAccess AWS m... Provides full access to all buckets via the AWS Management Console.
7] QuickSightAccessF... AWS m... Policy used by QuickSight team to access customer data produced by !

Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role.

AmazonS3FullAccess

Maximum 128 characters. Use alphanumeric and '+=,.@-_' characters.
Description

Add a short explanation for this policy.

Allows EC2 instances to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.



h. EC2230A 0 2 AsH0| 28t A & &5t 10 Actions Ol 5= 0l M Security
S ESHD 2B X 2 Z Modify IAM roleE & €4 5HCY,

Instances (1/1) info [ C H Connect H Instance state ¥ H Actions A }m

Q Connect h
View details
search: ec2-3-36-129-75.ap-northeast-2.compute.amazonaws.com X ‘ [ Clear filters .
( . Manage instance state
Instance settings >
Name v Instance ID Instance state Vv Instance type v Status check i 1€
Networking |
used i-034222a562993b46d ©Running @Q t3.small A0 it '
Change security groups Security >
Image and templates >
‘ Modify IAM role ‘ Monitor and troubleshoot »

c. (HIIM oilY S3 &2 #et= Xl E o= IAM Role(AmazonS3FullAccess)S

= [
MdEstry

Modify IAM role info

Attach an IAM role to your instance.

Instance ID
i-03422aa562993b46d (used)

IAM role
Select an IAM role to attach to your instance or create a new role if you haven't created any. The role you select replaces any

roles that are currently attached to your instance.

S3AccessForEC2 v Create new IAM role [A

9. EC2 AIBHJt Ot & &0l S3 &2 det= =)

S EAHAZ UHSAHA B FHSY SF 0 s =0 0l 2R ItE He| st

S3 WAIA HEHE JHE JAM AFEXE BHE 10 11 ALE XS] Access Key 2+ Secret
S 2 AHE0t= ZHA0ICH 0l B2 SRS ZEE=

HE IAMAIS I 226 AstES JHXH otElCle E0ICH(ARZ2 = &HAS O

B0t 0l5%)

10. guest = M Bt=1) st =D

CREATE USER guest CREATEUSER PASSWORD 'Guest1234";




GRANT USAGE ON SCHEMA raw_data TO guest;
GRANT SELECT ON ALL TABLES IN SCHEMA raw_data TO guest;
GRANT USAGE ON SCHEMA analytics TO guest;
GRANT SELECT ON ALL TABLES IN SCHEMA analytics TO guest;




	Redshift Cluster 설정하기 
	1.​Redshift를 외부에서 접근할 수 있게 하기 
	2.​Redshift의 TCP 포트번호를 열어주기 
	3.​SQL 에디터에서 Redshift를 admin 계정으로 액세스한 후에 스키마와 그룹들을 생성 
	4.​raw_data.zip 파일의 압축을 풀기 
	5.​S3 bucket을 하나 만들어야함. 
	6.​이제 앞서 4개의 CSV 파일들을 S3로 업로드 
	7.​Redshift에게 위 S3 버켓에 대한 액세스 권한 지정이 필요 
	7.​COPY 명령을 실행하여 S3의 CSV 파일들을 각각 Redshift 테이블들로 복사. 
	8.​EC2 서버에 S3 접근 권한을 주기 
	9.​EC2 서버가 아닌 환경에 S3 접근 권한을 주기 
	10.​guest 유저 만들고 권한 주기 


