NHdopmanuoHHass 0€30IaCHOCTD JeTen



lNamamka
6e3onacHoz20 nosedeHuA u obuwjeHus 8 cemu UHmepHem

Npuaymaii Gezonackeie naponk, | ByAb BEEMAMBLIM W APYMEnoBHbIM, He |
L AeprHW X B caKpeTe, He coobuwiali ceoii rpybM, HENbSA HCNONB3OBATE CETE AN8

TenedoH U INEKTPOHHBIA agpec! XYNWraHcTEa i yrpos! |

"y

Menonezyii ncesaoHum [noru), He |
L coobuwail caod MMA M hamuauie, He J
Bbickinaid fotarpaguu! \ /

MomHwn o AnsHoi BesonacHocTy,
EefH ceba ocTOPOMHO: HUKOIAA He

coobuwai uHdopmaymo o cebal
| He zarpysai comuuTensreie fanne | " Henbzs BCTPEYaTECH C BHRPTYANBHBIMK |
— 3TO EMpYChI, YEPEH, NpOTrpaMMei- — IHAKOMBIMK — 3TO MOryT BriTh

. WAMOHBI, KOTOPbIE NPHHOCAT Bpeg] L FNOYMBILLTEHHMKK]

A

\ . Mpexpark oBwenwne 1 He

eozobHoBnAl, echn Teba ockopBunn,

[ He xogM no HEZHaKOMEIM CaHTaM M
L CCbLNKamM, MOMHO NONacTeE B

wHebezonacHywo 2oHy»!

&

\ coobum ob atom Bzpocnbim!

' Y A Yeamaii apTopckMe npapa, yKazeleal :
WrHopupyii HemenarensHylo nouty u / MCTOMHMK MHbopMaume! ‘

paccklAKH = 3TO ENaM {HDH',I'JHHI-M ar e
coobuyenua nporpamm-poberon)l (Hacts 4 fpamaanckoro kogexca P.O)

E3pocnorg, ec/iM He SHaeWb KTO MX

' He oTkpeieai coobwenna Bes
[ ornpagun!

 Teowm SAWMTHUKM — BHTHEHRYCHEIS
Nporpammel, yCTaHOBH HX H '
perynapHo obHoengii! J

4

besonacworo nyrewecrsus 8 cetn!



C OCTOPOMHOCTEID A0OABNAWTE HEIHAKOMLUEB B «ApPY3bA»
M OTKa3biBaWTECh OT NMYHbIX BCTPEY € NIOAbMH,
KOTOPbLIMH Bbl NO3IHAKOMUAKWCE B MHTepHeTe., O6A3arensHo
PAcCHaM™HWTE BIPOCNBIM M CEOMM APY3bAM O 3anpoce Ha
Takyw Bcrpevy. BupTyanbHbie ApY3bA MOrYT Ha CaMoM
aene GbITh HE TEMH, 33 KO0 OHW cebR BeIAANOT.

3aBeguTe OTAENbHBIA
NouYTOBLIA agpec ana
pervcTpayMm B COUManbHbiX
ceTax, hopyMax v npouYumnx
CEpBHMCAX - NPpUAYMAaNTE K
HEMY CNOMHBIA Napone.

Kneserta, ockopbneHwe, HE3aKOHHOE KONK-

pOBaHME NPOAYKTOB TRPYAA APYIMX NHAEH M

ApYyrHe NpoTHBONpPaBHbIE AEWCTBMA,
COBEPLUEHHbIE B BUPTYAaNbHOM MHPE, BNEKYT
3a cobOol peanBEHOE NPUBNEYEHHE K aAMH-
HMCTPATHMBHOH, rPpaMoaHCcKOW NPpaBoBOH WAW

aawe ',rrr,:nuanuﬁ OTBETCTEEHHOCTH.

OTHOCUTECE C NOAOIPEHHEM K
caiTaM, roe 3anpawuveaT
naponb, agpec, AaHHbIE
NacnopTa v T.A., NPOCAT
npvcnaTte sms, cpotorpaduio,
BBEECTH HoOMep TenedoHa.

Ecnu y Bac ecrb
gonpocs! no Gezonac-
HOCTH B ceTH MHTep-
HET, NO3BOHHMTE HA

| HeanakoMble CaiThl

H NHUCBEMa OT cebe B COUMANBHBIX CETHX,
HEWMIBECTHbLIX yatax unu thopymax,

NoaymaiTe npexae, 4eM pasMecTMTb
| doTorpacdhMn MAW paccKazaTh O YeM-
HuGyae B oHnaWH-cpege. orTorpa-
A, pasMeleHHaA HECKONBKO NeT
| Ha3af[, MOMET CTaTh NPHYHHOW OTKa3a

Bcé, yTo Bbl cooBwnTe O

afpecaTtos MOryT MOMET DbLITh MCNONLIOBAHO
cogepwarh € MOLWIEHHMYECKMMM
BpEAOHOCHBIE HAMEPEHMAMM,

nporpamMmMsol.

OcraBnANATE B CETH MHUHHMYM
mHopMaumm o cebe 1 CBOMX
BNUIKKMX, HCNONbayATE
NOrMHLI U CROMHBIE NAPOAK =
HOBBIE ONA KawOQoro CaﬁTa -
dailje Mx MeHaMTe!

NoMHWTE, YTO B Ge30NaACHBIX
Mrpax v KBecTax HMKorga He
npeanaraeTchA BsINONHATE
3afNaHMA B PEanbHOMH MHIHK
WIH B HOYHOE BPEMA.
MaberadTe Takux Mrp.

| nPuHATE Bac Ha paboTty B Byaywem.

Ecnu y Bac ecrb
Bonpock! no 6e3o-
NacHoCTH B ce2TH MH-
TEPHET, 3aignTE Ha




NHdopmaumoHHasa 6e3onacHocTb 06pas3oBaTenibHOMO yupexaeHus npeacrtaBnsaet cobor KoMNeke Mep pasnnyHoro xapakrepa,
HanpaBneHHbIX Ha peanu3aumnio ABYX OCHOBHbIX Lienei. [NepBoi Lenbio aBnseTcs 3almta nepcoHarbHbIX 4aHHbIX 1 MHOPMAaLMOHHOIO
NPOCTPAHCTBA OT HECAHKLMOHUPOBAHHbLIX BMELLATENbCTB, XULLEHWUS HpOopMaLUKn N 3MEHEHUS KOHGUrypaLmm CUCTEMbI CO CTOPOHbI
TpeTbux nuu. Bropas uenb Vb - 3awmra yyawmxcsa ot niobbix BUAOB NponaraHabl, pekramMbl, 3anpeLeHHon 3aKoOHOM MHopMaLmn.

NHdpopmaumoHHasa 6e3onacHOCTbL B COBPEMEHHOM 06pa3oBaTenbHOM cpeae B COOTBETCTBMM C AENCTBYHOLLMM 3aKOHOAATENBCTBOM
npegycmaTpuBaeT 3aLlmTy CBEAEHUN U JaHHbIX, OTHOCALLUXCA K CrieayoLwmm Tpem rpynnam:

e epcoHarbHble aHHble U CBEAEHMS, KOTOPbIE MMEIOT OTHOLLIEHUS K yYaLLMMCS, NpenoaaBaTenibCkoOMy COcTaBy, NepcoHany
opraHusaummn, oundgpoBaHHbIE apXMBHbIE OKYMEHTbI;

e obyyalowume nporpaMmmebl, 6a3bl JaHHbIX, BUBMOTEKN, Apyrasi CTPYKTYpUpOBaHHaA MHopMaums, npuMmeHseMas ans obecnedyeHms
y4ebHoro npouecca;

e 3aulinuieHHadA 3aKOHOM UHTeIJeKTyarnbHas COBCTBEHHOCTb.

Hencteus 3IN10YMbILLJTIEHHUKOB MOTYT NMPUBECTU K XULLEHUNIO YKa3aHHbIX JaHHbIX. Takxe npn HeCaHKUMOHNPOBAHHOM BMELLATENIbCTBE
BO3MOXHbl BHECEHNSA NUBMEHEHUI U YHUHTOXEHNE XPpaHUInL, 3HaHUW, nporpamMmMHbIX KOOOB, OLI,VICprBaHHbIX KHWUT 1 nocobun,
nCcnosrb3yembiX B 06pa3OBaTeJ'IbHOM npouecce.

B 06s13aHHOCTM N, OTBEYaloLLNX 3a I/IHCbOpMaLI,VIOHHle ©e30nacHOCTb, BXOAUT:
e obecneyeHune COXpPaHHOCTM 3allnaeMbiX JaHHbIX;

® nopgaepxaHue VIH(bOpMaLI,I/IM B COCTOSAHMN MOCTOSAHHOW OOCTYNHOCTU AA aBTOPU3OBAHHbIX JTALL;
e obecneyeHune KOHC*)I/ID,eHLl,VlaJ'IbHOCTI/I nognexawmx sawmre cBegeHun, npegoreBpalleHne aoctyna K HUM CO CTOPOHbI TPETbUX JTNLL.

Yrpo3bl tHpopmMmaunoHHON 6e30nacHOCTU

Cneundukoii ooecneuenus b B uHGOPMAIIMOHHBIX YUPEKICHUSIX SIBISIETCSI COCTaB XapaKTepHbIX yrpo3. K HUM OTHOCHUTCS HE
TOJIBKO BO3MOYKHOCTb XUILEHHS WJIM MOBPEXKICHUS JaHHBIX XaKepaMH, HO TaKXkKe AesITeNbHOCTh yyammxcs. [logpocTku MoryT
CO3HATEJIbHO WJIM HEHAMEPEHHO TOBPEIUT 000PyI0BaHUE WIIH 3aPa3UTh CUCTEMY BPEIOHOCHBIMU MIPOTPAMMaMHU.

VYrpo3aM HaMEPEHHOT0 WM HEHAMEPEHHOT'O BO3JEHCTBUS MOTYT IOJIBEPIaThCs CAEAYIOIINE IPYIIbl OObEKTOB:



KOMIIBIOTEPHOE U JIpyroe o00pymoBaHue 00pa3oBaTeIbHOM OPraHU3aIlK, B OTHOIICHUH KOTOPOTO BO3MOYKHBI BO3JICHCTBUS
BpenonocHoro [10, ¢puznueckue u npyrue BO3ACHCTBUS;

® KOMIIBIOTEPHOE U JIpyroe o0opynoBaHue 00pa30BaTeIbHOW OpraHu3aIui, B OTHOIIIEHUH KOTOPOTO BO3MOXKHBI BO3/ICHCTBUS
BpenonocHoro [10, ¢puznueckue u npyrue BO3ACHCTBUS;

® TIpPOrpaMMHOE OOeCIeUeHHE, TPUMEHIEMOE B yIeOHOM MPOIECCe WU I paOOThI CUCTEMBI; JaHHBIC, KOTOPHIC XPAHSITCS
Ha )KECTKUX JTUCKAaX WU TOPTATUBHBIX HOCUTENX;

® JICTH U MOAPOCTKH, KOTOPBIE MOTYT TOJBEPTaThCs CTOPOHHEMY HH(POPMAIIMOHHOMY BO3JICHCTBUIO; TICPCOHA,
nojepkuBaroIuit padory MU T-cucteMsl.

® VYrpo3sl HHGOPMAITMOHHOHN 0€30ITaCHOCTH 00Pa30BaTEILHOIO YUPEIKICHHUS MOTYT HOCUTh HEIIPETHAMEPEHHBIN 1
npeaHaMepeHHbIN XapakTep. K yrpo3am nepBoro Tuma OTHOCSTCS:

® aBapUM M YPE3BBIYANHBIC CUTYAI[MH — 3aTOTUICHHUE, OTKITFOUCHUE AIEKTPOIHEPTHH U T. [.; MPOTPAMMHEIE COOH;

® OIMOKH PAaOOTHHUKOB; TTOJIOMKH O0OOPY/IOBaHHMS; COOM CUCTEM CBSI3H.

Oco0OeHHOCTBIO HETIPETHAMEPEHHBIX YTPO3 SIBIAETCA X BpEMEHHOE BO3eicTBIE. B OONBIIMHCTBE CiIy4yaeB pe3yabTaThl UX
peanu3aiyu rnpeacKka3yembl, J0CTaTOYHO YPPEKTUBHO U OBICTPO YCTPAHSIOTCS IOATOTOBIEHHBIM IIEPCOHATIOM.

HamHoro 6os1ee oracHbIMU SIBISIFOTCS YTPO3bl HH(OPMALIMOHHON 0€30MacHOCTH HaMepEeHHOTo Xapakrepa. OObIYHO pe3yabTaThl
UX peau3alii HEBO3MOXHO NMpeABuAeTh. HamepeHHble yrpo3bl MOTYT UCXOIUTh OT yYallluXcsl, IepCcoHala OpraHu3aluy,
KOHKYPEHTBI, Xakepbl. JINII0, OCYIIEeCTBRISIONIEE MTPEAHAMEPEHHOE BO3/ICHCTBIE HA KOMITBIOTEPHBIE CUCTEMBI MJIM TPOTrPAMMHOE
obecrieueHue, TOJKHO OBITh JOCTATOYHO KOMIIETEHTHBIM B UX padore. Hanbomnee ysa3BUMBIMU SBJISIOTCS CETH C yIAJICHHBIM B
IPOCTPAHCTBE PACIIOI0KEHUEM KOMIIOHEHTOB. 3JI0YMBIIIIEHHUKHA MOTYT I0CTaTOYHO JIETKO HAPYIIAaTh CBSA3U MEXIY TaKUMHU
yIaJIE€HHBIMUA KOMIIOHEHTAMHU, YTO MOJIHOCTBIO BBIBOJUT CUCTEMY U3 CTPOSL.

Cyl11ecTBEHHYIO yrpo3y MPEACTABISIET XUIIEHUE UHTEIIEKTyaIbHOM COOCTBEHHOCTH U HapyIlIEHHWE aBTOPCKUX MpaB. Taxxke
BHEIIHUE aTaKu Ha KOMITbIOTEPHbIE CETU 00pa30BaTeIbHON OpraHU3alMi MOTYT MIPEANPUHUMATECS ISl BO3IEUCTBUS Ha
co3Hanue geteil. Hanbonee cepbe3Has yrpo3a — BO3SMOKHOCTb BOBJICUEHHS IE€TEH B KPUMUHAIBHYIO HJIA TEPPOPUCTHUECKYIO
TESITENIbHOCTD.



Mepsbl 3a11UThI

CoBpeMeHHbIE TEXHOIOIMH HH(POPMALIMOHHON 0€3011aCHOCTH 00pa30BaTEIbHON OpraHU3aluy IpeayCcMaTpruBatoT o0ecedeHne
3alUTHl HA 5 YPOBHSX:

HOPMaTUBHO-IIPaBOBOM;
MOPAaJIbHO-3THYECKUM;
aJIMAHHUCTPATUBHO-OPTaHU3ALIMOHHBIN;
(pusnuecKuii;

TEXHUYECKUU.



3onoTbie npaBuna 6e3onacHoOcTU B
MHTepHeTe

Ecmn yto-10 HCIIOHATHO,
CTpainHo HIH HEIPHATHO —
BHE‘IDD K B3pOCIIEIM [TOCIICIIH,
Pacckaxy o noxaxm.

Ecth npobnemul B nHTEpHETE?
Bmecre B3pocabie M e
MoryTt Bee peniMTs Beeria
be3 ocoboro Tpyaa.

C He3HAKOMBIMH JIIOLMH
Thi Ha BcTpeuy He !

C rpyOnsHAMH B CETH
Pasrosop He 3anoju.

Hy 1 cam He onnomai —
Huxoro ne oOuxaii.

Kro rpy0uT B adpupe — cKBepHO
[locrynaer on ve Bepuo!

MHTEPHET.
Tepputopua
6e3aOnacHocTM

ITH NPABKIA HE TPY/IHO
NOCTOAHHO CODIIONATE.

U Toraa Geanl u rops HHKOMY
M3 HAC HE 3HATH!

« TPOITAMH» TAKHX 0BYT,
JpyxOy ¢ HUMH He BeIYT.
Ortpeuars Ha rpyDOCTE «TPOILIEI -
Huvero raynei Her bonee.
HUrnopupyiite Takux —

PKHIAHTE cafiThl HX.

BYObLTE
OCTOPOMHbI B NMONE3HbLIE COBETHI
WHTEPHETE!!! OnNA TEBA



